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Application area
O6pa?>OBaTeJ'IBHaH ImporpamMma npe€aHasHa4y€Ha A1 IMOArOTOBKHU 6aKaHaBpOB

B 00nacTu HH(POPMAIIMOHHOW 0€30TTaCHOCTH

The educational program is designed to prepare bachelors in cybersecurity
area

Binim oepy [ 6B06306-AkmapaTThIK KayiIci3mik xyienepi
O0araapiaMachbIHbIH
KOJbI M€H aTaybl
Kox u mnammenosanue | 6B06306-Information Security Systems
o0pa3oBarejbHO
NPOrpamMmbl

The code and name of
education program

6B06306-Cuctembl HHOPMAIIMOHHON 0€301aCHOCTH

HopMmaTtusTik- — 2007 xpuiaeie 27 minaeneri Ne 319-111 Kazakctan PecmyGnukacbiHbIH
KYKBIKTBIK KaMTBLIYbI «bimim  typamery  3anbl, 20.03.2023:xk, No214-VII e3repictep MeH
HopmaTtuBHo-nipaBoBoe TOJIBIKTBIPYJIAPMEH

odecnevyenue —31.10.2018 x. Ne604 >Korapbl Ou1iM OepyaiH MEMIJIEKETTIK >KaJIlblFa

The regulatory and legal | wmimmerri  crammaprer, 19.01.2023 . Ne21 esrepicrep MeH

support TOJIBIKTBIPYJIAPMEH

—30.10.2018 x. Ne595 YKoraprbl xoHE (HeMece) KOFapbl OKYy OpPHBIHAH
Kelinri OuriM OepyniH OimiM Oepy OarmapiamaniapblH iCKE achIpaThiH
OiniM Oepy yibIMAapbl KbI3METIHIH YITLTK Karumgamapsl, 18.11.2022 x.
Nel45 e3repictep MEH TOJIBIKTHIPYJIAPMEH

—12.10.2018 . Ne563 OKBITYIbIH KPEIUTTIK TEXHOJIOTUACHI OOMBIHIIIA OKY
NPOLIECIH YHBIMIACTHIPY KaFuaaaapsl

— XKorapbl xoHEe ’XOFapbl OKYy OpHbIHaH KeWiHri Ourimi Oap Kajapiap.sl
nasipiay OaFbITTapbIHBIH CHIHBINITAYRIIBI — 05.06.2020 k. No234 >xoHe
13.10.2018 x. Ne569 KP BxxF'M OyiipbiFeiHa KochIMIIa

— "AKnapaTThIK HHOPaKypbUIBIM jkoHe AT Kayimnci3airiH KaMTamachl3 ety
«Be0-MOHUTOPHUHT KYpri3y», «AKNaparTblKk HUHQpakypbulbiM koHEe IT
Kayimci3miri  canmacelHAAFbl  KociOu-mamanmap»,  «lIporpammansix
KaMTaMaHbl TECTIey» Kociou cranmaprrapbl — «Atamexken» Kaszakcran
PecniyOnukacel ¥ ATTBIK Kocinkepnep mnanatachlHbIH Backapma
Teparackl MiHAETIH aTKapymbiHBIH 2022 KbUTFBI 5 skenTokcanmarsl Ne
222 OyiipbIFbIHa 4-KOChIMILIA

—II E¥Y 708-18 JLH. TI'ymuneB ateiHgarbl Eypasuss yITTBIK
yHuBepcuTeTiHiH biniMm Oepy OaraapiaManapblH o3ipiiey, capanray KoHe
OekiTy OOMbIHILIA PCIMI

— «udpaeik Kazakcran» memiekertik Oarmapiamackl KP  YxkimertiHig
12.12.2017 x. Ne827 Kaynbiceimen OekiTinai KP Ykimerinig 12.12.2017
KeUTFBI  N0827  kaynbicbiMeH OekiTinreH «ludpaeik  Kazakcram»
MEMJIEKETTIK OaFapiaMachl.

— Kazakcran Pecnybnukachl ¥JITTBIK KociKepiep majarachl « AKIapaTThIK
Kayincizmik» backapMachIHBIH KociOM CTaHIAPTHI K ATaMEKEH;

— «bK Caynerminep» kocidu cranaaptsl (05.12.2018 x., No 330).

3axon Pecnybnmuku Kazaxcran «O0 ob6pazoBanumy ot 27.07.2007 . Ne319-




111 ¢ msmenenusmu u nononaeHusMu ot 20.03.2023r, Ne214-V1I

— T'ocynmapcTBeHHbII 00111€0053aTENbHBIN CTaHIAPT BBICIIET0 00pPa30BaHUS
or 31.10.2018 . Ne604 ¢ n3MeHEHHSIMH U JIOTIONHEHUSIMU OT 19 stHBaps
2023 1. Ne 21

— TunoBele  mpaBuiia  JEATENBHOCTH  OpraHu3aluii  obpa3zoBaHUS,
peanu3ylomux 00pa3oBaTeibHbIE MPOrpaMMbl  BhICIIETO U (WIIH)
nocieBy3oBckoro oopaszoBanus oT 30.10.2018 1. Ne595 ¢ u3zmenenusmu u
nononaenusMu ot 18.11.2022 . Ne 145

— IIpaBuna opranuzanuu y4eOHOTO TMpolecca MO KPETUTHOW TEXHOJIOTHH
ob6ydenus ot 12.10.2018 1. Ne563

— Knaccudukarop HampaBiieHUH TOATOTOBKM KagpoOB C BBICIIUM H
MOCJIEBY30BCKUM oOpa3oBanueM — [Ipunoxenue k npukazy MOH PK ot
05.06.2020 1. No234 u ot 13.10.2018 1. Ne569

— IIpodeccuonanpubie CTaHJapThl «MHPOpMaLMOHHanA

6e3onacHocTb», «ObecneyeHre O€30MaCHOCTH  HH(POPMAIUOHHOM
uHppactpykrypsl u  UT», «Cneunmanuctel-npopeccuoHanssl 1o
Oe3omacHOCTH  MHPOpMALMOHHOM  uH@pacTpykrypsl u  UT»,

«TectupoBanue mporpaMMHOTO obOecnedeHus», , «Pa3paboTku 1o
00JIaYHBIM TEXHOJIOTHSIM», «CeTeBble, CUCTEMHblE aAMUHUCTPATOPbl WU
agmuHucTpatopbl  cepsepo» —  Ilpunoxenune Ned k  mpukasy

ucnosustouero oodszannoct Ilpencenarens Ilpasnenus Haunonanbuoi
I1aJlaThbl Hpe,[[HpHHHMaTeJ'IefI PeCHy6J'II/IKI/I Kazaxcran «ATaMmekeH» OT
05.12.2022 r. Ne222

—Ilpouenypa 1o  pa3pabotke, OKCIIEPTA3E W YTBEPKICHUIO
obpazoBarenpHbIX Iporpamm B EHY um. JI. H. I'ymunesa IT EHY 708-18

— TocynapcrBennass mnporpamma «Lludposoii Kazaxcran», yTBepxkieHa
nocranoBieHueM [paBurensctBa PK Ne827 o1 12.12.2017 1.

— IIpodeccuonansubiii  crannapr «HpopmanroHHas ©0e30MaCHOCTHY
[IpaBnenne HanmonansHo nanarel npegnpuaumareneil PK «Arameken»
[Ipodeccuonanbublii  cTaHgapr «APXHUTEKTOPbI IIPOrPaMMHOTO

obecrieuenus», (05.12.2018 1. Ne330);

The Law of the Republic of Kazakhstan "On Education™ of July 27, 2007

No. 319-111 with amendments and additions of 20.03.2023, , No.214-VII

— State compulsory standard of higher education of 31.10.2018, No. 604
with amendments and additions of 19.01.2023, , No.21

— Standard rules for the activities of educational organizations
implementing educational programs of higher and (or) postgraduate
education of October 30, 2018 No. 595 with amendments and additions of
18.11.2022 No. 145

— Rules for organizing the educational process on credit technology of
education of 12.10.2018, No. 563

— Classifier of areas for training personnel with higher and postgraduate
education — Appendix to the order of the Ministry of Education and
Science of the Republic of Kazakhstan of 05.06.2020 No. 234 and of
13.10.2018 No. 569

— Professional  standards "Ensuring the security of information
infrastructure and IT", "Conducting web monitoring", "Professionals in
the security of information infrastructure and IT", "Software testing" -
Appendix No. 4 to the order of the Acting Chairman of the "Atameken™
Board of the National Chamber of Entrepreneurs of the Republic of
Kazakhstan of 05.12.2022, No. 222




— The procedure P ENU 708-18 for the development, examination and
approval of educational programs at L. N. Gumilyov ENU

— The state program «Digital Kazakhstan» approved by decree of the
Government of RK Ne827 of 12.12.2017 State program "Digital
Kazakhstan", approved by the Resolution of the Government of the
Republic of Kazakhstan No. 827 dated 12.12.2017.

— Professional standard "Information Security” Board of the National
Chamber of Entrepreneurs of the Republic of Kazakhstan "Atameken"

— Professional standard "Software Architects" (05.12.2018, No. 330)

Binim Oepy 0arnapasiamachl asicbiHAA AaiibIHAay OeiiiHiHiH kKapTacsl/ KapTa npoduis noaroroBku
B pamkax o6pa3oBaresnbHoii mporpammbl/ Profile Map of Education Program

BB makcarsl
Hean OII
Objective of EP

KociOu KpI3MeTTeri Kyp/eli Macesenepi menry Ke3iHae aknaparThl Kopray
oficTepiH KOJJlaHA aNaThlH, TaHJAyJbl apryMEHTTeN, Tajjay Kyprise
OineTiH KMOepKayilci3aik camacklHaa Odcekere KabineTTi OakajmaBpiiapibl
JlavbIHIay

[TonroroBka KOHKYPEHTOCIIOCOOHBIX OakaJlaBpoB B obnacTu
KnOepOe30MmacHOCTH,  CHOCOOHBIX — aHAIM3UPOBATh, APrYMEHTHUPOBATH
BbIOOD, MPUMEHATh METOABI 3aIIUTHI HH(OPMALIUU NPU PELIEHNUN CIIOKHBIX
33124 B IpO(ECCHOHATILHON 1A TETbHOCTH

Preparation of competitive bachelors in the field of cybersecurity, able to
make decisions, analysis, justification, application of information security
methods in solving complex specialized problems and practical problems in
professional activities

Binim oepy
O0armapjiaMacbIHbIH
TYKbIPbIMJAAMAChI
Konuenuus
o0pa3oBarejibHOM
NpOrpamMmbl

The concept of education
program

binim Oepy Oarmapnamacel OumiM  Oepy YIEpIiCiH JKy3ere achIpyIblH
MaKcaTTapbIH, HOTHIKEJIEPIH, Ma3MyHbIH, HIapTTaphbl MEH
TEXHOJIOTHSUIAPBIH, OCBl  OaFbITTaFbl  TYJEKTEPAl Jaspiay CarachlH
OaramayZpl peTTEWIi »oHe OUIIM amylmIbUIapAblH JalbIHIBIK CamachlH
KaMTaMachl3 €TeTIH MaTepuajiapAbl JKoHE TuicTi  Ourim  Oepy
TEXHOJIOTUSUIApbIH €HI13yai KaMTubl. bb epekmieniri kpunrorpadus xoHe
KpUIITOTAI/Iay cajachiHaa GopMaliasl anmapaTThl UTepy; 1IIKi Kyienepre,
KYpBUIFbUIAPFa, aKNapaTThIK-KOMMYHHMKALUSJIBIK JKYHelIepAiH KaHajaapbl
MEH JJIEMEHTTEpiHE 3USHABI MPOrPaMMAaJIBIK-TEXHUKAIBIK dCepiHe KapChl
Typy, AXK akmaparTel Kopray ’KyHernepiH Kayirnciz Oackapy; HUQPIBIK
KbUIMBICTAp/Ibl 3€PTTEY KHE aJI/IbIH ally KaOlIeTIH KalbIITaCThIPY.

OOpaszoBarenbHas OporpaMMa  perylaMEHTHpPYeT LeldH, pe3yibTaThl,
coJlep)KaHue, YCIOBHMSI M TEXHOJIOTUM pealu3alund 00pa3oBaTeIbHOTO
mpolecca, OLIEHKY KadecTBa ITOATOTOBKHM BBIIYCKHMKA [0 JIaHHOMY
HaMpaBJICHUIO U BKJIIOYAET B ceOs MaTepuaibl, 00ecreynBaroIme KayecTBO
MOATOTOBKA  OOydYaromuxcsi W peaju3alui0  COOTBETCTBYIOIIEH
oOpa3oBatenbHOl TexHOonoruu. OcobenHocthio OIl sBnsercs BiaaeHue
dbopManbHBIM anmapaToM B o0JacTh KpunTorpaguu M KpUNTOAHAIIW3a,

CIIOCOOHOCTh IIPOTUBOIENCTBUS BPEIOHOCHOMY IIPOrpaMMHO-
TEXHUYECKOMY BO3JIEHCTBUIO Ha IOJCHCTEMBI, YCTPOMCTBA, AJIEMEHTHI U
KaHaJIbI UH(POKOMMYHUKAIIHOHHBIX CHUCTEM, Oe3omacHoe

aJIMMHHCTPUpPOBaHUE cucteM 3aumTsl nHbopManuu VC; npenynpexnenue
U pacciieloBaHue HUPPOBBIX MPECTYIICHHUH.

The educational program regulates the objectives, results, content,
conditions and technologies for the implementation of the educational
process, assessment of the quality of graduates training in this area of




training and includes materials that ensure the quality of training of students
and implementation of appropriate educational technology. The specialty of
the EP is the possession of a formal apparatus in the field of cryptography
and cryptanalysis; the ability to counteract malicious software and technical
impact on subsystems, devices, elements and channels of
infocommunication systems, secure administration of information security
systems; prevention and investigation of digital crimes.

Tyxaekrin oiiikTitik cunarramacel/KBaaupukannoHHasi XapaKTePUCTHKA BbIMYCKHUKA/

Graduate Qualification Characteristics

Bepinerin qapexe:
HpncymaeMaﬂ CTCIICHb:
Awarded degree:

«6B06306-AknapaTThIK Kayilci3aik xyuenepi» OuriM Oepy Oarmapiamacsl
OOMBIHIIIA aKIAPATTHIK KAYINCI3/iK calachbHIaFbl OaKaiaBp

bakanasp B o6sacTu nH(GOpMaLIMOHHON 0€30IaCHOCTH O 00pa30BaTEIbHON
nporpamme «6B06306-Cuctembl nHGOpMAITMOHHON 0€30MaCHOCTH

Bachelor in Information Security on the educational program «6B06306-
Information Security Systemsy»

MamMaHHBIH
Jlaya3bIMJIAPbIHBIH Ti3iMi
IIepeyensb nosxHOCTEH
CHenraAJINCTa
List of
positions

specialist’s

— AKHaparThIK Kayilci3iK >KeHIHIer1 MaMaH,

— Kayincizaik cypakrapsl 6oiibinia Maman (AKT);

— AKHaparThIK KayilcCi3AiK >KeHIHIerT MaMaH;

— Iudpibik TexHOMOTUSIIAP OOWBIHINA KPUMHUHAITUCTHKA MaMaHbI;

— Jepexrepai mudpnayuis,

— Be0-ananuTuka MaMaHbI,

— TexHUKaIBIK Ky)KaTTaMaHbI 93ipiey OOMbIHIIIA MaMaH (TEXHUKAJIBIK aBTOD);

— JKyiienik )oHe KeTTiK oKiMIIiIeHIipy OOMBIHIIA MaMaH (3KeJTi SKiMIIIici);

— AKnaparThIK KayilcCi3aiK ayTuTOph;

— AKMaparThIK Kayilci3aiK HHXKEeHepi;

— KpzMmer kayincizziri 60iibIHIIa MaMaH;

— AKHaparThIK Kayilci3iK KeHIH/IeT1 MaMaH,

— Cnenuanuct no nHGOPMaIMOHHON 06€30MacHOCTH

— Cnenmanuct no Bonpocam 6e3onacHoctu (MKT)

— Cnenuanuct 1o 3amure nHdopMaluy,

— CrenuanucT-KpUMAHAINCT 10 U(POBBIM TEXHOJIOTHSIM;

— IudpoBanbiiyKk JaHHBIX

— Crnenmanuct 1o BeO-aHAIUTUKE

— Cnenuanuct 1o pa3paboTke TEXHHUYECKON JOKYMEHTAlUu (TEXHUYECKHM
MMcaTelb)

— CrnenuanucTt Mo CUCTEMHOMY M CET€BOMY aIMUHUCTHUPOBAHUIO (CETEBOM
aJMUHHUCTPATOP)

— Ayautop no nHGOpMaMOHHOM 0e30MacHOCTH

— Mmxenep mo 3amure uHGoOpMaIuu

— Cnenuanuct no 6e30MacHOCTH CEPBUCOB

— Cnenuanuct no nHGOPMAIMOHHON 0E€30MaCHOCTH

—Information security specialist

—Security Specialist (ICT)

—Information security specialist;

— Digital Forensic Specialist;

—Data Encryptor

—Web analytics specialist

—Specialist in the development of technical documentation (technical writer)




—Specialist in system and network administration (network administrator)
—Information security auditor

—Information Security Engineer

— Service Security Specialist

— Information security specialist

Kociou KbI3MeT cajiachl
Obaactp
npodeccuoHAIbHOM
AeATeJbHOCTH

The area of professional
activity

KomrproTepiik, TEJIEKOMMYHHUKAITHSITBIK JKEIIEPIiH, OYITTHI
TEXHOJIOTHSUIAPAbIH,  €CeNTey  JKYHWeNepiHiH, JepeKTep  Oa3achIHbIH,
KOCIIMOPBIH MH(PAKYPHUIBIMBIHBIH, KayiNCI3/iri; KpUnTorpadus; aKnaparThiK
Kayinci3mik xyienepi.

be3onacHOCTh KOMITBIOTEPHBIX, TEEKOMMYHUKAIIMOHHBIX ceTel, 00JayHbIX
TEXHOJIOTHH, BBIYMCIHMTENBHBIX CHUCTEM, 0a3 JaHHBIX, HH(PPACTPYKTYpHI
NpeANpUATHIL; Kpunrorpadus; cucteMbl HHGOPMALIMOHHONW O€30MaCHOCTH.

Security of computer and telecommunication networks, cloud technologies,
computing systems, databases, enterprise infrastructure; cryptography;
information security systems.

Kacion KbI3MeT | AKnaparTelK akTuBTep, AT WHOPaKYpBUIBIMBI, KOCITOPBIHHBIH aKIIapaTThIK
o0beKTici JKYHeIepi; akmaparThIK Kayirci3IiKTi KaMTaMachl3 €TETiH KyHemep.
O0bekT
. Wudopmannonnsie  aktuBbl, |T-undpactpykrypa, wuHDOpMAIOHHBIE
npogeccuoHaAIbLHOU o N
CUCTeMBbl MPEANpUATHI; CcUCTeMbl obecriedeHus UHGOPMAITMOHHON
gl T 0e30MacHOCTH
The object of '
professional activity Informat!on asset_s, IT infrastructure, Enterprise Information Systems;
Information Security Systems.
Kaciou KBbI3MET | — F binbiMu-3epmme) HCoHe MexHON0UANbIK
(pyHkuusiapsl ’oHe | KocimopelHaap MeH YHBIMIApAbIH aKNapaTThIK KayilCi3miK IKyHenepiH
TypJiepi Tajay KoHe MOJepHU3alsIIaY;
DyHKUHH U BHIBI | [{[nppnblK  KYpbUIFBLIApD MEH  JKaOABIKTApAbIH  KPUMMHAIMCTHKAIBIK
npogeccnoHanbHOM capanTamachl;
AeATeJbHOCTH AKMapaTThlK ~ TEXHONOTHSUIAp  CajachlHAAFbl  OY3YNIBUIBIKTap  MEH

Functions and types of
professional activity

KBUIMBICTapIbI 3€PTTIEY;

— Konoany orcone asipney

AKnaparThIK JKYHenepAiH Kayilci3 )KYMbICBIH YHBIMIACTBIPY JKOHE OJIapaFbl
aKIapaTThIK Kayinci3aikTi 0ackapy. KommnbroTepiik xyienep MeH xeiniiepae

aKIaparTbl  KOpFayAblH  IPOTrpaMMajblK-allaparThlK,  TEXHUKAJbIK,
KpUNTOTpaUsIIbIK KYpajAapblH €HI13y KoHE Maiijaany;
Kacinopeinaapasig aKnaparThIK KyHenepinzaeri KOHE AT

MHOGPaKYpbUIBIMIAPbIHAFbl  aKNApaTThIK KayllCI3AIKTIH 1K1 KyHelnepiH
xobasay, 93ipiey, eHI13y JKoHe KOoJJay;

— ¥livimoacmuipyubl vl scane 6ackapyulblibig

Kacinopsinaapaa akmaparTsl KOpFayablH YHBIMAACTHIPYLIBUIBIK [IapajapblH
a3ipIey JKoHe eHipy;

AKMaparThIK KayilCi3/iK CalachbHIaFbl YHBIMAACTHIPYIIBUIBIK, HOPMATHUBTIK,
TYPaKTaHABIPYIIBI KY)KaTTaMaHbl 331pJiey, eHI13y JKOHE JKYPrisy.

— Hayuno-uccneooeamenbckas u mexHo102u4ecKkas
AHanu3z W MoJepHH3alus CUCTEM HWH(POPMAIMOHHON O€30MacHOCTH
NPEANPUATUI U OPTaHU3ALUN;

Kpumnnanucrnueckas JKCIIepTH3a U (pPOBBIX YCTPOWCTB u
000pyIOBaHUS;
PaccnenoBanue HapylIeHUI u MPECTYIICHUI B obyactu




MH(OPMALIMOHHBIX TEXHOJIOTHIA;

— JKenyamayuonHas u pazpabomyeckas

Opranuzanus 6e30macHOM SKCIUTyaTalud HH()OPMAIIMOHHBIX CHUCTEM U
yhnpaBieHue 3amuToid nHpopmanuu B HUX. BHenpeHue M skcrutyaTanus
MPOrpaMMHO-aINAPATHBIX, TEXHUYECKHX, KPHUITOTpaUYECKHX CpPEICTB
3a1uThl MH(HOPMALIUK B KOMIIBIOTEPHBIX CUCTEMaX U CETSX;
[IpoexTupoBanue, pazpaboTKa, BHEIPEHUE U COMPOBOXKICHHUE MOACUCTEM
3amuThl  wHGopManuu B HHPOpMalMOHHBIX cuctemMax u  IT-
nHPOPACTPYKTYpax MpeaIpUsTHIA,

— Opeanu3ayuoHHo-ynpasienieckas

Pa3pabotka U BHeOpeHHE OpPraHU3AIMOHHBIX MeEp IO  3alluTe
nrH(pOpMaIUY Ha MPEANPHUATHUSAX;

Pa3paboTka,  BHeapeHHE U CONPOBOXKIEHUE  OPTraHU3allMOHHO-
HOPMaTHUBHOM, peryJIMpyromein JOKYMEHTaLlU! B obnactu
nH(pOpMaIMOHHOM 0€30IMacHOCTH.

—Scientific research and technological

Analysis and modernization of information security systems of enterprises
and organizations;

Forensic examination of digital devices and equipment;

Investigation of violations and crimes in the field of information technology;
—Operational and development

Organization of safe operation of information systems and information
security management in them. Implementation and operation of software,
hardware, technical, and cryptographic means for information protection in
computer systems and networks;

Design, development, implementation and maintenance of information
security subsystems in information systems and IT-information structures of
enterprises;

—Organizational and managerial

Development and implementation of organizational measures for the
protection of information at enterprises;

Development, implementation and maintenance of organizational, regulatory
and legal documentation in the field of information security.




2 Kysbiperrigik/oeiiin kapracel/Kapra/mpoduiasr komnerenuuii/ Map / Profile of Competences

OM0Oeban Ky3bIpeTTinik (9K)/
YHHBepcaﬂbele KOMIIEeTCHII MU
(YK)/

Universal competences (UC)

OxkpiTy HOTH:REIepi (YK Memmepi)/
PesyabTaTsl 06yuenus (eqununbl YK)/
The result of training (UC units)

OKBITY HITHKECIH KAJILIITACTBIPATBIH
(Ky3bIpeTTiik Meiepi) moHgep aTaybl/

HaumeHoBaHMe TMCUMILUINH, (POPMHUPYIOIMX Pe3yabTAThI

00yueHus (eAMHULBI KOMIETEHIUI)/
The name of courses that form results of training
(units of competences)

9K1 — 3amanayn
KOMMYHHKAIAAIBIK Kypajigap
MCH TCXHOJIOTHUsJIApAbl KOJIJdaHa
oimy

YKi1 — CiocoOHOCTh
HCIO0JIb30BaTh COBPEMECHHBIC
KOMMYHUKAIIMOHHBIC CPEACTBA U
TEXHOJOI'nnu

UC: — Ability to use modern
communication tools and
technologies

OHi- JKeke, MomeHM TYPFBIOAH JKOHE KociOM  KapbIM-KaTbIHAC
OaFBITTapBIHAAFBI MOCENIEIep i STy Ae aybI3Iia XKoHe jkaz0amma Typae Ka3ak,
OpBIC XKOHE IIeTeN TUAepiHe OaiinaHpIC xacay

PO:1— Berynate B KOMMYHHKAalMI0 B yCTHOM M IHCBMEHHOH (opMax Ha
Ka3aXxCKOM, pYCCKOM W HMHOCTPAaHHOM sI3bIKax JUIsd peIIeHHs 3aaad
MEXJINYHOCTHOTO, MEXKKYJIBTYPHOTO U IMTPO(PECCHOHATBHOTO OOLICHUS

RT1— To get into communication in oral and written forms in Kazakh, Russian
and foreign languages in order to solve problems of interpersonal, intercultural,
and professional interactions

OH: — AxnapaTtap/sl i37€y, CakTay, eHaey, KOpFay jKoHe TapaTyaa MU(PIIbIK

TEXHOJIOTUSIHBI, opTYpI aKMapaTTBIK  JKOHE KOMMYHHKaLUSIIBIK
TEXHOJIOTHSUIAPIBl  KOJNIJAHY JKOHE TIPIIUNKTIH OpTYpJi calanapblHaa
KOCITKepITiK OUTiMAl KogaHa o1ty

PO2— Hcnomp3oBath  IMGPOBYIO  TEXHOJOTWIO,  pa3lIMUHbIE  BHIbI

I/IH(l)OpMaLII/IOHHO-KOMMYHI/IKaLlI/IOHHLIX TEXHOJIOTHHA 110 IIOUCKY, XPAHCHUIO,
00paboTke, 3ammTe W PACHPOCTPAHECHUIO WHPOPMANUU ¥ TPUMEHATH
MIpeANPUHUMATEIBCKUE 3HAHUS B Pa3IMYHBIX cepax KU3HEAEeSITeIbHOCTU
RT2— To use digital technologies, various types of information and
communication technologies for search, storage, processing, protection, and
dissemination of information, as well as to apply economic knowledge in
various spheres of activity

=

Ieren tini / UnocTpanuslit a361k / Foreign language

2. Kazax (opsic) Timi / Kazaxckwuii (pycckwuit) si3eik / Kazakh (Russian)

language
3. OmHepkacin 6oitprHma HGPIEIK TexHoIoTHs / L{ndpossie

TEXHOJIOTHH 10 oTpacisiM npuMenenus / Digital technologies by

branches of application
4. AXnapatThIK )KOHE KOMMYHHUKALUSIIBIK TEXHOJIOTHsLIap /

WudopmanmoHHO-KOMMYHHUKAIIMOHHBIE TexHoJIoruH / Information

and communication technology

5. Kacinkepiik sxoHe 6usHec / [IpeanpruHuMaTencTBo U OU3HEC /

Entrepreneurship and business

6. Ickepnik mopenuer/ KynbTypa menoBoro obienus/ Business

culture

7. Ickepmik puropuka / Jlenosas puropuka / Business rhetoric

9K — bipTyTac FeuIbIMHE XKYHEIiK
Ke3Kapacka HeTi3elreH ap Typai
XKaraainapabpl Oaranay KaOineri
YK: — CiocoGHOCTh OIICHUBATh
pa3IMYHBIC CUTYAIMH HA OCHOBE
LEJIOCTHOTO CUCTEMHOTO
HAYYHOTO MHPOBO33PCHUS

UC: — Ability to assess various
situations based on a holistic
systemic scientific worldview

OH3— OneMaik Ke3KapacThl KalbINTacThIpyda (umocodusmbik  Oimimii
KosgaHa Oiry, COHBIMEH Oipre a3aMaTTBHIK YCTAHBIM KaJBIITACTHIPYAa TApUXU
JlaMyJIbIH HET13T1 Ke3eH 1epi MEeH 3aHAbUIBIKTapbIH Tasgal Olry

POs—  Ilpumensats  ¢wirocopckue  3HaHMA 1L (OPMHPOBAHUS
MHUPOBO33PEHYECKOH  IMO3WIMH, aHAIM3UPOBaTh OCHOBHBIE OJTambl U
3aKOHOMEPHOCTH HMCTOPUYECKOT0 pa3BUTHs oOmiecTBa st (opMHpOBaHUSA
IpakJaHCKOH MO3UIIMN

RTs— To apply philosophical knowledge for the formation of world view, to
analyze the main stages and patterns of the historical development of society in
order to increase civic engagement

1. Kasakcran tapuxsi / Beropus Kazaxcrana / History of Kazakhstan
2. Fouteimu 3eprrey Herizmepi/ OCHOBBI HAYYHBIX HCCIIEIOBAHHIA/

Basics os scientific research
3. ®unocodus / Puocodus / Philosophy

4. ONeyMEeTTIK koHe casicu OuTiM Moayi / MoayIb cOIUanbHO-
nonutrdeckux 3HaHui / Social and Political Knowledge Module

5. Chibaiinac )eMKOPJIBIKKA KapChl MOACHHUET /AHTHKOPPYILHOHHAS

kynsTypalAnti-corruption culture
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OK3 — OneymerTik opTana

OH4 — JleHe MIBIHBIKTHIPYABIH 9/1iCTEPIMEH JKoHE KypallZapbIMEH TOJIBIKKaH/IbI

=

Jlene mbIHBIKTEIPY / usnueckas kyibtypa / Physical Training

TYJIFaHBI KAJIBIITACTHIPY JKOHE QIIEYMETTIK JKOHE KOCiOM KBI3METTI KaMTaMachl3 €Ty, KayilCi3miK MOJEHHUETIH | 2. DKOJOTHA HeTi3lepi )KoHe TipIiIiK Kayincizairi / OcHOBBI
aHBIKTay KaOiseTi, camayaTTsl MEHTepY, SKOJIOTHSIIBIK JKaFgaiaan xabapaap 6oy 9KOJIOTHH U Oe3omacHoCTH Xu3HeaestenpHocty / Fundamentals of
OMIp CaITBIH YCTaHy PO;— OOecreunTh IOJHONECHHYIO COLHAJIBHYIO H TNPO(EcCHOHATBHYIO ecology and life safety
YK3 — CnocobHOCTh JESITeNbHOCTh METOJAaMH M CPEACTBaMU (DM3NYECKON KyJIbTYpblI, BIAICTh
(hopMHpPOBATH U OIPENIEINATH KyJIBTypOi 0€30macHOCTH, 00J1a1aTh SKOJIOTHYECKIM CO3HAHNEM
JMYHOCTD B cormansHoii cpene 1 | RT4— To provide a full-fledged social and professional activities by methods
opueHTHpOBaThcs Ha 3mopoBbiid  [and means of physical culture, to master safety culture, to promote an
o0pa3 KU3HH environmental awareness
UCs — Ability to form and define OHs— Cuibaii 6
a person in a social environment 5 bIOanac )K?M}(Opﬂbll( KYKBIK OY3YIIBUIBIKTAD MEH KBLIMEICTAp
and focus on a healthy lifestyle )Kacayrg ?KOH 66ipMeI/IT1H K¥KLIKTL.IK caga MEH ‘ KYKBIKTBIK MS}IGHI/IC‘TTlH
KETKUTIKTI JieHreline ue 0oy, KociOM MIHAETTEPiH OpBbIHAAY >KOHE MiHe3-
KYJIBIK MOJICHUETI MEH KapbhIM-KaThIHACTBIH 3THKAJIBIK HOPMAJIapbIH CaKTay.
POs— OOnamaTe [JOCTaTOYHBIM YPOBHEM MIPAaBOCO3HAHWS H IIPABOBOM
KyJIBTYPBI, HCKITIOYAOIINM COBEPIICHHE KOPPYNIIMOHHBIX TPABOHAPYIICHUH U
NIPECTYIJICHUH, WCIOJNHATh Npo(decCHOHATbHBIE OO0S3aHHOCTH, COOMI0ATh
MIPUHIUIIBI KYJIBTYPbI TOBEACHHUS ¥ STHIECKHUE HOPMBI OOIICHNUS
RTs— To have a sufficient level of legal awareness and legal culture that
excludes the commission of corruption offenses and crimes, perform
professional duties, observe behavior culture principles and ethical norms of
communication
Kaanel Kcidu Ky3bIpeTTiTiK/ OxpiTy HoTHKeNMepi (OITK moutuiepi)/ OKBITY HOTHKECIH KAJBINTACTHIPATHIH
OobmenpogeccuonalbHbIe PesyabraTsl 00yyenus (exunuubl OIK)/ (KY3bIpeTTijliKk MeJepi) moHaep araybl/
komnerenuuu (OIIK)/ The result of training (GPC units) HauveHoBaHue THCHMILUINH, (POPMUPYIOIIUX PE3YAbTATHI
General Professional 00yuyeHust (eIMHHUIIBI KOMITETEeHIHA)/
Competences (GPC) The name of courses that form results of training
(units of competences)
KKKs — Op typai |OHs — Kocibu wMocenenepai mremy KesiHme THCKpeTTi Maremaruka, [1. Maremaruka / Maremaruka / Mathematics
napaaurmanapasl KOJJIaHa | BIKTUMAILIBIKTAD TEOPHUSCHl JKOHE MaTeMaTHUKAJBIK CTaTHCTHKAaHbIH TuicTi [2. Jluckperri martemaruka/ JluckperHas wmarematuka/ Discrete
OTBIPBIN, 3aMaHayd TUIAEPAE | MaTeMaTHKAJIBIK alllapaThlH AYPHIC KONJAHy TaFdbUIapbIH MEHTepY Mathematics
nporpaMmmanay KaOijeTiHiH POo— BrajieTh HaBbIKAMH  KODDEKTHO TPHMCHATH TpH  pelIeHHH 3. KpunrorpadusiHbIH MaTeMaTHKaJbIK Herizaepi/ MaremaTHuecKue
60myBI; KOCiOM KBI3METTE HEri3ri . . ocHoBbI kpunrorpaduu/ Mathematical basics of cryptography
KapaTbUIBICTaHy HpO(beCCI/IOEI IBHBIX  S3MAT - COOTBETCTBYIOMIMHI - MATCMATHICCKIH aIapat 1y KonpmanOanel mporpamMManapiblH IakeTTepiHjae Mporpammanay/
JUCKPETHOM MaTeMaTWK{, TEOpUH BEPOSTHOCTEH M MaTeMaTHYecKOH
FBUILIMAAPBIHBIE - 3QHAAPl MeH |' " - HporpaMM_Hpo_BaHHe B MaKeTax  MPHKJIAXHBIX nporpamm/
MaTeMAaTUKaNbIK  amnmnaparrapisl Programming in Application Packages
KOJIIaHy; aknapaTTelK | RTe— To have the skills to correctly apply the appropriate mathematical 5. Axmapar »xoHe koxray teopusicel/ Teopus wunbopmanuu u
TEXHOJIOTUSUIapMEH kocibu |apparatus of discrete mathematics, probability theory and mathematical koguposanus/ Information and Coding Theory
JICHTeiiIe )KYMBIC Kacay statistics when solving professional problems 6. bIKTUManIbIK TepUsCH] XKOHE MaTeMaTUKAJbIK craTucTuka/ Teopus
OIIK, - CriocoGHOCTh BEpPOSITHOCTHOCTEH W MareMarudeckas craTuctuka/ Probability

theory and mathematical statistics
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MporpaMMHpPOBaThH Ha
COBPEMEHHBIX SI3BIKaX C
HCIIOJIB30BAHUEM PasIMIHBIX
Tmapagurm; HCIIOJIb30BAaHUA
OCHOBHBIX €CTECTBEHHOHAYYHBIX
3aKOHOB u MaTEMaTHYCCKOTO
ammaparta B TIpo(eccCHOHAIBHON
JACATCIBbHOCTH, Ha
npodeccHoHaAIEHOM YPOBHE
paboratk ¢ WH(QOPMALMOHHBIMU
TCXHOJOTUAMU

GPC, — The ability to program in
modern languages using different
paradigms; the use of basic
natural  science laws and
mathematical apparatus in
professional activities; work on a
professional level with
information technology

OH7— MiHgerTiH KOWBUIBIMBIH KOCa  ailfaHga JKOFapbl  JCHTeHIi
IporpaMmManay TUTICpiHiH jKoHE MalluHaFa TOyel Il mporpaMManay TUTIepiHiH
HETI3[IEpiH Urepy, MoceleNep Il MIenry daicTepiH TaHmai Oiry, anrropurMaepi
TaHAay HeMece Kypy, IporpamManay TiTiHAE alropuTMIEpi XKy3ere achipy,
NporpaMMaHbl OHACY MEH TeCTiJiey XKYPri3yi urepy

PO7 - BJ'Ia,I[eTB OCHOBaMM IIPOTrpaMMHUPOBAHUA HA A3bIKAX BBICOKOI'O YPOBHA U
Ha MalIMHHO-3aBUCHUMBIX A3BIKaX MNpOrpaMMHUpOBaHUsA, BKIIIOYas IMOCTaHOBKY
3aga4yv, YMCHHC BI)I6I/IpaTb METOABI PpCHICHUA 3adadyu, COo3JaBaTb WU
BI)I6I/IpaTI> AJITOPUTMBI, pCalin30BbIBATH AJITOPUTMBIL Ha SA3BIKC
porpaMMHupOBaHus, MPOU3BOAUTE OTJIAAKY U TCCTUPOBAHUE TPOrpaMMBbl

RT7— To master the basics of programming in high-level languages and in
machine-dependent programming languages, including setting a problem, the
ability to choose methods for solving a problem, create or select algorithms,
implement algorithms in a programming language, debug and test a program

C++ Timinge nporpammanay/ IIporpammupoBanne Ha si3pike C++/
Programming in C++

AccemOnep Tinmiege uporpammanay/ IlporpammupoBaHue Ha
Accembnepe/ Programming in Assembly

Web-koceiMiansr xobanay/ IlpoektupoBanne Web npumoxeHuit/
Web-application design

Anroput™Maep JKoHE JepeKTep KYpbUIbIMAApbl/ AJTCOPUTMBI U
cTpyKTyphI nanubix/ Algorithms and Data Structures

Python Ttiniage nporpammanay /IIporpaMMHpOBaHHE Ha SI3bIKE
Python/ Programming in Python

Ckpunt Tingepinne mnporpammanay /IIporpamMupoBanne Ha
CKPHINTOBBIX sI3bIKax/ Programming in Script Languages

Java-na oObekrire OarpiTranFad nporpammanay/ OOBeKTHO-
OpHEeHTHpOBaHHOE mporpammupoBanue Ha Java/ Object-Oriented
Programming in Java

[TporpaMManblk KOATHI Taliay JKOHE OHTaWNaHIblpy/ AHaIM3 M
ontuMu3anus nporpaMmmHoro koma/ Program Code Analysis and
Optimization

OHs —KoMmbroTepliH  apXUTEKTYpachl Typaibl, KOIIPOLECCOPIBIK KOHE
KOIIMAIIMHANBIK €CenTey J>KyHenepai YHbIMIACThIPY INPHHIMIITEP] Typajbl;
JOCTYpJl, Iapajulenbli JKOHE JOCTYpili eMec apXuUTeKTypackl — Oap
KOMITBIOTEpJIEp/l  JaMBITY  OarbITTaphl  Typaubl;  Ka3ipri  3aMaH¥bl
KOMITBIOTEPJIIK JKeIiaepi Kypy *aHe Herizri OS] neHreitnepiHin KyMbIC icTey
NPUHOUNTEP] Typajbl; ONEpalsUIBIK OKyienepai YHBIMAACTBIPY IKSHE
OJIAP[IBIH KAyilCi3airi OOWBIHINA; ONEPAUSUIIBIK JKYHelep MEH KOMITBIOTEPIIiK
Kyilerep MeH JKeNuIep/iH KayilCi3liK cascaTblH OpHATy Typaibl OiTiMaepiH
Kepcery

POs — JleMoHCTpHPOBATh 3HAHUS: 00 apXUTEKTYPE BEIYUCIUTEIHHON MAIITHHEI,
O I[pUHOWNAX OpraHu3alu MHOT'ONPOLCCCOPHBIX W MHOTOMAIIMHHBIX
BBIYUCIIUTCIBHBIX CHUCTEM; O HANPaBJIICHUAX PA3BUTUA KOMIIBIOTEPOB C
TPaJWLMOHHOM, TapaJyieJIbHOM W  HETPAAUIMOHHOW apXMTEKTYpOH; O

KomrproTepitik akmaparTel KOpray TexHoJorusuiapsl/ TexHOIOruu
3anmThl KoMbioTepHOi uHpopmanuu/ Technologies of Computer
Information Protection

BynTTeik TexHonorusuiap JkoHe 3arrap Wutepueri/ Ob6nauHble
texHonoruu u Mutepuer Bemeit/ Cloud Technologies and Internet
of Things

Komrmproteparik Kylenepaig YHBIMIACTHIPHLITY I HKOHE
apxutektypackl/ OpraHuzainus ¥ apXUTEKTypa KOMIBIOTEPHBIX
cucrem/ Organization and architecture of computer systems
Onepanusiislk xyienep koHe OX kayincizairi/ OmeparvioHHBIE
cucreMsl 1 6e3onmacuocth OC/ Operating Systems and OS Security
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NPUHLOMIAX ~ [OCTPOEHHMS  COBPEMEHHBIX  KOMIIBIOTEPHBIX  CEeTe U
(YHKIMOHUPOBAaHUS ~ OCHOBHBIX  ypoBHed  OSI; 00  opranmsanmit
ONEPallIOHHBIX CHCTEM M O0ECIIeUYeHWH HX OE30IIaCHOCTH; O HACTPOWKe
TIOJIUTUKY 0€30MaCHOCTH OINEPAlIOHHBIX CUCTEM M KOMIIBIOTEPHBIX CHCTEM H
cerei

RTs— To demonstrate knowledge: about the computer architecture, the
organizing principles of multiprocessor and multicomputer systems; on the
development directions of computers with traditional, parallel, and non-
traditional architecture; on the principles of building modern computer
networks and the functioning of the main OSI layers; on the organization of
operating systems and their security; on setting up security policies for
operating systems and computer systems and networks

OHjy — /lepexrep OazanapbIHBIH, ONEPANMSUIBIK JKYHEIep/iH, KOMIBIOTEPIIK
KOHE  TEICKOMMYHHKALMSUIBIK — JKENUJICpIiH,  ecemnTey  KyHelepiHiH
Kayilci3miriH KaMTamachl3 €Ty JKOHe Oackapy JaFibUIapblH KepCeTy;
aKMaparThlK KayilCI3OIKTI KamMTaMachl3 eTYAIH I[pOrpaMMalblK — JKOHE
TEXHHUKAJIBIK KYpalJapblH KOJIJIaHy

POy — JleMOHCTpPHPOBaTh HABBIKM AJMHHUCTPUPOBAHHS M OOCCIICUCHUS
Oe3omacHOCTH 0a3 [aHHBIX, OINEPAMOHHBIX CHCTEM, KOMIBIOTEPHBIX U
TEIEKOMMYHHUKAIIMOHHBIX CETEH, BBIYHUCIUTEIbHBIX CHCTEM; HCIIOJIb30BATh
NpOrpaMMHBIE M TEXHHYECKHE CcpelcTBa obecredeHuss HHPOPMAIMOHHON
6e30macHoOCTH

RTo— To demonstrate skills in administration and securing databases,
operating systems, computer and telecommunication networks, computing
systems; to use software and hardware to ensure information security

1. Hepextep Oa3amapbl >koHE oNapAblH Kayirmcisniri/ bassl maHHBIX U
ux 6e3omacHocTs/ Databases and Their Security

2. 3usH KedTipyll MporpaMMaliblK KaMTamazaH KopraHy/ 3ammra oT
BPEJIOHOCHOrO IIporpaMMHoro obecrneuenus/ Protection against
Malicious Software

3. KommbroTepik JKOHE TEJIEKOMMYHUKAIIUSIIBIK Kyhenep/
KomrbroTepHble U TeneKoMMyHHKaIioHHbIe ceti/ Computer and
Telecommunication Networks

4. KoMmploTepiik  OHE  TEJICKOMMYHHKAIMSUIBIK — JKENiIepIiH
kayincizuiri  (CCNA)/  Be3omacHOCTh  KOMIIBIOTEPHBIX U
tenekommyHukanuonueix cereit (CCNA)/ Security of Computer
and Telecommunications Networks (CCNA

Kaciou Ky3bIperTijtik/
IIpodeccuonanbHbie
komnerenuuu (IIK)/

Professional Competences (PC)

OxbIiTy HOTIEKeJ1epi (ITK meuiepi)/
PesyabTaTsl 00yuenus (exunuiusl 1K)/
The result of training (PC units)

OKBITY HITHKECIH KANbINTACTBIPATHIH (KY3bIPeTTiJIiK MeJiepi)
MoHAep aTaybl/
HaumeHoBaHUe IHCIMIIINH, ()OPMHUPYIOIINX Pe3yabTATHI
00yueHus (eAUHULBI KOMIETeHIU)/
The name of courses that form results of training
(units of competences)

KKs — Toyekenaepi, akTuBTEp i,
MHIUACHTTEPI, OM3HECTIH
y3Iikci3mirin  O6ackapy, Kayim-
KaTepjepre Kapchl OpeKeT eTy,
Kayinci3MiKTi TECTIIEY,
OCaJIBUTBIKTAD MEH Kayil-KaTep
MPOIECTEPiH KaMTHUTBHIH

OHio— KommproTepsik akmaparThl KOpFay oOMiCTEpiH, KYpalapblH KOHE
TEXHOJIOTUSUIAPBIH KOJIaHBI, YHBIMHBIH AK KamTamacw3 ety OoifprHma ic-
mapanapael  kocmapiiaii  Oimy. AKMmapaTTBIK —KayilCi3[Mik — callaChIHIIAFbI
KbI3METTI PETTEHTIH HEri3ri XalblKapajblK JKOHE YITTHIK 3aHHAMAJBIK,
YHBIMIACTBIPYIIBUIBIK JKOHE MPOLEAYpaNbIK aKTUIEpAl KOJJaHa OTBIPBIII,
aKmaparTblH  OJKaWbUIBII ~ KETyiH  ajAblH  ajaTtelH  OKkyHenepiH, AK
MOHHUTOPHHTJIEY JKYHeNepiH, Ocal/IbIIBIKTapIbl MOHUTOPUHIICY XKYyHenepiH,

1. KoMIBIOTEPIIK aKmapaTThl KOpray TexHojiorusuiapsl/ TexHOIOrHu
3ammThl KoMmnbiotepHoi uudopmanuu/ Technologies of Computer
Information Protection

2. AKmaparThlK KayinCi3miKTeri JkacaHabl HWHTEIUIEKT omicTepi/
MeToabl  MCKYCCTBCHHOTO HHTCIUICKTa B WH()OPMAIMOHHOU
6eszomacHoctu/ Artificial Intelligence in Information Security

3. 3usiH KeATipyu nporpaMMaliblk KaMTaMaaaH KopraHy/ 3amura ot
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aKMapaTThIK KayiIci3mikTi
O6ackapy MeH KaMTachl3 €Ty
HPOLIECTEPiH JKY3ere achlpy JKoHE
Oaranay oficTepiH Tannay, TaHIAY

KOHE KOJNJaHy KaOiueTTepiHiH
60IyBI

IIKs — CriocobHOCTB
aHANN3UPOBaTh,  BBIOMpaTh U
OPUMEHSATh METOJbl OICHKH U
peanuzaniu MPOLIECCOB
obecrieueHnss W yIpaBICHUS
nHpopMaMOHHOH
0e30MacCHOCTBIO, OXBaTHIBAIOIINX
HPOLECCHI OIpe/IeIICHUS
VSI3BEMOCTEH u yrpos,
TECTHPOBAHUS 0e30MacHOCTH,
HPOTHBOJCHCTBUS yrposam,

YIPABICHUSI PUCKAMH, aKTHBaAMH,
WMHIUICHTAMH, HerepLIBHOCTLIO
OousHeca

PCs— The ability to analyze,
select and apply methods for

assessing and  implementing
processes for ensuring and
managing information security,

covering the  processes  of

identifying  vulnerabilities and
threats, security testing,
countering  threats, managing
risks, assets, incidents, and

business continuity

AK KaMTamachl3 €TETIH ammapaTrThIK-NPOrpaMMalblK KypajlapblH KOJJIaHy
JaFAbUIapbIH MEHTepy

PO1o— VYMeTb NOpPUMEHATH METOIbl, CPEICTBA M TEXHOJIOTMH 3aLIUTHI
KOMITBIOTEPHOH MH(OpManuy, IIIAaHWPOBATH MEPOIPHUATHS IO OOECIIEYECHUIO
Wb opranuszanuu. Biaanets HaBbIKaMHM IPUMEHEHUS alapaTHO-IPOrPaMMHBIX
cpenctB obecreueHuss Wb, cucteM MOHWTOpHWHTa YS3BHMOCTEH, CHCTEM
MoHuTOprHra Wb m cucteM mnpenoTBpamieHuss yTedek HH(GOpPMALMH C
HCTIONb30BaHUEM 0a30BBIX MeXKTyHapOAHBIX u HaIMOHAJIbHBIX
3aKOHOJaTeIbHBIX, OPraHU3allMOHHBIX U MPOLEAYPHBIX aKTOB, PETYIUPYIOLINX
JeSITeIBHOCTD B 00JIACTH HH(POPMAIIMOHHOW 0€30MaCHOCTH

RTi0— To be able to apply methods, means and technologies for protecting
computer information, to plan measures to ensure the organization's IS. To
possess the skills of using hardware and software tools for information
security, vulnerability monitoring systems, information security monitoring
systems and information leakage prevention systems using basic international
and national legislative, organizational and procedural acts regulating activities
in the field of information security

BPEIIOHOCHOTO MpOrpaMMHOro obecreucHus/ Protection against
Malicious Software

Bacem kipyzni aHBIKTAay >XKoHE anAgbplH anmy XyHemepi/ Cuctemsl
oOHapy>KeHHs U MIpeJoTBpamieHus BTopkeHmid/ Intrusion Detection
and Prevention Systems

AKMapaTThIK KayilCI3MIKTIH CTaHJApTTapel MEH HOPMATHBTIK-
KYKBIKTBIK ~ Herizgepi/ CraHmapTel W HOPMAaTHBHO-IIPABOBBIC
OCHOBBI MH(poOpManuoHHOW Oe3omacHocTH/ Information Security
Standards and Regulatory Bases

JHepekrepai tanmay omictepi/ Meroasl aHanm3za ganueix / Data
Analysis Methods

AKnaparThlK KayilCI3OIKTIH ayAuThl *XoHe Oackapy/ AyauT u
ynpaBieHHe WHGPOpPMANMOHHOW Oe3omacHOoCcThr0/  Information
Security Audit and Management
Kubepxkayincizmikreri xabapaapibIKTHI
OCBEIOMIICHHOCTH B  KubOepOe3omacHocTH/
Awareness

Kubepkayincizaik serizmepi / OcHoBbl kubepbesonacuoctu/ Basics
of cybersecurity

aptTeipy/ IloBblmeHue
Cyber  Security

OH11 — Iporpammanap MeH aKmapaTThIK XKyHelepi xobanay xoHe Kayirci3
a3ipyiey, KOMIIBIOTEPIIK ~ KBUIMBICTAPIABIH ~AIABIH Ay JKOHE 3epTTey
JaFBUIApBIH Urepy. JlepekTepi KuHay, oHIey KoHe KallblHA KeJITIpy YImiH
NpOTpaMMalIbIK  JKOHE TEXHHKAIBIK Kypalapibl KOJIaHy. AKIaparThl
GakpUIay, KY)KATTAY JKOHE KOPFAY/IbI JKY3€re achIpy

PO11— Biagerp HaBBIKAMH TIPOEKTHPOBaHWS M 0Oe30macHOi pa3paboTKH
nporpamMm M WH(OPMALMOHHBIX CHCTEM, HaBbIKAMH IPEJOTBpAILCHUS U
BEJICHUS PACCIECAOBAaHUN KOMIIBIOTEPHBIX IpecTymuieHui. Mcnonab3oBaTh
IIpOrpaMMHBIE M TEXHHUYECKHE CpefcTBa cOopa, 00pabOTKN M BOCCTAHABICHUS
naHHeIX.  OCyIIecTBIATh  KOHTPOJIb, JOKYMEHTHPOBAaHHE M  3allUTy
nHpOpMaIN

RT11— To possess the skills of designing and safe development of programs
and information systems, the skills of preventing and investigating computer
crimes. To use software and hardware for data collection, processing and
recovery. To control, document and protect information

AKnaparTelK  KyienepliH MporpamMmaiblK KOMIOHEHTTEPiHiH
Kayinciznmiri/  be3omacHOCTP ~ MPOTpaMMHBEIX ~ KOMIIOHCHTOB
undopmanmonnsix cucrem/ Security of Software Components of
Information Systems

daitnaek Kyhenepi KPUMUHAJJIBIK Tangay/
Kpumunanuctiaeckuii ananm3 ¢aitnmopeix cucrem/ File Systems
Forensic Analysis

Kopranran akmapaTThIK JKYHENepIi o3ipiicy J>KoHe maiganany/
Pa3zpaboTrka © »IKCIUTyaTanys 3aIIMIIEHHBIX WHQOPMALMOHHBIX
cuctem/ Secure Information Systems Development and Operation
Hudpaslk KpUMUHAIACTHKAHBIH Heriznepi/ OCHOBBI HH(POBOH
kpumuHanuctukw/ Digital Forensics Foundations

bacein  kipyai Tecriney/ TectupoBaHne Ha NPOHMKHOBEHHE/
Penetration Testing

Kemninik »oHe MOOMIIBAI KYPBUIFbUIApFa KPUMHHAIABIK capanTama/
Kpumunanucrnyeckass 9KCIepTH3a CETEBBIX W MOOWMIBHBIX
ycrpoiicts/ Forensic Analysis of Network and Mobile Devices

OHi2 — AxnmapaTrap MeH KOATay TEOPHSCHIHBIH HETi3/epiH, KpunrTorpadus
XKOHE  KpUNTOTAIAAy — canachlHaa  (OpPMasibAbl  ammaparblH,  HETisri
KPHUIITOrpausuIbIK arOPUTMAEP MEH XaTTaMaJlapblH MEHIepY >KOHE OJlapbl

Axmapat JkoHe Konaray Teopwsackl/ Teopust wuHbopManmMM U
koguposanusi/ Information and Coding Theory

KpunrorpadustHelH MaTeMaTHKalIbIK Herizzuepi/ MaTtemarndeckue
ocHoBbI Kpunrorpadun/ Mathematical Basics of Cryptography
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JIepeKTepl KOpFay MaceleciHe KoJiaHy 3. Kpunronorus/ Kpunronorusi/ Cryptology
4. Kpunrorpadussk xartamanap/ Kpunrorpadudaeckie mpoTOKOIBI/

PO12— Brmagers ocHOBamMH Teopun uHpOpPMAnmMd M KOJMPOBAHMA, Cryptographic protocols
(¢opMabHBIM ammapatoM B 00NAacTH KPUNTOTpaguu W KPUIITOAHAIN3A, 5. CTeramOrpadms aIrOPETMICDL KOHC KYPANIapsy ANTODHTMEL &
OCHOBHBIMH KPHUIITOrpaQuIecCKUMH aNrOpuTMaMH H  NPOTOKOIAMH |

HPUMEHSTS HX B 31a4aX 3aLHTH JAHHBIX cpencrea creranorpadun/ Steganography Algorithms and Means
RTi2— To posses the basics of information theory and coding, formal
apparatus in the field of cryptography and cryptanalysis, basic cryptographic
algorithms and protocols and apply them in data protection tasks

OHi3— Kocibu Mocenenepai memry Ky3bIperTimirin  skone  Oimimai (1. Oky npaxTtukacsl/ YueOnas npaktuka/ Educational practice
UHTETpalusiiay IaFJbUIapblH MEHIepY 2. Jurutomannel npaxtuka/ IIpexmuruiomuas npaktuxa/ Pre-diploma
POi13— Brnangere KOMIETEHIMAMH pEIICHHS NPOQECCHOHATBHBIX 3amad | prac'Flge . .

. 3. Omupmipictik mnpakTtuka/ I[IpousBonactBenHas mpakrtuka/ Industrial
HaBBIKAMH HHTETPHPOBAHUS 3HAHHI practice

RTi3— To have the competence to solve professional tasks and skills of
knowledge integration

15
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3 Bijiim 6epy 0arnapiamachiHbiH Ma3MyHbl / Cofep:kanue oopa3oBarenbHoii nporpammbl / The content of the education program

Monyap aTaybl skoHe Koabl | [IoHHIH KOabI ITon aTaysl Muka, 5 Cabak Typi 0oiibIHIIa caFaT
Haszpanue u koa moay.ast Kopn HaumMmenoBanue KOMIIOHEH = KoJieMi =
Module name and code JMCUMILIAHbBI AMCHMIINHBI T Huki, E O0beM 4acoB 110 BUAAM S
Course code Course Name KOMIIOHEH = | sanATHii a E
T Cycle, € | The volume of hours by oK
component % types of occupations E =
£ 2 ES
c = : - ‘Z" e
S § |5 |5 | =5 2 ZZ | E5
= =z Z = =8| 2 s E ol 225
R @ - Y = S T A s s — o = B ©
== = = = 2| » 2 80° Z 2 28
= ) =9 [N 2 =2 = S BEs = A | B E=
o— 2 Ha = ] g 5 3 o c ] = [<5] < =
g F 3 S, B0 S RE & S zZ5 Sv38| 28¢5
228 Z g3 &5 =“EU > g o EEC=E§
o & e 25 Eg S22 Exys =8| 325
E g3 =2 £2/ Ef E5 | K Z 2 o 253 E=Z5
== = 20| 2 a8 s 2 ® 2 o < ©
42 c 2D 3| g FES O Z S8 Eac| SEEqo
22 d SO BEd O 8 S o O s 2 > S95| ¥=0
O R 2 o =S~ 28 ol OF A
1 cemecTtp /1 cemectp / Semester 1
EDUC 21001 KZT 1101 KazakcraH Tapuxsr JKBIT MK | Kazak 5 30 15 105 ME OK> Ka3zakcran
YKanmer 6inim 6epy Moy SIK 1101 HUcropus Kazaxcrana 00/J1 OK Kazaxckwi IRC; YK> TapUXBI
Moyb o0miei MHK 1101 History of Kazakhstan GCD CC Kazakh SE uc, Hcropus
00pa3oBaHHOCTH Kazaxcrana
Module of general education History of
Kazakhstan
ShT 1103 (1) [eten Timi JKBIT MK | Afbutisia 5 45 105 EmTHxan OK; [eTen Tinaepi
I'Ya 1103 (1) WHOCTpaHHbIH S3bIK 00/] OK AHTIHCKHT Dk3aMeH YK; HHocTpaHHbBIX
FL 1103 (1) Foreign language GCD CC English Exam UC, SI3BIKOB
Foreign
Languages
K(O)T 1104 (1) | Ka3ax (opsic) Tini XKBII MK | Kazax/ Opsic | 5 45 105 Emtnxan oK1 [TpakTHKaIbIK
K(R)Ya 1104 Kazaxckuit (pycckuii) 00/J] OK Kazaxckwuii/ OK3aMeH VK1 Kazak T
(1) SI3BIK GCD CC Pycckuii Exam uc, [MpakTHyeckoro
K(R)L 1104 (1) | Kazakh (Russian) Kazakh/ Ka3aXCKOTO SI3bIKa
language Russian Practical Kazakh
language
Opsic
(nI0TOTHACH
Pycckoit
¢dbunonorun
Russian Philology
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MATH 22102 Axmnapartel | Mat 1201 Matemaruka BIT KOOK [Kazak/Opsbic/ 30 45 165 EmTuxan KKKs | XKoraprsl
Oackapy koHe Koprayra | Mat 1201 Matemaruka BJ] BK IAFBUIIIBIH OKk3aMeH OIIK4 MaTeMaTHKa
apHaJFaH MaTeMaTHKa Mat 1201 Mathematics BD UC Kazaxckuit/ Exam GPC, Bricieit
Maremaruka s Pycckuii/ MaTEMaTUKH
yIOpaBi€HUs M 3aIIUTHI IAHTITHHACKHN Higher
nHpopmanuu Kazakh/ mathematics
Mathematics for Managing Russian/
and Protecting Information English
COMS 22008 KJUA 1202 KommsroTepik BIT KOOK [Kazak/Opsic/ 15 15 15 105 EmTuxan KKKs4 | AKmapatTsik
Kommnerotepnepaig OAKS 1202 KYHenep iy BJ1 BK IAFBUIIIIBIH DK3aMeH OI1K4 Kayinci3mik
IpOrpaMManbIK- OACS 1202 YHUBIMAACTBIPBLTYBI BD UC Kazaxckuit/ Exam GPC,4 WNudopmannonHOM
anmnaparTbiK KOHE  apXuTeKTypachl/ Pycckmit/ Oe3omacHOCTH
)KaOIBIKTaMAacChl Opranuzauus Hu IAHTTUHCKHI Information
ITporpaMmHO-anmapaTHoe apXUTEKTypa Kazakh/ Security
obecrieueHne KOMIBIOTEPOB KOMIIBIOTEPHBIX cHUcTeM/ Russian/
Computer Software and Organization and English
Hardware architecture of computer
systems
EDUC 21001 DSh 1111 (1) JleHe WIBIHBIKTHIPY XKBIT MK | Kasax/ Opsic 30 30 Huo. OKs Jene
XKaumet 611iM Oepy Moy FK 1111 (1) duznyeckast KyJIbTypa 00/ OK Kazaxckuit/ CrrHak VK3 IIBIHBIKTBIPY
Mognyie obuieit PhT 1111 (1) Physical Training GCD CC Pycckuii Hud. 3auer | UC3 JKOHE CIIOPT
obpazosannoctu Module of Kazakh/ Differen- Ddusnveckas
general education Russian tiated KyJIbTypa u
attestation criopra
Physical training
and sports
2 cemecTp /2 cemectp / Semester 2
EDUC 21001 AKT 1105 AKMapaTThIK- XBII MK | Arbutsia/ 30 15 105 EmTuxan 9K Wundopmaruka
XKaumiet 611iM Oepy Moy IKT 1105 KOMMYHUKAIUSUTBIK 00/ OK Anrnuickuii / DKk3aMeH VK1 Hudopmaruku
Monysb obreit ICT 1105 TEXHOJIOTHSLIAP GCD CC English Exam UC, Computer Science
00pa30BaHHOCTH WudopmannonHo-
Module of general education KOMMYHHKAIHOHHBIE
TEXHOJIOTUH
Information and
communication
technologies
ShT 1103 (2) Hleresn Tim XKBII MK | Arbutiibia/ 45 105 Emtnxan OK1 eren Tinpepi
I'Ya 1103 (2) WHocTpaHHBIH A3BIK 00/J] OK Awnrnuiickuii / OKk3aMeH VK1 HHocTpaHHbIX
FL 1103 (2) Foreign language GCD CC English Exam uc, SI3BIKOB
Foreign
Languages
17
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K(O)T 1104 (2) | Ka3zax (opsic) Timi KBITI MK | Kazax/ Opsic 45 105 Emtnxan oK [TpakTHKaIbIK
K(R)Ya 1104 Kazaxckuii (pycckwuif) 00/J] OK Kazaxckwii/ OKk3aMeH VK1 Kazak T
(2) SI3BIK GCD CC Pycckuii Exam uc, [MpakTHyeckoro
K(R)L 1104 (2) | Kazakh (Russian) Kazakh/ Ka3aXCKOTO SI3bIKa
language Russian Practical Kazakh
language
Opsic
(UITONOTHSICHI
Pycckoit
¢mromorun
Russian Philology
COMS 12104 CTP 1203 C++ timinge | BITXKOOK [Kazax/Opsic/ 15 30 105 Emruxan, | KKKz | AkmapaTthik
[Iporpammanay PYaC 1203 nporpammaray/ BJI BK |AFBLIIIIBIH KYPCTBIK OIIK4 Kayinci3aik
IIporpammupoBanue PLC 1203 [MporpammupoBanne Ha | BD UC Kazaxckuii/ JKYMBIC GPC, WudopmannoHHoit
Programming A3BIKE C++/ Pycckuii/ Ox3aMeH, 0e30macHOCTH
Programming in C++ IAHITHHACKHN KypcoBas Information
Kazakh/ pabora Security
Russian/ Exam,
English Course
Work
COMS 12104 CTP 1204 Accembnep timinge | BIT )KOOK [Ka3ak/Opbic/ 15 30 105 Emtuxan KKKa AKIapaTThIK
[porpammanay PYaC 1204 mporpaMManay BJ] BK |AFBUIIITBIH Ok3aMeH OIIK4 Kayinci3mik
[IporpammupoBaHue PLC 1204 IIporpammupoBarne Ha | BD UC Kazaxckuit/ Exam GPC4 HNudopmannoHHOM’
Programming Accembiepe Pycckuii/ 0€e301acHOCTH
Programming in AHTITHACKHUI Information
Assembly Kazakh/ Security
Russian/
English
EDUC 21001 DSh 1111(2) JleHe WIBIHBIKTBIPY XKBIT MK | Ka3ax/ Opsic 30 30 Huo. OKs JHene
YKanms! Ginim Oepy Moy FK 1111 (2) dusnueckas KylnbTypa 00/J] OK Kazaxckwuii/ CbIHaK VK3 HIBIHBIKTBIPY
Mopnyis obuieit PhT 1111 (2) Physical Training GCD CC Pycckuii Huo. ucCs JKOHE CIIOPT
00pazoBaHHOCTH Kazakh/ Bayer duznueckas
Module of general education Russian Differen- KyJIbTypa u
tiated criopra
attestation Physical training
and sports
18
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INEX 22004 OP 1205 OKy npakTuka BIT )KOOK [Ka3zax/Opsic/ 3 ecen KKKs | AxnmaparTsik
Taoxpubenik MOayIb PP 1205 VYueOHast npakTHKa BJ] BK IAFBUIIIBIH oT4eT OIIK4 KayiIci3mik
[MpakTryeckuii MoIyb IP 1205 Educational practice BD UC Kazaxckuii/ report GPC, WudopmannoHHoit
Practical module Pycckuii/ 6e3omacHoCTH
IAHrIHICK Mt Information
Kazakh/ Security
Russian/
English
1 Kypcka 0apJabIK KpeauT
HToro kpeauToB 3a 1 Kypc 60 | 135 | 330 75 1170
Total credits for 1% year
3 cemectp /3 cemectp / Semester 3
EDUC 21001 Fil 2102 Ounocodus XKBIT MK [Ka3zax/Opsic/ 5 30 15 105 EmTuxan 9K> Ounocodus
XKanmer 6i1iM Oepy Moy Fil 2102 Ddumocodust OO OK  |AFbLbH DK3aMeH VK, dunocodun
Moynb o0iei Phil 2102 Philosophy GCD CC  [Ka3axckwii/ Exam uc, Philosophy
00pa3oBaHHOCTH Pycckuii/
Module of general education AHTITHACKHI
Kazakh/
Russian/
English
EDUC 21001 ASBM 2106 Oneymetrtik xoHe casich | JKBII MK [Ka3zax/Opbic/ 8 30 60 150 EmTuxan 9K> Cascarrany
YKanmer 6inim 6epy Moy MSPZ 2106 OinmiM Moy OO/l OK  |ArpuTiibrH Ok3aMeH YK> [Tosuronorun
Mouyns o6meit SPKM 2106 Mozynb coluanbLHo- GCD CC  [Ka3axckuii/ Exam ucC, Political Science
00pa30BaHHOCTH MOJIMTUYECKUX 3HaHUN Pycckuit/ Oneymerrany
Module of general education Social and Political AHrIHIHCKHi gou."onor"”
ociology
Knowledge Module Kazakh/ dunocodus
Russian/ duocobun
English Philosophy
olleT
CIIC
SRS
MATH 22102 DM 2206 JuckpeTTi MaTeMaTHKa BIT )KOOK [Ka3zax/Opsic/ 5 15 30 105 EmtHxan KKK4 AKnapaTrThIK
Axnapartel Oackapy xone | DM 2206 Huckpernas marematuka | bJI BK IAFBUIIIBIH OKk3aMeH OIIK4 KayiInci3uik
KOprayfa apHanran | DM 2206 Discrete Mathematics BD UC Kazaxckuit/ Exam GPC, NudopmannoHHoit
MaTreMaTHKa Pycckuit/ Oe3omnacHocTH
MaremMaruka IS IAHTIIMICKUI Information
19
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yIOpaBiA€HUs W 3aIUTHI Kazakh/ Security
uHbOpMaLUH Russian/
Mathematics for Managing English
and Protecting Information
COMS 12103 KKN 2207 Kubepkayincizmik BIT )KOOK [Ka3zax/Opsic/ 5 15 30 105 EmTHxan KKs AKMapatThIK
Kubepkayinciz ik OKB 2207 Herizaepi / OcHOBBI bJI BK |AFBLIILIBIH DK3aMeH IIKs Kayimnci3mik
KubepbesonacHoCTh BOS 2207 kubepOesonacHocTH/ BD UC Kazaxckuit/ Exam PCs WudopmannoHHoit
Cybersecurity Basics of cybersecurity Pycckmii/ 0€e30acHOCTH
AHrIHICKHiT Information
Kazakh/ Security
Russian/
English
Bipeyin Tanaay / Beiopats oqun / Choose one
COMS 22204 PTP 2215 Python Tininge BII TK Kazak/Opwic/ 5 15 30 105 Emtuxan KKK, AKIapaTThIK
[Iporpammanay PYaP 2215 mporpaMManay B KB |AFBUIIITBIH Ok3aMeH OIIK4 Kayinci3mik
IIporpammupoBanue PP 2215 IIporpamMupoBaHue Ha BD EC Kazaxckuii/ Exam GPC, WudopmannoHHoit
Programming aspike Python Pycckuii/ 0e30macHOCTH
Programming in Python IAHTITHHACKHUN Information
Kazakh/ Security
Russian/
English
COMS 22204 JOBP 2215 Java-ma o0bexTire BII TK Kazak/Opwic/ 5 15 30 105 Emtuxan KKKa AKITapaTThIK
[porpammanay OOPJ 2215 OaFrpITTaNFaH B KB |AFBUIIITBIH Ok3aMeH OIIK4 Kayinci3mik
[IporpammupoBaHue OOPJ 2215 mporpaMManay BD EC Kazaxckuit/ Exam GPC4 WNudpopmannoHHOM
Programming OOBEKTHO- Pycckuit/ 6€301aCHOCTH
OPHEHTHPOBAHHOE IAHTITHACKHN Information
MpOrpaMMUPOBAHUE HA Kazakh/ Security
Java Russian/
Object-Oriented English
Programming in Java
MATH 22102 KPPP 2215 Konmanbanst BIT TK Kazak/Opsic/ 5 15 30 105 Emtuxas, KKKs | AxnmaparThik
Axnaparthl Oackapy xoHe | PPPP 2215 IIporpaMmMainap/blH BJI KB \AFBIJIILIBIH KYPCTBIK OITK4 Kayinci3mik
KOpFayFa apuanran | PAP 2215 MaKeTTepiHIe BD EC Kazaxckuit/ JKYMBIC GPC4 NudbopmanmonHoOH
MaTeMaTHKa porpaMmManay Pycckuii/ OK3aMeH, Oe30mmacHOCTH
MaremaTnka JUISL IIporpammupoBanue B AHTTTUHCKHI KypcoBas Information
yOpaBieHUS W 3aIIUTH Makerax  IPHUKIaIHBIX Kazakh/ pabora Security
nHdopmannmn porpamMmm Russian/ Exam,
Mathematics for Managing Programming in English Course
and Protecting Information Application Packages Work
EDUC 21001 DSh 2111 (3) JleHe WIBIHBIKTHIPY XKBITI MK | Kazax/ Opsic | 2 30 30 Huo. oKz Jene
JKanme! 6isiM 6epy MoydTi FK 2111 (3) duznyeckas KyJIbTypa 00J1 OK Kazaxckwmii/ ChIHaK VK3 IIBIHBIKTBIPY
20
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Monynb oOmiei PhT 2111 (3) Physical Training GCD CC Pycckuii Hud. 3auer | UCs JKOHE CIIOPT
00pa30BaHHOCTH Kazakh/ Differen- dusnueckas
Module of general education Russian tiated KyJbTypa
attestation cropTa
Physical training
and sports
4 cemectp /4 cemectp / Semester 4
COMS 22106 0ZhOZhK 2208 | Omneparnusibik sxyiienep | BIT XKOOK [Kazak/Opsic/ 5 15 30 105 Emruxan, | XKXKKs | AxmapaTThik
Kowmrmerotepiepain OSBOS 2208 skoHe OXK Kayircizairi B/l BK IAFBUIIIBIH KYPCTBIK OI1K, Kayincizmik
MIPOrPaMMaJIbIK- OSO0SS 2208 Onepanuonnsie cuctemsl | BD UC IKazaxckmuii/ JKYMBIC GPC4 HNudopmannoHHOM|
anmapaTThIK n 6e3omacHocTs OC Pycckuit/ DK3aMeH, 0€e30ImacHOCTH
’KabIBIKTaMAaChI Operating Systems and |AHTTITHACKHI KypcoBasi Information
IIporpamMMHO-aIapaTHoe Operating Systems Kazakh/ pabota Security
obecIrieycHe KOMIIBIOTEPOB Security Russian/ Exam,
Computer Software and English Course
Hardware Work
MATH 22202 KMN 2209 KpunrorpadusiHbig BIT KOOK [Kazak/Opsbic/ 5 15 30 105 Emtuxan KKs AKMNapaTThIK
Axmapattel Oackapy xone | MOK 2209 MaTEMAaTUKAIBIK b1 BK IAFBUIIIBIH DK3aMeH T1Ks Kayinci3 ik
KOpFayra apuanran | MBC 2209 Heri3aepi BD UC Kaszaxckuii/ Exam PCs HudopmannoHHOM
MaTeMaTHhKa MaremaTuueckue Pycckuii/ 6e30macHOCTH
Maremaruka JUTSt OCHOBBI KpHIITOTpapuu IAHTJTHACKUIA Information
VIOpaBICHUSI U 3alUTHI Mathematical Basics of Kazakh/ Security
uHpopmannu Cryptography Russian/
Mathematics for Managing English
and Protecting Information
MATH 22202 AKT 2210 AKrMapar )XoHe KoaTay BIT )KOOK [Ka3zax/Opsic/ 5 15 30 105 Emtuxan KKKa AKIapaTThIK
Axmapartel Oackapy xome | TIK 2210 TEOPUSCHI BJ] BK |AFBUIIITBIH Ok3aMeH OITK4 Kayinci3mik
KOpFayFa apuanran | ITC 2210 Teopus uHGoOpMaIUH U BD UC Kazaxckuit/ Exam GPC4 HubopmannoHHOi
MaTeMaTHhKa KOJIMPOBaHUsA Pycckuii/ 6e30macHOCTH
Maremaruika JUIst Information and Coding IAHTITHHACKHUN Information
VIOpaBICHUS M 3allUThI Theory Kazakh/ Security
nuHOpMAIUH Russian/
Mathematics for Managing English
and Protecting Information
Bipeyin Tannay / Beiopate oqun / Choose one

COMS 22204 STP 2216 Ckpunr Tiuiaepinae BII TK Kazak/Opwic/ 5 15 30 105 EmtHxan KKK4 AKnapaTrThIK
IIporpammanay PSYa 2216 nporpaMmanay B/ KB \AFBUILIBIH OK3aMeH OIIK4 KayiIci3mik
IIporpammupoBaHue PSL 2216 IIporpammupoBanue Ha BD EC Kazaxckuit/ Exam GPC, WNudopmannonHoit
Programming CKPHUIITOBBIX A3bIKaX Pycckuit/ 6e3omnacHoCcTH

Programming in Script IAHTITHHACKUN Information

Languages Kazakh/ Security
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Russian/
English
COMS 22005 ADK 2216 Anroput™mep KoHe BIT TK Kazak/Opnic/ 5 15 30 105 EmTuxan JKKKs | AkmapatThik
Anroput™maep xoHe | ASD 2216 Jepexrep KypeisiMaaps! | BJI KB IAFBUIIIBIH OKk3aMeH OIIK4 KayiInci3mik
JIepeKTep KYpbUIBIMAAPHI ADS 2216 ANTOpUTMEI U BD EC Kazaxckuit/ Exam GPC, WudopmannonHoit
AJNTOPUTMBI U CTPYKTYPBI CTPYKTYPBI JaHHBIX Pycckuit/ Oe3omnacHoCcTH
JIAaHHBIX Algorithms and Data IAHTITHHACKHN Information
Algorithms and Data Structures Kazakh/ Security
Structures Russian/
English
Keneci cemectpre
Bipeyin Tanaay / Beiopats oqun / Choose one
EDUC 21001 PB 2107 Kacinmkepiik xoHe XKBITI TK  [Kazax/Opsic/ 5 30 15 105 EmTuxan OK1 DKOHOMUKA JKOHE
YKanmer 6imiM 6epy Moy KB 2107 Ou3HEC OO KB  |AFbLIIIBIH DK3aMeH VK1 KOCITTKePIIiK
Moaynb o0mei EB 2107 [IpennpuHIMATETECTBO GCD EC  |[Ka3zaxckwmit/ Exam UcC: DKOHOMHUKHU 1
00pa3oBaHHOCTH 1 OM3HeC Pycckuit/ npeAnpUHIMATE
Module of general education Entrepreneurship and IAHTTHACKHH bCTBA
business Kazakh/ Economics and
Russian/ Entrepreneurship
English
SZhKM 2107 Chi6aiinac XBII TK  [Kazax/Opsic/ 5 30 15 105 Emruxan | OK3 MemitekeT xoHe
AKK 2107 JKEMKOPJIBIKKA Kapchl IAFBUIIIBIH VK» KYKBIK TEOPUSICHI
ACC 2107 MOJICHUET OO KB [Kazaxckwuii/ Ok3ameH MEH TapHXEbI,
AHTHKOPPYIIIMOHHAS Pycckuit/ ucC; KOHCTUTYLUSUIIBIK,
KyJbTypa GCD EC  |Aurnmitckuit Exam KyKbIK/ Teopus u
Anti-corruption culture Kazakh/ HUCTOPHUSI
Russian/ rocyaapcTBa u
English npasa,
KOHCTHTYLHOHHO
e mpaso / Theory
and history of
state and law,
constitutional law
CTSBK 2107 Hudpiasik XBII TK  [Kaszax/Opsic/ 5 30 15 105 EmTrxan OK; Hudopmarnka
CTOP 2107 TEXHOJIOTHsIAp bl OOJI KB  |AfbutibiH OKk3aMeH VK1 Wudopmaruku
DTBA 2107 cananap OolbIHIIA GCD EC  [Kazaxckuit/ Exam uc, Computer Science
KOJITTaHy Pycckuii/
udpossie TexHOMOTMN AHTTTUHCKHI
0 OTpacisiM Kazakh/
NPUMEHECHHUS Russian/
Digital technologies by English
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branches of application

IR 2107 Ickeprtik puTopuka XKBII TK  [Kazak/Opsic/ 15 30 105 Emtnxan oK p/o
DR 2107 HenoBas puropuka OOA KB  |AFbUIIIBIH DK3aMeH VK1 TeopusibIK xKoHE
BR 2107 Business rhetoric GCD EC  [Kazaxckuit/ Exam uc, KOJI1aHOAIIBI
Pycckuii/ JINHTBUCTUKA
AHTTTHHCKUI Teoperuueckoi u
Kazakh/ MPUKJIIATHOM
Russian/ JIMHTBUCTHKA
English Theoretical and
Applied
Linguistics
K/0
Kaszax tin Oimimi
Kazaxckoro
SI3BIKO3HAHHMS
Kazakh linguistics
ENTK 2107 OkoJorus Herizaepi XKBIITK  [Kaszak/Opsic/ 30 15 105 Emtuxan 9K3 VYnpasnenue u
OEBZzh 2107 JKOHE TIPIIUTIK OO KB  |AFbUIibiH DKk3aMeH VKs WHXUHUPHUHT B
FELS 2107 Kayincizairi GCD EC  [Ka3zaxckwuii/ Exam ucCs cepe oXpaHsbl
OCHOBBI 9KOJIOTHH U Pycckuii/ OKpY’KaroIIeH
0€e30IMacHOCTH IAHTTUICKHI cpenbl
JKU3HENEATEIbHOCTH Kazakh/ Kopiarau
Fundamentals of ecology Russian/ OpTaHbI KOpFay
and life safety English caJlaChIHIarbl
Oackapy koHe
HH)KAHUPUHT
Management and
Engineering in the
field of
environmental
protection
GZA 2107 Frimpivu seprrey | JKBII TK  [Kasax/Opsic/ 30 15 105 EmTuxan OK; AKIapaTThIK
MNI 2107 HeTi31epi OO/l KB |ArpurmbiH DK3aMeH VK> Kayinci3mik
SRM 2107 OcCHOBBI Hayunslx | GCD EK  [Kazaxckwuii/ Exam uc, WudopmannoHHoit
UCCIeI0BaHUI Pycckuii/ 0e30macHOCTH
Basics os scientific IAHTTTHACKHI Information
research Kazakh/ Security
Russian/
English
IM 2107 Ickepiik MoJICHHCT XBII TK  [Kaszax/Opsic/ 15 30 105 EmTuxan OK; Opsbic
KDO 2107 KyneTypa 1enoBoro OO KB  |AFBIIIIBIH DKk3ameH VKi (HITOTOTHSICHI
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BC 2107 00IIeHUs GCD EC  [Ka3zaxckuii/ Exam uc, Pycckoit
Business culture Pyccxuii/ ¢uonornu
|AHTTTHIACKHN Russian Philology
Kazakh/
Russian/
English
INEX 42007 OP 2211 OHJIIPICTIK MPAKTHKA BIT 2JKOOK 3 Ecen KKs AKnaparThIK
Toxipubenik MOIyTh PP 2211 IIponsBoacTBeHHAS BJ] BK Otuer K5 Kayinci3mik
[IpakTraeckuiit MOIYIb IP 2211 MpaKTHKa BD UC Report PCs WudopmannonHOM|
Practical module Industrial practice 6€30MaCHOCTH
Information
Security
EDUC 21001 DSh 2111 (4) JleHe HIBIHBIKTBIPY XKBIT MK | Kazax/ Opsic | 2 30 30 Hud. OK3 Jene
YKanmer 6inim O6epy Moy FK 2111 (4) Omnyueckas KyiIbTypa 001 OK Kazaxckmit/ ChHakK VK3 IIBIHBIKTBIPY
Mopnyis o0uieit PhT 2111 (4) Physical Training GCD CC Pycckuii Hud. 3auer | UCc; KSHE CIOPT
00pa30BaHHOCTH Kazakh/ Differen- Ddusuueckas
Module of general education Russian tiated KyJbTypa
attestation cropTa
Physical training
and sports
2 KypcKa 0apJbIK KpeguT
HToro kpeauTos 3a 2 Kypc 60 | 195 | 210 150 1155
Total credits for 2" year
5 cemectp /5 cemectp / Semester 5
COMS 33209 DBK 3217 JHepexrep 6azamaps BIT )KOOK [Ka3zax/Opsic/ 5 15 30 105 EmTHxan KKKs | AKmapatrTsik
Kommnprotepiik xkeminep | BDB 3217 JKOHE OJIapIBIH BJ1 BK IAFBUIIIIBIH DK3aMeH OI1K4 Kayinci3mik
KOHE KIueHT-cepBepaik | DS 3217 Kayirmei3miri BD UC Kazaxckuit/ Exam GPC4 HudopmannoHHOM’
TEXHOJIOTHsLIAp ba3el TaHHBIX U HX Pycckuit/ Oe3omacHOCTH
KommbloTepubie cetn | 6e301acHoOCTh AHTITHACKHUI Information
KJIMEHT-CEPBEPHBIC Databases and Their Kazakh/ Security
TEXHOJIOTUH Security Russian/
Computer Networks and English
Client-Server Technologies
COMS 33209 KTzh 3301 KommbroTepiik xoHe KII Kazax/Opsic/ 5 15 30 105 Emtuxan KKKz | AknapaTThik
Kommsrotepitik xemiep | KTS 3301 TeaekoMMyHUKanusielk | JKOOK |AFBLTIIIEIH DK3aMeH OI1K4 Kayimnci3mik
HKOHE kieHT-cepepiik | CTN 3301 KyHenep I BK Kazaxckuit/ Exam GPC, WudopmannoHHoit
TEXHOJIOTUSIIAp KomnsrotepHsle u PD UC Pycckuit/ Oe3omnacHoCcTH
Komnbrorepusle cetu u TEJEKOMMYHUKALIMOHHBI AHTTTMHCKHI Information
KJIMEHT-CEePBEePHbIE e cetH Kazakh/ Security
TEXHOJIOTUHI Computer and Russian/
Computer Networks and Telecommunication English
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Client-Server Technologies Networks
COMS 33010 KK 3302 Kpunronorus KII Kazax/Opsic/ 5 15 15 | 15 105 Emtnxan KKs AKIaparThIK
Kpunrorpadusuisik KK 3302 Kpunronorus KOOK IAFBUIIIBIH OKk3aMeH IIKs KayiInci3mik
Kyitenep xone | CC 3302 Cryptology I BK Kazaxckuit/ Exam PCs WudopmannoHHoit
creraHorpagus PD UC Pycckuii/ 0e30macHOCTH
Kpunrorpaduueckue IAHTITHHACKHN Information
CUCTEMBI U cTeraHorpadus Kazakh/ Security
Cryptographic Systems and Russian/
Steganography English
MATH 22202 ITMS 3212 blkTumanapikTap BIT JKOOK [Kazax/Opsic/ 5 15 30 105 Emtuxan KKK, AKIapaTThIK
Axmapartel Oackapy xome | TVMC 3212 TEOPHSICHI xkoHe | BJ1 BK |AFBUIIITBIH Ok3aMeH OIIK4 Kayinci3mik
KOpFrayFa apHanran | PTMS 3212 MaTEeMaTHKAIBIK BD UC Kazaxckuit/ Exam GPC.4 HNudopmannoHHOMI
MaTeMaTHKa CTATUCTHUKA Pycckmit/ 0e3omacHOCTH
Maremaruka UL Teopus IAHTJIMHACKUI Information
YOpaBICHUS W 3aI[UTHI BEPOSTHOCTHOCTEH u Kazakh/ Security
uHbOpMAIUH MaTeMaTHYecKas Russian/
Mathematics for Managing CTaTHCTHKA English
and Protecting Information Probability theory and

mathematical statistics

Bipeyin Tannay / Beiopats onun / Choose one

COMS 32209 CTIK 3217 Bbynrteik TexHonorusiap | BIT TK Kazak/Opwic/ 5 15 30 105 EmTHxan JKKKs | AkmaparTsik
Kommnprotepiik xeminep | OTIV 3217 xkoHe 3aTTap UaTepreri | B/ KB |AFBUIIITBIH Ok3aMeH OIIK4 Kayinci3mik
KOHE kmuent-cepBepiaik | CTIT 3217 O6naunsre TexHonoruu 1 | BD EC Kazaxckuit/ Exam GPC4 WNudopmannoHHOM
TEXHOJIOTUsIIap Wurepner Bewei Pycckuit/ Oe30macHOCTH
KomrpioTepHsie  cetd Cloud Technologies and IAHTITHACKHI Information
KJIMEHT-CePBEPHBIC Internet of Things Kazakh/ Security
TEXHOJIOTUHU Russian/
Computer Networks and English
Client-Server Technologies
COMS 32203 KAKT 3217 Kommerotepik BIT TK Kazak/Opsic/ 5 15 30 105 EmTuxan KKKs | AxnmaparThik
Kubepxkayincizaik TZKI 3217 aKmnaparThl KOpray b1 KB IAFBUITILIBIH DK3aMeH OI1K4 Kayimnci3aik
Kubepbe3omnacHocTh TPCI 3217 TEXHOJIOTHSIIAPhI BD EC Kazaxckuit/ Exam GPC, WndopmannoHHOM
Cybersecurity TexHOMOrNH 3aIUTHI Pycckuii/ 0€30MacHOCTH

KOMITBIOTEPHOMU IAHTITHACKHN Information

nHpopmanuu Kazakh/ Security

Technologies of Russian/

Computer Information English

Protection

Bipeyin Tanaay / Beiopars omun / Choose one
COMS 33111 AZhPKK 3307 AKnapaTThIK KIT TK Kazak/Opwic/ 5 15 30 105 EmtHxan KKs AKnapaTrThIK
Axmapattel  kopray kone | BPKIS 3307 KYHenepiy I1J1 KB IAFBUIIIBIH DK3aMeH T1Ks Kayinci3mik
25
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OpEeKeT eTy SSCIS 3307 MPOrpaMMaITbIK PD EC Kazaxckuit/ Exam PCs HudopmannoHHOi
3ammra uHDOpMALUH U KOMITOHEHTTEPiHIH Pycckuit/ 6e3omnacHoCcTH
pearupoBaHue Kayinci3miri IAHTTTHACKUINA Information
Information Protection and BbesomnacHocTh Kazakh/ Security
Response MpOTPaMMHBIX Russian/

KOMITOHEHTOB English

HH(POPMAITMOHHBIX

CHUCTEM

Security of Software

Components of

Information Systems
COMS 33304 PKTO 3307 TIporpamMMalIbIK KOATHI KITI TK Kazak/Opsic/ 5 15 30 105 Emtuxan KKK, AKIapaTThIK
[Iporpammanay AOPK 3307 Tangay >koHe A KB |AFBLUIIITBIH OKk3aMeH OIIK4 Kayinci3mik
[IporpammupoBaHue PCAO 3307 OHTAUNAHABIPY PD EC Kaszaxckuit/ Exam GPC4 HudopmannoHHOM
Programming AHau3 U ONTHMHU3AIUS Pycckuit/ 0e30MMacHOCTH

MPOTrPaMMHOTO KoJa IAHITHHACKHN Information

Program Code Analysis Kazakh/ Security

and Optimization Russian/

English
6 cemectp /6 cemectTp / Semester 6
COMS 32111 TsKN 3213 Hudprsix BIT )KOOK  [Kazak/Opsic/ 5 15 30 105 Emtuxan KKs AKIapaTThIK
Axmapartel Kopray xoHe | OTsK 3213 KPUMHUHAIACTHKAHBIH BJI BK IAFBUIIIIBIH DK3aMeH TIKs Kayinci3mik
opeKeT eTy DFF 3213 HeTi31epi BD UC Kazaxckuii/ Exam PCs HNudopmannoHHOM’
3amura wHQOpMamMHM U OcHOBHI TU(pPOBOH Pycckuii/ 0e30macHOCTH
pearupoBaHue KPUMUHAJIACTUKU IAHTTIUHACKUAN Information
Information Protection and Digital Forensics Kazakh/ Security
Response Foundations Russian/
English

COMS 32203 KTZhK 3301 KomrbroTepirik sxoHe Kazax/Opsic/ | 5 15 30 105 Emruxan, | )KKKs | AkmapaTthik
Kubepxkayincizaik BKTS 3301 TEJIEKOMMYHHKALHSIIBIK, KIT )KOOK  |AfpLimbsiH KYPCTBIK OI1K4 Kayimnci3mik
Kubepbe3omnacHocTh SCTN 3301 KeTIepaiH Kayinci3miri I BK Kazaxckmit/ JKYMBIC GPC, WudopmannoHHOHI
Cybersecurity (CCNA) PD UC Pycckuii/ DK3aMeH, 0€e30acHOCTH

besonacHocTh AHTITHICKHI KypcoBast Information

KOMITBIOTEPHBIX U Kazakh/ pabora Security

TEJIEKOMMYHUKAIIHOHHBIX Russian/ Exam,

cereii (CCNA) English Course

Security of Computer and Work

Telecommunications

Networks (CCNA)

Minor koceiMina GiiM Gepy 6aFgapaMacblHaH MOY.JIBAIH OipiH TaHIay/
Bbi6paTh 01MH MO/IYJIb 10 IONOJHUTEIbHOI 00pa3oBaTenbHas nporpamme Minor/ Choose one module for an additional educational program (15 kpeaur)
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COMS 33303 KKhA 3308 Kubepxayincizaikreri KIT TK Kasax/Opsic/ 15 30 105 Emtnxan KKs AKIaparThIK
Kubepkayincizmik POK 3308 xabaprapaeIkTel apTTeipy | I1J] KB IAFBUITILIBIH DK3aMeH IIKs Kayimnci3mik
KubepbesonacHoCcTh CSA 3308 [oBbimenue PD UC Kazaxckuii/ Exam PCs WudopmannoHHoit
Cybersecurity OCBEJIOMJIEHHOCTH B Pycckuit/ 0e30macHOCTH
KnOepOe30macHOCTH \AHTTTHIICKHUT Information
Cyber Security Kazakh/ Security
Awareness Russian/
English
COMS 33303 AKZhIA 3308 AKIapaTThIK KII TK Kaszax/Opsic/ 15 30 105 Emruxan KKs AKITapaTThIK
Kubepkayincizmik MIIIB 3308 Kayincizmikreri skacanael | [1J] KB IAFBUIIIIBIH DK3aMeH TIKs Kayincizmik
Kub6epbe3omacHoCTh AlIS 3308 WHTEJUIEKT 9IicTepi PD UC Kazaxckmit/ Exam PCs HNudopmannoHHOM’
Cybersecurity MeTo Bl HCKYCCTBEHHOTO Pycckuit/ 6E30MMaCHOCTH
MHTEIUICKTA B AHIHICKHI Information
HH(POPMAITHOHHON Kazakh/ Security
6e30macHOCTH Russian/
Artificial Intelligence for English
Information Security
COMS 33010 SAK 3308 Creranorpadus KIT TK Kazax/Opsic/ 15 30 105 Emruxan KKs AKIaparThIK
Kpunrorpadusuisik ASS 3308 ITOPUTMEPI KOHE I KB IAFBUIIIBIH OKk3aMeH IIKs Kayirnci3mik
Kyitenep xonHe | SAM 3308 KypaJiiapbl PD UC Kazaxckuii/ Exam PCs WudopmannonHoit
creranorpadus AJITOpUTMBI U CPEJCTBA Pycckuii/ 6e3omacHoCTH
Kpunrorpadudeckue cTeraHorpaduu AHTTTIICKHAN Information
CHCTEMBI U cTeraHorpadust Steganography Kazakh/ Security
Cryptographic Systems and Algorithms and Means Russian/
Steganography English
EDUC 33013 3310 Minor 1 KII TK Kazak/Opsic/
Minor KaTaJOTEIHAH MOZYJIb [IJTKB AFBUILIBIH
Mouyns u3 katanora Minor PD UC Kasaxuinﬁ/
Module from the Minor Z&;‘;ﬂﬁpgmﬁ
directory < azakh/
Russian/
English
3311 Minor 2 KII TK Kazak/Opsic/
IT1J1 KB IAFBUIIIBIH
PD UC Kazaxckuit/
Pycckuit/
IAHTTIHACKUN
Kazakh/
Russian/
English
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3312 Minor 3 KII TK Kazak/Opsic/
I1JT KB IAFBUTIIBIH
PD UC Kazaxckuii/
Pycckuit/
IAHTTTHHACKUN
Kazakh/
Russian/
English
INEX 42007 OP 3308 OHIpiCTIK MPaKTHKA KII XKOOK 5 Ecen KKs AKIapaTThIK
Toxpibemix Moxyns | PP 3308 [IponsBoacTBeHHAS I171 BK Otyer TIKs Kayincizmik
[IpakTraeckuii MOIYIb IP 3308 MpaKTHKa PD UC Report PCs HNudopmannoHHOM’
Practical module Industrial practice 6€30MaCHOCTH
Information
Security
3 KypcKa 0apJbIK KpeauT
Hroro xpenutoB 3a 3 Kypc 60 | 165 | 45 285 1155
Total credits for 3™ year
7 cemectp /7 cemectp / Semester 7
COMS 33010 KKh 4214 Kpunrorpadusibik BIT J)KOOK  |[Kazak/Opsic/ | 5 30 15 105 Emtuxan KKs AKMapaTThIK
Kpunrorpadusuisik KP 4214 xarramanap BJ1 BK IAFBUIIIIBIH Ok3aMeH IIKs Kayirnci3mik
xKyhenep wone | CP 4214 Kpunrorpapuueckue BD UC Kazaxckuii/ Exam PCs WudopmannonHoit
cTeraHorpadus HPOTOKOJIBI Pycckuit/ 0e3omacHOCTH
Kpunrorpaduueckue Cryptographic protocols A HTTHIACKHI Information
CHCTEMBI U cTeraHorpadus Kazakh/ Security
Cryptographic Systems and Russian/
Steganography English
COMS 43013 AKAB 4302 AKMapaTThIK KIT )KOOK  [Kazak/Opsic/ 5 30 15 105 Emtuxan KKs AKIapaTThIK
Axmaparteik  Kayincizmikri | AUIB 4302 KayilCi3MiKTiH ayAuThI I171 BK IAFBUIIIIBIH DK3aMeH TIKs Kayinci3mik
6ackapy ISAM 4302 JKOHE OacKapy PD UC Kazaxckuit/ Exam PCs HubopmannoHHOM’
Ynpasnenue AyauT 1 ynpaBJieHue Pycckuii/ 0€30MacHOCTH
nHpopMaLMOHHOK nH(pOpMaLMOHHOI AHTIHICKHI Information
0€301aCHOCTBIO 0€30IaCHOCThIO Kazakh/ Security
Information Security Information Security Russian/
Management Audit and Management English
COMS 43303 ZKPKK 4303 3usH KeATipyIi KIT )KOOK [Ka3zak/Opsic/ | 6 30 30 120 Emruxan, | KKs AKnaparThIK
Kubepkayincizaix ZVPO 4303 IporpaMMabIK I1]] BK IAFBUIIIBIH KYPCTBIK K5 KayiIci3mik
KubepbesonacHocTb PMS 4303 KaMTaMaJaH KOpFaHy PD UC Kazaxckuii/ JKYMBIC PCs NudopmannonHoit
Cybersecurity 3ammra oT BPEeJJOHOCHOTO Pycckuit/ OK3aMeH, Oe3omnacHocTH
IIPOrPaMMHOIO AHTTTICKHI KypcoBas Information
obecrieueHus Kazakh/ pabora Security
Protection against Russian/ Exam,
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Malicious Software English Course
Work
COMS 43211 DTA 4304 Hepexrepni tangay KIT )KOOK  [Kazak/Opsic/ | 5 15 30 105 EmTHxan KKs AKMapatThIK
Axmapattel  Kopray koHe |MAD 4304 omicrepi I1]1 BK IAFBUTIIBIH DK3aMeH T1Ks Kayimnci3mik
OpeKeT eTy DAM 4304 Meronsl ananusa nanneix | PD UC Kazaxckuii/ Exam PCs WudopmannonHoit
3amuTta uWHOGOPMALMHM H Data Analysis Methods Pycckuit/ 6e3omnacHoCcTH
pearupoBaHue IAHTTTHIICKHUT Information
Information Protection and Kazakh/ Security
Response Russian/
English
Bipeyin Tanaay / Beiopats oqun / Choose one
COMS 43212 KAZhAP 4309 | KopranraH akmapaTThiK KII TK Kazak/Opsic/ | 5 15 30 105 EmTuxan KKs AKIapaTThIK
Kayinciznmikti kamramace3 | REZIS 4309 Kytenepni o3ipney xxone | I1J] KB AFBLIIITBIH Ok3aMeH K5 Kayincizmik
eTyIiH mporpammansik- | SISDO 4309 naianany PD EC Kazaxckmit/ Exam PCs HNudopmannoHHOMI
anmnaparTbIK Kypaigapbl Paspaborka u Pycckuit/ Oe3omacHOCTH
[TporpammHo-anmapaTHbie IKCILTyaTalus AHTIHICKHI Information
cpezcTBa obecreueHus 3aIIUIIIEHHBIX Kazakh/ Security
0e30MacHOCTH MH(OpPMaLMOHHBIX Russian/
Security Software and CHCTEM English
Hardware Secure Information
Systems Development
and Operation
COMS 43211 FZhKT 4309 DaitnIbIK Kyienepai KII TK Kazak/Opsic/ 5 15 30 105 Emtuxan KKs AKIapaTThIK
Axmapartel  Kopray koHe | KAFS 4309 KPUMHUHAIIBIK TAJIIAY 11 KB IAFBUIIIIBIH DK3aMeH TIKs Kayinci3mik
OpeKeT eTy FSFA 4309 Kpumunanuctuaeckuit PD EC Kazaxckmit/ Exam PCs WudpopmannoHHOM
3amura wHQOpPMAUH U aHanu3 (aiyIoBBIX CHCTEM Pycckuii/ Oe30macHOCTH
pearupoBaHue File Systems Forensic AHTIHICKHI Information
Information Protection and Analysis Kazakh/ Security
Response Russian/
English
Bipeyin Tanaay / Boiopats omun / Choose one
COMS 43013 Axmaparteik | AKSNKN 4310 AKNapaTThIK KII TK Kazak/Opsic/ 5 30 15 105 Emtnxan KKs AKIapaTThIK
Kayimnci3mikTi 6ackapy SNPOIB 4310 KayiTcCi3MiKTiH 11 KB IAFBLTIIIEIH DKk3aMeH I1Ks Kayimnci3mik
Ympasnenue ISSRB 4310 CTaHAapTTaphl MEH PD EC Kazaxckwmii/ Exam PCs NudbopmanmonHoOH
nHPOPMATMOHHON HOPMATHBTIK-KYKBIKTBIK Pycckuit/ Ge3omacHOCTH
0€30IacHOCTHIO Heri31epi IAHTTTHICKHAT Information
Information Security CrangapTsl 1 Kazakh/ Security
Management HOPMaTHBHO-TIPaBOBBIE Russian/
OCHOBBI English
nHpopManMoHHOM
6e3omacHoCTH
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Information Security

Standards and Regulatory

Bases
COMS 43211 BKT 4310 Bacein kipyni Tecriney KII TK Kaszax/Opsic/ | 5 30 15 105 EmTuxan KKs AKnapaTThIK
Axnapartel Kopray okoHe | TP 4310 TectupoBanue Ha I KB IAFBUIIIBIH OKk3aMeH IIKs KayiIci3mik
OpEeKeT eTy PT 4310 MIPOHUKHOBEHUE PD EC Kazaxckuit/ Exam PCs HudopmannoHHOM
3amura uHQOpMArUMM U Penetration Testing Pycckuii/ 0e30macHOCTH
pearnpoBaHue AHTTIHHCK A Information
Information Protection and Kazakh/ Security
Response Russian/
English
Bipeyin Tanaay / Boiopats onqun / Choose one
COMS 43212 BKAAZh 4311 | Bacsin Kipy/i aHbIKTaY KII TK Kazak/Opsic/ 5 15 30 105 Emtuxan KKs AKIapaTThIK
Kayinciznmikti kamramacez | SOPV 4311 JKOHE aJIIBIH ATy 11 KB IAFBUIIIIBIH DK3aMeH TIKs Kayincizmik
eTYIIH nporpammaibsik- | IDPS 4311 Kyhenepi PD EC Kazaxckuit/ Exam PCs HudopmannoHHOM
amnmapaTThiK Kypaagapbl CucTteMbl 0OOHAPYKEHUS U Pycckuii/ 0e30MMacHOCTH
[TporpammHo-anmapaTHbie HpeI0TBPALICHUS AHTIMICKHI Information
cpezcTBa obecreueHus BTOPIKEHUI Kazakh/ Security
0e30I1acHOCTH Intrusion Detection and Russian/
Security ~ Software  and Prevention Systems English
Hardware
COMS 43211 Axkmapartet | ZhMKKS 4311 | XKeninik »oHe MOOUITBI KII TK Kazak/Opsic/ 5 15 30 105 Emtuxan KKs AKIapaTThIK
KOpFay KOHE 9PEKET eTy KESMU 4311 KYpPBUTFBLIApFa 11 KB IAFBLIIITBIH OKk3aMeH K5 Kayinci3mik
3amura wHpOopMammun wu | FANMD 4311 KpUMHHAIIBIK capantama | PD EC Kazaxckmit/ Exam PCs WNudpopmannoHHOM
pearupoBaHue KpumuHanucTraeckas Pycckuit/ Oe3omacHOCTH
Information Protection and JKCIEPTU3a CETEBBIX U AHTIHACKHI Information
Response MOOHITBHBIX YCTPOICTB Kazakh/ Security
Forensic Analysis of Russian/
Network and Mobile English
Devices
8 cemectp /8 cemectp / Semester 8
INEX 42007 OP 4305 OHIpiCTIK MPaKTHKA KII 2 KOOK 10 Ecen KKs AKITapaTTHIK
Toxpibenix Moy | PP 4305 IIpousBoacTBEHHAS I111 BK Otuer I1Ks Kayimnci3aik
[IpaxkTryeckuit MOIYIb IP 4305 MpaKTHKa PD UC Report PCs WudopmannoHHOHI
Practical module Industrial practice Oe3omnacHoCcTH
Information
Security
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DP 4306 Junnomansl mpakTUKa KII XKOOK 6 KKs AKnaparThIK
PP 4306 IIpegnumnnomuas I1]T BK T1Ks Kayinci3 ik
UP 4306 MpaKTHKa PD UC PCs WudopmannonHoit
Pre-diploma practice 6e3omacHoCTH
Information
Security
MFA 42013 JIMIIOMIBIK KYMBICTBI/’KO0aHBI Ka3y jKOHE KA 8 JIOKb KKs AKnapaTThIK
KopbITBIHIB! aTTECTATTAY KOpFay HeMece KOMIUIEKC eMTHXaHFa UA KOpray K5 Kayincizmik
MOy JTAWBIHIATY JKOHE TaIChIpy FA 3amura PCs WudopmannonHOM|
Mopaynb uroroBas Hanucanue u 3amura TUIIIIOMHON HIT 0€e30ImacHOCTH
arTecTalus pabOTHI/TIPOEKTA WK MOrOTOBKA U Cava Defense of Information
Module of final assessment | koMIUIEKCHOTrO 3K3aMeHa degree Security
Writing and defending a Bachelor degree work
diploma thesis/project or preparing and
passing a comprehensive exam
4 kypcKa 0apiabIK KpeauT/
Hroro kpenutos 3a 4 Kypc / 60 | 165 60 105 750
Total credits for 4™ year
Binim Gepy 6arnapiaamachl 00HbIHIIA OapJIBIFbI
HToro mo o6pa3oBareibHOI MporpamMmme 240 | 660 | 645 615 4230
Total for education program
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4 Binim 0epy OarnapjiaMachIHBIH MOAYJIb/Aepi OeJiiHiciHIe HrepiireH KpeIUTTEPAiH KoJIeMiH KopceTeTiH :KMBIHTBIK KecTeci
/CBoaHas Tabdauna, 0Tpakaoias 00beM 0CBOCHHBIX KPEIUTOB B pa3pe3e MoayJieil 00pa3oBaTeIbHOI IPOrpaMMBbI

/Consolidation table displaying the amount of obtained credits within the modular education program
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Bixim Gepy yaepicin yitbimaacteipy / Opranusanus oopasoparenannoro npomecca / Organization of
Educational Process

1. Okyra kadbLIIaHYFa KOMbLIATBHIH apHAaiibl TaganTap: bakanaBpuatka Kasakcran PecryOnukachiHBIH
JKaJIBl OpTa, TEXHUKAIBIK JKOHE KOCIMTIK, opTa OUTIMHEH KeHiHTI, KoFapsl OiiMi O6ap azamatTap skoHe ¥bT
HOTIKECI KOPBITHIHIBICH Oo#bIHINA kiOepimexi. Illeren azamaTTapelH akpUIBI HETI3[E KaObUIAay cyxoOat
KOPBITBIH/IBICH OOMBIHIIA KY3€re achbIpblIabl.

Oco0ble BeTynuTenbHbIe TpeOoBaHusi: B OakanmaBpuat ocymectsiseTcs npueMm rpaxnan PK, mverommx
o01iee cpenHee, TeXHUIECKOoe U MpohecCHOHANBHOE, TIOCIeCpeIHee, BRICIIIEe 00pa3oBaHme, 10 pe3yIbTaTaM
EHT. IIpriemM MHOCTpaHHBIX TpaXkJaH Ha MJIATHOW OCHOBE OCYLIECTBIIACTCS [0 Pe3ybTaTaM cOOeCeOBaHH.
Specific admission requirements: Citizens of the Republic of Kazakhstan with general secondary, technical
and professional, post-secondary, higher education are admitted to bachelor programs based on the results of
the UNT. Acceptance of foreign citizens on a paid basis is carried out according to the results of an
interview.

2.bypbIH anbIHFaH OLTIMAI TaHyFa KaThICTBI :KoHe OeilipecMHu OiiM adymibLIapAbIH HITHKECIHIH
epekile MApPTTapbl: AJIBIHFB OUTIMII TaHY IIApTTapbl YHUBEPCUTETTIH IIIKIi HOPMATHUBTIK KYXKATTaphl
asiCBIHZA JKy3ere acelpbiiansl. befipecmu OiniM Oepy HOTHIKENEpiH pacTaWTBIH KYXKaT - asKTaly Typajbl
KYOJIiK.

OcoOble ycioBusl AJisi NPU3HAHMSA MNpPeJUIeCTBYIOLIEr0o 00yYeHUs] M Pe3y]bTaTOB HedopmMaabHOIo
o0yueHmsi: YCIOBHMsS sl TpPU3HAHHUA TIPEALISCTBYIONIETO OOpA30BaHUSl OCYIICCTBISIETCS B paMKax
BHYTPEHHUX HOPMATUBHBIX JOKYMEHTOB YHHBepcuTeTa. J[OKYMEHTOM, MOATBEPKIAIOIIUM pE3yJbTaThl
HedopManbHOTO O0OydYEHUs, SBISIETCA CEePTH(UKAT O 3aBepIICHHMH OOYYEeHHS WIH CBHUIETENBCTBO O
3aBEpILICHUU O0YUYCHHUSI.

Specific arrangements for recognition of prior learning: Conditions for the recognition of prior education
are carried out within the framework of the internal regulations of the university. The document confirming
the results of non-formal education is a document proving completion of training or certificate of completion
of training.

3. JlopesxkeHi Oepy TamanTtapbl MeH epexeiepi: OKynbiH 0apiiblK Ke3CHIEPIH/IC, COHBIH IIIIHAE CTYISHTTIH
OKy TYpJIepiHiH OopiH Koca anFaHfa *oHe KOPBITHIHIBI aTTeCTAI[USIHBI COTTI asKTaraH, kem nereHae 240
aKaJIeMUSITBIK KPEIUTTI UTEpreH TYJIFalapra «0akanaBp» Jopexkeci jKOHE KOFapbl OUTiM Typasibl JUTUIOM
KOCBHIMIIIAChIMEH (TpaHCKpunT) Oepineni. bakanmaBpuarteiH OiniM Oepy OarnapiiamanapblH Mep3iMiHEH
OypblH HWrepy XoHE OFaH KOMBUIATHIH TajamnTapibl OpPBIHAAY JKarJalblHIa CTYACHT OKy Mep3iMiHe
KapamacTaH «0akajaBp» Jlopexeci Oepinesi.

TpeGoBaHusi ¥ npaBuja NMPUCBOEHUIO cTemeHu: Jluiam, ocBomBmMM He MeHee 240 akameMHUECKHX
KpEIUTOB 32 BECh MEPHOJ] OOyUYCHHS, BKIIOYas BCE€ BUABI YUEOHBIN NEATENLHOCTH CTYACHTA, M YCIENTHO
MPOIIEIINM UTOTOBYIO aTTECTAIIHIO0, IPUCYKAAETCS CTENEeHb «0aKalaBp» WM BBIAACTCS TUILUIOM O BBICIIEM
o0pa3oBaHMM C TPWIOKEHHEM (TpaHCKpuIT). B ciydae g0CpOYHOro OCBOGHHsI 00pa3oBaTeIbHON
MporpaMMbl OakagaBphaTa W BBIIOJHEHHUS MPEyCMOTPEHHBIX K HEel TpeOOBaHWi, CTYACHTY MPHUCYKIAeTCs
CTeTIeHb «0aKaaBp» HE3aBUCHMO OT CPOKa OOYUEHUS.

Qualification requirements and regulations: Individuals who have mastered at least 240 academic credits
for the entire period of studies, including all types of student’s learning activities, and who have successfully
completed their final attestation, are awarded a bachelor’s degree and are given a higher education diploma
with an application (transcript). In case of early mastering of the bachelor’s study program and fulfillment of
the requirements envisaged for it, the student is awarded a bachelor’s degree regardless of the duration of
his/her studies.

4. TyJaexkTepaiH KciOu Oeifini:

BakanaBp nopexeciH anFaH TyJIeKTep YHBIMAACTHIPYIIBUIBIK-TEXHOJOTUAJIBIK, OHIIpiC XoHE OacKapy,
3epTTEY, OKBITY JKOHE 0acka Ja KbhI3METTepi aTkapy YyunH OumkTimiri Oonmazpl. COHBIMEH Karap O
aKnmapaTThlK OKYHenepAl KOprayAblH YHBIMAACTBIPYIIBUIBIK, MPOLEAYPAJbIK, AanllaparThIK JKOHE
MPOrPaMMAJIBIK OICTEpl MEH KYpaJJapblH O3IpJCHTIH, ICKE achIpaThlH >KOHE TaiIajaHaThiH
MEMIIEKETTIK JKOHE YKEeKe KOCITOPBIHIAP MEH YilbIMIap/ia JKYMBbIC icTeil anajbl.

Ipodeccuonanbublii Npoduab BHIMYCKHUKOB. BBITYCKHUKH, TIONYYMBIINE CTENeHb OakanaBpa, NMEIOT
KBaIM(UKALMIO IS  OCYWIECTBICHHS  OPraHU3allMOHHO-TEXHOJOIMYECKOH,  MPOU3BOJACTBEHHO-
yIpaBlIeHYECKOH, MPOEKTHOH, HAyYHO-HUCCIIEI0BATENbCKOM, eJarornuecKol 1 WHBIX BUAOB JIESTEILHOCTH.
Kpome 3T0ro, oH MOXET OCYLIECTBIIATh AEATEIbHOCTh B I'OCYJApCTBEHHBIX M YaCTHBIX HPEANPHUIATUSAX U
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OpraHu3alusax, pa3pabaThIBAIOMIUX, BHEAPSIONIUX W WCIMOJB3YIONIMX  OpraHU3allMOHHBIC,
MpoucCaAypHBIC, alllIapaTHBIC U IIPOrpaMMHBLIC METOAbI U CPCACTBA 3alUThI I/IHq)OpMaL[I/IOHHBIX CHUCTEM.
Occupational profile/s of graduates: Graduates who have received a bachelor&#39;s degree are
qualified to carry out organizational and technological, production and management, design, research,
teaching and other activities. In addition, they can carry out activities in public and private enterprises
and organizations that develop, implement and use organizational, procedural, hardware and software
methods and means of protecting information systems.

5. Binim 0arnapiiamachiH :Ky3ere acbIpy Tacingepi meH agicrepi: Bb xy3ere acwipy kesinme cabakrapia
HWHHOBALMAIBIK TCXHOJOTUAIAP KOHE OKBITY AbIH I/IHTCpaKTI/IBTi QI[iCTCpi KOJIAaHbLJIadbl.

Cnoco0bl M MeTOIbI peanu3auuu o0pasoBaresbHOi nmporpammbl: [Ipu peammzanun OIl Ha y4eOHBIX
3aHATHUAX 6yI[YT HCIIOJIb30BaHbl MHHOBAIITMOHHBIC TEXHOJIOIMU U MHTCPAKTUBHBIC METOAbI 06yquI/m.
Methods and techniques for program delivery: Innovative technologies and interactive teaching methods
will be used in classes within the implementation of the educational program.

6. OKbITY HITH:KedepiH Oarajay KputTepmiijepi: bimim amymburapabiH oKy kerticTiktepi (Oimimi,
JarapUIaphl, KabiieTTepi skoHe Ky3bipeTitikTepi) 100 O6annaplk mkaiza OOWbIHIIA OaranaHabl, XalbIKapaibIK
MpaKTUKaFra coiikec OpiNTiK >Kyle (KaHaraTTaHapIbIK Oaramap KemyiHe Kapail «A» -maH «D» -re neifin,
«KaHaraTTaHapibIKCh3» - «FX», «F») MeH 4 Oamwimplk mikaga OOMBIHINIA CAHBIK SKBUBAJICHTKE COUWKEC
keneni (Kecre).

Kpurtepun oueHku pe3yibTaToB 00y4eHHs :

Y4eOHbIe NOCTWKEHUS (3HAHWS, YMEHUS, HABBIKA U KOMIIETEHIINH) 00YJalOIUXCs OIICHUBAIOTCS B Oaiiax
mo 100-6anpHOM mIKaje, COOTBETCTBYIOIIEH MPHUHITON B MEXIYHAPOJHOH NMpakTHKe OYKBEHHOW CHCTEME
(TIoNIOKUTENHHBIE OLICHKH, TI0 Mepe YObIBaHHsA, OT «A» 1o «Dy», «HeymoBieTBoputenbHO» — «FX», «F») c
COOTBETCTBYIOIINM HU(POBBIM 3KBUBAJICHTOM 10 4-X OampHOH mikane (Tabnuua).

Assessment criteria of learning outcomes:

Learning achievements (knowledge, skills, abilities and competencies) of students are scored according to a
100-point scale corresponding to the international letter grading system (positive grades, as they decrease,
from «A» to «Dy, “unsatisfactory” — «FX», «F») with the corresponding digital equivalent on a 4-point scale
(see Table).

OKy sKeTiCTIKTepiH ecenke aJyAbIH 0aJUIIBIK-PEHTHHITIK JPINTIK KyHec, OLTIM aXybLIapabI
AICTYPJi Oarasiay mKajgacbiHa xdIHe ECTS-ke aybIcThIpY
BaﬂﬂLHO-peﬁTHHFOBaH ﬁyKBeHHaﬂ CUCTEMA OLICHKHU Yi€Ta yqeﬁmﬂx HOCTH)l(eHHﬁ, oﬁyqawmnxm C
nepeBo/IOM HX B TPAAUIIMOHHYIO IIKaJay oneHok u ECTS
Grade-rating letter system for assessing educational achievements of students with their transfer into
the traditional grading scale and ECTS

OpinTik xyiie BannaapabiH CaHIbIK Bamnnap (%-typinze) Joctypii xyiie OofibiHia Oara/
Ooiibiniia 0ara/OneHka 9KBUBAJICHTI/ Bamner (%-nHoe OrieHKa Mo TPagUIHOHHOM
1o OykBeHHOU cucteme/ Hudposoii CoJIepKaHuUE) cucreme/ Assessment by

Evaluation by letter SKBUBajIeHT/ Points (in %) traditional system
grading system Equivalent in numbers

A 4,0 95-100 Ore xakcel/OTinuno/
A- 3,67 90-94 Excellent
B+ 3,33 85-89

]]3_ 2?:’607 sg:sg XKaxcor/Xoporro/ Good
C+ 2,33 70-74

C 2,0 65-69

C- 167 60-64 yKaHaFaTTaHapJ‘H:IK/ /
o wrmeoperea
D- 10 50-54 y
FX 0,5 25-49 KanararraHapiabIkcoiz/
F 0 0-24 HeynosnerBopurenbHo/

Unsatisfactory
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