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EDUCATION PROGRAM

Baraapaama jenreiii/y posens nporpammel/ Program Level: Jloktopantypa / Jloktopantypa / PhD program

Kaapaapas: aaiibinaay 6arsIThIHBIH ATaY bl /KIHE KOAbI: 8D063-AxknaparTbiK Kayincisik
Koa u nanMeHoBAHHSI HANIPABJIEHUS IOArOTOBKH Ka/IpoB: 8D063-Hudopmaunonnas GezonacHocTs
Code and names of area of training: 8D063-Information security

«8D06306-AknapaTThiK Kayincisaik xytienepi»

(Bunine Gepy GaraapaaMacimuin STayhl KIHE KO )

«8D06306-Cucrembl uugopmaunoHHoi 6e30nacHOCTH

(Koaw obpa it nporpamms)

«8D06306-Information security systems»

(Code and name of education programme)

2023 xbuarsl Kabsuaay/ lpuem 2023 rona/ Admission 2023

OKBLITYABIH THITIK Mep3imi: 3 Kbl
Tunuuneiii cpok obyuenusn: 3 roja
Typical period of study: 3 years

BinikTigik genreiti / Yposens kpaauduxauun / Qualification level: 8 YBIII, 8 EBII/ 8 HPK, 8 EPK/ 8 NQF, 8 EQF
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O3IPJIETEH / PA3PABOTAHA / DESIGNED

AKaneMHsTBIK KomuTeT/ Akasemuueckuii komurer/ Academic Committee %7

Carsibammna J1. XK. /% 29.03 2023 Carnaesa C. K. R9 O3 . O3

(Aru-woni/®HO/Name) (moans 'signature ) (nava/xyni/date) (An-moui/ OHOName) (noanHeK oM/ signature ) (Aara‘kymi/date)

Ocnanosa A. b. 29 03 023  Kombipxanosa A.A. @o,/ — R9.03 AoRX3

(Ana-moui DHO/Name) {nonnmes/xamw/signature) (naralxyni/date) (Aru-xoni/OHOName) {naanmcs kolfe/sighature) (anra/kyndate) )
e RKq 03 25

(ATsi-wom/@HOName) (omnEcT s gnaure) (nava/xymidate) (noanmci/xons/signature) (nara’xyni/'date)

i K. 237
)EK;:;:;::':pymnl PaGoronarensn/ K&'ff:? ;l’m lel)< PO . /°‘. 03 2023

CenepanbHbIi AHPEKTOD oo

« teo Chain_system KZ Ltd»

Binim aaymp/ O6yuaromuiics/ Student: Ocnanos P.M. 70. 03. A4 3

(Aru-weni/®HOName) (noanmcs/ Ko/ signature) (aar/kymi/date)

KAPACTBIPBLIJIBI / PACCMOTPEHO / CONSIDERED
AKaJleMHSUTRIK KeHec oThipbichiina/ Ha 3acenannn Akagemudeckoro coBeta/ At the meeting of the Academic Council

Kyni/ para/date 47 0% 2023 xarrama / nporokosn / Record Ne 3
BBB capantamanay cekumsichiHbIH Toparach! / [Ipeaceaaresns cekuun skeneprussi OIT /Chairman of the Expertise Section of Educational Programs

Kauixsinbaii b. b. D —
(Arskoni/PHO/Name) (noanucs/xons/signature) (mara/kywi/date)

/KEJIICUIIII / COT'JIACOBAHO / AGREED

dakyasrer aekanbl / Jlekan pakynsrera / Dean of Faculty Cewunos 111. %K. 2{.03. 2023
(Ars-weui/OHOName) i /signature) (mara'xyw/date)

YCBIHBLIJIbI / PEKOMEHTOBAHO / RECOMMENDED
AKaleMHANBIK Kenec oTripbickia / Ha sacenannn Akanemuyeckoro cosera / At the meeting of the Academic Council
Kyni / nara / date /7. 04 2043 xarrama / nporokon / Record Ne 3

backapma Myeci - akafileMHAIbIK Macenienep xeninaeri npopexrop / Unen [Npasaenns — [IpopekTop 10 akaneMH4ecKHM BONpOcaM /Member of the
Management Board-Vice-RectoWdemic Affairs
/

Makpiu C.b.
(ATei-0Hi/DHO/Name) (noanuck/Kkone/signature) (nara/kynvdate)
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MA3MYHbI/ COAEP)KAHUE/ CONTENT

bimim  Gepy OarmapmamaceiHblH — macropTel/  [lacmopt
obpazoBatenbHOM nporpammsel/ Passport of Education Program

KyssiperTinik/6eitin kaptacel/ Kapra/mpoduins kommeTeHIuii/
Map/ Profile of Competences

bimim Oepy OarnmapiaMacbiHblH Ma3MyHbl/  CopaepikaHue
obpazoBatenbHOM mporpammbl/ The content of the education
program

binim Oepy OarmapiamMacelHBIH MOJYJIbAEpPl OeniHICIHIE
UTEPUITeH KPEIUTTEPAIH KOJeMIH KOPCETeTIH IKUBIHTBIK
kectecl/ CBoaHas Tabnuia, oTpaxkarolias 00beM OCBOCHHBIX
KpPEJUTOB B pa3pe3e Moayseil oOpa3oBaTeIbHON MPOrpaMMbl/
Consolidation table displaying the amount of obtained credits
within the modular education program

bimim  Gepy  ynmepicin  yieiMpactelpy/  Opranuzanus
obpasoBarenbHOro mpoiecca/ Organization of Educational
Process
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Binim 6epy 6armapiamMachiHbIH nacnopThl/ IlacnopT o6pa3oBaTtesibHOM MporpaMmbl/
The Passport of Education Program

Kounany canacsl
O0sacTh npUMeHeHus!
Application area

binim 6epy GarmapiaMacsl akImapaTThiK Kayincismik camaceiaaa PhD
JOKTOPJIAPABI JalbIHIay MAKCATTAPBIH 1CKE aChIPaIbl

OOpazoBarenbHas TNporpaMMa  pEaln30OBBIBACT  3agaudl UL
noaroroku PhD  noktopoB B o0iactd  MH(POPMAIMOHHON
Oe3omacHOCTH

The educational program implements the tasks for the preparation of
PhD in the field of information security

Binim Oepy OarmapiaaMacbIHbIH
KOJbI MEH aTaybl

Kon )/ | HAaHMEHOBAHHE
o0pa3oBaTe/IbHON MPOrPaMMbl
The code and name of education

8D06306 — AknapaTThIK Kayilnci3miK xxyuenepi
8D06306 — Cuctembl HHPOPMAITMOHHOHN 0€301acHOCTH

8D06306- Information security systems

program
HopmaTHuBTiK-KYKBIKTBIK -«binmim» Typansl Kazakcran PecriyOnukachiHbIH 3aHbI

KaMTBLIYbI —31.10.2018 x. Ne604 OKorapbl OimiM OepyaiH MEMIIEKETTIK
HopMmaTtuBHoO-nnpaBoBoe anmbeiFa MiHAETTI ctangaptel, 19.01.2023 x. Ne2l esrepictep
olecreyeHue MEH TOJBIKTBIPYIapMeH

The regulatory and legal |- 30.10.2018 x. Ne595 Yoraprel xoHe (Hemece) KOFaphbl OKY
support OpHBIHAH KeWiHri OiniM Oepynin Oimim Oepy OarmapiamaiapbiH

icCKe achlpaThlH OuliM Oepy YHBIMAApBl KBI3METIHIH YJTIIIK
Karmnamapsl,  18.11.2022  x.  Neld5  esrepicrep  MeH
TOJIBIKTBIPYJIApPMEH

-Kpenutrik TexHomorust OOWBIHIIA OKY YPAICIH YHBIMIACTBIPY
epexenepi (12.10.2018 x. Ne563)

-Korapel ’koHE JKOFappl OKYy OpHbIHaH KeWiHri Oumimi Oap

KaJpiapAbl JaiiblHAay OaFbITTapbIHBIH CBHIHBINTAYBIMIBIH  OEKITY

typaibl (13.10.2018 x. Ne569)

— "Axknapartelk  MHQpakypbulbiM  koHe AT  Kayinci3airig
KaMTamachl3 ery", «BeOG-MOHUTOpUHI XKYprizy», «AKMNapaTThIK
uHppakypbuibiM koHe [T Kayimei3giri canmacelHOArbl KociOu-
MamaHgap», «lIporpaMManblK KamMTaMaHbl TecTijiey» KociOu
crangaptrapbl — «Atameken» Kazakcran PecnyOnmkachl ¥ ATTBIK

Kocinkepnep mnanaraceinblH ~ backapma Teparacel MiHAETIH
atkapymsiHblH 2022  kpuFel 5 kenTokcaHmarel Ne 222
OyiipbIFpIHa 4-KOChIMILIA

-Kubepxkayinciz ik TYKBIPbIMIAMaChI («KazakcTanHbIH

kuOepkaikanb»). Kazakcran PecnyOmukacel Ykimerinin 2017

KbUTFbI 30 MaycbiMaarsl Ne 407 kaynbICbIMEH OEKITUITeH

-3akoH PecryOnuku Kazaxcran «O06 oOpa3oBaHHM»

— l'ocynapcTBeHHBbIit  0011€0053aTeNBHBIA  CTAHAAPT  BBICILETO
obopazoBarmss ot 31.10.2018 1. Ne604 ¢ wW3MCHCHHWSIMH U
nornonHeHusaMu ot 19 suBapsa 2023 r. Ne 21

— TunoBble mpaBuUiia AEATEIBHOCTH OpraHu3aluii oOpa3zoBaHus,
peanusyronux oOpa3oBareibHbIE MPOrpaMMbl BBICHIETO U (WIJIH)
nociueBy30oBckoro oOpasoBanust ot 30.10.2018 . Ne595 ¢
W3MEHEHUSIMH U goronHeHusamu ot 18.11.2022 . Ne 145

-IIpaBuna opranuzanmuu y4eOHOro Tmpolecca IO KPEeITUTHOM

texHojoruu ooyderus (12.10.2018 . No563)
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-Knaccudukarop HampaBlIeHHI TOATOTOBKH KaJpOB C BBICIIUM U
ociieBy30BCKUM oOpa3oBanueM (13.10.2018 1. Ne569)
-IIpodeccuonanbubie cranmapThl «TecTHpoOBaHUE MPOTPAMMHOTO
obecrieuenus», «Co3maHue u ymnpaBieHHe HHOOPMAIIIOHHBIMU
TEXHOJIOTUAMU» — HpI/IJ'IO)KeHI/Ie Ned IMpUKa3y HCIOJIHAOIICTO
obs3arrocTu [lpencemarens [lpaBnenus HanmoHaibHON Tanatel
npeanpuaumateneid  PecryOnmmkun  Kaszaxcran «ATamekeH» OT
05.12.2022 r. Ne222

-Konnenmuu  kubepobezonacuoctn  («Kubepmur Kazaxcranay)
[TocranoBnenue IlpaButensctBa PecnyOmuku Kaszaxcran ot 30
nroHsg 2017 roma Ne 407

-Law “On Education” of the Republic of Kazakhstan

State General Education Standard on higher education (31.10.2018
Ne 604) with amendments and additions of January 19, 2023 No. 21
-Standard rules for the activities of educational organizations
implementing educational programs of higher and (or) postgraduate
education of October 30, 2018 No. 595 with amendments and
additions of 18.11.2022 No. 145

-Rules for the Organization of the Educational Process on the Credit
Technology of Education (12.10.2018, Ne563)

-Classifier of Areas of Training with Higher and Postgraduate
Education (13.10.2018 Ne569)

-Professional standards "Ensuring the security of information
infrastructure and IT", "Conducting web monitoring”,
"Professionals in the security of information infrastructure and IT",
"Software testing” - Appendix No. 4 to the order of the Acting
Chairman of the "Atameken" Board of the National Chamber of
Entrepreneurs of the Republic of Kazakhstan of 05.12.2022, No.
222

-The concept of cyber security ("Cybershield of Kazakhstan™)
Government Decree of the Republic of Kazakhstan on June 30,
2017 Ne 407

Bisim 6epy 6arnapanamacs! asicbIHIa AaiibIHAay OeliiniHiH kapTacel / KapTa npoduis
NMOJArOTOBKH B paMKax o0pa3oBaresibHoii mporpammsi / Profile map of education program

Bbb makcarsl
Mean OIT

Objective of EP

barmapnama akmaparThlK TEXHOJOTHSIApAbl  KOJAAHY apKbUIbI
aKmaparThlK Kaylilci3liKTi OacKapyaarbl HErI3ri OulMIep MeH
ToKipuOenik  maraputapabl  MeHrepren  PhD  moxrtopnapbt
JanbIHAayFa OaFbITTaIFaH.

[lporpamma HampaBieHa Ha mnoaroroky PhD  moxTopos,
BJIAACHOIITUX beH}IaMeHTaJ'IBHBIMI/I SHaHUAMU W TIPAKTUUCCKHUMU
HaBBIKAMU 110 YMPABJICHUIO HMH(OPMAIIMOHHONH O€30MacHOCTHIO,
MyTeM MPUMEHEHUs HH()OPMALIMOHHBIX TEXHOJIOTUH.

The program is aimed at preparing PhD with fundamental
knowledge and practical skills in information security management
through the use of information technologies.

Binim Gepy GarmapiamMacbIHBbIH
TYKbIPbIMJIAMACHI
o0pa3oBare/IbHOM

Konuenuus
NPOrpaMMbl

The concept

program

education

byn OarmapiiaMaHbIH KHOepKayinci3aik KarujaTTapblHa,
TEXHOJOTHSUIAPBIHA ~ JKOHE  TOXipubOenepiHe  OarbITTaTybIMEH
OacCBIMJIBUTBIFBI  OOJIalIaK 3epTTEyJIep MEH 3epTTey MaHCalTaphl
YIIIH KaXeTTI [JaFAbUIapibl Urepyre, COHAai-aKk KyY3BIPETTi
TOXIpuOen MaMaHapra aiiHaIyFa KOMEKTece/Il.

AKIIEHT B paMKax 3TOH NPOrpaMMbl Ha IPUHLUIAX, TEXHOJIOTUIX U

5
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MpaKTUKaX KnOepOe30macHOCTH MTOMOTAI0T npuobpecTu
HEOOXOIMMBIE  HABBIKM s OyOyIIMX  HCCICAOBAaHUH U
UCCIICIOBATEIIbCKOW Kapbepbl, a TaKXKe CTaTh KOMIIETCHTHBIMHU
MPAKTUKAMHU.

The focus within this programme on the principles, technologies and
practices of cyber security helps you to gain the appropriate skills
for future PhD studies and research careers as well as to become
competent practitioners.

Tynekrin oinikTijik cunarramacel/KBanndpukanuoHHasi XapaKTepuCTHKA BbINTYCKHUKA /
Graduate Qualification Characteristics

Bepinerin gapexe
IMpucy:xknaemas creneHb
Awarded degree

8D06306
Oarmapnamacel 6oiibiHIIa PhD dunocodus JOKTOPSL.

— AKnmapaTrTeIK Kayimnci3mik okydenepi Oiumim  Oepy

Jokrop dumocoduu PhD mo o6paszosarensHoii nporpamme «8D06306 —
Cucrembl nH)OpPMAITMOHHOM 0€301TaCHOCTIY.

PhD in the educational program «8D06306— Information security
systemsy.

MaMaHHBIH J1aya3bIMIapbIHbIH
Tizimi

Ilepeyennb xoxHOCTEH
CIeNUAINCTA

List of a specialist’s positions

—AKT canaceiHIaFbl FEUIBIMU KBI3METKED;

— AKMaparThlK  TEXHOJIOTHSJIAp  callaChIHAAFbl  KoOanmapabiH
0acCIIBICH

— Hayunslii uccnenosarens B oosnactu UKT;

— PykoBoautenr  MmpoekToB B oOiacTd  MHQPOPMAIMOHHBIX
TEXHOIOT I

— Scientific researcher in the field of ICT;
— Project manager in the field of information technology

Kaciou KbI3meT cajiachl
O0maacTb npodeccnoHaIbHOM
NeATEeJbHOCTH

The area of professional activity

AKT-HBIH aKmaparTblK Kayilnci3firid KamMTamachl3 €Ty MIHACTTepi -
UHQPAKYPBUIBIM JKOHE XKYHENIK oHE KOJIaHOaIbl MpOorpaMMallbIK
KaMTama eHIMJIep], TEJIEKOMMYHHKAWS KOHE KAPKBI
yibIMAapbIHAaFsl  iepekTep 0a3zackl MeH OuliMi, MEMIIEKETTIK
oprasjiap/iarsl 6ackapy, FeUIBIMU-3€pTTey HHCTUTYTTAPhI, OHAIPICTIK
KOCIIOpBIHAAP.

3anaun nHpopmanmonnoit 6ezonacHoct UKT - nundpactpykrypa u
CHCTEMHbIE M MPUKIIAJHbIE IPOTrPaMMHBIE MPOJYKTHI, 0a3bl JAHHBIX
M 3HAHWSA B  TEIEKOMMYHHUKAIMOHHBIX ¥  (DMHAHCOBBIX
OpraHu3alusaX,  TIOCYJAapCTBEHHBIX  YUYPEXKJIEHHUSIX,  Hay4yHO-
MCCIIEIOBATEILCKUX HHCTUTYTAX, TPOMBIIIICHHBIX TPEATPUITHSIX.

Obijectives of information security of ICT - infrastructure and system
and application software products, databases and knowledge in

telecommunications and financial organizations, government
agencies, research institutes, industrial enterprises.
Kacion kb13mMeT o0beKTici TenekOMMyHHMKalMs SKOHE KapKbl  YHBIMIAPhI, MEMJIEKETTIK
O0bexT npogeccHOHATBLHOM opranjiap, skobamay KOHE FbUIBIMH-3€pTTE€y HHCTUTYTTaphbl,
AeATEeJbHOCTH OHEPKACINTIK KOCIMOPBIHAAP
The object of professional T
€JIEKOMMYHHUKallMOHHbIE u (uHaHCOBBIE OpraHu3anuy,

activity

roCyJapCTBCHHBIC OPraHbl YIIPAaBJICHUA, IPOCKTHLIC U HAYYHO-
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HCCICA0BATCIIbCKUEC NHCTUTYThI, IIPOMBIIIJIICHHBIC ITPCATIPUATUSA

Telecommunication and financial organizations, government bodies,
design and research institutes, industrial enterprises

Kaciou kpi3mer pyHKUMsIIaApbI
MeH TypJiepi

DOYyHKUUH U BUAbI
npogeccuoHaIbHOMI
AeATeJIbHOCTH

Functions and types of
professional activity

—FBubIME-3epTTeY:  TEXHHKAIBIK-)KOHOMUKAIIBIK ~ TaICHIPMAaHbI
93ipJey, KOCIMOPhIHAAp MEH YHBIMIAPIbIH aKMapaTThIK Kayilci3aik
JCHTeiiH Tayaay;

—9KCIUTyaTallUsJIBIK:  aKMapaTThl  MPOrpaMMalibIK-alnapaTThIK
KOpFayZpl €HAIpYJi KaMTamachl3 €Ty, aKMapaTrThl KOpFayJIbIH
TeXHUKAJIBIK KYpalJapblH jko0anay, TeCTiaey, OKIMIIUIIK €Ty,
cyliemenzey;

—yHUBIMIACTBIPY JKOHE Oackapy: »XKoOaiblK TONTapAbl Oackapy,
HIEIIM KaObliaay;

—efarorukanbiK. e-learning, MyJnbTHMEIMSIIBIK, KAIIBIKTHIKTaH
XKoHe 0acKka J1a KOMIBIOTEPIIIK TEXHOJIOTUSIIAPAbI KeHIHEH KOJIJaHa
OTBIPBIII, MEJArOTUKAJIBIK KbI3METTI XKY3€ere achIpy.

—HayuHo-uccienoBarenbckas: pa3paboTka TEXHHUKO-
HSKOHOMHYECKOTO 3aJaHusl, aHaJIW3 YpPOBHSI HH(OpPMAITMOHHON
0€30I1aCHOCTH PEJIPUATHIA U OpraHU3alui;

—3KCIUTyaTallUOHHAsA: o0ecliedeHue BHEAPEHHs] IPOrpaMMHO-
anmnapaTHOU 3aIUTHI uH(popMaLuu, IIPOEKTUPOBAHHUE,
TECTUPOBAHUE, aIMMHHUCTPUPOBAHHUE, COIIPOBOKICHHE
TEXHUYECKUX CPEJICTB 3aIUTHl HHPOpMaIUy;

— OpraHM3allMOHHO-YIPaBJIEHYECKasl: YIpaBJI€HUE IPOEKTHBIMU
rpynnamu, NpUHITHE PELLICHUN;

—TI€1aroru4eckas. OCyIECTBICHUE NEAArornYecKol AesTEIIbHOCTH
C IIMPOKUM MPHMEHEHHEM CPEACTB e-learning, MynbTUMEIHIAHBIX,
JUCTAHIIMOHHBIX U IPYTHX KOMIIBIOTEPHBIX TEXHOJIOTHM

—Research: developing a feasibility study, analyzing the level of
information security of enterprises and organizations;

—operational: ensuring the implementation of hardware and
software protection of information, design, testing, administration,
maintenance of technical means of information security;
—organizational and managerial: project group management,
decision making;

—pedagogical: pedagogical activity with a wide use of e-learning,
multimedia, distance and other computer technologies.
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2 Ky3bIperTinik/oeiiin kapTacol/Kapra/npoguiab komnerennuii/ Map/Profile of Competences

Kannbl kaciOn Ky3bIpeTTistik/
Oob6menpodeccnoHaabHble KOMIIETEHUNH
(OIIK) /

General professional competences (GPC)

OxpITy HOTHAKeEPi (OIIK Mosmepi)/
Pe3yabrarsl 00yuenus (exuHuubIOIIK) /
The result of training (GPC units)

OKBITY HOTHKECIH KAJbINTACTHIPATHIH
(KY3bIpeTTijiik MeJilepi) mIHAep araybl/
HaumeHoBaHMe TUCHMILINH, GOPMUPYIOIIHX
pe3yJibTaThl 00yUeHus1 (eIUHUIbI KOMIIeTeH I Mii)/
The name of courses that form the results of
training (units of competences)

AKKK:1 - TsuteiMu  Mocenenep  MeH
yaepicrepai  aepOec  TangayFa — KaKeTTi
JTaF TBLTAPIBI KOpCeTy, JKMHAKTaJIFaH

ToxipuOe MeH OiTiMAI CBIHU TYPFBIIaH KaiTa
oitay Kabineri

OIIK: — CnocoGHOCTh JeMOHCTPUPOBATh
HaBBbIKU, H606X0)II/IMI>IC CaMOCTOATCIIBHOMY
dHaJIN3y HAYyYHbIX HpO6J’IeM U IIPOLECCCOB,
KPUTUYCCKHU NEPCOCMBICIINBATD
HAKOIJICHHBIN OIBIT U 3HAHUS

GPC: - Ability to demonstrate the skills
required for independent analysis of scientific
problems and processes, critically rethink the
experience and knowledge

OH: - Haxkrel feIIBIMH  cajla  OOMBIHIIA
3epTTey  JaFabLIapbiH KaJIBIIITACTHIPY,
aKmapartel OakpUIdy JKOHE KOpFay YIIiH
KOJJaHBUIATBIH  Ka3ipri  omicTep  MeH
Kypagapael  Tajjuay — JKOHE  OJapisl
KETUIIIPY KOHE OChl KOPFayIblH THIMJILIITIH
apTTeIpy OOWMBIHIIA YCBIHBICTAp d3ipiey
KOoHE FBUIBIM MeH OimiM Oepy canacbiHaa
FBUIBIMU HOTHIKEJEpAl OOBEKTUBTI Tajaay
omictepin  KonmaHy. FeuibIMH  2THKa
HOpPMaJTapbIH yCTaHy, KYKBIKTBIK
HOpMaJap/bl cakray, cer0aiiac
HKEMKOPIIBIKKA KapChI OPEKET €TY.

PO:1 - ®opmupoBaTh HcCCIEIOBATENbCKIE
HAaBBIKM 110 KOHKPETHON HAy4YHOW OTpaCIIH,
aHAJIM3UPOBATh CYIIECTBYIOIIME METOABl U
CpeIICTBa, MPUMEHSEMBIC I KOHTPOJS W
3amuThl  WHOpManMu,  pa3padaThIBaTh
MPEJJIOKEHUST 110 WX COBEPIICHCTBOBAHUIO,
MIPUMEHSITh METONbl OOBbEKTUBHOTO aHAIN3a
HayYHBIX PE3yJbTaTOB B OOJACTH HAYKH WU
obpazoBanus. CobmogaTh HOPMBI HAYIHOU
STHKH, MIPaBOBBIE HOPMBHI,
MIPOTHUBOACHCTBOBATH KOPPYIIIIUH.

RT1 - To form research skills in a particular

scientific field, analyze existing methods and

1. AxagemusiblK xa30a/ AkageMHyecKoe MHChbMO/
Academic writing

2. FeubiMu  3eprey omictepi/ Meroasl Hay4HBIX
uccienoanuii/ Science research methods

3. Menarorukaneik  npaktuka/  [legarormyeckas
npaktuka/ Teaching internship
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tools used to control and protect information,
and develop proposals for improving them
and improving the effectiveness of this
protection and to apply methods of objective
analysis of scientific results in the field of
science and education. Observe the scientific
ethics norms, legal norms, and counteract
corruption.

OH2 —  KoMmbprooTepiik  KeIiIepiH
KAyilCi3iriH - YWBIMAACTHIPYABI, OJOKTHIK
muGpIIapabH KPHUIITOTO3IMITITIH,
mmdprapaslH CHHTE31H, alllbIK KiTTTepMEH
mudpray okydeciH Oaramay, Kayirncis

KyHenepal TecTuiey

PO2 - OrennBaTh OpraHu3alHI0
0€30MacCHOCTH  KOMIIBIOTEPHBIX  CETEH,
KPUITOCTOMKOCTD OJIOUHBIX muQpoB,
cuHTe3 WU(pPOB, cucTeM MHUPPOBAHUSA C
OTKPBITBIMU KJIIFO4aMu, TECTUPOBATDH
0C30ITacCHBIX CHCTEM

RT2 - Evaluate the security organization of
computer networks, the cryptographic
strength of block ciphers, the synthesis of
ciphers, encryption systems with public
keys, and test secure systems

1. KoMIIprOTEPITIK JKENJIep MEH JKENUJIIK XaTTaMmajap
Kayincizairi/ be3omnacHOCTh KOMMBIOTEPHBIX CETeH U
CETEeBBIX MPOTOKOIOB/ Security of computer networks
and network protocols

2. Kayinciznik kyitenepin Ttecriney/ TectupoBanue
cuctem 6e3omacHocTr/ Testing safety systems

3. brnokyeiin KOHE TapaTblUIFaH TI311IM
texHonorusutapel/  TexHomormu — OyoKueiHa U
pacnpenenennoro peectpa/ Blockchain and distributed
ledger technologies
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Kacion ky3biperTitik/
IIpodeccuonanbubie komnerennun (IK) /
Professional Competences (PC)

OxkpiTy HoTHKeJgepi (IIK  mesmepi)/
Pe3yabrarsl 00y4yenus (enuanubl [K) /
The result of training (PC units)

OKpITY HOTHKECIH
(KY3bIpeTTijiik MeJilepi) mIHAep araybl/
HaumeHoBaHue JUCHUILIUH,

KaJIbINTACTBIPATBIH

dopMupyromux

pe3yJibTaThl 00yUeHus1 (eIMHUIbI KOMIIeTeHIMii)/
The name of courses that form the results of

training (units of competences)

KK2 - Mocenenepai aHbIKTay, TY>KbIPbIM/IAY,
KOCHapiay »JKOHE OTKI3y YIIiH  THICTI
omicTepi manaanany Kaoiieri

K2 - CnoocoOHOCTH  BBISIBIATH |
dbopmynHrpoBaTh MPOOIEMbl, MIAHUPOBATh U
UCIIONB30BaTh  COOTBETCTBYIOIIHE  METOJBI
JUTSI TIPOBEICHUS

PC2 - Ability to identify and formulate
problems, plan and use appropriate methods
to conduct

OH3s - TeXHONOTHSUIBIK TTPOLECTEPII Taaay
KoHE Oaranay, KETLILIIPY,
crienupuKausIapIbl azipiey KOHE
aKMapaTThIK Kayincizmik Kyrenepai
»ko0anay, COH/Iaii-aK FhUIBIM MEH O11iM Oepy
caJiachIHJIa FBUTBIMH HOTIIKEIE Pl
00BEKTUBTI TaJiay 9MiCTepiH KOIAaHy

POs - Amnamm3upoBaTh U OILICHHBATh,
COBEPIIICHCTBOBATH TEXHOJIOTUYCCKHE
npoIlecChl, pa3pabaThiBaTh crerupukanum
u MIPOEKTUPOBATH CUCTEMBI
nH(pOpMalMOHHONH 0e30MacHOCTH, a TaKxkKe
MIPUMEHHTH METOJIOB 00BEKTUBHOTO
aHanM3a HAay4YHBIX pPe3ylIbTaToB B 00JacTH
HayK{ U 00pa30BaHUs

RTs - Analyze and evaluate, improve
technological processes, develop
specifications and design information

security systems, as well as apply methods
of objective analysis of scientific results in
the field of science and education

Kubepkayinci3nikTin TEOPUSIIBIK
TeopeaneCKI/Ie OCHOBBI
Theoretical foundations of Cyber Security

HeTi37epi

KrOepOe30MacHOCTH

KK3 - CpiHU, FBUIBIMH Tajay >KOHE CHHTE3
KYprizy Kabineri, XKaHa Kypaeni
KYOBLIBICTapFa, npobiemanap MEH
Karaaiapra oy xacay *KoHe Oaraay.

IIKs - CrnocoOHOCTh MIPOBOJIUTH
KPpUTUYECKUM, HAy4YHBI aHAU3 WU CHUHTE3,
0030p M OIIEHKY HOBBIX CIJIOXHBIX SIBICHHH,

OHg4 - JKaHa TeXHOJOTHSUTBIK MISIIIMIIEPIi

naiiianasHa = OTBIPHII, MHHOBAIUSIIBIK
Kobayap/ipl ICKe achlpy YLIIH aKmapaTThIK
KayilCI3MIK  JKyHenepiH, MNporpaMMalibIK

KaMTaMaHBbI d31pJiey
POs - PazpabaTbiBaTh CUCTEMBI YIIPABICHUS
nH(pOpMaITMOHHOM 0€30I1aCHOCTERIO,

1. Kubepkayincizaik MakcaTTapbl YUIIH JAepeKTepil

tannay/ Ananus TAHHBIX TUTS

nemnew

kubepoeszonacHoctu/ Data analysis for cybersecurity

purposes

2. Hudpineik ¢opensuka/ Iludposas dopensuka/ Digital

forensics

3. Kayin-karepni 3eprrey HccnenoBanme yrpo3 Threat

® EHY 708-02-21 O6pa3oBateinbHas mporpamma. Msnanne Bropoe
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po0JIeM U CUTyaIui

PCs - Ability to conduct critical, scientific
analysis and synthesis, review and evaluation
of new complex phenomena, problems and
situations

IMporpaMMHOC o0ecrieyenue JJIA
pcajim3aliui HWHHOBAILIMOHHBIX IIPOCKTOB C
HUCII0JIb30BaHHNEM HOBEUIITNX
TEXHOJIOTMYECKUX PELICHUN

RT4 - Develop information security systems
and software for implementing innovative
projects using the latest technological

research
4. IloctkBanTThIK Kpunrtorpadus/ IlocTkBaHTOBas
kpunrorpadus/ Post-quantum cryptography

solutions

OHs - FeuteiMu Mocenenepai Tanmay sKoHe

OpBIHJAJIFaH  3epTTeyliep  HOTHXKeNepi

HETI3IHAC WITTBIK JKOHE XaJIBIKAPaJIbIK

JeHreinae KapusiaHyFa JaibIK

) . KapusuTaHbIMIAp, FBUTBIMU-TEXHUKAJIBIK, )

KKs - FousiMu  3eprreynl o3  OeriHie ecemrrep, mxipIep IaiNHEIAY 1. TarpuibiMzaMazgan  OTyIl  OHE  JIOKTOPJBIK
JKYPri3y YUIIH KaXETTi JaFAbuiapabl KOpceTy ’ JUCCEePTAIUSHBI OPBIHAY b KAMTUTBIH

KaOlieTi

POs - Ananu3upoBarh Hay4dHbIE TPOOIEMBI
U TOAIOTOBUTH Ha OCHOBE pe3yJbTaToOB

JOKTOPAHTTBIH FBUIBIMU-3EpTTeY >KyMbIch/ Haydno-

IIK4 — CnocoOHOCTE J€MOHCTPUPOBATH o uccieoBarenabckasi padoTa JIOKTOpPaHTa, BKIOYas
BBITIOJTHEHHBIX HUCCIICOOBAHUU ny6nm<au1/11/1,
HaBBIKU, HEO 6XOI[I/IMI)IG JJISL MPOXOKIACHUC CTaXXUPOBKHA u BBITIOJIHCHUEC
34CJIIyKUBaronue OCBCIICHUA Ha o
CaMOCTOATCIIBHOTO  MPOBCACHUA HAYYHOI'O JOKTOPCKOU ,Z[I/IccepTaL[I/II/I/ DOCtOI’&l research WOfk,
HallMOHAJIbBHOM 51 MEXIYHAapOIHOM . s . . .
UCCIICIOBAHHUS OBHIX.  HAVIHO-TEXHHUCCKHe  OTICThI including internships and doctoral dissertations
PCs - The ability to demonstrate the skills ZIT)SHBH ’ Y > | 2. 3eprrey MPaKTHKACHI/ Hccnenoarenbckas
necessary for independent research - npaktuka/ Research internship
RTs - Analyze scientific problems and
prepare publications that deserve national
and international coverage, scientific and
technical reports, and reviews based on the
results of the research.
11
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3 Bijiim 6epy 0arnapiaamaceiHbin Ma3MyHbl / Conep:kanue oopa3oBarennnoii mporpammbl / Content of the education program

Mopayasb ataybl xoHe | IIoHHiH KoABI ITon araysl Huxa, = Cabaxk Typi OoiibIHIIA caFaT KeJieMi - ) = = — a
KO/bI Kox HaumeHoBanue KOMIIOHEHT ° O0BbeM 4acoB MO BUAAM 3aHATHH Z E 2 § g 58 e
HaszBanmue u Kox JMCUHUILIMHBI JMCUHUILIMHBI ux, % The volume of hours by types of = - = - = g < '2‘ EE ~
MoOyJIst Course code Course name KOMIOHEHT S occupations Q&3 & r O=iad =4
Module name and Cycle, g
code component 2 °
5 3 2
= 2 = o
o © = =~ =)
2 C = g S5
= B = Z = 25 z
= c s @ = S 2 7
= 5 5 = £33 z
-— Qs = B ) ] =
FZ% £, | 5, |52e | 553 |
n = 7]
S8 E c5 |EZ |83 | §EEgl Y
Ez 3 g o =] E £ RN
225 25 | €% | EE | 5EE8| 3
o= 4 2% | md | 0H | 8880 O
1 cemectp /1 cemectp / Semester 1
KOO xommnonenTi/ BY3oBckuii kommonent/ University component
SRWG 82001 AZ 7201 AKaieMUsIIbIK Ka30a BITXOOK  [Kazak/Opsic/ 5 30 15 105 EmTuxan KKK:1 AKMapaTThIK
Foueimu ~ 3eprrey | AP 7201 AKaJieMHYeCKOe MHCHMO BJI BK /AFBUTIIBIH Oxzamen | OIIK: | kayincizzix
JKYMBICHI xone | AW 7201 Academic writing BDUC Kazaxckuii/ Exam GPCy Kagenpack!
MpaKTHKa MOIYJi Pycckuit/ E:g;euia -
Mopnynb Hay4YHO- AHTTTHICK I MHPOPMAIIFONHO
M Kazakh/ it 6e30macHOCTH
HCCIIeI0BATEIHCKON aza Department  of
paboTHI M IPAKTHKH Russ[an/ Information
Module scientific- English Security
research work and
internship
COMS 72003 KTN 7202 Kubepkayincizaikrig KITKOOK  [Kazax/Opsbic/ 5 30 15 105 | Emruxan | KKK: | AknapaTtsik
Kayincizaix TOKB 7202 | TeopusbIK Herizaepi [T BK /AFBUTIIBIH Dksamen | OIK1 | kayincizaik
xyiienepi Cuctemsl | TFCS 7202 Teopernueckue  ocuosbl | PP UC Kazaxckuit/ Exam GPC1 Kacpezpace!
6e3omacHocTH KknbepOe30acHOCTH Pycckuit/ Ka$eﬂpa
Safety systems Theoretical foundations of IAHTTHACKHI PVIH6 OPMATHOHHO
Cyber Securit Kazakh/ Do 0
y y ! Department  of
Russian/ Information
English Security
12
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Mopnyainin 6ipeyin Tanaay/ Beiopats onqun moayas/ Choose one module

COMS 72002 KJIJHK 7204 Kommnerotep K x(eninep BIT1 TK Ka3a}</0p},10/ 5 15 30 105 EmTrxan KKK: AKnaparTbIK
KOMIHI:.IOTeijIlK. . BKSSP 7204 MeH JKeJIiliK XaTTamanap BA KB |AFBLIIIBIH OK3aMeH OIIK: Kayinci3aik
KeJiIep Kayimncizmiri SCNNP 7204 .. BD EC Kasaxckuii/ Exam GPC1 kadezmpace!
BesomacHoCTh Kayici3AIr o Kadenpa
Pycckuii/ p
KOMIIBIOTEPHBIX CeTel bezonacnocTh A - UHPOPMAITIOHHO
Computer Network KOMITBIOTEPHBIX ceTeu u HITTHACKHIH ¥ 0e30macHOCTH
; Kazakh/
Security COTEBBIX DOTOKOIOB . Department of
bIX TP Russian/ Information
Security of computer English Security
networks and network
protocols
COMS 72003 KJT 7204 | Kayincizmik sxyienepin | BITTK Kazak/Opwic/ 5 15 30 105 EmTuxan KKK: AKnapaTThIK
Kayincizgix xyienepi TSB 7204 | Tectiney Tectuposanue | I KB |AFBLTIIIBIH OK3aMeH OIIK: Kayincizaix
Cuctembl cHcTeM 6esomacuoctn | BD EC Kazaxckuii/ Exam GPC: Kadenpackl
0e30MacHOCTH TSS 7204 ; . Kagenpa
Testing safety systems Pyccxuii/ P
Safety systems N HH()OPMALIMOHHO
IAHTTTUHACKHI .
Kazakh/ it 6e3omacHOCTH
aza_ Department of
Russian/ Information
English Security
COMS 72005 BJTTT 7205 Biiok4elid xoHe BII TK K333K/OPBIC/ 5 15 30 105 EmTrxan KKK: AKMapaTThIK
Biokueiin >K06aJIapI>IH TBRR 7205 TapaTI)IHFaH Ti3iﬂiM BZ[ KB AFBIHH_H)IH DK3aMeH OIIK: KayiHCiSLIiK
aziprey BDLT 7205 TEXHOJIOTHSIAPI BD EC Kazaxckuit/ Exam GPC: Kadeapacsl
Pa3pa6(3n<1/1 Texuonoruu 60KueiiHa U Pycckuii/ Kadenpa
OJIOKYEIH-TIPOEKTOB A - nH(OpPMAIIMOHHO
Development of }é&;cnﬁeﬁepeHﬁgrdo_ pe.T)CTp 3 KHFHE;I/C 1 11 6€30MacHOCTH
blockchain projects ockchain an _'St“ ute aza_ Department of
ledger technologies Russian/ Information
English Security
SRWG 82001 DGZJ 8205 TarpulbIMAaMaTaH Ty Kazak/Opwic/ 15 Ecen KK3 AKnaparThIK
FoutbiMun 3epTIey NIRD 8205 JKOHE JIOKTOPJIBIK IAFBUIILIBIH Orger K, KayIICI3 11K
HKYMBICHI xone | PRWD 8205 JIMCCEPTALMSHBI Kazaxckuit/ Report PCs Kadezpack!
MIPaKTUKa MOJTYJTi/ OPBIHAAY B KaMTHTBHIH Pycckuii/ Kagenpa
o o UH(GOPMAIMOHHO
Monynb Hay4HO- JOKTOPAHTTHIH  FBUIBIMU- AHTJTHACKHIHA i Be30MACHOCTH
HCCIIEIOBATENBCKO 3epPTTEY KYMBICHI Kazakh/ Department  of
paboTHl U TIPaKTUKH/ Hayuno- Russian/ Information
Module scientific- HCCIea0BaTEIbCKaAs paboTa English Security
research work and JIOKTOpAHTA, BKJIIOYas
internship MIPOXOXJICHUE CTAKUPOBKH
Y BBINIOJHEHHE TOKTOPCKOM
JIUccepTaluu
13
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Doctoral research work,
including internships and
doctoral dissertations

2 cemectp /2 cemectp /

Semester

2

KOO xommnonenti/ BY3oBckuii kommonent/ University component
SRWG 82001 GZAT7202 Feuteimu 3eprrey omictepi | BIIKOOK  [Kaszak/Opsic/ 5 30 15 105 Emruxan | KKK: | Axmapartsik
Feueimu ~ 3eprrey | MNI 7202 MeTozbt Hayunbix | BABK \AFBITIIBIH Ox3amen | OHK: | kayincisaik
JKYMBICHI xone | SRM 7202 HCCIIEJOBAHMI BD UC Kazaxckuit/ Exam GPCs Kadeapacsl
NPaKTHKA MO Science research methods Pycckuit/ Kagenpa
o o nH()OPMAIIMOHHO
Monaynb Hay4HO- IAHTCTTUHACKHI .

. i 6€30IaCHOCTH
HCCIICI0BATEIbCKON Kazakh/ Department  of
paboThl M MPAKTHKH Russian/ Information
Module  scientific- English Security
research work and
internship

Monayabain 6ipeyin Tanaay/ Boiopate oqun moxyas/ Choose one module
COMS 83005 CF 7302 Hudpsik Gopensuka/ KIT TK Kazax/Opsic/ 5 15 30 105 Emtuxan | KK2 AKNapaTThIK,
KommsroTepiik CF 7302 Lndposas dopensuka/ Digital | I1JTI KB |AFBUTIIBIH Oxzamen | IIK, Kayinciz ik
KPUMHUHATIMCTHKA/ DFE 7302 forensics PD EC Kazaxckuii/ Exam PC, kadenpacser
KommnbrotepHast P i/ Kagenpa
YCCKHIA
KPUMHUHATIMCTHKA/ N —— HHPOPMAITHOHHO
Computer forensics K azakh/ it 6e3omacHoCTH
aza_ Department of
Russian/ Information
English Security
COMS 83005 KKZ 7302 Kayin-karepni 3epTrey KIT TK Kazak/Opwic/ 5 15 30 105 Emtuxan KK AKnaparThIK
KommsroTtepirix IU 7302 Hccnenosanue yrpos Threat I1J1 KB |AFBUIIIBIH OK3aMeH IIK, Kayincizaix
KPUMHUHATIMCTHKA/ TR 7302 research PD EC Kazaxckuii/ Exam PC, kadeapacser
KommbrotepHast P i/ Kagenpa
yCCKUM
KPUMHHAITUCTUKA/ N ——— WHPOPMAIIHOHHO
Computer forensics Kh/ it Ge30macHOCTH
Kazal Department  of
Russian/ Information
English Security
14
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COMS 83006 KMDT 7302 Kubepkayincizaik KII TK Ka3a1</0p},1c/ 5 15 30 105 EmTuxan KK: AKOapaTThIK
YIikeH fAepeKTepain ADCC 7302 MaKcaTTapsl yuiin | ITJT KB |AFBLIIIBIH DKk3aMeH IK, Kayincizaik
Kayincizaik DACP 7302 nepekrepai tannay / Auamu3 | PD EC Kasaxckuii/ Exam PC, Kadeapacsl
npobiieManapsy/ JaHHBIX Ut nenei Pyccxuii/ Kadenpa
ITpoGnemsr knbepb6ezonacHoct/  Data [ — nH(OPMAITMOHHO
0e30I11acHOCTH analysis for cybersecurity it Ge30macHOCTH
OoubIINX JaHHEIX/ Big purposes Kaza_kh/ Department of
Data Security Russian/ Information
Concerns English Security
COMS 83007 TIK 7302 TToCTKBaHTTBIK KIT TK K333K/OPBIC/ 5 15 30 105 EmTrxan KK2 AKnaparTbIK
IocTKBaHTTHIK PK 7302 kpurnrorpadus/ I1J1 KB |AFBUIIIBIH OK3aMeH IIK, Kayincizaix
KPHUITOTPAQHSIIBIK PC 7302 [TocTkBanTOBas PDEC Kazaxckuii/ Exam PC, Kadeapacs
KYpBUIBIMZIap kpunrorpadus/ Post-quantum Pyccxuii/ Kadenpa
mmorpadmcre R o A —
p p Kazakh/ Department  of
SomCT Py Russian/ Information
Post-quantum Enalish )
cryptographic structure 9 Security
SRWG 82001 DGZJ 8206 TarpUTBIMIAMAaIaH OTY/Ii JKOHE Kazak/Opsic/ 20 Ecen KK3 AKOapaTThIK
FBUTBIMU seprrey | NIRD 8206 JOKTOPJIBIK ~ JUCCePTALIMSHBI |AFBLIIIBIH Otyer IK, Kayincizaik
JKYMBICBI scone | DRWD 8206 OpBIHIAY BT KaMTHUTBIH Kazaxckuit/ Report PCs Kadeapacsr
npakTHKa Momy/ JIOKTOPAHTTHIH FBUTBIMH- Pyccxuii/ Kadenpa
3epTTey KYMBICHI N HHPOPMAIOHHO
Monaynb Hay4HO- u ) AHTJTUACKHN i 6
. ayYHO-HCCIIE0BATENbCKAs it 6e30macHOCTH
UCCIIEIOBATENLCKON paboTta noKTOpaHTa, BKJIIOYas Kaza!(h/ Department of
pabOThl U NIPAKTHKH/ MPOXOKIEHUE CTAKUPOBKH U Russian/ Information
Module  scientific- BBINOJIHEHUE JIOKTOPCKOI English Security
research work and JUCCepTalun
internship Doctoral ~ research  work,
including internships  and
doctoral dissertations
1 KypcKa 6apJbIK KpeauT 60 105 120 525
Hroro xkpeauros 3a 1 kypc
Total credits for 15t year
3 cemectp /3 cemecTp / Semester 3
SRWG 82001 PP 8202 Ilenarorukaislk IpakTUKa BIT 2)KOOK 10 ecel KKK:1 AKIapaTThIK
Fruteivu 3eprrey | PP 8202 [lemarornveckast mpakTHKa BJ] BK OTYeT OIIK: Kayirnci3mik
JKYMBICBI sxone | TP 8202 Teaching practice BD UC report GPC: kadeapacsl
IpakTHKa MOIYJT DGZJ 8207 TarputbIMIaMaiaH OTY /Il JKoHe Kazak/Opsic/ 20 ecell KK3 Kadenpa
Monyns Hayuno- | NIRD 8207 JOKTOPJBIK ~ JUCCEPTAIUSHbI |AFBITIIIBIH oT4eT K, UH(POPMALIMOHHO
MCCIIEI0BATENbCKON SRWG 8207 OpPBIH/AY 1Bl KaMTHTBIH Kazaxckuit/ report PCs it 6e30macHOCTH
paboTBl M MPaKTHUKH JIOKTOPAHTTHIH FBUTBIMH- Pyccxuii/ Department  of
Module scientific- 3epTTeY KYMBICHI N N Information
research  work and HayuHo-nccnenoBarenbckas HITIMACKIH Security
internship paboTa JOKTOpaHTa, BKIIOYAs Kazakh/
15
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HPOXOXKAECHHE CTAKHPOBKU M Russian/
BBIIIOJIHEHHE JIOKTOPCKOM English
JHCCepTalin
Doctoral ~ research  work,
including internships  and
doctoral dissertations
4 cemectp /4 cemecTp / Semester 4
SRWG 82001 ZP 8303 3eprrey Toxipubeci KITXXOOK  [Kazak/Opsic/ 10 ecen KK3 AKNapaTThIK
FruteiMu seprrey | IP 8303 HUccnenoBaternbckas npaktuka | [1J] BK |AFBLIIIBIH OTYeT IIK, Kayimnci3aik
YKYMBICBI xone | RI 8303 Research intership PD UC Kaszaxckuii/ report PCs Kadeapacel
HMpaKTI/IKa Moy / Pyccxkuii/ Ka((llj)eapa
e Anrnmdicii i GesonacoeT
paboThI U MPAKTUKU Kaza_kh/ Department  of
Module scientific- Russian/ Information
research  work and English Security
internship DGZJ 8208 TarbUIBIMIaMaJIaH OTY Al XKOHE Kazax/Opsic/ 20 ecer KK3
NIRD 8208 JOKTOPJBIK ~ JUCCEPTAIUIHBI |AFBUIIIBIH OT4eT IIK,
SRWG 8208 OpBIHAAY I KaMTHUTBIH Kazaxckuii/ report PC3
JOKTOPaHTThIH FBUTBIMH- Pycckuii/
3epTTey KYMBICHI N ——
Hayuno-uccnenoparenbckast
pabota mOKTOpaHTa, BKIOYAsS Kaza!(h/
MPOXOXJICHUE CTAKHPOBKU U RUSS_'an/
BBITIOJIHEHHE JOKTOPCKOI English
JIACCePTAIUK
Doctoral  research  work,
including internships  and
doctoral dissertations
2 KypcKa 6apJbIK KpeauT 60
HIToro KpeauToB 3a 2 Kype
Total credits for 2™ year
5 cemectp /S cemectp / Semester 5
SRWG 82001 DGZJ 8209 | TarbuibiMIamManaH eTy/i KoHE Kazak/Opsic/ 30 ecen KK3 AKIapaTThIK
Feiaemvu 3eprrey | NIRD 8209 | nokropiblk — auccepTandsHbI |AFBITIIIBIH oT4eT K, Kayincizfik
KYMBICHI koHe npakTuka | SRWG OpBIHAAY BT KaMTHTHIH Kazaxckuit/ report PCs kadenpacer
MOy 8209 JOKTOPAHTTHIH FBUIBIMU- Pycckuii / Kadenpa
Monyns Hay4HO- 3epTTey KYMBICHI [ —— UH(OPMALIOHHO
HCCIIeJOBATENbCKON Hay4Ho-uccenoBarebekas it 6ezomacHoCTH
paboTel M MPAKTHKH paboTta JOKTOpaHTa, BKJIIOYast Kaza_kh/ Department  of
Module scientific-research TIPOXOX/ICHHE CTaXKHPOBKH H Russian/ Information
work and internship BBIOJHEHHE  JOKTOPCKOIA English Security
JIACCePTALUH
Doctoral research  work,
including internships  and
doctoral dissertations
16
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6 cemectp /6 cemectp / Semester 6

SRWG 82001 DGZJ 8210 | TarpuibiMIaMajiaH Tyl KoHe Kazax/Opsic/ 18 ecen KK3 AKMIapaTThIK
Fruteimu seprrey | NIRD 8210 | nOKTOpIBIK — QHMCCEpPTALUSHBI |AFBLIIIBIH OTYeT IIK, Kayincisaik
KYMBICH koHe mnpakTtuka | SRWG OpBIHAAY b KaMTHUTBIH Kazaxckuii/ report PC; Kageapacel
MOy 8210 JOKTOPAHTTBIH FBUIBIMU- Pycckuii/ Kagenpa
Monyns Hay4YHO- 3epTTey KYMBICHI N —— HHDOPMALOHHO
HCCIIeI0BATENbCKON Hayu4Ho-uccenoBaresbekas it GezomacHoCTH
paboTel M MPaKTHKH pabota HOKTOpaHTa, BKIIIOYAs Kaza_kh/ Department  of
Module scientific-research POXOXKJICHAE CTAKHPOBKH 1 Russian/ Information
work and internship BBIIIOJIHEHHUE JOKTOPCKOI English Security
JHCCepTalin
Doctoral  research  work,
including internships  and
doctoral dissertations
MFA 82002 JIOKTOPJIBIK JUCCEPTALIUSHBI Ka3y KOHE KA 12 JAK
KopeITeIHABI ~ aTTecTTay | KOpray UA 341
MOy Hanmmcanne u 3ammTa JOKTOPCKOM FA DDD
Monynb WUTOTOBOW | JuccepTaluu
aTTeCTaluK Accomplishment and defense a doctoral
Module final attestation dissertation
3 KypcKa 0apibIK KpexuT 60
Hroro xpeautos 3a 3 Kypc
Total credits for 3™ year
Biaim 6epy 6araapaamacel 60HbIHIIA GAPJIBIFbI 180 105 120 525
Hroro no od6pa3oBaTtesibHOI mMporpaMmme
Total for education program
17
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4 binim Oepy OaraapjaMacbIHbIH MOAYJIb/Iepi 06JIIHICiHIe urepijireH KpeauTTepaiH KoJeMiH KOPCceTeTiH JKUBIHTHIK KecTeci
Coanas Tabanna, oTpakawumas 00beM 0CBOCHHBIX KPeUTOB B paspe3e MojayJieil 00pa3oBaTeIbHON NPOrpaMMbl
Summary table displaying the amount of obtained credits within the modular education program

OKBIIATBIH TTOHIED Bapsik Canpl/KommaectBo/
CaHBI caraT CaHbI Amount
Konuuectr . Bcero B
5 OMHMHACCTBO Kpenutrep cansl /KonnuectBo kpenuror / Amount of credits eero
- W3y4aeMbIX qacax
E K % IUACLIUIUINH Total
5 8 =2 Amount of subjects amount in
@ ><
<] Q=
= o 23 = hours
2 O O —_ =
w +— (O] R
9 = 2 E g g |z o 5 5 S5
E % $33 | © = B e = S5 8 2 E.
B o =55 ) E o 8 n ¥ I B Ea =2 E Q5
©) = = O S ~ B 22 3 g 2 © &5 o S e
3 » E g E R o O 3 5] o = o 225
% S |55 @ | 22s |2 S,Zss |EEgS|EsE
< = |28 |2 |B SEE_ |2 c¢cEp ~cE5 | 3532 z g
~ 3 o ; S % A SE 0o 08| S 5 a = == o 5 Eo® Z o _| é s e [
& |5 |B5E g | S558|0 | 5%5:i8 | 5828 |EEE| =35 cig 28
= Q
< @) Sw< | ¥ = FE835 |0 e ER R= Ex | ¥=iI|E2aH Aol @0
1 1 2 2 1 15 15 30 900 3 1
2 2 1 1 10 20 30 900 2 1
5 3 1 - 20 10 30 900 2
4 1 - 20 10 30 900 2
3 5 1 - 30 30 900 1
6 2 - 18 12 30 900 1
Bapnbiret 9 3 2 25 123 10 10 12 180 5400 5 8
Bcero
Total
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Binim Gepy yaepicin yiibimaacTeipy /Opranuszanusi oopa3zoBaTejibHOI0 npouecca/
Organization of educational process

1. Okyra KaObLIIaHYFA KOMBLUIATHIH APHANbI TAJTANITAP:

JIoKTOpaHTypara «MarucTp» [IopeXeciH aiaraH >xoHe Keminge 1 (0ip) KbUI KYMBIC
Toxipubeci 6ap amammap KaObUinaHaabl. JlokTopanypara ymiTKepsep IIeT TUIIH OuleTiHAIriH
JONEIACHTIH  JKallllbl  €ypOMaiblK KY3BIPETTUIIKTEpiHE (CTaHmapTTapblHa) COMKEC KeNETiH
XaNbIKapalblK cepTuduKaTTapapl yCbiHAaAbl. JlOKTOpaHTypara OKyFa TYCY €MTHUXaHbBIHBIH
KOPBITBIHABICHI OOMBIHIIIA KOHKYPCTBIK HCFiSI[e KY3€re acbIpblIajibl. IeTen a3aMaTTapbIH
JOKTOpaHTypara KaObLIAay aKbUIbI HET13/I€ J)KY3ere achbIphLUIaIbl.

Oco0ble BcTynuTe/IbHbIE TPEOOBAHUSA:

B noxTopaHTypy IpUHMMAIOTCS JUIA, UMEIOLUE CTENIEHb «MAarucTp» M CTax He MeHee 1
(omaoro) roma. IlocTymaromue B JOKTOPaHTYpPY  IPEAOCTaBIAIOT  MEXIYHApPOIHBIC
CepTI/I(I)I/IKaTLI, MOATBCPKAAIOIUC BJIAACHUC HWHOCTPAHHBIM A3BIKOM B COOTBCTCTBHU C
06H16€Bp0H6ﬁCKHMPI KOMIICTCHIIUAMHAU (CTaH)IapTaMI/I) BJIaICHUC MHOCTPAHHBIM SA3BIKOM. HpI/IeM
B JIOKTOPAHTYpPY OCYLIECTBIISIETCS HAa KOHKYPCHOM OCHOBE MO PE3YJbTaTaM BCTYMHUTEIbHBIX
JK3aMCHOB. HpI/IeM HHOCTPAHHBIX TI'pakIaH B JOKTOPAHTYPY OCYHICCTBJIISACTCA Ha ILIATHOU
OCHOBC€.

Specific admission requirements:

The doctoral program (PhD) accepts applicants with a "master" degree and experience of at
least 1 (one) year. Applicants to the PhD program provide international certificates confirming
the knowledge of a foreign language in accordance with European competencies (standards)
foreign language proficiency. Admission to the PhD program is carried out on a competitive
basis according to the results of entrance exams. Foreign citizens may be accepted for the PhD
program only on a fee basis.

2. BypbIH anbIHFaH OLTiMIi TAHYFa KATBICTHI epeKLIe apTTap:

AnapiHFBL OUTIMAI TaHy IIApPTTapbl YHUBEPCUTETTIH 1MIKI HOPMATUBTIK Ky)KaTTapbl
asIChIH/IA )Ky3ere achipbuiazbl. belipecMu O1iM Oepy HOTHIKENIEPiH PACTaMThIH KYXKaT - asKTaly
Typajbl KyaJliK.

Oco0ble ycaoBHSI 1Jisi NPU3HAHHMA NpPeALICCTBYIOIIEro 0o0y4eHMs W pe3yJbTaToB
HedopMasbHOrO o0O0ydeHHMsi: YCIOBUE Uil TPU3HAHUS TPEIIIECTBYIONMIETO 00pa3oBaHUs
OCYHICCTBIIACTCA B paMKax BHYTPECHHUX  HOPMATUBHBIX HOKYMCHTOB YHHUBCPCUTCTA.
JIOKyMEeHTOM, TMOATBEPKAAIOIIUM  pe3yibTaThl HEPOPMAIBHOIO  OOyYEHHs, SBISETCS
CepTI/Iq}I/IKaT 0 3aBCpIICHUU O6y‘{eHI/I}I HJIU CBUACTEIILCTBO O 3aBCPHICHUN O6y‘{eHI/I}I.

Special conditions for the recognition of prior study and the results of non-formal
education: The condition for the recognition of prior education is carried out within the internal
regulations of the university. The document confirming the results of non-formal education is a
certificate of completion.

3. lopexeni Oepy TajJantapbl MeH epexesepi:

OKynbiH OapibIK KEe3€HJEpiHIe, COHBIH INNHAE JOKTOPAHTTHIH aKaJIEeMHUSIIBIK JKOHE
FBUIBIMHU-3€PTTEY KYMBICTAPbIHBIH OapibIK TYpJIEpiH Koca anraHaa, keMminae 180 akageMHsIIbIK
KPEIUT WIepreH JKOHE JOKTOPJBIK JUCCEPTAMACHIH TaOBICTBI KOpFaraH TYJIFanapra
«punocodust AOKTOPB» Adpexkeci Oepineni koHe (TPAHCKPHUITIIEH) MEMJIEKETTIK YJrijeri
TUTIIOM Oepinesi.

JIOKTOpJBIK OKy OarfapiaMachlH yakKbITBIHAaH OYpPBIH MEHIE€PreH *OHE JUCCepTaIMsHbI
COTT1 KOpFaraH arJaiiia oKy Mep3imMiHe KapamactaH «unocodpus gokrops» (PhD) napexeci
Oepineni. binim Gepy OarmapiaMachlHbIH TEOPHUSUIBIK 3€pPTTEYiHIH TOJBIK KYPCHIH MEHIEpreH,
OipaK FBUIBIMA KOMITOHEHTTI asKTaMaraH JOKTOPaHTKa KEWIHT1 >KbUIAApbl aKbLIbl HETi3Je
FBUIBIMM KOMIIOHEHTTIH aKaJeMHsUIBIK KpeAUTTepiH KalTagaH ajlyFa >XoHE JucCepTalys
KOpFayFa MYMKIHJIIK Oepiiesi.
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JIOKTOpaHTypaHBIH TOJBIK KYPCHIH MEHTEepreH, FBUIBIMA KOMIIOHEHTIH asKTaraH, Oipak
JOKTOPJIBIK TUCCEPTALMACHIH KOPFaMaraH, OKY HOTIDKENEpiH jKOHE aKaJIeMHSIIBIK KpeauTTepai
TOJNIBIK HWIEpPreH JOKTOPaHT KaHAWAATTHIK JUCCEPTAlMICHIH KEWIHT1 KbUIAapbl 4 KpeauT
KeJIEMiH/Ie aKbLIbl HETi3]le KOpFayFa MyMKiHAIK Oeperi.

TpeOoBanusi 1 NMpaBWJa NMPHUCBOEHUIO cTeneHM: Jlumam, ocBouBmIMM He MmeHee 180
aKaJIeMUYECKUX KPETUTOB 32 BECh MEepHO] 00y4YeHHs, BKIIOYasl BCE BUIbI yUeOHOH M HaydyHOU
ACATCIIBHOCTHU MarucCTpadra, u YCIICHIHO 3alllMTUBIINM JOKTOPCKYIO AUCCEpTALUIO,
NPUCYKAAETCS CTENeHb «aokTopa ¢unocopun (PhD)» 1 BbmaeTcs TUIIIOM rOCyAapCTBEHHOTO
o0pasia ¢ NpuIoKeHUEM (TPAaHCKPHIIT).

B ciydae gocpounoro ocBoeHust 00pa3zoBaTeIbHOI MPOrpaMMBbl JOKTOPATYPhI M yCIIEUTHOM
3aIIUTHI TUCCEPTAIIMU JOKTOPAHTYPY MPUCYXKIACTCS cTeneHb jJokTopa ¢gunocobun (PhD) wmm
HE3aBUCHUMO OT CpOKa O0y4YeHHUsI.

JIOKTOpaHTy, OCBOMBIIEMY IIOJHBIM KypC TEOPETHYECKOro OO0ydeHHsI 00pa3oBaTEIbHOU
nporpamMmbl, HO HC BBIIIOJHHUBHICMY HAYYHYKO KOMIIOHCHTY, MPCAOCTABIIACTCA BO3MOKHOCTH
IMOBTOPHO OCBOUTL aAKaACMHUUYCCKUC KPCIAUTHI Haquoﬁ KOMITIOHCEHTBI MW 3allIUTUTUTD
AUCCECpTalUIO B IMMOCIICAYIOIIMUEC I'OAbI HA IJIATHOU OCHOBE.

I[OKTOpaHTy, OCBOUBLIEMY MOJIHBIN KypC TCOPECTHUUYCCKOI'O O6y‘leHI/IH 06pa30BaTeJ’ILHOﬁ
nporpamMmbl JOKTOPAHTYPBI, BBIIIOJHHUBIHICMY HAYYHYIO KOMIIOHCHTY, HO HC 3alllUTHBHICMY
JOKTOPCKYHKO AUCCEPTALNIO, PE3YJIbTAThI O6y‘IeHI/I}I U aKaACMHUYCCKHUEC KPCAUTHI ITPHUCBAUBAIOTCA
" IpCAOCTaBIACTCA BO3MOKHOCTD 3allIUTUTUTL JUCCCPTALUIO B ITOCICAYIOMIME I'OIbl HA IJIaTHOU
OCHOBE B 00beMe 4 KpCaAuTOB.

Requirements and rules for the award a degree: Those who have mastered at least 180
academic credits for the entire period of study, including all types of educational and research
activities of a graduate student, and successfully defended a doctoral dissertation, are awarded
the degree of PhD and receive a state diploma with an attachment (transcript).

In the case of early mastering of the educational program and the successful defense of the
thesis, the degree of the doctor of philosophy (PhD) is awarded regardless of the period of study.

A PhD student who has mastered the full course of theoretical study of the educational
program, but has not completed the scientific component, is given the opportunity to re-master
academic credits of the scientific component and defend the dissertation in subsequent years on a
fee basis.

A PhD student who has mastered the full course of theoretical study of the PhD education
program, who has completed the scientific component but has not defended the doctoral thesis,
the learning outcomes and academic credits are assigned and the opportunity is given to defend
the thesis in subsequent years on a paid basis in the amount of 4 credits.

4. TynekrepaiH kaciou Oeifini:

bitipyuinep nopexeciH aafaH COH YHBIMIACTBIPYUIBUIBIK-TEXHOJIOTUSIIBIK, OHAIPIC KOHE
6ackapy, ®o0aJbIK, FEUTBIMU-3EPTTEY, MEAarorMKalIbIK KoHEe 0acka Ja cajanap/a )KyMbIC Kacal
aJazpl.

IIpodeccuonanbHblii NPoQUIbL BHIMYCKHHUKOB: BBIMTyCKHUKH HUMEIOT KBAJTH(PHKAIIMIO
Ui paboThl B cpepe OpraHU3aLMOHHO-TEXHOJIOTUYECKOM, MPOU3BOJCTBEHHO-YIIPABIECHYECKOM,
IIPOEKTHO, Hay4YHO-HUCCIIEA0BATENBCKOM, NEAArOTNYECKON U MHBIX BUIOB AESTEIbHOCTH.

5. Binim OarnapJjamMachIH sKy3ere acpIpy Tdciigepi MeH aaicrepi: Bb xysere aceipy
Ke3iHae cabaKTapia WHHOBALMSUIBIK TEXHOJOTHUSIIAP KOHE OKBITYIbIH MHTEPAKTHUBTI o/icTepl
KOJIAaHbLJIaAbl.

Cnoco0bl U MeToAbI peanu3anuu o0pa3zoBaTeibHON mporpammbl: [lpu peanuzanuu
OIl mHa y‘-IC6HLIX 3aHATUAX 6yIIyT HUCIIOJIB30BaHbl HHHOBAIIMOHHBIC TCEXHOJOI'MHU U
HHTCPAKTUBHBIC METO/IbI 06yquI/1$[.

Methods and techniques for program delivery: For realisation of EP on academic
classes would be used innovation technologies and interactive methods of teaching.
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6. OKBITY HITHKeJIepiH Oarajiay KpuTepuiijepi: binim  anymsuiapaplH - OKY
xertictikrepi (OiLTiMI, JaFapUIaphl, KaOUIETTEpl KOHE KY3BIPETUTIKTEPI) XalbIKapasblK KyHere
coiikec kenetin 100 Gamimblk Inkaiga OOMBIHINA OPINTIK KyieMmeH (KaHFaTTaHAPJBIK Oaraaap
KeMyiHe Kapail «A» -maH «D» -re nmeiiH, «KaHaraTTaHapibIKCBI3» - «FX», «F») 4 Oamnabik
IIKajIara KeJIeTiH CaH/IbIK YIKBUBAJICHTKE Colikec (KecTe).

Kpurepun oneHkH pe3y/1bTaToB 00y4eHHs:

Y4eOHble AOCTHXKEHUS (3HAHUS, YMEHHS, HABBIKM W KOMIIETEHLHH) OOyYaroIIuXcs
oueHuBaroTcss B Oautax mo 100-0anpHON  mIKane, COOTBETCTBYIOIIMX IPHHATOW B
MEXIyHApOJAHOMN MpaKTUKEe OYKBEHHOU cucTeMe (IOJO0XKUTENbHbBIE OIICHKH, 10 Mepe yObIBaHUS,
or «A» g0 «D», «aeynosierBoputesnbHO» — «FX», «F») ¢ cooTBeTcTByrOmMM HHU(POBHIM
SKBUBAJIEHTOM 110 4-X OayutbHOU 1mikaie (Tabmuna).

Assessment criteria of learning outcomes:

Learning achievements (knowledge, skills, abilities and competencies) of students are
scored according to a 100-point scale corresponding to the international letter grading system
(positive grades, as they decrease, from «A» to «Dy, «unsatisfactory» — «FX», «F») with the
corresponding digital equivalent on a 4-point scale (see Table).

OKYy skeTicTIKTepiH ecenke aJdyAbIH 0AJAbIK-PEeHTHHITIK IPINTIK KyHeci, 6inim
AJIyIIBLIAPABI AICTYPJIi 6aFanay mkajgacbiHa :koHe ECTS-ke aybicThIpy
BanabHo-peliTHHIOBasi YKBEeHHAsl CHCTeMA OLleHKH Y4eTa Y4eOHBIX H0CTHKeHHH,
00y4yauuxcst ¢ NepeBo oM UX B TPAAUIHOHHYIO mKkaJay oueHok u ECTS
Grade-rating letter system for assessing educational achievements of students with their
transfer into the traditional grading scale and ECTS

OPINTIK XKyie bannnapasin bamnnap (%- JocTypai xyiie OoibIHIIA
OolbIHIIA CaHJIBIK TYpiHze) 6ara/OueHka 1o
6ara/OrieHKa 110 SKBUBAJICHTI/ bannst (%-Hoe TpPaJUIIMOHHON cucTeme/
OykBeHHOU cucteme/ [{udposoii CoJIepKaHue) Assessment by traditional
Evaluation by letter SKBUBAJICHT / Points (in %) system
grading system Equivalent in
numbers
A 40 95-100 Ore x)akcel/OTanaHo/
A- 3,67 90-94 Excellent
B+ 3,33 85-89
I];- 23’607 ?g:gg Kaxcwr/Xopomo/ Good
C+ 2,33 70-74
C 2,0 65-69 y
C- 167 60-64 yKaHaFaTTaHapJ‘IBIK /
o: ssso | YVieusmenmene
D- 1,0 50-54 Y
FX 0,5 25-49 Kanarartanapiabikceiz/
F 0 0-24 HeynosnerBopurenbHo/
Unsatisfactory
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