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The catalog of disciplines educational program «8D06306-Information Security Systems» for the students of the 2023 year admission

Monmin
uuKi /
ik Ionnin aTayb: / Kpeanr / Kpickama annoranms/ Ipepexsusurrep/
Ne | jamenun- | Hassanwme aucummiannst / | Kpeaur / Kparkas annorauus / IpepexBuznrnl/
JIHHBI Name of the course Credit Annotation Prerequisites
/Cycle of
the course
1 cemectp /1 cemectp / Semester 1
KOO xkomnounenri / BY3oscknii komnonenr / University component
BIT KOOK | AkaneMHsuIbIK ska36a 5 AKaJIeMHANBIK XaT JOKTOPaHTTApra O3iHiH FBUILIMH MOTiHAEpIiH -
bJ1 BK AKaJleMHYECKOe [THCbMO KypbuUlbiMaayfFa koHe (opmarrayra, rbUulbIMH canaja xkaszbaira
BD UC Academic writing JKOHE ayhi3ia ceiaey JaribUlapbiH JaMbITYFa MYMKIHAIK Oepei.

TeopusisibIK MaTepHan KoHE NMPAKTHKAILIK TanceipMaiap OijliM
ATYIMBUIAPFa FRUTBIMA CTHIBIH TULNIK KYP@IIaphiH MEHIepyre,
O3IHIIK FLUIBIMHM MOTIHAEPII KYpY KaHe yobamay JQFABLUTAPBIH
Ketinaipyre, 3ep1-reyuure FHUIBIMH MOTIH KBICKA, CEHIMII XKoHE
e3re 3eprreyuiiiep YmiH bIHFaiAbl GonareiHaail erin Kasyra,
CoHIai-aK HHPOPMALHSIIBIK TEXHOJIOrHsAIap MEH
kubepkayincizaik OObIHIIA FLUIBIMH TEPMHHOIOTHAHBI Oinyre
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JKOHE KOJIIaHyFa KOMEKTece

Axkanemuueckoe MIICBMO II03BOJISIET JIOKTOpaHTaM
CTPYKTYPHUPOBATh U (OPMAaTUPOBATh CBOM COOCTBEHHbBIC HAYyUHBIE
TEKCTBI, Pa3BUBAThb HABBIKM IMCBMEHHOM M YCTHOW pPEYEBOU
NesTelbHOCTH B Hay4yHoll cdepe. Teopermueckuil marepuan u
MIPaKTUYECKHE 3aJaHusl IOMOIYT OOydYarolMMcCs OBJIAJETh
S3BIKOBBIMU CPEICTBAMU HAy4YHOI'O CTHJIS, COBEPIICHCTBOBATh
HaBBIKH CO37aHUsA W O(opMIeHHs COOCTBEHHBIX HAYYHBIX
TEKCTOB, HAYYUTh MCCIIEI0BATENS MUCATh TAKUM 00pa3oM, 4TOObI
Hay4yHbI TEKCT ObUI KpaTKuM, YOEeIUTElIbHBIM U YyJI0OHO
OpPraHU30BaHHBIM JJIS IPYTUX HUCCIENOBATENIEH, a TAKKE 3HATh U
MPUMEHSATh HAyYHYI0 TEPMHUHOJOTHIO MO HWH(POPMALNOHHBIM
TEXHOJIOTHSIM U KHOEepOEe30MacHOCTH.

Academic writing allows doctoral students to structure and format
their scientific texts, develop writing and speaking skills in the
scientific field. Theoretical material and practical tasks will help
students to master the language tools of scientific style, improve
the skills of building and designing their own scientific texts,
write a scientific text so that it is concise, reliable and convenient
for other researchers, as well as know and apply scientific
terminology on information technology and cybersecurity

KII )KOOK
T1J1 BK
PD UC

Kubepkayinci3gikTin
TEOPUSIIBIK HET13]1epi
TeopeTnyeckue  OCHOBBI
KnOepOe301macHOCTH
Theoretical foundations of
Cyber Security

Kypc noxTopaHTTappIH KOMIOBIOTEPIIK KYHenepaeri aknaparThl
KOpFay/blH 3aMaHayd MIHJETTepl, ONICTEpl MEH Kypaljgapbl
Typaiel OumiMiH TepeHaeryre OarbITTanraH. Horwxkecinae
CTYJICHTTEp KOJJAHBUIATBIH KYpajJap MeH OMIiCTepJll Kopray
JeHreiin Oarajay YIIIH TEOPHSUIBIK JKOHE HKCIEPUMEHTTIK
3epTTeyNep  KYprizyre;  KOMIBIOTEPIIK  IMaOybUIIapablH
MaTeMaTHKAJIbIK YITUIEPiH )KOHE aKMapaTThl KOpFay KypalJapblH
KYpyFa; Kaylilci3[iKk cascaThlH, 3USHKECTEPAIH MOJCNIbICPIH
KYpyFa, aKmapaTThIK >KYHeHIH Kayilci3IiriH Tekcepyre YipeHeai
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Kypc nampaBineH Ha yriyOlieHHOE H3y4€HHE JIOKTOpAaHTaMHU
COBPEMEHHBIX 3a7[ay, METOJIOB M CPEJICTB 3aIUThI HH(OPMAINH B
KOMITBIOTEPHBIX cHCTeMax. B pe3ynbTate oCBOeHMsI Kypca
oOyyarolmuecsi Hay4yaTbCs  IPOBOJUTH  TEOPETHYECKUE U
JKCIIEPUMEHTAJIbHBIE UCCIEAOBAHUS IO OLIEHKE YPOBHS 3aIlIUThI
IIPUMEHSIEMBIX CPEJICTB U METOJOB; CO3JaBaTh MAaTEMaTUUYECKUE
MOJIETI KOMITBIOTEPHBIX aTaK M CPe/ICTBA 3alUThl MHPOPMAIUY;
pa3pabarbIBaTh MOJIUTUKY OE30MaCHOCTH, MOJENb HAPYIIUTEIS;
MIPOBOANTH ayAUT 3ALTUIIEHHOCTH UH()OPMALIMOHHOM CUCTEMBI.

The course aims to provide doctoral students with an in-depth
study of modern information protection tasks, methods and tools
in computer systems. As a result, students learn to conduct
theoretical and experimental research to assess the level of
protection of the tools and methods used; build mathematical
models of computer attacks and information protection tools;
build security policies, offender models, perform security audits
for information systems

Tannay ooiibiHma komnonertep / Komnonentsl mo Buioopy / Optional Components

BI1 TK
B KB
BD EC

KomnbroTepmik  xemninep
MEH JKEJIUTIK XaTTamanap
Kayincizmiri/
bezonacHocTh
KOMIIBIOTEPHBIX CETEN U
CETEBBIX MPOTOKOJIOB/
Security  of  computer
networks and network
protocols

5

ITon  xemumik  KayiNCI3AIKTI  3epTreyre  OarbITTajFaH,
ayTeHTU(UKAUMSIIBIK ~ aKmapaTThl — cakTay  JkoHe  kibepy
Kypanaapsl MeH oaictepi, TCP/IP xeninepinaeri ma0ybuiaap st
JKy3ere  acblpy  MeEXaHU3MJIEpIMEH, JKeli  aOOHEHTTEpiH
UACHTUUKALMIAY OKOHE — ayTeHTH(HUKAIMAIAyAblH  HEris3ri
XaTTamMallapbIMEH TaHBICTHIPANIbI, KOPFAHBIC MEXaHH3MJIIEPI MEH
KENMUTIK KayllCi3[iKTI KaMTamachl3 €Ty KypajJapblH KOJJaHy
JaFIblIapbIH YHpeTe .

JlucuuiuiiHa HarpaBlieHa Ha M3y4eHHE CEeTEBOW 0e30MacHOCTH,
3HAKOMHUT CO CPEJCTBAMH M METOJaMU XPaHCHHUS W Tepeaadu
ayTeHTU(UKAIMOHHONW MH(OPMAINN, MEXaHU3MAMH PeaTH3aIUH
arak B ceTsix TCP/IP, OCHOBHBIMH MTPOTOKOIAMHU UACHTU(DHUKAIIMH

AKnapaTThIK
KayIirci3ikTi
KamMTamachl3 €Ty
TEXHOJIOTHSITAPhI
Texnonoruu
obecrieueHus
MH(POPMALMOHHOM
0€30macHOCTH
Providing Information
Security Technologies
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n aYTeHTI/I(bI/IKaHI/II/I a0OHEHTOB CCTH, IIPHUBHUBACT HAaBBIKH
NPUMCHCHUSA 3alUTHBIX MCXAaHU3MOB H CpPCIACTB obecrncueHuUs
ceTeBo 0€30IMacHOCTH.

The discipline is aimed at studying network security, introduces
the means and methods of storing and transmitting authentication
information, the mechanisms for implementing attacks on TCP /
IP networks, the basic protocols for identifying and authenticating
network subscribers, and instills the skills to use protective
mechanisms and network security tools.

BII TK
B KB
BD EC

Kayinciznik sxxyienepin
tectiney/TectupoBanue
cucteM 0e301macHOCTH/
Testing safety systems

[Ton Kayinci3mik xyhenepin TecTijey, YUbIMAapAbH, 00beKTiIep
MeH JKYHenepaiH aKmapaTThIK KayilcCi3[iriH KaMTamachl3 €Ty
o/icTepiH 3epTTeyre OarbITTaIFaH.

JIoKTOpaHTTap JKYWEHIH KayilCi3[iriH TECTiIey CTPaTerusChiH
Kacay KoHe ICKe achlpy, KOCHIMINIAJIapIbl KOpPFayFa, Xakepiik
maldyslIapAad, BHPYCTApAAH JKOHE KYIIUS MOJIMETTEepre
PYKCATChI3 KOJ KETIMAUTIKTEH TYBIHAAWTHIH KaTepiepil Tanaay
JIaF IbUTAPBIH UTEPE/Il.

JlucuuIuiiHa HarpaBlieHa Ha M3y4E€HHE METOJIOB TECTUPOBAHMS
cucteM  0Oe3omacHOCTH,  oOecriedyeHHs:  MHPOPMAIMOHHOM
0€30MacCHOCTH OpraHu3alui, 00BEKTOB U cHUCTeM. [IOKTOpaHTHI
MpUOOpPETyT HAaBBIKM pPa3pabOTKH W peaju3aluy  CTpPaTeruu
TECTUPOBaHUS ~ 0€30MaCHOCTHM  CHUCTEM, aHallu3a  PUCKOB,
CBSI3aHHBIX C OOECeueHHEeM LEeIOCTHOrO MOJX0Aa K 3alluTe
MPUIIOKEHHUS, aTaK XaKepOB, BUPYCOB, HECAHKIIMOHMPOBAHHOTO
JocTyna K KOHQHUASHINATbHBIM JaHHbBIM.

The discipline is aimed at studying the methods of testing security
systems, ensuring the information security of organizations,
facilities and systems. Doctoral students will gain the skills to
develop and implement a system security testing strategy, analyze
risks associated with providing a holistic approach to application
protection, hacker attacks, viruses, and unauthorized access to

AKMapatThiK
KayiTcCi3IiKTi
KaMTaMachI3 €Ty
TEXHOJIOTHSIAPhI
TexHonoruu
obecrieueHus
MH(POPMALOHHOM
0€301acHOCTH
Providing Information
Security Technologies
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confidential data.

BIT TK
B KB
BD EC

brnokyeiiH xoHE TapaTbUIFaH
Ti3imgim texnonoruskfhs
Tex”omorub OnokyeiiHa u
pacrpeneneHHoro peecTpa
Blockchain and distributed
ledger technologies

Kypc OnokueliH »oHe TapaTbUIFaH Ti3UIIM TEXHOJIOTHSIAPBIHBIH
omicTepiH THIMAI TalAanmaHyFa, akKmaparTel i37ey, OHAEY  KOHE
MPAKTUKANBIK AacTeKTiCIH OKBIN-YHpeHyre OarpITTaliFaH. biokueitn
TEXHOJIOTUSIIAPHI, COH/Taif-aK TapaThUIFaH TizuTiMaep
OPTaJNBIKCBI3IAHABIPYFa  HETI3ZeNreHiHe  KapamacTaH  KeNTereH
acnektinepne Oipereéi. Exi TexHomorms nma Oipmell ecTiNreHiMew,
albIPMAIIBIIBIKTAPhI Oap

Kypc HampaBneH Ha 3(pQPEKTHBHOEC WCHOIB30BAaHHE TEXHOJIOTHN
OJIOKYeifHa M pacTpeAeNIeHHOTO peecTpa B 00iacTH HH()OPMAaIlHOHHBIX
TEXHOJIOTHH, N3yYCHUE MPAKTHYECKOr0 acleKTa IMOUCKa, 00padOTKH U
o0paboTku  wmH(popMaiuu. TexHojoruu  OJIOKYEHHA, a TaKKe
pacnpe/ielicHHbIE PeeCTPbl YHUKATIbHBI BO MHOTHX aCIeKTaX, HECMOTPS
Ha TO, YTO OHM OCHOBAHLI HA JCUCHTPAJIN3allHU. Xots 066 TEXHOJOI'UH
3By4aT OIMHAKOBO, HO €CTh U HCKOTOPLIC pa3JIndu.

The course is aimed at the effective use of methods for Blockchain and
distributed ledger technology of information technology and practical
aspects of information retrieval, processing. Blockchain technologies,
as well as distributed ledgers, are unique in many aspects even though
they revolve around decentralization. Even though both technologies
sound the same, but there are some differences as well.

Konnaun6assr
kpurrorpagus/
[Tpuxnagnas
kpunrorpadus/ Applied
Cryptography

2 cemectp / 2 cemecTp / Semester 2

KOO xommnonenti / BY3oBckmii kommonent / University component

BIT
HKOOK
B/ BK
BD UC

FrusiMu 3eptey omicrepi
MCTO,Z[BI HAayYHBbIX
HCCIEeN0OBaHUN

Science research methods

5

Kypc akmaparThlK TEXHOJIOTHSIJIAD CaJachIHAAFbl  FHUIBIMH
3epTTeysiep  HOTIDKENEpIH  TajjaylIblH  OHICTEpiH  THIMAI
naiaganyFa, akmapaTThl 13€y, OHJIEY JKoHE KHOepKayiIci3ik
TEOPHSUTBIK-9/TICHAMAJIBIK JKOHE MPAKTUKAIBIK ACTEKTICIH OKBII-
yiipenyre OarpiTTanFadH. Hormwkecinge OuniM  amymbuiap
TEOPHSUTBIK JKOHE KOJAaHOANbl JIEHrehae TKIpUOETiK KOJIMEH

FrutbimMu 3eprrey
onicremeci xxoHe R&D
Metomoa0rus HayYHBIX
nccinenosaunii u R&D
Research methodology
and R&D
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aNBIHFAH FBUIBIMU (aKTUIEpl 13/1ey HOTIDKEIEPIH OHILY JKOHE
FBUIBIMA  KOPBITBIHABUIAD  YIIIH  SMIUPHKAIBIK  0a3aHbl
KaJbINTACTBIPYbI,  FBUIBIMH  TY)XXbIPBIMJIAMaJiapFa  COWKec
MIPAKTUKAJIBIK MOTIMETTEPl TYCIHAIPpYAl YHPEHEe .

Kypc nampaBien Ha 5>@QeKTUBHOE HCHOJIb30BAaHHE METOOB
aHanM3a pe3yJbTaTOB HAayYHBIX HCCIEAOBaHUN B o0mactu
WHOOPMALIMOHHBIX  TEXHOJOTHH,  HM3y4eHHE  TEOpPETUKO-
METOAOJIOTMYECKMX H  IPAKTUYECKUX  AaCIEeKTOB  IIOMCKa,
00paboTku wHpoOpManuK U KubepOezonmacHOCTH. B pesyibTaTe
oOyvarolmupecsi Ha TEOPETUYECKOM U MPHUKIAJTHOM YpPOBHE
HAy4yaThCsl BBISBISATH 3aKOHOMEPHOCTH TEXHOJOTHUHU TMOMCKA
uHbopManmid M 00pabOTKM pe3yJbTATOB IIOMCKA HAYYHBIX
(akToB, TONTy4yaeMmble  OMBITHBIM  MyTeM, (HOpPMHUPOBATH
SMIMPHUYECKYIO 0a3y Ul HAyYHBIX BBIBOJIOB, MHTEPIPETHPOBATH
MPAKTUYECKHE JJAHHbIE COTJIACHO HAYYHBIM KOHLEIIIHSM.

The course is aimed at the effective use of methods for analyzing
the results of research in the field of information technology, the
study of theoretical, methodological, and practical aspects of
information retrieval, processing and cybersecurity. As a result,
students learn to form an empirical base for scientific conclusions
and processing the results of searching for scientific facts
obtained at the theoretical and applied levels, to interpret practical
data in accordance with scientific concepts
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Tannay ooiibinma komnoHertep / Komnonentsl mo Beioopy / Optional Components

KIT TK TI]]
KB
PD EC

[udpieik hopenzuka
Iudposas GopeHsuka
Digital forensics

5

[{udpaeik  ¢dopeH3uka Kypchl capanTaMachlHBIH — HETI3JepiH,
U (PIIBIK JoNIeTACpAl )KUHAY 9/IiCTEPiH JKOHE OJIap/bl Kajail eHaey
KEPEKTIriH, yakpITIIA MepTadaHapabl naiaanaHslIl,
KHOEPKAYINCI3AIKTIH XPOHOJOTHSUIBIK KOPIHICIH KaiTa Kypy.bl,
caHJbIK apredakTirepai  Tanmay apKbUIbl mAOybUT  137epiH
AHBIKTAY bl KAPACTHIPAJIBI.

B Kypce W3JI0XKEHbI OCHOBBI IH(PPOBOH (POPEH3UKH, METOTUKH|
coopa uU(DPOBBIX YIMK H TMOpAaKa oOpalleHus C HHUMH,
BOCCO3/1aHUs XPOHOJIOTHYECKOM KapTHHBI WHIMICHTA,
K1OepOe30MacCHOCTH C IOMOIIBI0O METOK BPEMEHH, BbISBIICHUS]
CJIEIOB BTOP>KEHHUS [TOCPEJCTBOM aHAIN3a LIUPPOBBIX apTe(haKTOB.

The course outlines the basics of digital forensics, methods of
collecting digital evidence and how to handle them, recreating a
chronological picture of a cybersecurity incident using time
stamps, identifying traces of an invasion through analyzing digital
artifacts

KIT TK T1]1
KB
PD EC

Kayin-karepi 3epTrey
HccnenoBanue yrpo3
Threat research

KayinTep/i 3epTTey MaruCTpaHTTapAbl TAKTUKAIIBIK, OTICPAIUSIIBIK|
PKOHE CTpaTeTUSIJIBIK JCHTeiepae KuOepkayinTepai Oapray,
MaFIbUTIAPBIMEH JKOHE KayimCi3[MiK KOMaHAalapbIHBIH THIMJILUIICIH]
ApTThIpy, KaTepiepal AanipeKk Taly, MHIUACHTTEpre THIMAIPEK|
OpeKeT eTy KOHE YHUBIMIBIK XabapHapiblKThl apTTBIPY YIIiH
KaKeTTl KociOm mieOepiikneH KaOJbIKTailbl. e3repMmeni Kayill
nmanamagpT

liccnenoBanne yrpo3 MpenoCTaBlIe€T JIOKTOpPaHTaM HAaBBIKH
pa3BelKH KUOEpyrpo3 Ha TAKTUYECKOM, OINEPATUBHOM U
CTPAaTErMuecKOM YPOBHSIX M MNPOPEeCcCHOHAIbHOE MAacTepCTBO,
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HEoOXoAMMOE IS TOBBIMIEHUS  3(P(EKTUBHOCTH  TPYIII]
Oe3omacHocTH, 0OoJee  TOYHOrO  IOWCKa  yrpo3, Oosee
DPQPEKTUBHOIO  pearupoBaHWsi HA  HMHIOWACHTBHI, a  TaKKe|
MOBBIIICHUS OCBEIOMIICHHOCTH OPTaHM3AIHid 00 WU3MEHSIOIIEMCS
nmaHmadTe yrpos.

Threat research will train PhD student in the tactical, operational,
and strategic level cyber threat intelligence skills and tradecraft
required to make security teams better, threat hunting more
accurate, incident response more effective, and organizations more|
aware of the evolving threat landscape

KIT TK
]I KB
PD EC

Kubepxkayincizaik

MakcaTrTapbl YIIiH

AEpeKTepi Tanaay

Ananuz JIAaHHBIX JJIS IeJIei

KnbepOe30nacHoCTH
Data analysis
cybersecurity purposes

for

Byn moH KHOEpKBUIMBICTBUIBIKTAH KOpFay YIIIH  YJIKCH
JEpeKTepAl, >KOFaphl OHIMAlL ecenTeylepll >KoHE AepeKTepii
WHTEJUICKTYyJIIbl  TaJJayabl (OKOHE MAIIMHAIBIK OKBITY/IbI)
naigananynbl 3epTreyre OarbITTanFaH. byn Kypc Oapibik
Macenenep/il KaMTyFa JKOHE JKETKUTIKTI pecypcTapibl YCHIHYFa
MYMKIHIIK OepeTiH Ka3ipri 3aMaHFbl TOCUIAEPMEH JXKOHE THIMI
O/TiICHAMAMEH TaHBICTHIPA]IBI.

JlucuMiuiiHa HampasjieHa Ha MCCIIEJOBAHHME HCIIOJIb30BAHMS
0OJBIINX JAHHBIX, BBICOKOIPOU3BOJUTENbHBIX BBIUHUCICHUH H
MHTEJUIEKTYyaJIbHOTO aHallu3a JAHHBIX (M MAIIMHHOTO OOyuYeHUs)
JUISL 3alllMThl IOJIb30BaTeel oT KuOeprpecTyruieHui. JlaHHBIM
KypC IO3BOJISIET 03HAKOMHUTBCS C COBPEMEHHBIMM IOAXOJaMU U
3 PeKTUBHON METOAOJOTHUH, TIO3BOJISIIONIEH OXBaTUTh BCE
BOMPOCHI U 00ECTIEYUTD JOCTATOUHBIE PECYPCHI.

The discipline focuses on exploring the use of big data, high-
performance computing, and data mining (and machine learning)
to protect users from cybercrime. This course introduces you to
modern approaches and an effective methodology that allows you
to cover all issues and provide sufficient resources
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KITTK ITocTKBAHTTHIK - ITon aknaparrTbl KpHOTOrpadusIbK KOpFray/iblH KOJNJAHBICTArbl

171 KB kpuirrorpadus Kyiienepinig ceHiMaiiriMen KoHe Kosytanbab!
PD EC [TocTkBanToBas KPHITOrpaQHsHbIH  ©3eKTi  MaceNeNiepiH  i3/IecTipyMeH,
kpunrorpadus KpUNTOXKYHenepai  a3ipiey NPHHIMOTEPIH JKIHE  JKOFaphl
Post-quantum cryptography Kayilci3fik XaTramanapbiH, KpHNTOrpaQHs/IbIK XaTramanapra

apHaIFaH CalalbIK CTAHAApTTapabl naijananymeH GaiaHbICThI
Macesenepi 3eprreyre GarbirTanrad. JJOKTOpaHTTap FhUIbIM MEH
TEXHHKAJa [OCTKBAHTTHIK  KPHOTOrpaQus  alropHTMJIEpiH
KOJIZIaHy JiaF/ibliapbiHa ne Gonaipl.

JIMCUMIUIHHA HANpaBlieHa Ha U3YYCHHE BONPOCOB, CBA3AHHBLIX C
HAJICKHOCTBIO  JICHCTBYIONIMX CHCTEM  KPHOTOrpapuvecKon
samuThl HHGOPMALMK M TIOKCKA PEIIEHHH AKTyalbHBIX Mpobiem
NPHKIAIHON KpunTorpaguu, HCHONB3Ys NPHHIMNEI pa3paboTku
KPUIITOCHCTEM W  MPOTOKOJIOB  3aBHINEHHOH  CTOMKOCTH,
NPOMBIIUICHHBIE CTAHAAPTHI KPUNTOrpagHYecKux MPOTOKOIIOB.
JlokTopauTsl NpHOOPETYT HABBIKH pa3pabOTKH W IPHMEHEHHS
AIrOPHTMOB MOCTKBAHTOBOM KpUNTorpaguu B HayKe ¥ TEXHHKE.

The discipline is aimed at studying issues related to the reliability
of existing systems of cryptographic information protection and
finding solutions to pressing problems of applied cryptography,
using the principles of developing cryptosystems and protocols of
high security, industry standards for cryptographic protocols.
Doctoral students will gain skills in applying algorithms of post-
quantum in science and technology

AKaIeMUSUIBIK KOMMTET OTHIPBICBIHJIA KapacThipbulibl/ PaccMoTpeno Ha 3acenannu Akajemuueckoro komutera/ Considered at the meeting of the
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