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Karanor AMcUMnius no obpasosarenshoii nporpamme 6B06306-Cuctemb undopmaonnoii GezonacHocTH Ans 0ByHaloUMXCA npHema 2023 ropa

The catalog of disciplines educational program 6B06306-Information Security Systems for the students of the 2023 year admission

Monnin
unkai /Hukn Mounin aTayst / Kpeaunt/ Kbickama annoTauns/ IMpepexsuzurrep/
Ne | awcumnanns | Haspauwe ancunmnnst / | Kpeant/ Kparkas aunorauns / MMpepexBusnTii/
/Cycle of the Name of the course Credit Annotation Prerequisites
course
1 cemectp /1 cemectp / Semester |
KOO xomnounenti /Bysoseknii komnouent / University component
1 BIT KOOK MaremaTHka 8 Byl NIoH AHANHTHKAMBIK ChI3BIKTBIK anrebpa, aHAIHTHRAILIK reOMETpus, Oip -
bJ1 BK MaremaTnka Komne Ken aiiusiMansl  GyHuManapabii AM(GOEPEHUMANIBLIK JKOHE HHTErpanabiK
BD UC Mathematics ecenTeysepiHi ecenTepii Welyain Herisri NarALnapbll KalbiNTacThipyfa AoHe
ONap/bIH AAICTEPIH MPAKTHKAILIK CCENTEPA WELY e KoAAaHyFa MYMKiHAIK Gepeai.
Jlucuunauna nosponsier QGopMmuposats OazoBbie HABLIKM PEIEHHA  3anat
AuHeiHOH  anrebphi, AHANHTHYECKOW  reoMeTpHM, auddepeHuHanbHeIX 1
HHTErPAIbHBIX HCYHCACHHH (YHKLHM OAHOMN H MHOTHX NEPEMEHHBIX H NPUMCHATE HX
METO/b! NPH PELICHHH NPAKTHUECKHX 3a1a4.
Discipline allows you to form basic skills in solving problems of linear algebra,
analytical geometry, differential and integral calculus of a function of one and many
variables and use their methods to solve practical problems
2 | BITKOOK KomnsbtoTepaik 5 [Man ecenrey KyHenepinin annaparTbiK KAMTAMAChl MEH APXHTEKTYPACHIH, OHLIH -
bJ1 BK Kyitenepain NAMYBIHBIH HEri3ri Ke3eHIepiH, oTéachiiapbii, THNTEpiH, ecenrey Kyhenepisin
BD UC YHBIMAACTBIPBUTY bl KIHE HEri3r KYpbUIrbUIAPBIHBIH KyPbUILICHI MEH AYMBIC Xacay NPHHUMMTEPIH 3epTTeyre
apxXHTeKTypachl/ Garsitranran, Ludpiabik  JOrMKanLIK - AEHred,  MHKPOapXHTEKTYpa nexreiii,
Opranusaums v KOMAHJANBIK APXHTEKTYpa ACHredii, onepauManbik KyHeHin newredii, accembnep
apXMTEeKTYpa fenredii, ocwl seHrefinepain QyHKUHOHANALIK CPEKWENIKTCPi MECH 03apa JKYMbIC

KOMINbIOTEPHBIX CHCTEM/

JKacay MEXaHM3IMAEPi KapacThIpbUIFaH.
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Organization and
architecture of computer
systems

JucuuninHa HampaBlieHa Ha HW3ydYeHHWE AaNlapaTHOTO0 OO0ecledeHus W
APXUTECKTYPBI BEIYUCIUTEIBHBIX CUCTEM, OCHOBHBIX 3TaIlOB €0 pa3BUTHA, CGMGI\/‘ICTB,
TUTIOB, TIPHHIWIOB TIIOCTPOCHUS W (PYHKIMOHMPOBAHUS OCHOBHBIX YCTPOICTB
BEIUMCIIUTENFHBIX CHCTEM. PaccMaTpuBaroTcst ITH(POBOH, JOTHYECKHH YpPOBEHB,
YpOBEHb MHKPOAPXUTCKTYPHI, YPOBEHb apXUTEKTyphl HabOpa KOMaHI, YPOBEHb
OTIEPAallMOHHONW CHCTEMBI, YPOBEHb accembiepa, (yHKIHOHAIbHBIE OCOOEHHOCTH WU
MCXaHU3MBbI B3aHMOZLeI7[CTBId§I JaHHBbIX ypOBHeﬁ.

The discipline is aimed at studying the hardware and architecture of computing
systems, the main stages of its development, families, types, principles of construction
and functioning of the main devices of computing systems. The digital logic level,
microarchitecture level, instruction set architecture level, operating system level,
assembler level, functional features and mechanisms of interaction of these levels are
considered.

2 cemecTp / 2 cemecTp / Semester 2

KOO xomnonenTi / By3oBckuii kommonent / University component

3 | BII )KOOK C++ TiTiHIE 5 Ilon nepexTepniH CTaHAAPTTH TUNTEPIH , KOHCTaHTalap, AaHHBIMAIBLIAp,
BJI BK mporpamMmanay orepanusuiap, Oip edmeMi KOHE KOIeIeMi MacCHUBTEp, KOPCETKIIITEepIi OKBIIT
BD UC [IporpammupoBanue  Ha yiipeHnyre apHamraH. C++ mporpammanay TiTiHIE HMpOTpaMMAaibIK KaMTama KYpyFa
s3p1ke C++ MYMKIHIIIK Oepeti.
Programming in C++ JucnuiumHa IpeAHa3HadeHa JUIsI W3YYeHMS CTaHAApTHHIX THIIOB IAaHHBIX,
KOHCTAHT, IIEPEMEHHBIX, OIepalii, OIHOMEPHbIX M MHOTOMEpPHBIX MAaCCHBOB,
ykazateneil. I[lo3BoiMT pas3pabaThiBaTh IPOrPAMMHOE OOCCIICUCHHE HA SA3bIKE
nporpaMMupoBanus C++.

Discipline is designed to study standard data types, constants, variables,
operations, one-dimensional and multidimensional arrays, pointers. Allows you to
develop software in C ++ programming language.

4 BIT XKOOK AccembOnep TITIHIE 5 IToH accemOnep CHHTAKCHCiH, apuU(METUKAIBIK KOMaHIAIAP/Ibl, JIOTHKAJIBIK
Bl BK nporpammarnay KOMaH/anapasl JKOHE bIFBICY KOMAaHJalapblH, Oackapy KOMaHJalapblH, Kypaeni

BD UC [MporpammupoBanue  Ha JIepeKTep KYPBUIBIMAAPHIH, MATIMETTEp ajiMacy KOMaHJaJapbhlH OKyFa apHaJFaH.
Accembiiepe Accembiep nporpaMmanay TiTiHJIE TIPOrpaMMaIIBIK KaMTaMaHbl a3ipJeyre MyMKIHJIK

Programming in Assembly

Oepeni.

I[I/ICL[I/IHJ'II/IH& npeaHa3sHa4ycHa JJIA H3y4YCHUA CHHTaKCHCa acceM6nepa,
apI/I(l)MeTI/I‘{eCKI/IX KOMaH]J, JIOTHMYCCKHMX KOMaHJ W KOMaH]J CJBHIa, KOMaHJ/bI
nepeaayn ynpasJICHUA, CJIOXHBIX CTPYKTYP HdaHHBIX, KOMaH/[| 06MeHa JaHHBIMHU.
ITo3BonuT pa3pabaTriBaTh MPOrpaMMHOE OOECTIedeHHEe Ha S3BbIKE MPOrPaMMHUPOBAHUS
accemouep.

The discipline is designed to study the syntax of assembler, arithmetic
commands, logical commands and shift commands, control transfer commands,
complex data structures, data exchange commands. Allows you to develop software in
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the assembler programming language

3 cemectp /3 cemectp / Semester 3

KOO xomnonenTi / BY3oBckuii komnoneHt / University component

5 [ BII )KOOK
BJI BK
BD UC

JIMCKpeTTi MaTeMaTHKa
):[I/ICerTHaSI MaTeMaTUuKa
Discrete Mathematics

5

Ilon kenTereH KOChIMILIAJIapAa OpPbIH  aJIaTbIH ILHCerTTi KYpbUIbBIMAPp
KacHUCeTTepiH YHpEeHyre MyMKIiHAIK Oepeli, aTtam aiiTKaHga, AUCKPETTI MaTeMaTHKa -
KOMHLIOTepHiK JKOHC aKIapaTTbhIK TCXHOJIOTUAIapabl (TeOpI/IHJ'H;IK I/IH(l)OpMaTI/IKa,
AIrOPUTMIACP TCOPUACHI, KOATAY TCOPUACHL, KOHJJaH6aJ'ILI MaT€MaTHUKAJIbIK KOHC
MIPOrpamMM ajibIK KaMTaMachl3 €Ty), SKOHOMHUKAIIBIK €CeNTep/Ai Menly YLIiH, AUCKPETTi
AMUTALUSIIBIK MOICTBACY YIIiH YHPEHYIiH Heri31 OOJBI Ta0bIIa b

I[I/ICI_II/IHJ'II/IHEI MO3BOJIAICT U3YYUTH CBOMCTBA AUCKPETHBIX CTPYKTYP, KOTOPBIC
HUMCKOT MECTO B MHOTIOYUCJICHHBIX TIPUIIOXKCHHUAX, B YACTHOCTH, JUCKPCETHAA
MaTeMaTHKa SBIIIETCA 0a3oi A U3Y4YCHHUA KOMIIBIOTCPHBIX H I/IH(l)OpMaLII/IOHHBIX
TEXHONOTHHA  (TeopeTwdeckas WHGPOpPMATHKA, TEOPHS  ajlrOPUTMOB, TEOPHUS
KOAUpOBaHUA, CO31aHucC MNPUKIAAHOTO MAaT€MaTH4YCCKOI o u IporpaMMHOTO
obecrieyeHus), JUIS  pEIICHHs  SKOHOMHYECKHX  3a1a4, JUIi  JUCKPETHOIO
UMUTAIIUOHHOT'O MOJACIIUPOBAHUA.

Discipline allows you to form the basic knowledge of the properties of discrete
structures that take place in numerous applications. In particular, discrete mathematics
is the basis for studying computer and information technologies (theoretical computer
science, theory of algorithms, coding theory, creating applied mathematical and
software), for solving economic problems, for discrete simulation

Marematuka
Marematuka
Mathematics

6 | BIT1 KOOK
BJI BK
BD UC

Kubepkayincizmik
uerizzaepi / OCHOBBI
kubepbesonacuocTu/
Basics of cybersecurity

Kypcra akmapaTThlK KayilCi3IiKTI KamMTaMachl3 €TYAIH YHBIMIACTHIPYIIBUIEIK,
TEeXHUKANBIK,  [POTpaMMAaJbIK,  KPUOTOTPAQISUIBIK  OmicTepi  KaMTBLIaJbL.
Kubepkayintepniy Typiepi, OJapAbIH YpIicTepi; axKmapaTThl KOpFay KYHeCiHiH
OpTYpIi JEHreHIepiHaeri OcalapIKTap, aKMapaTTHIK KaTepiep JKOHE OJapAbl eHAeY
Tocinaepi; 3WAHABI MPOTPaMMANBIK KaMTama, Ia0ysUIIapAbIH, OY3BII KipyJlepHaiH
Ke37epi MeH TypJiepi KapacTeipbuiazbl. JKemine jxoHe AepOec KOMIBIOTEPMEH JKYMBIC
icTey, aKmapaTThIK TEXHOJOTHsIIAp KYpaaphiH NaiaiaHy epexesnepi 3epTTeie/i.

B kypce ocBemarnTcsi OpraHuU3allMOHHbBIE, TEXHUYECKHE, MPOTpaMMHBbIE,
Kpunrorpadguyeckue MeToabl obecredeHus HWHGOPMAINOHHOW 0E30MacHOCTH.
PaccmarpuBaroTcss BUABI KHOEpyTpo3, MX TEHICHIWH; YS3BHUMOCTH Ha Pa3IMIHBIX
YPOBHSIX CHCTEMBI 3amIuThl WH(popMarmy, HHGOPMAIIMOHHBIE PUCKH M CHOCOOBI MX
00paboTKH; BPEZOHOCHOE IPOTpaMMHOE OOecleueHHe; WCTOYHWKH W BUJBI aTak,
B3JIOMOB. M3yd4aroTcs mpaBuiia TOBEJICHUS B CETH, OOpaIleHHs C MepCOHAIBHBIM
KOMITBIOTEPOM, UCIIOIb30BaHMs CPEICTB HH()OPMAMOHHBIX TEXHOJIOTHH.

The course covers organizational, technical, software, and cryptographic
methods for ensuring information security. The types of cyber threats, their trends,
vulnerabilities at various levels of the information security system, information risks
and methods of their processing, malicious software, sources and types of attacks and
hacks are considered. The rules of behavior in the network, handling a personal
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computer, and using information technology tools are studied.

Tangay 6oilibinma komnonerrrep / Komnonentsl no Beioopy / Optional Components

7 [ BIITK
BJI KB
BD EC

Python Tininne
nporpamma’nay
[MporpammupoBanue Ha
s3b1ke Python
Programming in Python

5

Python HyckaceiH TaHmay, Kypainmap. CHHTAaKCHC, WIApPTTHl JKOHE IIUKII
oliepaTopiapbl, KOJAap, JAEPeKTep KYpPBUIBIMBI, CO3IIKTEp, (ailiigapMeH >XYMBIC,
o0bekTire OarbITTajFaH IMporpammaiay 3JEMEHTTEpi, MakeTTep MEH MOIYJbAEPIi
KonpaHy 3eprrenieni. Kiaccukanblk anroputmuep Oepinexi. [laiimananymnibIHbIH
rpadukanslk uHTepdeiiciH Kypy, Python crenapuiinepiH bIHFalIBI icke KOCy
Mocerenepi 3epTreneai. AKIapaTThK Kayilnci3aiK catackliHaa KOJMIAHBUIATHIH YITIHII
Tapan KiTaHX&HaJ’IapH KapacCTbIpbLIaAbl.

PaccmarpuBarotcss Bompockl BeIOOpa Bepcuu Python, HHCTpyMEHTaNbHBIX
cpenctB. M3yydaroTcs cMHTaKcHC, ONEepaTOphl YCIOBUS U LUKJIIbI, CTPOKH, CTPYKTYPBI
JAaHHBIX, CJIOBAapH, pa60Ta C (I)aﬁﬂaMPI, JJICMCHTBI O6”beI(THO-OpI/IeHTI/IPOBaHHOFO
IporpaMMHpOBaHNA, HCIIOJb30BAHHUC IAKCTOB H Moz[ynef/i. I[a}OTCSI KIIaCCUYCCKHC
anroputMel.  M3ydaroTcs  BONpOCHl  co3maHus — rpaduueckoro  uHTEpdeiica
noJIp30Bartels, yJaooHoro 3amycka Python-ckpunrtoB. PaccmarpuBarotcsi CTOpOHHHE
OUOIMOTEKH, MPUMEHUMBIC B 00JaCTH HH(DOPMAITHOHHON 0€30TaCHOCTH.

The issues of choosing the version of Python, tools are considered. We study
syntax, condition operators and loops, strings, data structures, dictionaries, working
with files, elements of object-oriented programming, and the use of packages and
modules. Classical algorithms are given. We study the issues of creating a graphical
user interface, convenient launch of Python scripts. We consider third-party libraries
that are applicable in the field of information security.

C++ TiniHge
IporpaMmmaiay
[IporpammupoBanue Ha
si3pike C++
Programming in C++

8 | BIITK
BJ KB
BD EC

Java-nma oOBexTire
OarpITTaFad
porpaMmManay
OO0BEKTHO-
OpPUEHTUPOBAHHOE
MporpaMMHUpPOBaHHE Ha
Java

Object-Oriented
Programming on Java

ITon Java orapel aeHreiizeri mnporpaMMaiay TUTIH IaiilalaHa OTBIPHII,
MIPAKTHUKAJBIK €CeNTepli IICNTy HETi3ri HaFAbUIapbIH adyFa, 0OBEKTUTi-OarbITTaiFaH
nporpamMManay TEXHOJOTHSCHIH MEHIepyre, MAJIMETTep/i OHJIeY alropuTMIepl MeH
OpTYpPJl KYPBUIBIMAAPBIH, Iporpammaiay oAICTepiH KOJIJaHy JKoHe rpadHKajbIK
naigananynibl  uHTepQEiciH  Ky3ere — achIpyra, 00BeKTiNi-0aFbITTAIFaH
nporpamMManay/blH Heri3ri TocuUiiepiH maijgananyra, JepekTep 0a3achlHa KOCBUTY
ymie JDBC TexXHOJOTHACHH MaigaiaHy YIIiH Kell aFbHAbl KockiMmianap meH GUI-
nHTepdeicTep i KypyFa MYMKIiHIIK Oepei.

JucuuIuimHa 1mo3BoIseT NPHOOPECTH HABBIKM PELISHUs NMPAaKTHUECKUX 33/1ad C
HCIONb30BaHUEM sI3bIKA IPOrpaMMHPOBaHHUs BBICOKOTO YpOBHsA Java, OCBOEHHE
TEXHOJIOTHH O00BEKTHO-OPUEHTUPOBAHHOTO IPOrPaMMHPOBAHUS, HCIOJIB30BAHUE
pasiMUHBIX ~ CTPYKTYp M ITOPUTMOB  00paOOTKM  JaHHBIX,  METOIOB
MIPOTrPaMMHPOBAHUS M PealIn3aliu rpadueckoro IMoJIb30BaTENbCKOr0 MHTEpdeiica,
UCIIOJIb30BAaTh OCHOBHBIE MTPUEMbI 00BEKTHO-OPHEHTHPOBAHHOTO POTPaMMHUPOBAHMUSL;
co3maBaTh MHOromoTouHele mpwioxeHns u GUI-mHTEpdErc, HMCIOIB30BaTh
texHosoruio JDBC nist co3manus moakmodeHns K 6aze JaHHBIX.

Discipline allows you to get the skills to solve practical problems using a high-

C++ tiniane
mporpaMmanay
IIporpammupoBaHue Ha
s3p1ke CH++
Programming in C++
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level programming language Java, mastering the technology of object-oriented
programming, using various structures and algorithms for data processing,
programming methods and implementing a graphical user interface, use the basic
techniques of object-oriented programming; create multi-threaded applications and
GUI-interfaces, use JDBC technology to create a connection to the database

9 | BIITK Komnanbaer 5 Mathematica, Maple, Sage, MATLAB/Octave makertepiHe Kipicme Oepineni. | Maremarnka
BJ1 KB TIpoTrpaMMaapabH Kpunrorpadusnelk  TypreHmipyiepre OalimaHBICTBI — ecemTeyiiep Kyprisijeni. | Maremarnka
BD EC MaKeTTepine Bymmapmen katap rpadukansik nHTEpdencTi Kypy MyMKiHIiKTepi 3eprreneni. Connmaii- | Mathematics
mporpammanay aK, Kypcra opTypii Oackapy >koHe OoipKay canalapblHAa KEHIHEH KOJJaHBUIATHIH
[IporpammupoBaHue B JepeKTepi cTaTUCTUKAIBIK oHaeyre apHanraHn SPSS/PSPP, R makerrepi 3eprreneni; | Juckperti Mmaremaruka
MaKeTax MPUKIAJHBIX THUITIK TancblpMaiap MeUlin KepceTiiei. JuckpeTHas MaTeMaTHKa
porpamMmm JNaercs BBemenme B makerel Mathematica, Maple, Sage, MATLAB/Octave. | Discrete Mathematics
Programming in Software IIpoBOATCSI BBIYKMCIICHUS, CBA3aHHBIC C KPHUNTOrpadUUCCKUMH MPEOOpPa3OBAHUIMHU.
Packages [Tpu sToM M3y4aroTcst BO3MOXKHOCTH CO3/aHMs rpaduueckoro uHrepdeiica. Takxke B
Kypce M3yJarTcsl MaKeThl JJIs CTAaTUCTHYeCKOH o6pabotku manubix SPSS/PSPP, R,
KOTOpBIE HAaxOIiT IIMPOKOE MPUMEHEHHWE B PA3IMYHBIX OONACTAX YNpaBICHHA H
MIPOTHO3UPOBAHUS; PEIIAIOTCS THIIOBBIC 3a/1a49H.
An introduction to the Mathematica, Maple, Sage, MATLAB/Octave packages is
given. Calculations related to cryptographic transformations are performed. At the
same time, the possibilities of creating a graphical interface are being studied. The
course also studies SPSS/PSPP, R statistical data processing packages, which are
widely used in various areas of management and forecasting; typical tasks are solved
4 cemectp /4 cemectp / Semester 4
KOO komnonenTi / BY3oBckuii komnonenT / University component
10 | BI1 KOOK OmnepanusamisIk xyienep 5 [ToH omnepauusuiblK JKyienepai Kypy NPHHIMITEPIH KOHE TYXKBIPhIMIAAMAIIBIK
bJI BK xone OXK kayincizairi HETI3[epiH, YPAICTepAl Oackapy oAicTepiH, Kypaigapbl MEH aJrOPUTMJACPIH, *KaJbl
BD UC OmnepanroHHbBIE CUCTEMBI JKOHE  ONepalMsyIbIK  JKYHelnepjeri  eHrisy-libiFapyiblH — Oasanblk — OlmiMaepiH

u 6e3onacHocth OC
Operating Systems and
Operating Systems
Security

KaJBINTaCTRIpYFa apHayiFaH. [1oH akmapaTThIK-ecenTey >KyHenepiHzeri epexenepi,
aKIapaTThIK KayiICi3/iK calachlHIaFbl CTAHAAPTTap MEH EpeKUIETIKTEpi 3epTreyre
MYMKIHIIIK Oepei.

I[I/ICL[I/IHJ'II/IHa npeaHasHavuycHa i H3Yy4YCHUA T[PUHIOUIOB TIOCTPOCHHUA U
KOHIICIITYaJIbHBIX OCHOB OIICPAlIMOHHBIX CUCTEM, METOAOB, CPEACTB U aJII'OPUTMOB
YyIpaBJCHUs MpoueccaMu, NaMITbO U BBOAOM-BBIBOJAOM B OICPAIIMOHHBIX CUCTECMAX.
I[I/ICIII/IHJ'II/IHa IMO3BOJIUT U3YYUTH MNOJIOXKCHUSA B I/IH(i)OpMaIII/IOHHO-BLI‘{I/ICJ'II/ITGJ'II)HI)IX
cUcTeMax, CTaHAAPTHI U Cenn(UKAINH B 001aCTH HH(POPMAIIMOHHON O€30ITaCHOCTH.

Discipline allows you to form a basic knowledge of the principles of construction
and conceptual bases of operating systems, methods, tools and algorithms for
managing processes, memory and input-output in operating systems. Discipline will
allow to study the situation in information and computing systems, standards and
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specifications in the field of information security

11

BIT )KOOK
BJI BK
BD UC

Kpunrrorpadusasia
MaTeMaTHKAIIBIK HEeri3aepi
MaremaTtuyeckre OCHOBBI
Kpurtorpaduu
Mathematical Basics of
Cryptography

Kazipri kpuntorpadusHbIH HeTi3iH KypalTbIH MaTeMaTWKajJbIK ammapar
3eprreneni. CaHmap TEOPHSACHIHBIH AIIEMEHTTEPi, CHI3BIKTHIK anredpa, anreOpajbIk
KYpBUIBIMIAp KpunTorpadusHblH 0achklM KOILIUIK OeiiMAepiH MEHrepyre KaKeTTi
KejeMje 3epTTeieni. Marepuan  3epTTENICTIH  MaTeMaTHKAJIbIK — HETi3AepiH
KOJI1aHOaIbl MOHIH €CKepe OTBIPBIN Oepijiefi: aNropuTMaep MeH KpUITorpadusuIbIK
KapaOaiibIipaapbpiH KpUNTOrpadisuIbIK KACHETTEPl CUMIATTAJIFAH KOHE TYCIHAIPLITeH,
oJlap MaTeMaTHKaHBbIH 3€pTTENiN OTHIpFaH OeNiMAEpiHIH KOJIAHBUIYbIH HaKThI
KepceTei.

I/I3yqaeTC$[ MaTeMaTHYCCKHI armapar, nemamnﬁ B OCHOBEC COBpeMeHHOfI
kpuntorpaduu. M3ydaroTcss 5SJIEMEHTHI TEOPHH YHCEN, JHHEWHOW aireOpsl,
anreOpandeckue CTPYKTypHl B 00beMe, HEOOXOAMMOM Ul YCBOCHHS OOJBITMHCTBA
pa3acioB KpI/IHTOFpa(l)I/II/I. MaTepI/Ian JAaeTCsad € Yy4YCTOM IPHUKIAJAHOIO0 3Ha4YCHUSA
HN3y4acMbIX MAaTE€MaTHYCCKUX OCHOB!: OITMCBIBAKOTCA u OOBSICHSIOTCS
KpUnTorpaguyeckie CBOMCTBa alTOPUTMOB M KPUNTOTPAPUUSCKUX IMPHUMHTHBOB,
HarJsiIHO ICMOHCTPUPYIOITHUE MTPUMEHCHUC N3YyYaC€MbIX pa3/1€/iOB MATEMATHUKH.

The mathematical apparatus underlying modern cryptography is studied. The
elements of number theory, linear algebra, and algebraic structures are studied to the
extent necessary for mastering many sections of cryptography. The material is given
taking into account the applied value of the studied mathematical foundations: the
cryptographic properties of algorithms and cryptographic primitives are described and
explained, which clearly demonstrate the application of the studied sections of
mathematics.

Maremaruka
Maremaruka
Mathematics

JluckperTi MaTemMaTuka
JuckpeTHas MareMaTuka
Discrete Mathematics
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BIT JKOOK
BJI BK
BD UC

AKnapar XKoHe KoATay
TEOPUSICHI

Teopust nadopmanuu n
KOAUPOBAaHUA
Information and Coding
Theory

AKrmaparTap *oHE KOATAy TCOPHUACHIHBIH HETI3r YFRIMAAPHI MCH TeopeMallaphbl,
Op TYpJIi THNTETi KOATApAbIH CUITATTaMalapbl, OHTAMIIBI KOHE KeJeprire To3IMIiTiKTI
KojaTay Typajubl TYCiHIK; OaiylaHbIc ~KaHaJIApBIHBIH  HEri3ri  (OpMalbiabl-
MaTeMAaTUKAIBIK MOJAEbICPi XKOHE OJapAbl CaHABIK CHIIATTAy SiCTepi, KOATAYIBIH
JKOHE JEKOATAYIBIH HETi3ri MPUHIUITEPi MEH oficTepi 3epTrenred. Marepuan O6itim
Oepyai TepeHAETy »oHe aKMaparThl TachiMajjay MeH TYPACHIIPYIiH 3amMaHayu
TEXHOJIOTHSUIAPHIH Kacay MeH KOJIaHy JaFAbUIaphIH Ty YIIiH Oepinrex.

W3y4aloTcsi OCHOBHBIE TIOHATHSI M TEOpeMbl Teopur HHGPOPMaHUU U
KOJIMPOBaHUs, XapaKTePUCTHKH KOJOB PAa3HOTO THIA, HOHITHE ONTHMAIbHOTO W
MIOMEXOYCTOWYHMBOI'O KOJMPOBAHUS;0CHOBHbBIE (DOPMATIbHO-MATEMATHUYECKHE MOJIEIN
KaHaJIOB CBS3M M CIIOCOOBI MX KOJIMUECTBEHHOI'O ONMCAHMS, OCHOBHbBIC NPHHLMIIEL U

Martemartuka
Martemartuka
Mathematics

JluckpeTTi MaTeMaTHKa
JuckpeTHast MareMaTuka
Discrete Mathematics
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CII0COOBI KOAUPOBAHUA U JCKOAUPOBAHUA. MaTepI/Ian JacTCA IJIsd yTJ'Iy6J'IeHI/ISI 3HAaHUU
u NOJIyuCHUSA HAaBBIKOB pa3pa60T1<I/1 U TPUMCHCHHA COBPCMCHHBIX TEXHOJIOTUH
nepeauu 1 npeoOpa3oBaHus HHPOPMAIHH.

The basic concepts and theorems of information and coding theory,
characteristics of codes of different types, the concept of optimal and noise-immune
coding; basic formal-mathematical models of communication channels and methods
of their quantitative description, basic principles and methods of coding and decoding
are studied. The material is given to deepen knowledge and acquire skills in the
development and application of modern technologies for the transfer and
transformation of information.

Tannay 6oiibiHa KomnoHeTTTep / KoMnonenTsl no Boioopy / Optional Components
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BII TK
BJ KB
BD EC

Ckpunr Tingepinge
IporpamMmanay
[IporpammupoBaHme Ha
CKpI/IHTOBLIX A3BIKAX
Programming in Script
Languages

5

By xypcTa crieHapmiiiik mporpaMManay TUIIEpiH KOJIAaHy, aBTOMATTaHABIPYIBI
KaMTaMachl3 €Ty JKOHE TalJaNaHyIIbUIap >KYMBICBIHBIH THIMIUIITIH apTTHIPY
MaKcaThIH/a OJapAbl OPTYPii KOJmAHOANBI JKyHelepre eHrizy TEeXHOIOTHSIIaPHI
3eprreneni. MHrepdeiicrep MeH KkiTamxaHanapael KoiaHy 3eprreineni. JKydemik
JKOHE KOJIaHOaNbl MPOrpaMMallblK KaMTaMaHbl d3ipiiey, ONepalMsUIbIK JKYHenepaiH
€CeNTEepiH aBTOMATTAH/IBIPY, CEPBHUCTEPl AAMBITY YKOHE YJECTIPIIreH 6aKmapaTThiK
XKyiteaep YIIH CleHapHil TULAEPiH KOIJaHy MbICalIapbl KEITipiIreH.

B JaHHOM KYpCE H3Yy4arOTCd TCXHOJIOTMHM MPUMEHCHHSA CKPUITOBBIX SA3BIKOB
MporpaMMUpPOBaHuA, BCTpaWMBaHUA WX B PAas3sIMYHBIC IMPUKIAIHBIC CUCTEMBI JJId
obecrieueHus aBTOMaTU3alluu )4 ITOBBIIICHUA 3(1)(1)6KTI/IBHOCTI/I pa6OTBI
monp3oBareeid. M3ywaroTcs uHTEpdeiickl W TpuMeHeHHe Oumbmmortek. [laroTes
IpUMEPLI HCIOJIb30BAHUS CKPUIITOBBIX SA3BIKOB JUIA pa3pa60TKH CUCTEMHOI'O H
MPUKIIAAHOTO IIPOIrpaMMHOTO O6GCH6‘ICHI/I$[, ABTOMATH3allMU 3aJa4d OICpAallMOHHBIX
CHCTEM, pa3pa60TI<1/I CCPBHUCOB U PACIPCACIICHHBIX I/IH(bOpMaLlI/IOHHLIX CHUCTEM.

This course examines the technologies of using scripting programming
languages, embedding them in various application systems to ensure automation and
improve the efficiency of user work. The interfaces and application of libraries are
studied. Examples of the use of scripting languages for the development of system and
application software, automation of operating system tasks, development of services
and distributed information systems are given.

JIuckpeTTi MaTeMaTHKa
I[I/ICerTHaﬂ MaTeéMaTHuKa
Discrete Mathematics
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BIT1 TK
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ANTOpUTMIED KOHE
JIEPEKTEP KYPBIIBIMIAPEI
ANTOpUTMBI U CTPYKTYPBI
JaHHBbIX

Algorithms and Data
Structures

«AnropuTMIIep KOHE JEpeKTep KYPBUIBIMBDY KypChl JAEPEKTepIiH HerTi3ri
KYpPBUIBIMIApBIH, COHBIH imiHAe OaiylaHblcThl THUNTEpAl (Ti3imMuep, aramrap,
rpaguKTep) KOHE KypAell KOHTeHHep TypiepiH (MaccuBTep, acCOLMATHBTI
MacCUBTEp, CTEKTEp JKOHE KE3eKTep) KaMTHIbl. AFall KYpbUIBIMIAPHIH CYPHINTAY,
i371ey, ©HIey YIUIH €H MaHBI3Jbl aJrOPUTMJED TajlaHalbl. «AJTOPUTMIED KOHE
JIEpEKTEp KYPBUIBIMBI» KypChl IPOrpaMMalIayIblH OapiiblK calalapblH KaMTHTBHIH €H
KEH TapajfaH ecenTep KJIacTapblH LIEHIy/AiH aJrOPUTMJEPIH KapacThIpajabl: i31ey
JKOHE CYpPBINTAY, rpadMKaJIbIK aITOPUTMIEP MEH CaH/IbIK aITOPUTMIED.

B kypce «ANTropuTMBI M CTPYKTYyphl IAHHBIX» PacCMaTpUBAIOTCS OCHOBHBIC
CTPYKTYpPbl JaHHbBIX, B TOM 4YHCJIE CBA3aHHbIC THUOBI (CIIUCKH, NEPEBbA, rpadbl) H

JluckpeTTi MaTeMaTHKa
I[I/ICKpCTHaSI MaTeéMaTHuKa
Discrete Mathematics

® EHY 708-01-21 Kartanor AUCITUIUIMH 0 00pa3oBaTelibHON Mporpamme. M3nanne BTopoe




CJIOXKHBIC KOHTeﬁHepHLIe THIIbI (MaCCI/IBBI, aCcCOMaTUBHBIC MAaCCHBbI, CTCKU U
oqepe)m). AHEU'II/BI/Ipy}OTCH HauOoJIee Ba)KHbBIE AJITOPUTMBI COPTUPOBKH, IOHCKA,
00paboTKN JPEBOBUAHBIX CTPYKTYp M Ip. B Kypce «ANTOpUTMBI U CTPYKTYpPBI
JaHHBIX» OCBCIIAIOTCA AJTOPUTMbI PCIICHUA Hauboiee HIUPOKO PACIPOCTPAHCHHBIX
KJIaCCOB 3aJia4, MNOKPBbIBAOMIUX IMPAKTUYCCKU BCIO 001acThb mporpaMMupOBaHuNA:
TIOUCK U COPTUPOBKA, YNCJICHHBIC aJITOPUTMbI U aJITOPUTMBI Ha rpa(bax.

The Algorithms and Data Structures course covers basic data structures,
including related types (lists, trees, graphs) and complex container types (arrays,
associative arrays, stacks, and queues). The most important algorithms for sorting,
searching, processing tree structures, etc. are analyzed. The Algorithms and Data
Structures course covers algorithms for solving the most widespread classes of
problems that cover almost the entire field of programming: search and sorting,
numerical algorithms and algorithms on graphs.

15 | XKBII TK
OO KB
GCD EC

Kacinkepiik sxoHe OuzHec
IIpeanpuHUMAaTENbCTBO U
OuzHec

Entrepreneurship and
business

[ToH ym OaFbITTBI KaMTHABI: OM3HecTi Oackapy, KbI3SMETTIH SKOHOMHUKAIBIK,
QJIEYMETTIK JKOHE SKOJIOTHSUIBIK asiChl; OM3HEC HIIesl )KoHE OM3HEC JKOCHapAbl 1aMbITy;
TIOHHIH HeTi3ri OarbITTapbIHBIH Oipi peTiHAe CTYICHTTEPIl JKEeKe jKayallKepIIiTiKKe,
BIHTAJIAHABIPYFa, HWHHOBALIMAIBIKKA, TaJIBIHBICKA JKOHE KOFaM  aJIAbIHIAarbl
KayarkepuIiikke yipereai.

JaHHBIIl Kypc BKIIOYaeT TpPU HampaBieHUWs: OW3HEeC aJIMUHHCTPUPOBAHHE,
OKOHOMUKaA, CONUAJIBHBIC U OKOJOT'MYCCKUC PAMKHU KU3HCACATCIbHOCTH, Ou3Hec naes
u pa3paboTka OmsHec miaHa. Ocoboe 3HaYeHWE B Kypce YACISIeTCS BaKHOCTH
(bOpMHpOBaHI/ISI TaKHUX HOSHI.[PIﬁ, KaK HIEepCOHaJIbHasA OTBECTCTBCHHOCTb, MOTHUBAIlUA,
Ayx PIHHOBaLIHfI, JIFOOOIBITCTBO M OTBETCTBEHHOCTH nepesg 06H.[€CTBOM.

This course includes three directions: Business administration, Economics, social
and ecological framework of life; Business idea and business plan development. The
special value in this course is given to the importance of forming such positions as
personal responsibility, motivation, the spirit of innovation, curiosity, social
responsibility.

16 | KBII TK
OOJ] KB
GCD EC

Cri6aiinac  KeMKOPIBIKKA
KapChl MOJICHHAET
AHTUKOPpYTILIMOHHAs
KyJIbTypa

Anti-corruption culture

"Cpifaiiiac  )KEeMKOpJIBIKKAa  Kapchl ~ MojieHWeT"  MoHI  "aKmapaTThIK-
KOMMYHHUKAIWSUIBIK,  TEXHOJOTTsIIap” OareIThl  OUTiM - adymmpuiapia Ke3 KelreH
cei0aiiac KEeMKOPJIBIK KepiHiCTepiHe MyJfeM Te30eyIILTKTI KaJbIITacThIpyFa
OarpiTTanFad. "Kazakctan-2050 "CrpaTeruschl KalbIITAaCKAaH MEMIICKETTIH JKaHa
casich OarbITHI" ChIOaiIac )KEMKOPJIBIKTHI YITTBIK Kayilci3JliKKe TiKelnel Kayin-karep
JIopeKeciHe KoTepesi.

JucnurmHa «AHTUKOPPYIIIHOHHAS KYJIbTypa» HATIPABIICHHUS
«MHpOpMaMOHHO-KOMMYHHKAIIOHHBIE TEXHOJIOTHM» NpU3BaHa C(HOPMHUPOBATH Yy
00y4JaromuXcsl HyJIEBYIO TEPIIMMOCTD K JIIOOBIM KOPPYIIMOHHBIM IposiBIeHUsIM. Kak
u3BecTHO crparerust «Kaszaxctan-2050»: HoBbI# MOJMTHIECKHI KypC COCTOSIBIIETOCS
rocy/lapCcTBa» BO3BOAUT KOPPYNIMIO B PpaHT MPSIMOH Yyrpo3bl HAIMOHAJIBHOU
0€301acHOCTH.

The discipline "Anti-corruption culture” of the direction "Information and
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Communication Technologies" is designed to form students" zero tolerance for any
corruption manifestations. As is well known, the strategy "Kazakhstan-2050": A new
political course of the established state “"elevates corruption to the rank of a direct
threat to national security.
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Hudpasik
TCXHOJIOTUsIap bl
cananap OoWbIHIIIA
KOJJaHy

Hudpossie TexHOTOTHI
110 OTpacIsIM IPUMCHCHU
Digital technologies by
branches of application

Kypctel oky OapbichiHaa OuniM amymisl aknmaparrapibl i37ey, cakray, eHiaey,
Kopray JKOHC Taparyaa I_II/I(l)pJ'II)IK TCXHOJIOTUAHBI, SpTYpJ'Ii AKIMapaTThIK JKOHC
KOMMYHUKAIMSUTBIK ~ TEXHOJOTHSUIApAbl  KOJNJAaHy OKOHE TIPIIUNKTIH  9pTypii
calanapblHia Kocimkepmik Oimimmi kommana Oimy. COHBIMEH KaTap CaHIBIK
TEXHOJIOTHSIIAP JKOHE HHU(MPIBIK SKOHOMHKA TYypaibl TYCIHIK, IUQPIBIK YKIMeT,
mupaplk  OW3Hec, MHUQPIBIK  WHHOBAIMAIAP, CAaHABIK  TEXHOJOTHIApIa
KOJNJAHBUIATHIH ~ JKacaHIbl HMHTCIUIGKT  MOZETBACpPi MEH  OficTepi, KOJiK
JIOTUCTUKACBIHAAFBl IUQPIBIK TpaHcHOpMaIMsi OCHl MaTephall CTYACHTTEepre
OUQPIBIK  TEXHOJOTHSNIAPABl camamap OOWBIHIIA KOJAAaHYJarkl OUTIM  MeH
JIaFIblIap bl Urepy YLIiH Oepiiesi.

[Mpyn m3ydyeHHH Kypca OOyYarOLIMHCS JOJDKEH YMETh NPUMEHTh LH(pOBbIC
TCXHOJIOTUHU, PA3JIUNYHBIC I/IH(l)OpMaIlI/IOHHbIe N KOMMYHUKAIIMOHHBIC TEXHOJIOTUH B
MOUCKE, XpaHEHUH, OOpabdOTKe, 3allUTe M PacIpOCTpaHeHWH HUHopManuu U
NPUMCHATH MMpCANPUHUMATCIILCKUE 3HAHUA B Ppas3IMYHbIX C¢)ean
KU3HenesITeabHOCTH. KpoMe Toro, KoHIenuus udpoBbIX TEXHOJIOTHHA U IH(POBOit
9KOHOMUKH, IM(PpOBOE MPaBUTEIBCTBO, MH(PPOBOIT Om3HEC, MU(ppPOBbIC MHHOBAIIWY,
MoACIM MW METOAbl HCKYCCTBCHHOI'O MWHTCIUICKTA, HCIIOJIB3yCMbIC B I_[I/I(prBBIX
TEXHOJIOTHX, NA(pOoBask TpaHCHOPMAIUS B TPAHCIIOPTHOH JTOTUCTUKE 3TOT MaTepHall
6y,E[CT NpeAOCTaBJICH CTYyACHTAM IJIA HpI/IO6pCTCHI/I$[ 3HaHUH M HaBBIKOB B 00JacTH
MIPUMEHECHUS ITUPPOBBIX TEXHOIOTHIH.

When studying the course, the student must be able to apply digital technologies,
various information and communication technologies in the search, storage,
processing, protection and dissemination of information and apply entrepreneurial
knowledge in various spheres of life. In addition, the concept of digital technologies
and the digital economy, digital government, digital business, digital innovation,
models and methods of artificial intelligence used in digital technologies, digital
transformation in transport logistics, this material will be provided to students to
acquire knowledge and skills in the application of digital technologies

AKMapaTThIK XKOHE
KOMMYHUKAITHSITBIK
texnonorusuap/Muagpopma
LIAOHHO-
KOMMYHHUKAIIMOHHbBIE
TexHoJyioruu / Information
and communication
technology

18
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Ickeprnik puropuka
JenoBas putopuka
Business rhetoric

[ToH HaKTBHI MiHIETTEpPre KOJ XKETKI3y YIIiH KbI3METTIK CalaHbIH dp TypJepiHie
ajzlamsiap apachlHJa THIM/I JKOHE CeHIMAI ceineyni xyprizyre OarbiTTanras. [IoH 3
OWpIH  Ounmipyre, cayarThl [JHajJor, MOHOJIOT, IIiKiprajacrtap O Kyprisyre,
KOMMYHUKAaTHUBTIK JaFabllap MEH MAaIIbIKTapAbl, IIEMEeHIIK ©HEpJAl MeHrepyre,
LIEMICH/IIK OM/IBIH KOMMYHHKATHUBTIK HUETIH TYCIHyTe€ MYMKIHIIK Oepeti.

JucuunumHa OpHeHTHpOBaHA Ha BeneHHe 3()(eKTHBHONW W yOeAUTENbHOW pedn
MEXIY JIIOABMH MPH PAa3IMYHBIX BHIAX CIYXEOHOH cdepbl ISl JTOCTHIKEHUS
KOHKPETHBIX 3ajad. JIMCIMIIMHA MO3BONAET HAYUHWThCA BBIPAXKATh CBOM MBICIH,
BECTH TPaMOTHBIH JIMaJOr, MOHOJIOT, JUCKYCCHH, 00Ja/aTh KOMMYHHKAaTHBHBIMHU

® EHY 708-01-21 Kartanor AUCITUIUIMH 0 00pa3oBaTelibHON Mporpamme. M3nanne BTopoe




YMCHUAMHU U HaBbIKaMH, OpPAaTOPCKHUM HCKYCCTBOM, IOHHMMAaTb KOMMYHHUKATHUBHOC
HaMEepeHHe oparopa.

Discipline is focused on maintaining effective and persuasive speech between
people in various types of service areas to achieve specific tasks. Discipline allows
you to learn how to express your thoughts, conduct a competent dialogue, monologue,
discussions, have communicative skills and abilities, oratory, understand the
communicative intent of the speaker

19 | XKBII TK OKoIorus Heri3aepi KoHe Byn moHHIH MakcaTel €HOEK XOHE eMip TIpUIUNTiHIH Kayilci3 »XKoHe 3MSHCHI3
OO/ KB TIPIIUTIK Kayinci3miri KaFTalblH KYpyIbl, OHIIPICTIK KaOAbIKTapAbl MOHTAXK/IAY KOHE MaliaanaHy Ke3iHzae
GCD EC OCHOBBI KOJIOTHH U Kayilci3miK ImapajapblH CaKTayIbl, XaJbIKTBI JKOHE OHMIPICTIK MEepCOHANIHL,

0e3omacHOCTH IapyalibUIBIK — JKYPri3y OOBEKTUIepiH BIKTUMAll —CalaplaH, aBapHsIapAaH,

KI3HEICATCITPHOCTH amaTTapaH, anaTTapAaH Kopray OOMBIHIIA TOTEHINIE >Kargaiimapia cayaTThl HICHIiM

Fundamentals of ecology KaObUIIay I6I sKOHE 00JDKAY/IBI YHPEHY KOHE OJIapIbIH CajlIapbiH JKOKO.

and life safety JucuumirHa mo3BosisieT (GOPMHUPOBATh HABBIKM CO3[aBaHUS 0E30MaCHOTO |
0E3BPEIHOTO YCIIOBHI TPY/Ia U KU3HEACATSILHOCTH, COOIIOIaTh MEPhI 0€30MaCHOCTH
IPU MOHTAXKE U KCIUTyaTalliu [IPOU3BOJICTBCHHOTO 000PY/I0BaHUs, IIPOTHO3UPOBAThH
Y MIPUHUAMATh TPAMOTHBIC PEIICHHS B YCIOBUAX YPE3BBIYAMHBIX CHUTYAIMU 1O 3aIUTE
HAceNCHUsS W MPOM3BOJICTBCHHOTO IEPCOHANa, OOBEKTOB XO3SHCTBOBAHUS OT
BO3MOKHBIX TIOCICJCTBHH, aBapuii, KaracTpo(, CTHXHH H JHUKBHIUPOBATH WX
TTOCTICICTBHSL.

Discipline allows you to form basic skills for creating safe and harmless working
and living conditions, observe safety precautions during installation and operation of
production equipment, predict and make competent decisions in emergency situations
to protect the population and production staff, facilities from possible consequences,
accidents, disasters, the elements and eliminate their conseguences.

20 | XBII TK Frutbimu 3eprey anicrepi Kypc axnmapaTThIK TEXHOJIOTHSIAP CAlACBIHAAFBI FRUIBIMHU 3€pTTEYJIEp HOTHXKEIepiH
OO/l KB MeTtobl Hay4HbIX TaAayAblH OMICTepiH THIMII TNalganaHyFa, akKmaparTel I37ey, OHICY JKOHE
GCD EK HCCIIeTOBaHUN KUOEpKAyINCIi3iK TEOPHsIIBIK-9/[ICHAMANBIK JKOHE MPAKTHKAJIBIK ACIEKTICIH OKBII-

Science research methods

yiipenyre OarpiTTanFad. Hormkecinme OuliM — amymsiiap TEOPHSIIBIK  KOHE
KOJIaHOaNbl JICHTeine ToXIpUOeNiK >KOJIMEH alblHFaH FBUIBIMH (QakTinepAdi i3zey
HOTIKEJIEPIH OHJEY JKOHE FBUIBIMH KOPBITHIHIBUIAD YIIIH SMIHMPHUKAJIBIK 0Oa3aHbI
KaJIBINTaCTBIPY Ibl, FEUIBIMH TY>KBIPbIMJaMaJlapFa ColKeC MPaKTHKAIBIK MJIIMETTEp I
TYCIHIIpY i yiipeHeai.

Kypc nHampaenen Ha 3(Q(QeKTHBHOE HCIIOIH30BAHWE METOJOB aHANIH3a PE3yNbTaTOB
HAYYHBIX WCCJIEIOBaHUN B 00MacTH WHGOPMAIMOHHBIX TEXHOJIOTHH, H3yYCHUE
TEOPETUKO-METOJJOJOTHYSCKUX U IPAKTUYECKUX acCIeKTOB TIOMCKa, 00paboTKU
nHpopmanuu u kubepodezonacHocT. B pesynbprare 00ydarommecs Ha TEOPETUIECKOM
" NPUKIaJTHOM YPOBHE HAy4daTbCA BBIABIIATH 3aKOHOMEPHOCTH TEXHOJIOTHH ITOMCKa
nHpOpMaMM W OOpabOTKHM PE3yJIbTATOB IMOWCKA HAYYHBIX (HhaKTOB, IOJyIaeMbIe
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OINBITHBIM ITYTEM, (l)OpMI/IpOBaTI) SMIIMPUYECCKYTIO 6a3y JJiId Hay4YHbIX BBbIBOJOB,
HUHTEPIPETUPOBATL NPAKTUICCKUE JaHHBIC COIJIaCHO HAYyYHbIM KOHICIIIUAM.

The course is aimed at the effective use of methods for analyzing the results of
research in the field of information technology, the study of theoretical,
methodological, and practical aspects of information retrieval, processing and
cybersecurity. As a result, students learn to form an empirical base for scientific
conclusions and processing the results of searching for scientific facts obtained at the
theoretical and applied levels, to interpret practical data in accordance with scientific
concepts
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Ickepmix MogeHHET
KynbTypa nenosoro
oO1eHns

Business culture

ITon ickepiik >koHE KOCIOM KaphIM-KATHIHACTA CTAHOAPTTH JKOHE CTaHIAPTTHI
eMec MIHIeTTepHi Imemryre, KociOm 3THKa MEH KOCciOM KBI3METTIH TaJlalTapbiH
KOJIJaHyta, OHBIH HOpMaTI/IBi, OPBIHABUIBIFBI MCH MAaKCATTbUIbIFbl TYPFBICBIHAH
cellleyi Tanmayfa, aybl3IIa >OKOHE Jkaz0amia ceiyieyleri KaTemiKTep MeH
KEeMILUTIKTEPAl KOIFa MYMKIHIIK Oepeti.

JII/ICIII/IHJ'II/IHa MO3BOIACT peIIaTh CTaHAAPTHBIE W HECTAaHAApPTHBIC 3aJadyu B
JICIOBOM u npodeccHoHAILHOM 00ILeHNH, NPUMEHSTh  TpeOoBaHUs
poheCCHOHATBHOM 3TUKHU U MPO(ECCHOHATTLHON JEATSIbHOCTH, aHAIM3UPOBAThH PeUb
C TOYKH 3pC€HHA €€ HOPMATHBHOCTU, YMECTHOCTU U ueﬂecoo6pa3ﬂocm, YCTpaHATh
OIIMOKK ¥ HEJOYEThI B YCTHON M MUCHBMEHHOU PEYH.

Discipline allows solving standard and non-standard tasks in business and
professional communication, applying the requirements of professional ethics and
professional activity, analyzing speech from the point of view of its normativity,
relevance and expediency, eliminating errors and omissions in oral and written
speech.

5 cemecTp /5 cemecTp / Semester 5

KOO komnonenTi / BY3oBckuii komnonenT / University component
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BIT1 JKOOK
BJI BK
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JepekTep Oa3anap xoHe
OJIApABIH Kayinci3uiri
ba3bl JaHHBIX ¥ UX
0e30macHOCTh
Databases and Their
Security

5

Kypc op Typ:xi maniMmertep 0a3zacbiHga 0ap aknmaparThl KOpFayAbl KaMTamachi3
eTyre OarbITTalIFaH TEXHUKAIBIK Kypajjap MeH YHbIMAACTHIPYIIBUIBIK IIapanap/IbiH
JKUBIHTBIFBIH 3epTTeiini. MamiMerTep 0Oa3achlH KOpFayFa JXKoHE KYIHS aKnapaTThiH
Kayilci3miriH KaMTaMachl3 €Tyre apHaJFaH KOINTereH NPOorpaMMajIbK IIerriMIep,
MamiMeTTep 0a3achlHAa CaKTallaThIH KayilnTep, MATiMeTTep 0a3achIHBIH KayiICi3Iirin
Gackapy/IbIH HEri3ri NpUHIMNTEPI, KOPFaIFaH MaJliMeTTep 0a3achlH Kypy aclekTiiepi
JKOHE T. 0. 3epTTeINe/i.

B kypce m3y4aeTcss COBOKYNMHOCTh TEXHHYECKHX CPEJCTB M OPraHM3allMOHHBIX
Mep, KOTopas HalpaBJieHa Ha o0ecrieueHne 3anThl nH(popManuy, MpUCyTCTBYOLIEH
B pa3HOOOpa3HbIX 0a3ax JaHHBIX. M3ydaroTcsi MHOXECTBO IPOTPAaMMHBIX pPEICHHH
JUIS 3aIIUTBI 0a3 JaHHBIX H obecredeHwsi 0e30macHOCTH KOHQPUACHIIMATHLHOU
uHopmanuy, yrpossl, Xpasieics B 0a3ax JaHHBIX, OCHOBHbBIC IPUHIIUIIBI
ynpasieHus 6e3omacHocThio b/I, actiexkTs! co3nanust 3amumeénabx b/l u 1.1,

The course examines a set of technical tools and organizational measures that are

JluckperTi MaTemMaTuka
JuckpeTHas MareMaTuka
Discrete Mathematics
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aimed at ensuring the protection of information present in a variety of databases. We
study a variety of software solutions for protecting databases and ensuring the security
of confidential information, threats stored in databases, the basic principles of
database security management, aspects of creating secure databases, etc

23 | KII )KOOK
TJ1 BK
PD UC

KomrmbroTepiik sxoHe
TCJIICKOMMYHUKAINUAJIBIK
KyHenep
KomnerotrepHsie u
TECICKOMMYHHUKAIIUOHHBIE
CCTHU

Computer and
Telecommunication
Systems

[ToH cTyneHTTEpre KOMBIOTEp JKelyiepi Kaiibl OiliM Oepyre jkoHE oOJIapMeH
KYMBIC JKacay JaFIbUlapblH KaJIBIITACTHIpyFa OarbiTTanrad. [loH KommbloTep
XKEJJIEpiHiH JaMy TapHXbl, Ka3ipri Ke3[eri akmapar ajiMacy TeXHOJOTHsUIaphl, el
TOTIOJIOTHACHL TYCIHIT, JEpPEeKTepAi TaOBICTay OpTACHIHA KOJDKETIMIIK Tociimepi,
KMITBIOTE JKEeNiciH OacKapy Karuaajaphbl, KeliJepaeri KOMMYTHIHA jKoHe Oarmapiay
Tocinaepi, KOMITBIOTEPIIIK keninep kiaccupukamusacel, OS] 3TanoHIBI MOAETi KoHE
oublH TCP/IP mpOoTOKONBIMEH OalIaHBICHI, HWEPAPXMSUIBIK JKei MOJCITiHHIH
JCHTeIIepiHAe aKmapaTTel KepceTy Kailmel akmapatr Oepemi. Kasipri xesgeri
KOMITBIOTEPIIIK  JKEJIepAl Kypy HaFAblUIapblH  KaJbIITACTBIpyFa OaFbITTaFaH
TOKIPUOEITIK TarChIpMaiap KapacThIPbLIFaH.

[Tpeamer HanpaBieH Ha GOPMHUPOBAHUE Y CTYIEHTOB 3HAHUW M HAaBBIKOB PaOOTHI
C KOMIIbIOTCPHBIMU CETAMMU. PaCCManI/IBaIOTCH HUCTOPUHN PA3BUTUA KOMIIBIOTCPHBIX
CeTeﬁ, COBPCMCHHBIC TCXHOJIOTUM TMEPEAavYn NAaHHBIX, MMOHATUI ceTeBOM TOIIOJIOT'HH,
METOJBI IOCTYIIA K Cpelle Iepeaayuu, IPUHIUIBL YIPABICHUS KOMIIBIOTEPHOHI CEThIO,
METOAbl KOMMYTAllMU W MapupyTHU3alluu B CETAX, KHaCCI/I(i)I/IKaHI/II/I U Ha3HA4YCHMUA
KOMITBIOTEPHBIX CeTel, CTpyKkTypa 3TasioHHOM Mozaenu OSI, ee cBs3b ¢ ypOBHIMU U
6azoBeiMu mpoTokonmamu creka TCP/IP, dopmer mpencraBneHus wHbOpMANHK Ha
pasHbIX YpOBHIX HepapxXuu ceTeBoil Mojenu. [IpexycMOTpeHO BBINOIHEHHE
MIPAaKTHYECKUX pabOT HampaBiIeHHBIX Ha ()OPMHUPOBAHHME HABBIKOB IIOCTPOCHHUS
COBPEMEHHBIX KOMITBIOTEPHBIX CETEH.

The subject is aimed at developing students' knowledge and skills on working
with computer networks. It considers the history of the development of computer
networks, modern data transmission technologies, the concepts of network topology,
methods of access to the transmission medium, principles of computer network
management, methods of switching and routing in networks, classification and aims
of computer networks, the structure of the OSI model, its relationship with levels and
basic protocols of the TCP/IP stack, forms of information presentation at different
levels of the network model hierarchy. It provides practical tasks aimed at developing
the skills of building modern computer networks.

OnepanusuisIk Kyhenep
xoHe OX kayincizairi
OHepaHHOHHLIe CHUCTCMBbI
u 6e3omacHocth OC
Operating Systems and
Operating Systems
Security

24 | KIT KOOK
T1J1 BK
PD UC

Kpunronorus
Kpunronorus

Cryptology

KpunTosorustHelH =~ Macenenepi  MeH  oxictepi  3eprreneni. Kiaccukaibik
dpap, aFBIH]IBIK, CHUMMETPHSUIBIK, ACHMMETPHSIBIK ITOPUTMIED,
KpunTorpadusuiblk  Xom-QYHKIUSIAD HKOHE JIICKTPOHABIK IUQPIBIK KoJATaHOa
cxemajapbl. JiumIcTik Kpunrtorpadus snemeHtrepi. Kpunrorpadusuislk OepikTik
yFeIMBl.  CHUMMETpHSIIBIK  MHQPIapaslH  KPUNTOAHAMM31 (TIAMIH CTaTUCTHKAJBIK
cumnaTTaManapbl, SKHUIIKTI Tangay, AudQepeHInanibl, ChI3BIKTHIK, anreOpaibk).
ACHMMETPHSIIBIK ~ KPHIITOXKYHENepAiH KpunToaHamu3i ((akropuszamus, TUCKPETTI
Jorapudmaep, IUMICTIK  KuchikTap). Illudpray pexumaepiHiH  OCaJIBIFHI.

Kpunrorpadusasia
MaTeMaTHKAIIBIK HEeTi3aepi
MareMaTnu4ecKue OCHOBEI
Kpurtorpaduu
Mathematical Basics of
Cryptography
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[IporpammaibIK icke acsipyJap jkoHe Kypajiiap.

I/I3yqa}0Tca 3aJa4 U MCTOJbl KPUIITOJIOT'UU. Kiaccnueckue IlII/I(l)pLI, IIOTOYHBIC,
CUMMECTPHUYHBIC, ACUMMCTPUYHBIC aJITOPUTMBI, KpI/IHTOI‘pa(l)I/I‘IeCKI/Ie X3HI-(1)yHKI_II/II/I u
CXEMBI 3J'IeKTp0HHOI71 HH(l)pOBOﬁ IIOAITMCH. DJIeMEHTBI SJUTUNTAYECKOMN
kpuntorpaduu. [Tonstue xpunrocroiikocT. Kpunroananns ciMMETpUYHBIX MH(POB
(craTucTHYeCKHE XapaKTEPUCTHKH S3bIKa, YaCTOTHBIM aHanu3, audQepeHnnanbHbIH,
TUHEWHBIA, anreOpandecknii). Kpumroananwms acHMMETPUYHBIX KPHIITOCHCTEM
(paxTopmzanusi, AUCKPETHBIE JIOTapU(MBI, SIUTUNTHYCCKUE KPUBBIC). YSI3BUMOCTH
pexxumoB mmdpoBanus. [IporpaMMHbIe peanr3anuy 1 HHCTPYMEHTapHi.

Problems and methods of cryptology are studied. Classical ciphers, stream,
symmetric, and asymmetric algorithms, cryptographic hash functions, and electronic
digital signature schemes. Elements of elliptic curve cryptography. The concept of
cryptostrength. Cryptanalysis of symmetric ciphers (statistical characteristics of the
language, frequency analysis, differential, linear, algebraic). Cryptanalysis of
asymmetric cryptosystems (factorization, discrete logarithms, elliptic curves).
Vulnerabilities of encryption modes. Software implementations and tools.

25 | BI1 )KOOK blxTManaeikTap 5 [ToH KOMOMHATOPUKAHBIH HETi3ri 3JeMeHTTepiH, bepHyum cxemachiHIarbl eKTi | MaTtemaTHka
B/l BK TEOPUSACHI JKOHE TeopeMajap/bl,  YJIECTIpYJIH  MaHbI3Ibl  3aHJBUIBIKTApblH,  MaTeMaTHKalblK | Maremarnka
BD UC MaTeMaTHKaJIbIK, CTaTUCTHKAHBIH HETI3rl YFBIMIAPBIH 3epTTEyre MYMKiHIIK Oepemi. By op Typai | Mathematics

CTaTHUCTHKA ecenTep/i menry ymid bIKTUMangpIKTap TeopusCbl MEH MaTeMaTHKAIBIK CTATHCTHKA

Teopust BEpOSITHOCTHOCTEH caJlaChIHAAFbl TEOPHMSUIBIK OUTIM/I KOJIZAaHyFa JKOHE BIKTMMAIABIKTAP TEOPHSICHI MEH

u MaTeMaTudecKast MaTeMaTHUKaJIBIK CTaTUCTHKA €CENTepiH 3epTTEy/iH anmaparbl MEH OSicCiH AyphIC

CTATUCTHUKA TaHJay JaFAbUIapbIiHa Ue 00JyFa MYMKIHIIK Oepeti.

Probability theory and JMCUMIUIMHA TO3BOJISIET U3Y4YWTh OCHOBHBIE 3JIEMEHThI KOMOWHATOPHKH,

mathematical statistics npefesbHBIe TEOPeMBl B cXeMe bepHysum, Hauboliee BaXKHBIC  3aKOHBI
pacripeniesieHuii, OCHOBHbIE TMOHATHA  MaTeMaTH4ecKkod  craTtuctuku. [laer
BO3MOXHOCTh IPHUMEHSITh TEOPETHYECKHE 3HAHUA B TEOPUHM BEPOSITHOCTH W
MaTeMaTHYECKOW CTAaTHUCTUKU JUIS DPEIICHHS pa3IM4YHBIX 3a7ad U HMMETh HaBBIKH
MPaBUIIBHOTO BRIOOpA ammapara M METO/a MCCIEJOBAHUS 3a/1ad TEOPUU BEPOSATHOCTH
1 MaTeMaTHYeCKOH CTaTHCTHKH.

The discipline allows you to study the basic elements of combinatorics, limit
theorems in the Bernoulli scheme, the most important laws of distributions, the Basic
concepts of mathematical statistics. This makes it possible to apply theoretical
knowledge in the field of probability theory and mathematical statistics to solve
various problems and have the skills to correctly choose the apparatus and method of
studying problems in probability theory and mathematical statistics.

Tannay 6oiipiHma komnonerTTep / Kommnonentsl no Beioopy / Optional Components

26 | BII TK BynTThIK TeXHOMOTHSIIAD 5 [Monni oky OapbICEIHIA CTYJCHTTEP JKEJeN YCHIHBLIATHIH )KOHE C€H a3 Maijaiany
BJI KB XKoHe 3aTTap MHTepHeTi IIBIFBIHAAPBIMEH IIBIFAPBUIATBIH HEMece IpoBaiepre JKYTIHETiH
BD EC OO6iayHbIe TEXHOJIOTHH U KOH(UTYpaIMsUTAHATBIH €CEeNTEY PECYPCTAPBIHBIH Kbl MYJIBIHBIH (aFbUII. pool)

WurtepHer Beuen

TamanTapbl OOWMBIHIIA OapiIbIK KepJe >KOHE BIHFAHIBl KOJDKETIMII JKellijepMeH
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Cloud Technologies and
Internet of Things

KaMTaMachbl3 eTy'L[i 6iﬂ[[ipeTiH AKIMAapaTThIK-TEXHOJOTUAJIBIK KOHUCTINUAJIAPp CHUAKTHI
OYITTHl ecenTeysiep Typalbl JKajlbl MariymaT ajajpl. Marepuan cTyJeHTTepre
AKMapaTTBIK TEXHOJOTHSIAPABI AMBITYIBIH THIMAI OaFBITHI PETIHAC OYJITTHI
ecenTeyJliep/i urepy OOMbIHIIA OiTiM MEH JaFbUIapAbl UTepy YILiH Oepineni.

B nmpouecce M3y4YCHUd AUCHUIIIIUHBI 06yqafom1/1ec51 NOoJIy4aroT NOHUMaHHC 00
00JIa4YHBIX BBIYHUCJICHHUAX, KakK I/IH(l)OpMaHI/IOHHO-TeXHOHOFquCKOﬁ KOHICIIIHUH,
oIpa3yMeBaroIeii o0ecredeHne MOBCEMECTHOTO U yIOOHOTO CETeBOTO AOCTyMa II0
TpeOoBaHMIO K OoOmemMy Iyny (aHri. pool) KOH(PHUTYpHPYEMBIX BBEIYHUCIUTEIBHBIX
pecypcoB, KOTOpBIE MOTYT OBITh OIECPATHBHO INPEIOCTABICHBI M OCBOOOXKAEHBI C
MHUHUMAJIbHBIMU 3KCIUTYyaTallUOHHBIMU 3aTpaTaMi WA 06paH.IeHI/I$IMI/I K npOBaI‘/'Iz[epy.
MaTepHan JAacTC JId NOJYy4YCHUS CTYACHTAMH 3HaHWI W HaBBIKOB II0 OCBOCHUIO
00TaYHBIX BBIYMCIICHUI KakK 3¢ PEeKTUBHOTO HalpaBJICHUS pasBUTHUA
MH(OPMAMOHHBIX TEXHOJIOTHH.

In the course of studying the discipline, students gain an understanding of cloud
computing as an information technology concept, which implies providing ubiquitous
and convenient network access on demand to a shared pool of configurable computing
resources that can be quickly provided and released with minimal operating costs or
calls to the provider. The material is given to provide students with knowledge and
skills in the development of cloud computing as an effective direction for the
development of information technology.

27 | BIITK
BJ KB
BD EC

Komnbprotepitik akmapaTTsl
KOptray TCXHOJIOTHsJIapbl
Texuomorun 3allluThI
KOMITBIOTEPHOU
nHpopmanuu
Technologies of Computer
Information Protection

Kypcra akmaparrtel pykcaTchl3 anylblH, HaijanaHyJblH, >Kapusulay/ablH,
OypMaiayablH, ©3TrepTyIiH, 3epTTEYIIiH, *Ka3yIblH HEeMece >KOIOJBIH aJIbIH ayIbIH
OHJIPICTIK JKOHE IPOTrPaMMANBIK-TEXHOJNOTHUIBIK — KYpajmapbl — CHIIATTaJIFaH.
AKMapaTTsl KOPFayAblH TEXHOIOTHSUIBIK HETi3/Iepi, aKmaparThl KOpFayabl xkobanay,
TEKCepy >KOHE METPOJIOTHSUIBIK KaMCBI3JaHIBIPY Herizziepi 3eprreiell. AKnapaTTsl
KYKBIKTBIK ~ KOpFay,  aKmapaTThlK  KayilCi3[ikTi  BepupHkauusuiay  HKoHeE
TEXHOJIOTHSUTBIK KaMCBI3IaHAbIPy HEri3aepi, Kynusi akmapar Ke3epiHe PYKCaTChi3
KOJI J)KETKI3yTe KapChl iC-KUMBLIT MACEIIEIIEPi.

B kypce wu3nararoTcsi NpPOU3BOACTBEHHBIE U IIPOIrPAMMHO-TEXHOJOTHYECKUE
cpeacTBa MNpEAOTBPALICHHUA HECAHKIIMOHUPOBAHHOTO WCIIOJB30BaHUA, PACKPBITHA,
HUCKaXXCHUA, U3MCHCHUA, HCCICAOBAHHNA, 3allMCU WM YHHUYTOKCHUSA I/IH(i)OpMaIII/II/I.
I/I3y‘laIOTCH TCXHOJOT'HYCCKUEC OCHOBBI 3allIUThI I/IH(i)OpMaIII/II/I, OCHOBbI
MPOCKTUPOBAHUA, BepI/I(l)I/IKaIII/II/I n  MCTPOJIOTUYCCKOTO obecrieueHus 3allIUThI
nHdopmannu. IlpaBoBast 3amura HHGOpPMAIMM, OCHOBBI BepH(UKAIMH U
TEXHOJIOTHYECKOr0 obecreyeHust PIH(l)OpMaL[HOHHOfI 6630HaCHOCTI/I, HpO6J’I€MI)I
HpOTHBO)ICfICTBHH HECAHKIIMOHUPOBAHHOMY JA0CTyly K HNCTOYHUKaAM
KOH(MUISHITHATLHON HHpOpMAaIHH.

The course describes the production and software and technological means to
prevent unauthorized access, use, disclosure, distortion, modification, research,
recording or destruction of information. The technological bases of information
protection, the basics of design, verification and metrological support of information

Kubepkayirciz ik
Herizaepi / OCHOBBI
kubepbesonacHocTu/
Basics of cybersecurity
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protection are studied. Legal protection of information, the basics of verification and
technological support of information security, problems of countering unauthorized
access to sources of confidential information.

28 | KIITK AXnapatThIK XyHenepain Kypc akmapaTThlK >KyHenepaiH Kayilci3miri YFeIMAApblH, KocimopbiHAapAbH | KoMmbloTepitik aknaparThl
11 KB IporpamMMa’bIK aKMapaTThIK JKyHenepi KOMIIOHEHTTEPIHIH OCaNJBIKTapbhlH 3epTTeY]l KaMTHIBL. | KOpFay TEXHOJIOTHSIAPhI
PD EC KOMITOHEHTTEPiHIH Kopranran nporpammanay Herizfepi KapacThIpbUIabl, KOMIIBIOTEPIIK BUpycTapAaH | TeXHOIOTHH 3alUThI

Kayinci3airi KOpFaHy;  KOMIIbIOTEpJEpIeri, JKeprilikTi  KeJiiepaeri »koHe  OaiylaHbIC | KOMIIBIOTEPHOM
BbesomacuocTh KYpaJmapblHOAFbl aKMapaTThl KOPFAayAbIH IPOTpaMMaiblK Kypaingapsl. AKmapar | HHGOpMamuu
TIPOTPaMMHBIX Kayirciszirine, KopralaTelH aKTHBTEpPre TOHETIH KayinTepmiH >kikrenyi, commaii-ak | Technologies of Computer
KOMITOHCHTOB (aBTOMAaTTaHIBIPBUIFAH) AKMapaTTHIK XKyHenepae akmapaTThl Kopraynbl KamTamaced | Information Protection
WH(POPMALMOHHBIX CUCTEM €Ty 9IIiCTepi MEH pacimaepi Oepineni.
Security of Software Kypc npemycmarpuBaeT u3ydeHHe MOHATHI Oe3omacHocTu uHpopmMarmonusix | Python timinme
Components of CHCTEM, YA3BUMOCTEH KOMIIOHEHTOB WH()OPMANMOHHBIX CHCTEM MPEANPHATHHA. | IporpamMManay
Information Systems PaccmaTpuBaroTcsi OCHOBBI  3alMIEHHOIO IporpaMmupoBaHusi; 3amura oT | [IporpammupoBanue Ha
KOMITBIOTEPHBIX ~BUPYCOB; MpPOTpaMMHBIE CpPEACTBA 3alluThl MHMopMauuu B | s3bike Python
KOMITBIOTEPAX, JOKAIBHBIX CETAX, U CPEeACTBaxX cBs3u. Jlarorcs knaccupukanuu yrpo3 | Programming in Python
0e30MmacHOCTH MH(POPMAIIMH, 3alIMIIAEMbIX aKTUBOB, a TAK)KE METOJBI M MPOLEIYPHI
obecrieueHns 3amMThl MHPOPMAIKA B (aBTOMATH3UPOBAaHHBIX) HHGOPMANHOHHBIX | CKPHUIT TiNAepiHae
cucTeMax. nporpammaiay
The course provides for the study of the concepts of information system security, | IIporpaMmmupoBaHue Ha
vulnerabilities of enterprise information system components. The basics of secure | ckpunToBbIX s13BIKAX
programming; protection against computer viruses; software tools for protecting | Programming in Script
information in computers, local networks, and communications are considered. | Languages
Classifications of threats to the security of information, protected assets, as well as
methods and procedures for ensuring the protection of information in (automated)
information systems are given.

29 | KIITK IIporpamMmansIK KOATHI Kypcra mporpamMmainbik KOATHI TajiayFa >KOHE OHTainanaelpyra apHanran | C++ riminge
11 KB TaJay KoHE TEXHOJNOTHsIAp ~ MEH  MNpOrpaMMaiblK  Kypayiap  OKbITBbUIAAbl  (BHPTyalIsl | Iporpammaiay
PD EC OHTAMIAHABIPY TEXHOJIOTHsIIAp, Aedarepiiep, au3acceMoepiep, ekiik (ailn pegakropiaapsl, apHaiisl | [IporpaMMupoBaHue Ha

AHanmm3 ¥ ONTHMH3AIUS
MpOrpaMMHOTO KoJa
Program Code Analysis
and Optimization

KiTanmxaHayap, JUHTEpiep >koHe ¢opMaTTayuisiap). KoMmuasTopiapaslH KYMBIC
rmapameTpiepi, JOTHKalbIK KaTelep MeH apThIK KOATHl Taly omicTepi 3epTTemeni.
Kanmen,  kdmimeH — JKYMBIC  ICTEY — KapacTBIPBUIAABI;  OHTAWIAHIBIPATHIH
TEXHOJIOTHIIAP b KOJIAHY IBIH OPBIHIBUIBIFBIHBIH KeHO1p KpuTepuiiiepi oepinei.

B kypce n3ydaroTcsi TEXHOJIOTHH M TPOTPAaMMHBII HHCTPYMEHTApUIl [T aHAIIN3a
U ONTHUMH3ALNUU TPOTPAMMHOTO Koja (BUPTYaJbHBIC TEXHOJOTHH, OTJIATYHKY,
Jau3acceMOiiepsl, penakTopel OWHAapHBIX (aiIoB, cHenuaibHblE OMOIMOTEKH,
JUHTEpBl U (opMaTHpoBIIMKH). V3ydaroTcs mapameTpbl pabOThl KOMITMIIATOPOB,
CIMOCOOBI HAXOXJICHHsl JIOTHUECKHX OIMIMOOK M JIMIIHEro Koja. PaccmarpuBarorcs
pabora ¢ NaMATHIO, KJIIEM; [JAlOTCS HEKOTOPble KPHUTEPHUH LENecOO00pa3HOCTH
MIPUMEHEHHS ONITUMH3HPYIONINX TEXHOIOTHH.

The course covers technologies and software tools for analyzing and optimizing

si3pike C++
Programming in C++

Python Tiniane
nporpammanay
[MporpammupoBanue Ha
s3bIke Python
Programming in Python

Cxkpunr Tinaepinae
porpaMmMarnay
[IporpammupoBanue Ha
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software code (virtual technologies, debuggers, disassemblers, binary file editors,
special libraries, linters, and formatters). We study the parameters of the compilers,
how to find logical errors and unnecessary code. The work with memory and cache is
considered; some criteria for the feasibility of using optimizing technologies are given

CKPUIITOBBIX SA3bIKaX
Programming in Script
Languages

6 cemecTp / 6 cemecTp / Semester 6

KOO komnonenti / BY3o0oBckuii komnoneHnT / University component

30 | BII 2KOOK Hudpisik 5 Kypcra xubepKpUIMBICTBIH Oedrimi Typiepi, olapAbl XKy3ere acelpy omictepi | Omepalusuiblk xyienep
BJI BK KPUMHHATHCTHKAHBIH KapacTBIpBUIaNBl JKoHE okikTenmemi. LIUQpaplk coT capamTaMackl IPOIECIHIH | JKOHE OJNIApIIBIH
BD UC Heri3xepi MOJIeNbepi MeH Ke3eHIepi (eHaey, Tanaay, T PIIBIK JoJenaeMeepl YChIHY), OHBIH | Kayinci3miri
OCHOBBI TUPPOBOH imHAe KPUMHAHAIUCTHKAara Kapchl 13[epli aHBIKTAay, COTTa JaepekTepmiH | OmepalnoHHBIE CHCTEMBI
KPUMHHATHCTHKI KOJITAaHBLTYBIH KaMTaMachl3 €Ty, ecell jkacay macenenepi 3epaencHeni. CaHABIK COT | M UX 0e30MacHOCTb
Digital Forensics capanTaMachIHbIH Y3/iK ToipuOenepi, op Ke3eHIe KOJIaHbLIaThIH CaHAbIK Teprey | Operating Systems and OS
Foundations KYPrisy Kypajaaapsl KapacThIPbLUIaIbL. Security
B kypce paccmarpuBaioTcss M KIACCU(HMUIUPYIOTCS  HM3BECTHBIE  BUJBI
KHOCPIPECTYIUICHUH, CMOCOOBl HMX peanu3anud. M3ydaroTcs MOJEIH U STarbl
nporecca nuppoBoi cyaeOHON sKkcrepTu3sl (00paboTKa, aHAIW3, MPECTaBICHHE
OUQPPOBBIX  JOKA3aTeNbCTB),  BKJIIOYash  BONPOCH  OOHApyKEHWs  CIIEAOB
AHTHKPUMHUHAIACTHKH, 00eCTeueHNs MPUMEHUMOCTH TaHHBIX B CYIE, COCTaBJICHUS
otryera. PaccmarpuBaroTcs Jydwe NPaKTUKHA OU(POBOH CyneOHOW 3KCHEpPTH3HI,
WHCTPYMEHTHI IPOBEJICHUS IIU(PPOBBIX PACCICIOBAHUI Ha KAXKIOM dTaIle.
The course examines and classifies the known types of cybercrimes, the ways of
their implementation. The models and stages of the digital forensic examination
process (processing, analysis, presentation of digital evidence) are studied, including
the issues of detecting traces of anti-criminalism, ensuring the applicability of data in
court, and compiling a report. The best practices of digital forensic expertise, tools for
conducting digital investigations at each stage are considered.
31 | KIIXXOOK Kommnbroteptik xoHe 5 ITon akmapaTTBIK OKYHenepai  TeXHHUKANbIK  KamMTaMacel3 eTy  YyImiH | KoMmbroTepimik akmaparTsl
I1]1 BK TENEKOMMYHUKALHASIIBIK TEJIEKOMMYHHUKAIUAIBIK, KOMIBIOTEPIIK IKyHenepi, >Kemijaepai KYpyasl XKoHE | KOPFay TEXHOJOTHSJIApHI
PD UC KeNMUIepAiH Kayincizairi YHBIMAACTBIPYABIH TEOPUSUIBIK HETI3NEpiH 3epAeieyni, aKmapaTThIK JXyihenep MeH | TeXHOJIOTHWH 3aIluTHI

(CCNA)

bezonacHocTs
KOMIBIOTEPHBIX U
TEJICKOMMYHUKAITMOHHBIX
cereii (CCNA)

Security of Computer and
Telecommunications
Networks (CCNA)

TEXHOJIOTHsUIApFa apHajFaH alnapaTThIK MIPOrpaMMablK IIaT(GOpMaHbl MaiianaHy
KoHE TaHJay OeliriHie KociOM Ky3bIpeTTep/i KaJbINTacThIPYAbl, KOCiOM aKmapaTThIK
MOJICHHMETTI KaJbINTacThIPYAbl KaMmTamachld ereni. Oxapna TeIeKOMMYHHKAIHSIBIK
XKylee axmapaTTbl KOpFayJblH YHBIMAACTHIPYIIBUIBIK-KYKBIKTHIK, TEXHHUKAIBIK,
KpuITorpadusuiblk xKaHe 6acka aa o/licTepi YChIHBUIFaH; jKa0bIK CONey CUTHAIIapbIH
ONICTEepiH Koca allFaH/a, TEXHHUKAJBIK apHajap OOWBIHIIA aKIapaTTbIH Tapasblil
KeTyIHeH KOpFayFa KaThICTHI Macelesep ayKbIMbI Kapasabl.

JucuuninHa o0ecreunBaeT HM3YYeHHE TEOPETHYECKHX OCHOB IOCTPOCHHS H

KOMIBIOTEPHOI
nHdopmanuu
Technologies of Computer
Information Protection

AKrmapar oHe KoITay
TEOPHSCHI
Teopust uHGOpPMAITUHU 1
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OopraHm3ani KOMIBIOTCPHBIX CHUCTEM, ceTer u TeJ‘IeKOMMyHI/IKaLII/Iﬁ JUIA TIOCTPOCHUA
TEXHUYCCKOI'O obecrieueHus HH@OpMaHHOHHHX CHCTEM, ®OpMHpOBaHHe
HpO@eCCHOHaﬂLHHX KOMHeTeHHHﬁ B 4YaCTHU HCIIOJIb30BaHHUA U Bm60pa armapaTHo
HpOI‘paMMHOﬁ HﬂaT(l)OpMLI JJIs1 I/IH(l)OpMaIII/IOHHI)IX CUCTEM H TeXHOHOFI/Iﬁ,
¢dopmupoBanue npodeccHoHaNbHON — MHOpManMOHHON  KynbTypel. B HEHX
OpeaACTaBJICHbBI OPraHU3allMOHHO-TIIPABOBLIC, TCXHHUYCCKUC, KpHHTOFpa@quCKHe u
APyru€ METOAbl 3alInuThI I/IH(l)OpMaI_[I/II/I B TCJICKOMMYHUKAIIMOHHBIX CHUCTEMA,
paccMaTtpuBaeTcs Kpyr BOIIPOCOB OTHOCHTEIBHO 3alIUTH HH()OPMAIHH OT YTEUKH IO
TEXHUYCCKUM KaHajlaM, BKIIrO4ass METOABI 3aKPBITHUA PEYCBBIX CUTHAJIOB.

The discipline provides study of theoretical bases of creation and organization of
computer systems, networks and telecommunications to build technical support of
information systems, the formation of professional competence in the use and
selection of hardware and software platforms for information systems and technology,
formation of professional information culture. They present organizational and legal,
technical, cryptographic and other methods of protecting information in a
telecommunication system; a range of issues regarding the protection of information
from leakage through technical channels, including methods of closing speech signals,
is considered.

KOAUpOBaHUA
Information and Coding
Theory

Tanaay OoiipiHma komnonertTep / Kommonentsl mo Beidopy / Optional Components
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Kubepxkayirncizmikreri
Xa0apIapibIKTEl apTTHIPY
[ToBbiIEHHE
OCBEZIOMJICHHOCTH B
KHOepOe30IaCHOCTH
Cyber Security Awareness

5

KubepkayirncizmikTi KaMTamMachl3 €Ty YIIiH CTYACHTTEePAiH OUTIMIH KeHEHTy FaHa
€Mec, COHBIMEH KaTap oJlap/ia KaKeTTi JaFablIapAbl KaIbINTacTeIpy MaHbI3abl. [ToH op
TYPJi CIEHApUIIEep MEH KaraaimapIsl urepyre, KoOipek OUTIM amyFa jKOHE KAIIbI
KHOepKayinTepIi Kanail aHBIKTayFa )KoHE OFaH Kajal jkayam Oepyre OOJaTHIHIBIFBIH
TyciHyre kemekTecemi. Kemeci mocenmemep OoWbIHIIA XabapIapibIKTHl apTTHIPY
KapacThIPbUIAIbL: TApONbAEpi naiinanany (Kypy, aybIChIM JKHIJIIT, KypACIUIK XKoHE
Kayilci3oik); aHTUBUPYCTHIK KOpFay;, OCWTaHBIC ajaMaapJaH  3JICKTPOHJIBIK
HOIITANIAPABIH Taia OOoJybl JKOHE KOCBIMINANAP/BI ally; WHTEPHETTI maiinayiaHy;
CIaM; 9JIyMETTIK MH)KEHEepHsl Macesesepi; MHIMICHTTEpre jxayan Oepy koHe T.0.
Kypc antel MomymbaeH Typaapl: KuOepkayinTep Typaibl HETi3Ti MpPaKTUKAaIbIK
aKrapar; 3usiHJbl IIporpaMMaliap; bIKTUMall Kajaychl3 mporpaMmainap MeH ¢aiiiiap;
OKWFaJap/bl Teprey Herizjepi; (UIIMHIKEe djkayan Oepy JkKoHE allblK akmapar
Ke3zuepiHae Oapiay; KOPHOPATHBTIK KayilCI3[OiK: OCAIIBIKTApIbl OakpuIay >KoHE
cepBepiepIi Kopray.

Jns obecrieueHnss kuOepOE30MacHOCTH BaKHO HE TOJIBKO DPACIIMPSTH 3HAHHSA
CTYJICHTOB, HO ¥ ()OpMHPOBAaTh y HHUX HY>KHbIE HaBBIKM. [IMCIMIUIMHA IOMOTaeT
OCBOWTH pa3Hble CLEHAPHU M CHUTYaIlMH, MOJYYHUTh OOJbIIEe 3HAHUH W IMOHATH, Kak
OIIPECNIATh U pearnpoBaTh Ha paclpocTpaHeHHbIE KUOepyrpo3sl. PaccMmaTpuBaeTcs
TMOBBILIIEHUE OCBEAOMIICHHOCTH B OTHOIICHHH CJITYIOLIUX BOIPOCOB: UCIIOJIB30BaAHHE
nmapojeil (co3maHue, YacToTa CMEHBI, CIOKHOCTh W 0€30MacHOCTh); aHTHBHPYCHAS
3alIMTa; TIOSIBJICHUE OSIEKTPOHHBIX MHCEM OT HE3HAKOMBIX JIOJEH M OTKpBITHE

Kubepkayimciz ik
Herizaepi / OCHOBBI
kubepbesonacHocTu/
Basics of cybersecurity
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BJ'IO)KeHPIﬁ; HCIIOJIB30BaHNUC HHTCPHETA; CIlaM; BOIIPOCHI COHHaHLHOﬁ UHXCHCPUMH,
pearnpoBaHue Ha MHOUIACHTBHI U T. . Kypc COCTOUT H3 HICCTHU Mo;[yneﬁ: OCHOBHBIC
MPAaKTUYCCKUC CBCACHUSA O Kn6epyrp03ax; BPCAOHOCHBIC TPOrpaMMBbl; MMOTCHIHUAJIBHO
HCXKCJIAaTCJIbHBIC MpOorpaMmbl U (1)8.171.1'[])1; OCHOBBI pacCjICcAOBaHUA HWHIUACHTOB;
pearupoBaHuec Ha (1)I/IIIII/IHF 1 pa3BC€AKa B OTKPLITHIX HMCTOYHHUKAX; KOPHOpaTHBHAA
0€e30MacHOCTb: KOHTPOJIb yHBBI/IMOCTeﬁ U 3al1uTa CCPBEPOB.

To ensure cybersecurity, it is important not only to expand the knowledge of
students, but also to form the necessary skills in them. The discipline helps to master
different scenarios and situations, gain more knowledge and understand how to
identify and respond to common cyber threats. Awareness raising on the following
issues is being considered: use of passwords (creation, frequency of change,
complexity and security); anti-virus protection; the appearance of emails from
strangers and the opening of attachments; Internet using; spam; social engineering
issues; incident response, etc. The course consists of six modules: basic practical
knowledge of cyber threats; malware; potentially unwanted programs and files;
fundamentals of incident investigation; response to phishing and open source
intelligence; corporate security: control of vulnerabilities and protection of servers.
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AKMIapaTThIK
Kayilci3MiKTeri JKacaH bl
HMHTEJUIEKT 9JIicTepi
MeTonapl HCKYyCCTBEHHOTO
WHTEJUICKTA B
HHPOPMAMOHHOM
0€30MMacHOCTH

Artificial Intelligence for
Information Security

Axnapatrtelk Kayincizmikre (AXK) »kxacaHabl MHTEIUICKTTIH e3ekTimiri. JKemiHiH
KayiIci3/iiri »xoHe aKmapaTThIK Kayilci3[iK OKUFaJlapbIHBIH MOHUTOPHUHTII canachlHIa
KOJJAHBUIATBIH ~ JKaCaHOBl  HMHTEJUICKT  OHICTEpiHE IOy, COHBIH  IIIiHIE
MyJIBTHATCHTTIK JKyHenep, eHmipic epexenepi, befiec Teopemachl, HEHPOHIBIK
JKEIIep kKoHE TipeK BEKTOPIBIK MaIlnHamapbl OepinreH. JKemimik malysuimap MeH
ayBITKyJapAbl aHBIKTay YOIH MAIIMHANBIK OKBITY alITrOPUTMICPIH KOJIaHY
KapacTbIpblIaAbl. MiHGS-K¥J’IBIKTBI Tajllay TCXHOJIOTUAJIAPBIH JKOHC naﬁ;lanaHy
JKaFgaWgapelHa HeTi3enreH OoibKaMIpl Tanfgaydbl MaiianaHaThIH aKHapaTTHIK
Kayinci3aiK menrnmaepi 3eprrenyie.

PesieBaHTHOCTh MCKYCCTBEHHOTO MHTEIIJICKTa B HH()OPMAI[MOHHON 0€30MacHOCTH
(1B). IlpuBoautcs 0630p METOIOB MCKYCCTBEHHOT'O MHTEIUIEKTAa, MCIIOJIB3YyEMBIX B
oOmacTi ceTeBoi O€30MAaCHOCTM W MOHHUTOpHMHTa coOwbituii Wb, B ToM umcie
MHOT'OareHTHbIE CUCTEMBI, IPOAYKIMOHHBIE IIpaBmwia, Teopema balieca, HEpOHHBIE
CETHU M MCETOJ OIOPHBIX BEKTOPOB. PaCCMa’I‘pI/IBaGTCﬂ MNPUMEHCHUC AJITOPUTMOB
MAaIIMHHOT O O6y‘leHI/Ii{ JJIA O6Hapy>KGHI/IH CETEBBLIX aTaKk M aHOMAJIMH. I/I3y‘{aIOTC$I
peuieHusa 1o I/IB, MNPpUMCHAKONIUE TEXHOJOTMHU TIOBCJACHYECKOI0 aHajlin3a ¢
HpeHHKTHBHOﬁ AHAJIMTUKU IO CHCHAPUAM HUCHOJIb30BAHUS.

The relevance of artificial intelligence for information security (IS). An overview
of artificial intelligence methods used in the field of network security and monitoring
of IS events, including multi-agent systems, production rules, Bayes' theorem, neural
networks and support vector machines is given. The application of machine learning
algorithms for detecting network attacks and anomalies is considered. 1S solutions that
use behavioral analysis technologies and predictive analytics based on use cases are
being studied.

JluckperTi MaremMaTuka
JuckpeTHas MareMaTuka
Discrete Mathematics

blktumanapixTap

TEOPHUACHI JKOHE
MaTeMaTHKaJIbIK
CTaTUCTHKA

Teopust BepOSITHOCTHOCTEN
u MaTeMaTH4ecKas
CTaTUCTHKA

Probability theory and
mathematical statistics

Python Tiniame
nporpammanay
[MporpammupoBanue Ha
s3bIke Python
Programming in Python
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34 | KIITK Creranorpadus 5 [ToH creraHorpadusHBIH HETI3ri YFBIMAAPBIH, CTeraHorpausIiblK kykenepnid | Kommnplorep:ik aknaparTsl
I KB AITOPUTM/IEPI )KOHE KayilCi3AiriHiH ~ Heri3ri  KarepiepiH, COHBIMEH KaTap  Kas3ipri  3aMaHfbl | KOpFay TEeXHOJIOTHsUIaphl
PD UC Kypasnnapsl KnOepmalybliapAarsl cTeraHorpadUsHbl TYCIHYre MYMKIHAIK Oepeni, akmaparThl | TeXHOIOTHH 3aIlUThI

AJITOPUTMEI U CpeJICTBA KOpFayJIblH CTeraHorpadHsIbIK 9iCTEpiH KOJIaHy JdaFAblIapbiH Oeperi. KOMITBIOTEPHOU
creranorpaduu JluciuiuiiHa MO3BOJISIET TOHMMAaTh OCHOBHBIE MOHSTHA —cTeraHorpaduu, | mHGOpMaIu
Steganography Algorithms OCHOBHBIE ~ yrpo3bl  0e€30MacHOCTH  CTeraHorpaduueckux  cucreM, Takke | Technologies of Computer
and Means creranorpa@uio B COBpeMEHHBIX KuOeparakax, 1aeT HaBbiku mnpuMerenus | Information Protection

CTETaHOTPAPUIECKIX METOIOB 3aIIUTH HH(OPMAIIHH.

The discipline allows you to understand the basic concepts of steganography, the

main security threats to steganographic systems, as well as steganography in modern

cyber attacks, gives the skills to use steganographic methods of information

protection.

7 cemectp / 7 cemecTp /Semester 7
KOO komnonenTi / BY3oBcknii komnonenT / University component

35 | BII 2KOOK Kpurnrrorpadustisik 5 IloH ocel camagarel MEMJICKETTIK JKOHE XalBIKApaNbIK cTaHmapTrapMeH | Kpunromorwms
Bl BK XarTamanap KpunTorpadusuiblk  XarTamaniapAbl Taljay MEH CHHTE3JeYAiH KojmaHbeictarbl | Kpunrosiorus
BD UC Kpunrorpadudeckue Tociamepi Typansl OimiM amyra MyMKiHAiK Oepemi. ITon akmapartel Kopray yiuid | Cryptology

MIPOTOKOJIBI KpunTorpadusuiblK  XaTTamanapAbl KoJIaHy cajachblHAa OLTiM MEH JaFrabliaaplibl
Cryptographic protocols Urepyai KaMTaMachl3 €Teli, 3aMaHayd KOpFalifaH aKIapaTThIK TEXHOJOTHsIap.Ibl
JYpbIC KOJIJIaHy MPUHIMIITEPIH AaMbITYFa BIKIAJ eTeIi.

JucnuiuimHa 1mMo3BONISIET MPHOOPECTH 3HAHWSA O CYIISCTBYIONIIMX MOAXOAaX K
aHaIM3y W CHHTE3y KpUNTOrpadMyecKHX IPOTOKOJIOB, C TOCYJapCTBEHHBIMH W
MEXIYHApOAHBIMH CTaHIapTaMH B 3ToM obOmactu. [lucnuminHa oOecriednBaeT
npuoOpeTeHne 3HaHUH M YMEHHH B 00JIAaCTH HCIIOIB30BaHMS KPHNTOrpapuIecKuX
MIPOTOKOJIOB ISt  3alIMTHl HMH(OPMAIMH, CHOCOOCTBYET OCBOCHHUIO IPHHIIMIIOB
KOPPEKTHOTO  NPUMEHEHUs  COBPEMEHHBIX  3alIMIIEHHBIX  WH()OPMaIMOHHBIX
TEXHOJIOTUH.

Discipline allows you to form a basic knowledge of existing approaches to the
analysis and synthesis of cryptographic protocols, with national and international
standards in this area. Discipline ensures the acquisition of knowledge and skills in the
use of cryptographic protocols to protect information, contributes to the development
of the principles of the correct application of modern secure information technologies.

36 | KIIXXOOK AKNapaTThIK 5 [Ton akmapaTThIK Kayincizmik ayautia (AK) xyprizyaiH TypiepiH, IpakTHKAIBIK | KOMIIBIOTEepIIiK aKmaparTsl
A BK KayiICi3/1iKTiH ayUThI ozicTepi MeH Kypajjiapbl Typaysl OuriMre ue OoiyFa MYMKIHAIK Oepeai. KoHE | KOpFay TEXHOJIOTHSIAPHI
PD UC XKoHE Oackapy aKMapaTTHIK KAYINCI3MiK ayIUTiHIH HETI3ri YFBIMIApBIH, aKIapaTThIK Kayirnci3mikTi | TeXHOIOTHH 3alIuThI

AynuT ¥ ynpasieHue
nH}popMannoHHOH
0€30MacHOCTEIO
Information Security Audit
and Management

YHBIMIAcTBIpYIBIH ~ YPIICTIK  TOCUIH,  YpAiCTep MEH O KyHenephiH  cama
MEHEKMEHTIHIH HUKIIK MOJICNIiHIH Ma3MYHBIH 3epJielieyre MyMKIHIIK Oepeti.
JucnuiuimHa 1o3BOJISIET MOJMYYHTh 3HAHUS O BHJAX, NPAKTHYECKUX METOAAX U
CPE/ACTBAaX TMPOBENCHUS ayaAnTa WHQOpManMOHHON Oe30macHOCTH. M ayaura
HHOPMAIMOHHOW ~ O€30IIaCHOCTH,  TPEHIOBOTO  IOAXOAAa K  OpPraHM3aluH
HH(OPMAIMOHHOW 0€30I1aCHOCTH, COACPKaHMUsI NUKIMYECKON MOIEIN MEHEHKMEHTA

KOMIBIOTEPHOI
nHdopmanuu
Technologies of Computer
Information Protection
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Ka4yeCTBa MNPOLCCCOB U CUCTEM.

The discipline allows you to gain knowledge about the types, practical methods
and means of conducting an information security audit. and audit of information
security, the trend approach to the organization of information security, the content of
the cyclic model of quality management of processes and systems.

37 | KII )KOOK
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3usH KeNTipy1i
MIPOrPaMMAJIBIK
KaMTaMaJlaH KOpFaHy
3amuTa 0T BpeJOHOCHOTO
MPOrPaMMHOTO
obecrneueHus

Protection against
Malicious Software

Ilon SUAHBL IIpOoTrpaMMaliap, OJapAbl aHBIKTay SIliCTepi JKOHE 3USAH/bI
nporpaMmaiapial Kopray oaicTepl Typaisl OumiMIl aimyra MyMmKiHIik Oepeni. ITon
BHPYCTApABIH TYpJEpiH KOMIBIOTEpPre €HY JKOJBIMEH aHBIKTayFa, J>KYMBIC TICH
Kayilci3miKke ocep eTyre, 3WAHIBl IporpamMMaliapAblH TYpJepiH, BUPYCTapMeEH
Kypecy  oiCTepiH, BHUpPYC IKYHENEpiHiH DJBOJIONMACHH  Oimyre,  3USHIBI
mporpamMMainapiaH KOopray O;iCTepiH aHBIKTai Oimyre, 3WSHIOBI MporpamMMaliapiaH
KOpFay ofIicTepiH Toxipudene KoimaHyra MyMKIiHIIIK Oepeti.

I[I/ICL[I/IHJ'II/IHEI IIO3BOJIACT HpI/IO6p€CTI/I 3HaHUA O BPCAOHOCHBIX IIpOrpaMMax,
croco0ax WX OOHapyKeHHS M MeTo/aX 3alllUThl OT BPEJOHOCHBIX HPOIPaMM.
I[I/ICHI/IHJ'H/IHa TMO3BOJIUT OMPEAC/IATE BUABI BUPYCOB 1O CHOCO6aM IIPOHUKHOBEHUA UX
B KOMIIBIOTEp M BIHSHHIO Ha paboTy U 0€30MacHOCTh, 3HaTh Pa3sHOBUAHOCTU
BPEIOHOCHBIX IPOTPaMM, METOJbl OOpbOBI C BHPYCaMH, DBOJIIOLHIO BUPYCHBIX
CHUCTEM, YMETH ONPCACIIUTDL METOABI 3allIUTHI OT BPpEAOHOCHBIX MMpOrpaMm, NpuMEHATH
METObI 3allIATBI OT BPEJOHOCHBIX IPOrpaMM Ha MPaKTUKE.

The discipline allows you to acquire knowledge about malicious programs,
methods of their detection and methods of protection against malware. The discipline
will allow you to determine the types of viruses by the way they penetrate into the
computer and affect the work and security, know the types of malicious programs,
methods of dealing with viruses, the evolution of virus systems, be able to determine
methods of protection against malicious programs, apply methods of protection
against malware in practice.

KomrbroTepiik sxoHe
TeJ'IeKOMMyHI/IKaHI/IHJ'ILIK
KyHenepaiy Kayinci3miri
Be3omacHocTh
KOMHL}OTepHLIX 58
TeJ’IeKOMMYHI/IKaL[I/IOHHBIX
ceTel

Security of Computer and
Telecommunication
Networks

udpisik
KPUMUHAITUCTHKaHbIH
Herizzaepi

OcHOBHI U POBOIA
KPUMHHAJIHUCTUKH
Digital Forensics
Foundations

38 | KI1)KOOK
TJ1 BK
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Hepextepai Tangay
anicrepi

Mertonpl aHanM3a 1aHHBIX
Data Analysis Methods

ITon MmomiMeTTep KUBIHTBIFBIHAAFBI AHBIK €MeC 3aHJABUIBIKTApIbl aHBIKTAY
JIaFIbIJIapbIH UTepyre MYMKIHAIK Oepeni. YJIKEH KeJeMJi JepeKTep apachlHaa Keke
OKHFaJIap apachlHAArbl KaThIHACTAP/BI 1371€y 9MICTEPIH, MATEMATUKAJIBIK CTATHCTHKA
omictepin urepy. [ToH mepexTepai Tanmay oaicTepiH, MOJCIbAEPI MEH aIrTOPUTMICPiH,
YaKpIT KaTapiapsl MeH KiacTepiey alropHUTMICpiH, HEWPOHABIK KEJilnep MeH
JIOTHCTHKAJIBIK PETPEccs aITOPUTMJICPiH XaHe T.0. 3epTTeyre MyMKIHIIK Oepei.

JucnuiuiiHa 1O3BOJIIET TNPHOOPECTH HABBIKM IO  BBIABICHHIO HESIBHBIX
3aKOHOMEpHOCTeH B Habopax aaHHBIX. OCBOGHHE METOJIOB TNOMCKAa B3aHMMOCBS3EH
MEXAY OTHEIbHBIMH COOBITHSIMH Cpenu OOJIBIIMX OOBEMOB JAaHHBIX, METOJIBI
MaTeMaTUYECKOM CTAaTUCTUKU. JIUCLMIUIMHA TO3BOJIUT U3YUUTh METOJBI, MOJEIH U
QITOPUTMBl aHAW3a JAHHBIX, AITOPUTMBI BPEMEHHBIX PSIOB M KIAaCTepH3allMy,
AITOPUTMBbl HEHPOHHBIX CETEH U JIOTUCTUYECKON PETPECCUM U TA,.

The discipline allows you to acquire skills in identifying implicit patterns in data
sets. Mastering methods for finding relationships between individual events among
large amounts of data, methods of mathematical statistics. The discipline will allow

Marematuka
Maremartnka
Mathematics

blktumanasikrap — TEOpHsACHI
KOHE MaTeMaTHKaJbIK
CTaTHUCTHUKA

Teopust BEpOATHOCTHOCTEH H
MaTeMaTu4ecKasi CTaTUCTHKA
Probability theory and
mathematical statistics

AKMapaTThIK Kayinci3mikTeri
JKacaHIbl HHTEJICKT 9IicTepi
MerTo/1bl HCKYCCTBEHHOTO
HWHTEJUICKTa B
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you to study methods, models and algorithms for data analysis, time series and
clustering algorithms, neural networks and logistic regression algorithms, and so on

HHPOPMAITMOHHOM
0e30MmacHOCTH

Artificial Intelligence in
Information Security

Tangay 6oilibinma komnonerrrep / Komnonenrtsl no Boioopy / Optional Components

39 | KIITK Kopranran aknapaTThIK 5 [ToH cTymeHTTEpre KayilcCi3iKTi KaMTaMachl3 €TyAeri HOpMaTUBTI-TEXHUKANBIK | KoMIbploTep:iik aknaparTsl
I KB Kyienepui a3ipiey xkoHe JKOHE METOJMKAJBIK KyKaTTapra Colikec KOpFaFaH aKMapaTThIK JKyHelepal a3ipyey | Kopray TeXHOJIOTHsIIaphl
PD EC naiinanany JKOHE KOJJaHy, aKMapaTThIK JKYWEHIH jXKeKe KOMIOHEHTTEpIH i3ipiey >kaiibl OutiM | TeXHOIOruu 3aIuThl

Pazpabotka u Oepy KoHe CoWKec MaHFABUIApABl KANBIITACTHIpYFa OarbITTanFaH. [IoH akmaparThK | KOMIBIOTEPHOMH
JKCILTyaTalus KylenepaiH JaMmy TapxblH, akKHapaTTBIK O KYHeJNepIiH KOpFalyblH Oarasiay | HHpOpMaInu
3aIUIICHABIX eJIIeMIIAPTTAPBIH, AKMAPATTHIK JKYHe Kayimnci3miriHiH katepi TyciHirin, kopramran | Technologies of Computer
nH(pOPMAIMOHHBIX CHCTEM aKIapaTTHIK KYHEHI 331pyiey Ke3eHAEePiH KHE OHBI KOJIAHY bl KApaCThIPaIb. Information Protection
Secure Information [Tpeamer HampaBineH Ha (GOPMHUPOBAHHE y CTYICHTOB 3HaHWH M HABBIKOB B
Systems Development and obyacti pa3pabOTKM W SKCIUTyaTalMd MH(OPMALMOHHBIX CHUCTEM B 3alIUIICHHOM | AKNAapaTTHIK )XYHelepIiH
Operation UCIIOJTHEHUH, OT/ENBHBIX KOMIIOHEHTOB HWH(OPMALMOHHBIX CHCTEM, C Y4YETOM | IPOrpamMMalibIK
TpeOOBaHUI HOPMATUBHO-TEXHHUYECKOH U METOJMYECKOH JOKYMEHTallMd IO | KOMIIOHEHTTEpiHIH
obecrieyeHnio Oe3omacHOCTH HMHGpOpManuu. PaccMaTpUBalOTCS HMCTOpHS Pa3BUTHSI | Kayimnci3miri
WH(OPMAIMOHHBIX CHUCTEM, KPUTEPUH OLEHKH 3allMIIEeHHOCTH WH(opMauuoHHbIX | besomacHocTh
CHCTEM, TMIOHSATHE YIrpo3bl 0€30macHOCTH HMH(GOPMAIMOHHBIX CHCTEM, OTalbl | HIPOrPaMMHBIX
pa3paboTKy 3alUIICHHBIX HHOOPMALMOHHBIX CUCTEM U MX SKCIUTyaTalusl. KOMIIOHEHTOB
The subject is aimed at the formation of students' knowledge and skills on the | undopmarnmonHsIX cHCTEM
development and operation of information systems in a secure design, individual | Security of Software
components of information systems, taking into account the requirements of | Components of
normative, technical and methodological documentation to ensure information | Information Systems
security. It considers the history of the development of information systems, the
criteria for assessing the security of information systems, the concept of threats to the
security of information systems, the stages of development of secure information
systems and their operation

40 | KII TK DainapIK KyHenepai 5 Kypcra oprypni c¢aiingslk  okyilenepAiH  cuUmaTTaMmanapbl; KbUIMBICTBIK- | OmnepanusuiblK xyienep
NI KB KPUMHHAIJIBIK TaJIIay MIpOIeCcCyaIbIK CUMIATTAFbI (CAHBIK) JTONeNIeMeNep i ally MaKcaThIHAA KBIIMBICTBIK | JKOHE OJIap.IbIH
PD EC KpuMunanucruueckuit Teprey OapbIChIHIA CAaHABIK KYPBUIFBUIAPABIH (aiIAbIK XKYHelIepiMeH JKYMBIC icTey | Kayilci3miri

aHanu3 (aiIoBBIX CHCTEM
File Systems Forensic
Analysis

epexerepi, 9icTepi MeH KypajJiaphl JKoHE JIepeKTepli KajlblHA KEITipy 3epTTele].
Hudpnslk cor capanTaMackl MPOIECIHIH THICTI MOJENBICPI MEH Ke3eHIepi
3epTTeNie/i; OHBIH INIHAC KPUMHHAJIMCTUKAFa Kapchl i3lepli aHBIKTAy, >KHHAIFAaH
JoNeNeMeNiep Typaitbl ecell JKacay Macenesepi.

B xypce u3ydaroTcs XapaKTEpPHCTHKH PAa3IUYHBIX (DAaMIOBBIX CHCTEM; MpPaBHIIA,
METOJBI U CpeAcTBa PabOThI (aijIOBRIMA CHUCTEMaMH IM(PPOBBIX YCTPOWCTB mpHU
HCTIONB30BaHUHN MX B PAaCCIEJIOBAHMAX NMPECTYINICHUH A MONydeHHUs (Iu(pPOBBIX)
JIOKA3aTeNbCTB  YTOJIOBHO-TIPOIIECCYATBHOTO — XapakTepa, M BOCCTAHOBJICHHUS
JMaHHBIX. M3ydaroTcsi COOTBETCTBYIOIIME MOJEIM M JTambl Iporecca mudpoBoi

OHepaHI/IOHHI)Ie CHUCTCMBbI
1 ux 0e30MacHOCTh
Operating Systems and
Their Security

Hudpasik
KPUMHWHAJIUCTUKAHBIH
Herizaepi

OcHOBBI 1TUGPOBOH
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Cy,[leGHOI;'I OKCHICPTU3LI; BKJIO4YaA BOIPOCHI 06Hapy>1<eHI/Is1 CJICA0OB
AHTUKPUMUHAJIUCTUKU, COCTABJICHUA OTYETA O C06paHHLIX JOKa3aTcJIbCTBAX.

The course examines the characteristics of various file systems; rules, methods
and tools for working with file systems of digital devices when using them in crime
investigations to obtain (digital) evidence of a criminal procedural nature, for data
recovery. The relevant models and stages of the digital forensic examination process
are studied, including the issues of detecting traces of anti-criminalism, compiling a
report on the collected evidence

KPpUMHHAJINCTUKU
Digital Forensics
Foundations

41 | KII TK AKITapaTTHIK Kypcka akmapaTThIK KayilCi3mik cajachIHIAFbl OapiblK MaMaHAapra KaXeTTi | AKIapaTThIK
I1J1 KB Kayimnci3miKTiH aKMapaTTHIK KayINCI3MIKTIH CTaHIAPTTaphl MCH HOPMATHBTIK-KYKBIKTHIK HETi3Zepi | KayiNCi3miKTiH ayJUTHI
PD EC CTaHJApTTapHl MCH TypaJlbl MOJNIMETTEp CHTi3iNreH. XalbIKapalblK, YITTHIK JKOHE OHEPKACINTIK | jKoHE OacKapy
HOPMAaTHBTIK-KYKBIKTBIK CTaHIapTTap, CcoHpai-ak  Internet-kaybIMpacTelKk  ImIeHOepiHZE  o3ipJeHreH | AYIWT M yIpaBlIeHHE
Heri3aepi epeKmIenikTep KapacTelpsiianel. AK-HBI Oy3y KatepiiepiHe Kapchl ic-KHMBII jkacay | HH(OpPMAIMOHHOM
CraHgapTsl U MaKcaThlH/Ia KOpFay Kypajiapbl KEHICHAEPiHIH KypaMblHIa aKnapaTThl KOpFayAblH | 0€30IacHOCTBIO
HOPMAaTHUBHO-TIPAaBOBBIC MPOrpaMMaJIbIK-aIapaTThIK KOHe TEXHUKAJBIK KypalaapbiMeH skyMbIc icTey kesinge | Information Security Audit
OCHOBBI HH(POPMAITHOHHON Ka)XCTTI aKIapaTThIK KayilCi3/IiK caJachlHIAFbl CTAHAAPTTApP KapacThIPBLIA B and Management
0e301acHOCTH B Kkypc BKIIOYEHBI CBEIEHHS O CTaHJapTaXx U HOPMATHBHO-IIPABOBHIX OCHOB
Information Security HH(OPMAIIHOHHOM 6e30MacHOCTH. PaccmatpuBaroTcs MEXITyHapOIHbIE,
Standards and Regulatory HAIMOHANBHBIE WM MPOMBIIUICHHBIE CTAHAAPTHI, a TakkKe CrHelupUKAIHY,
Bases paspaboraHHble B pamkax Internet-coobmiectBa. M3ywarorcst crangapTel B obnacTtu
nHpopMannoHHOH ©e30MmacHOCTH, HEoOXoauMble TpH paboTe C IMPOTpaMMHO-
anmapaTHBIMH M TEXHWYECKHMH CPEACTBAaMM 3aIUTHl HMHGOpPMAIMd B COCTaBe
KOMIUIEKCOB CPEJICTB 3aIIUTHI C [EbI0 IPOTUBOACHCTBHS yrpo3am Hapymenus Ub.
The course includes information on information security standards and regulatory
framework required by all information security professionals. Will studied
International, national and industry standards, as well as specifications developed
within the Internet community are considered. The standards in the field of
information security are studied, which are necessary when working with software,
hardware and technical means of information protection as part of complexes of
protection means in order to counter information security threats
42 | KII TK Bacem kipyai Tecriney [ToH STHKANBIK XaKWHITIH HETI3AEepiH wWrepyre, akmapaTThlK KydenepiH | Onepanusibik xKydenep
11 KB TectupoBanue Ha OCAIIABIKTAPBIH i37ley MaMaHAApbIH Aaspiayra apHainrad. OKy HOTHXKECIHJIE CTYIEHT | XKQHE OJlap/blH
PD EC IIPOHUKHOBEHUE Oimyli Tumic: AKMaparTelK OKyHenep KayilCi3miriHiH MOZAENbIEpiH  3epTTey | Kayimncizuiri

Penetration Testing

MIPUHOMNTEPiH; KUOepIIaOyblIiapAblH TaKCOHOMMSCHIH JKOHE OJIap/bl ICKE achIpy
CIIEHapHHJIEPIH KaJIBINTACTBIPY MaKcaThIHJa KOJAAHBUTYBIH; (POPEH3MKa HeTi3AepiH,
XKeJTiJie 00Ty KOHE OHJIAFbl aCTBIPTBIH JKYMBIC 13/1epiH Taly TociinepiH.

JucnuiuinHa npenHasHaueHa U YCBOGHUS OCHOB OJTHYHOTO XaKHHTa,
MTOJITOTOBKH CHEIHAINCTOB IO MOWCKY YSA3BMMOCTEH HH()OPMAIMOHHBIX CHCTeM. B
peE3yabTaTe M3YUYCHUA CTYIACHT HOJIKCH 3HATh: NPUHIUIIBI I/ICCHCZ[OBaHI/Iﬁ MO)ICJ'IGfI
0e301MacHOCTH MHPOPMAITMOHHBIX CHCTEM; TAKCOHOMHIO KHOEpaTak U ee MPUMEHECHHE
K 3a71a4e (OpPMHUPOBAHHUs CIICHAPHEB WX MPOBEACHHS;, OCHOBBI ()OPEH3HMKH, CIIOCOOBI

OHepaHI/IOHHLIC CHUCTEMBI
1 nx 0e30IacHOCTh
Operating Systems and
Their Security

Cxkpunr Tinaepinae
porpaMmMarnay
[IporpammupoBanue Ha
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06Hapy>1<eHI/I;1 CJICA0B Hpe6I)IBaHI/I$I u CKprTOﬁ JACATCIIBHOCTH B CCTH.

The discipline is intended for mastering the basics of ethical hacking, training
specialists in finding vulnerabilities in information systems. As a result of the study,
the student should know: the principles of research of security models of information
systems; the taxonomy of cyber attacks and its application to the task of forming
scenarios for their conduct; the basics of forensic science, methods for detecting traces
of presence and hidden activities in the network

CKPUIITOBBIX SA3bIKaAX
Programming in Script
Languages

43 | KIITK Baceim xipyzi aHBIKTaY [ToH koOMmBIOTEPIiK JKYHEHIH Kayilci3miriHe 3WAH KeNnTipyi MYMKiH 3usHAbl | KopramraH akmapaTThIK
[N KB YKOHE aIIBIH ajy JKyiemnepi OpeKeTTepAi aHbIKTay YIIiH aKMapaTTHIK Kylheae OachIl Kipy/li aHBIKTAY JKOHE aJIBIH | XKYHeIep i o3ipiey jkoHe
PD EC CucteMbl 0OHapY)KEHUS U a;my OKydenmepmi KONAAaHy Typambl OumiMai amyra MyMKiHAOiK Oepenmi . [lon | maiimamany

MIPEIOTBPALICHHUS KOMIBIOTEPITIK XKyHere Hemece KeJire pykcarchi3 Kipy (axTiiepiH aHbIKTay Hemece | PaspaboTka u
BTOP KEHUI ONapabl PpPYKcaTchl3 Oackapy, ocal KbI3METTEpre Kapchl JKENMK MIadysuimap, | SKCIUTyaTalus
Intrusion Detection and KOJDKCTIMIUTIKTI  apTTBIpyFa OaFbITTalFaH Ia0ysUigap, MaHBI3IOR  (aimgapra | 3alldIIeHHBIX
Prevention Systems PYKCaATChI3 KOJI JKETKi3y, COH/Iaii-aK 3UsHIBI IPOrpaMMallbIK JKacaKTaMa opeKeTTepiH | MH(POPMAIMOHHBIX CHCTEM
AHBIKTAY JaFbLIAPBIH alTyFa MYMKIHIIK Gepei. Secure Information
JluciuiuiiHa  MO3BOJIAET  ITPUOOPECTH 3HaHWs HCMONb30BaHus cucteM | Systems Development and
OoOHApy)KeHHsS U TMPEJOTBpAllcHUS aTak B HH()OPMAIMOHHONH CHCTEME IS Operation
OOHapyXeHHsl BPEIOHOCHOW aKTUBHOCTH, KOTOpas MOXET HapyIIUTh O€30acHOCTb
KOMIIBIOTEPHOM cHCTeMBI. JIMCLHUIUIMHA M03BOJISAET IOJyYUTh HABBIKA BBISBJICHUS Hudpibik
(aKTOB HEaBTOPH30BAHHOTO AOCTYIa B KOMIBIOTEPHYIO CHUCTEMY HIHM CETh JINOO | KPUMHHATHCTUKAHBIH
HECAHKIMOHMPOBAHHOTO YTPABIEHHS] MMM, CETEBblE aTakM TNPOTHB YSA3BMMBIX | HETi3epi
CEPBHUCOB, aTaKH, HAlPaBJICHHbIE HA IMOBBILIEHUE NPHUBHIETHM, HEABTOPU30BAHHBIN OcHoBbI nEQpoBOH
JNOCTYIl K BaXHBIM (paiiylaM, a Takxke JICHCTBUS BPEIOHOCHOTO MPOTPaMMHOTO | KPHMHUHAIUCTHKH
obecreuyeHus. Digital Forensics
The discipline allows to acquire knowledge of the use of systems for detecting | Foundations
and preventing attacks in the information system to detect malicious activity that can
compromise the security of a computer system. The discipline allows to acquire skills
in identifying facts of unauthorized access to a computer system or network or
unauthorized management of them, network attacks against vulnerable services,
attacks aimed at increasing privileges, unauthorized access to important files, as well
as actions of malicious software

44 | KII TK Keminik sxoHe MOOMITBI1 Kypc okemimik >koHe MOOWIBII KYPBUIFBUIAPABIH  OpTYpii  TypuiepiHiH | Lndpibix
A KB KYpBUIFBUIAPFa cunaTtramajapbiH 3eprrediai. Omapael TangayAa TYBIHOAWTBIH KHUBIHABIKTAPIBIH | KPUMHUHAIHCTHKAHBIH
PD EC KPUMMHAJJIBIK capanTama HaKTbI aCHEKTiIepl MEH TypJiepi epeKiIeneHe i. AKIapaT ajly jkoHe KypbUIFBUIAp/BI | Herizaepi

Kpumunanucruueckas 3epTTey YIIiH apHailbl Kypaijaap, COHIal-aK ysuibl Oaiianbic neH keninepai Tannay | OcHOBBI HU(POBOI
9KCIEPTHU3a CETEBBIX U TIpoleAypaiapsl, 6aiaHbIc POBaiiiepIepiHiy pei 3epTreneai. AKnaparTsl cayarTsl | KpUMHUHAIHCTHKH

MOOMJIBHBIX YCTPOMCTB
Forensic Analysis of
Network and Mobile

XKHMHAY JKOHE Teprey ecenTepiH JalbIHaay Macereaepi KapacThIpblIaibl
B kypce m3ydaroTcss XapaKTepUCTHKH PA3IAYHBIX THIIOB CETEBBIX M MOOMIBHBIX
yCTPOHCTB. Beiensarorcs cienmduaeckne aclekTsl ¥ BUIBI TPYAHOCTEH,

Digital Forensics
Foundations
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Devices

BO3HHMKAIOWMX NpH HMX aHaiuze. M3yvalorcs creuManbHbie HHCTPYMEHTHI JUIA
H3IBACYCHN HHOOPMALMK H HCCIENOBAHNA YCTPOIICTB, @ TakKe NPOLEAYpPhl aHaNn3a
COTOBOH CBA3KW M ceTei, ponb nposaiinepos ceasW. PaccMaTpHBalOTCA BONPOCH!
rpamMoTHOrO chopa HHHOPMALHH H NOJATOTOBKH OTHETOB PACCAEA0BAHMIA.

The course examines the characteristics of various types of network and mobile
devices. The specific aspects and types of difficulties that arise in their analysis are
highlighted. Special tools for information extraction and device research are studied,
as well as procedures for analyzing cellular communications and networks, and the
role of communication providers. The issues of competent information collection and
preparation of investigation reports are considered

OnepaunsuibiK Kyienep
KIHE ONap/bliH
Kayincizairi
OnepauHOHHBIE CHCTEMBI
1 nx GesonacHocTs
Operating Systems and
Their Security

AKazleMUsIBIK KOMHTET OTHIPLICHIHIA KapacTeipbuiabl/ PaccMoTpeno Ha 3acejannn Akazemuyveckoro komurera/ Considered at the meeting of the

Academic Committee
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