[-kypc MarucTpaHTTaApBIHbIH AUCCEPTALMSA TAKBIPHINTAPLI

AKNapaTTbIK TEXHOJOTHSJIAp ¢aKyabTeTi

7M06306 —AKnapaTThIK Kayilci3aik skyiesepi

Ne MarucTpJiik IuccepTauusiHbIH TAKbIPHIObI
Ka3zak tisinge Opbic Tininge AFBLIIILIH TLTiHE
1 | KoMnbroTepiik KyHeHIH Kayinci3airid Pa3paboTka alnropuTMOB KCIIOIb30BaAHHS Development of algorithms for using a

OakplIay/1a TMCKPEIIMOH IBIK MOJIEIIb/II KOJIIaHY
ATOPUTIMICPIH KYPY

KOMITIBIOTCPHBIX CUCTEM

,HPICerI_II/IOHHOI}'I MOJCIIN IIPOBCPKU 0€e30macHOCTH

discretionary model for the checking
computer systems security

2 | BeG-mmopTait apKbUTBI OpTa MEKTETITEPET] AZIMHHUCTPUPOBAHKE U COIPOBOXKICHUE Oa3bl Administration and supporting of
KnOepOysuTHT OolibIHIIA OiiMaep Oa3achIH 3HAHMH 10 KHOEPOYIUIMHTY B CPETHUX IIKOJIaX Knowledge Base on the Cyberbullying
Oackapy koHe cyiiemenuey yepe3 BeO-mopTan in Secondary Schools through a web

portal

3 | KubepOymauHrTiH OiniM 0a3ace ba3a 3Hanuit kubepOymHra Cyberbullying knowledge base

4 | OneyMeTTIK XKeliepe naiiiananymbuapasiy | McciaenoBanne METo10B YIIpaBICHUsI A study of methods for managing user
KYIVSUTBUTBIFBIH OacKapy SIiCTEpiH 3epTTey. KOH(HICHIIHATHLHOCTHIO MTOJIE30BATENS B privacy in social networks.

COIMAIBHBIX CETSIX
5 | DD0S-11abysuiapbii aHBIKTAY 9/IICTepi MEH HccnenoBanre METOIOB U CPEJICTB BBISBICHHSI Research of methods and means of

KYpaJapbIH 3epTTey

DDoS-arak

detecting DDoS attacks




6 | Ipi yiibIMaapaarsl ToyeKesaep i Oaranay MeTo10JI0THs OLIEHKH PUCKOB U COBPEMEHHBIE Methodology of risk assessment and
o/icTeMect JKOHE TOYKeNIep Il OacKapyablH METO/IbI YIIPABIICHUSI PUCKAMH B KPYITHBIX modern methods of risk management in
3aMaHayH dJicTepi OpraHu3aIusax large organizations

7 | Keningik uHGpaKypHUIBIM KayilCi3airin Uccnenosanue moaenu SASE mis onmrumuszanmu | Research of SASE model for
oHraitnanapIpy yurin SASE monenin 3eprrey 0€30MacHOCTH CETeBOM HH(PACTPYKTYPHI optimization network infrastructure

security

8 | KoMIbroTepItik KbUIMBICTAP bl TEPrEyTe Open Source HHCTPYMEHTBI JJIs1 PAcCIICAOBaHUS Open Source Tools for Investigating
apuayran Open Source Kypaiaap KOMITBIOTEPHBIX TPECTYIICHU Computer Crimes

9 | TlouransIK cepBepIIep/IiH OCATIBIKTAPHIH CriocoObI BBISBIICHUS YSI3BUMOCTEH TTOUTOBBIX Ways to identify mail servers
AHBIKTAY TOCIIIEPI CEpBEPOB vulnerabilities

10 | XKemninik madybuAapaaH qepeKTepIiy KoMIutekcHBbIH MoIX01 K 00ECICYCHUI0 Comprehensive approach to the security
KayiNcCi3IriH KaMTamMachl3 €Ty IiH KelIeH i 0€30I1aCHOCTH JaHHBIX OT CETEBBIX aTaK of data from network attacks
Tocimi

11 | MeMJIeKeTTIK JKOHE MEMIICKETTIK eMec [Mpumenumocts crangapra CT PK 1073-2007 Applicability in Contemporary
JepeKKopaap bl mudpiay YiriH Ka3ipri «CpencrBa Kpunrorpaguyeckoi 3aIuThl Conditions of the Standard ST RK
xarnaiina KP CT 1073-2007 "AxmnapaTTsl nH(pOpMaIUK» B COBPEMEHHBIX YCIOBUSX TSI 1073-2007 «Means of Cryptographic
KpUNTOrpaUsIIbIK KOpFay Kypaigapsl” mudpoBaHus TOCY1apCTBEHHON U Information Protection» for State and
CTaHJIapPTHIHBIH KOJIaHbUTYbI HErocyJapCTBEHHbIX 0a3 JaHHBIX Non-State Databases Encryption

12 | Python nporpammanay TiniHzaeri ocanabikTapas! | MccnenoBanue ysa3BUMOCTEN B sI3bIKe Research of the Python Programming
3epTTey nporpamMMupoBanus Python Language Vulnerabilities

13 | Kocimopsinaars! epoec nepexTepai Kopray HccnenoBanue cHCTEMBI 3alUThI TIepcoHalbHbIXx | Research of the personal data protection

KYHECIH 3epTTey

JAaHHBIX Ha MPCANIPUATUN

system at the enterprise




14 | Web-pecypcrapaa maiigaaaHyIibuiap sl Pa3paboTka METOAMKH 00ECIICUCHHMS Development of a methodology for
ayTeHTU(UKaLUsIIAy asChIH/A aKIMapaTThIK MH(POPMALIMOHHOM 0E30MaCHOCTH B PaAMKax ensuring information security within the
KayiIlCi3QiKTi KAMTaMachl3 €Ty diCTeMECiH ayTeHTH(HKALKUHU 0JIb30BaTeNeii Ha web- framework of user authentication on
azipiey pecypcax web resources

15 | LTE cranaapThIHBIH MOOHJIBII JKENIICPIHIC HccnenoBanue MeTo10B MHGOPMAIIMOHHON Research of methods of information
aKmapaTThl KOPFay diCTEPiH 3epTTey 3alIMThl B MOOMIIBHBIX ceTsX cranmapra LTE protection in mobile networks of the

LTE standard

16 | Kasakcran PecryOnuKachIHbIH OaHKTIK Pa3paboTka 1 UCCIeI0BaHUE CHCTEMBI Development and research of the system
caJlachIH/Ia aKIapaTThIK KayilCi3MiKTiH OOHapy)XEHHsI U MPEIYNPEKICHUS aTaK of detection and prevention of
1a0ybUTIapBIH aHBIKTAY )KOHE ECKePTY JKYHECiH | MH()OPMAIMOHHON 6€30MacHOCTH B OaHKOBCKO information security attacks in the
a3ipiiey KOHE 3ePTTLy chepe Pecniyonnku Kazaxcran banking sector of the Republic of

Kazakhstan

17 | AknapatrThiK Kayilci3aik HHIMICHTTePiH Mertoos0rus yydiieHus UACHTU(DUKAIIN A methodology for improving
CoMKeCTEH/IIPY/Ii JKaKcapTy YOHE ojlapra )ayal | HHIIMACHTOB HHpOpMAaIMOHHOM Oe3omacHocTi 1 | information security incident
Oepy amicremeci pearupoBaHue Ha HUX identification and response

18 | Oprypai epekmienikTepaeri KocinopbiHaapaarel | MeToasl ayaura uHbopmarmonHoi 6e3onacuocty | Information Security Audit Methods at
aKMapaTThIK Kayilci3aiK ayIuTiHIH oaicTepi Ha MPEANPUATUAX PA3TUIHON crielnpUKu Various Specifics Enterprises

19 | [Iporpammaibik KaMTaMaHbIH OCAJIIBIFbIH HccnenoBanre HHCTPYMEHTOB aHATH3a Research of software vulnerability
TaNay KypaiaapbiH 3epTTey. YS3BUMOCTEH MPOTPaMMHOT0 00ECIIeYCHUSI. analysis tools.

20 | KocinmopbIiHAaFrel MHIUACHTTEPAIH aJIbIH ally HccnenoBanue mpeaoTBpalieHus HHITMICHTOB Ha | Researching incident prevention in an
OOMBIHIIIA 3€PTTEY TpEANPUATHH enterprise.

21 | ByITTBHIK KBI3METTEP/IIH KHOepKayINCi3IiK HccnenoBanue atak u yrpo3 kubepoesonacHoctu | Research of attacks and threats to

ma0ybU11apel MEH KayinTepiH 3epTTey

00JIauHBIX CEPBHUCOB

cybersecurity of cloud services




22 | AKnaparThIK-TeJIeKOMMYHHUKAIUSIIBIK )KYiieHiH | Metoanka ayaura nHGOPManOHHOM Methodology for auditing information
aKMmapaTThIK KayilCi3AiriH TeKcepy dicremMeci | 6€30MacHOCTH HHPOPMAIOHHO- security of an information and
TEJIEKOMMYHHUKAI[HOHHON CHCTEMBI telecommunication system
23 | AKnapaTThl KaChIPY/bIH CTEraHOTPAPHSITBIK HccnenoBanue 1 yCOBEpIICHCTBOBAHUE Research and improvement of the
HICUTIMIH 3epPTTEY KOHE KETUAIPY CTEraHOTrpapUUECKOro PEIICHHUS CKPBITHS steganographic solution of information
uHbOpMaLIHH. hiding
24 | LudpnblK KYpbUIFbLIAPIbI HccnenoBanue cpeicTB, NPUMEHSEMBIX TPH Study of the tools used in the forensic
KPUMHUHATMCTUKAIIBIK capanramaiayia KPUMHHAIMCTUYECKOM dKCIepTU3e HU(PPOBBIX examination of digital devices
KOJIIAHBLIATHIH KYpaJIapbl 3epTTey YCTPOHCTB
25 | KommbroTepitik xemiiep/i BUPYCTHIK, Pa3paboTka MO IS OIICHKH CTPYKTYPHBIX Development of a model for evaluating
a0 ybUIAapAaH KOPFayablH KYPbUIBIMIIBIK PEILICHHMIA 0 3aI[UTEe KOMITBIOTEPHBIX CETel OT structural solutions for protecting
HIerMaepin 6aragay MOJEIIH d3ipiey BUPYCHBIX aTaKk computer networks from virus attacks
26 | Take-Grant moeni Heri3iHAe KOMITBIOTEPITIK Paspabotka anropurma nposepku 6e3onacaoctu | Development of algorithm for computer
KYHEHIH KayilCi3airiH TeKcepy alropuTMiH COCTOSTHHI KOMITBIOTEPHOH CHCTEMBI Ha OCHOBE system states security checking based
KYpY mozenu Take-Grant on the Take-Grant model
27 | Oracle nepekrep 6a3achIHBIH KayilCI3IITiH HccnenoBanue cpeacTB 00eCieueHHs Exploring Oracle Database Security
KaMTaMachl3 €Ty KypajJapblH 3epTTey 0e3omnacHocTH 6a3bl faHHBIX Oracle
28 | laTepHeT 3aTTapbIHBIH «KbI3MET KOPCETYACH HccnenoBaHre METOIOB U alTOPUTMOB 3aIIIUTHI Study of methods and algorithms for

0ac TapTy» TapaThUIFaH KEIUTIK
malyblIAapAaH KOpFay 9icTepi MeH
ITOPUTMJIEPIH 3epTTEY

cetu MHTEpHET Beleil pacipeeIeHHbIX CETEBBIX
aTak "oTka3 B 00CITy)XKMBaHUU"

protecting 10T networks from
distributed denial of service attacks




29 | XKeke nepekTep/i aliblK CHIMCBI3 Kipy HVccnenoBaHue 3aliThl IEPCOHATBHBIX JaHHBIX Research of protection when sending
Hykrenepi (Wi-fi) apkbuisl xidbepy Ke3iHue IpH Iepeiaye uxX 4epe3 OTKPHITHIC TOYKH personal data over open wireless access
KOpFay/Ibl 3¢pTTey 6ecnpoBoHoro gocryma (Wi-fi) points (Wi-fi)

30 | beitHe aknaparThlH Kayilci3airiH kKamramacel3 | Pa3paboTka MaTeMaTHueCKOH MOJIENHU OT Yrpo3 Development of a mathematical model
€Ty YIIIiH TYTACTHIKTBI OY3y KayIiHeH HaApYIICHHS IEJIOCTHOCTH I 00CCIIeYeHne against threats of integrity violations to
MaTEeMaTUKAJIBIK MOJICIIb1 KapacThIpy 0e30MacHOCTH BUICOMH(pOPMALIUT ensure the security of video information

31 | ¥ibIMHBIH aKapaTThIK )KyHeciHaeri OOHapyx)eHHe YTeUKH HHPOPMAIH B Leak detection in an organization's
AKIApaTThIH ’KAUBLIYbIH aHBIKTAY MH(OPMALIMOHHON CUCTEME OpraHU3aL[u1 information system

32 | TemipKoJ KOCIIOPHBIH aBTOMATTAHBIPY Asromaru3zarus JK/J1 npennpusrus Automation of railway enterprises

33 | AitHaspIMIarsl aKIapaTThl Talaay Heri3iHae MeTo/1bl yIIpaBJICHHs 3aIUTON TaHHBIX Methods for managing the
YHBIMHBIH JICPEKTEPiH KOPFay bl 0ackapy OpraHM3aliy Ha OCHOBE aHAJIN3a organization's data protection based on
amicrepi [UPKYIUPYIOIIeH HH(OPMAITUH the analysis of circulating information

34 | MoOwunbal maiaananymbLIapIbiH vpn Hccnenosanue u pa3pabotka cpeacts 3ammthl oT | Research and development of means of
CEaHCTapBIHBIH aFbIll KETYIHEH KOpFay yredek ceancoB VPN MoOMIBHBIX MoNb30BatTeneit | protection against leakage of VPN
KYpaJIIapbIH 3epTTEY KIHE d3ipiey sessions of mobile users

35 | J)Keke MeKeMeHIH aKIapaTThIK Kayilci3airid Opranu3anus NOJUTUKA UHPOPMAITMOHHOM Organization of information security
KaMTaMachI3 eTy/IeTi aKImapaTThIK Kayilci3aik 0€30MacHOCTH 10 00ECIICYCHHUIO 3AIUTHI policy to ensure the protection of
casicCaTbIH YHBIMIACTBIPY uH(pOpMaIMK B UHPOPMAIIHOHHBIX CHCTEMax information in the information systems

4acTHOW (hPUPMBI of a private company

36 | KommbroTep sKyHeCiHiH )KYMBICBIHBIH VYrpaBiieHHe HHITUACHTAMH [TPUBOJIAIINE K Management of incidents leading to
Oy3bUTybIHA OKEJIETIH HHIUACHTTEPI 6ackapy | HapymieHH o GYHKIIMOHUPOBaHUs KoMibioTepHoi | disruption of the computer system

CHCTEMBI
37 | Kocinopeiaaarsl Ou3HeC-TpoIiecTepal ABromMaru3zaius OusHec mpoieccoB npeanpustun | Automation of business processes in an

aBTOMATTaHABIPY

enterprise




38

OUIIMHTTIK A0ybUIAAPIBI )KY3EeTe aChIPY/IbI
3epTTeY )KOHE OJIap/IaH KOpFay dJIiCTepi

HCCJ’ICI{OBaHI/Ie pcaim3anuu (l)I/IIHI/IHFOBI)IX aTaK 1
MCTOJBI 3allIMThI OT HUX

Research on the implementation of
phishing attacks and methods of
protection against them

39

Kacinmopeinaa akmapaTThIK Kayilci3IiKTi
KamMTaMachl3 €TY/IiH KEIIeH Il )KyHeciH
YUBIMAACTBIPY

Opranu3anust KOMIUIEKCHOM CUCTEMBbI 3aIlIUThI
uH(pOpMalUU Ha TPEANPUATUU

Organization of a complex information
security system at the enterprise

40

KomMmrmbroTepik sxemniiepaeri ocaiabKTap MeH
madybuIIapAbl 0acKapy apKbUIbl AaHBIKTAY HKOHE
OpEKeT eTy

VYpasnsemoe 0OHapyKEHHUE ySI3BUMOCTEN U aTak
B KOMITBIOTEPHBIX CETSAX U pearupoBaHUe

Computer Networks Vulnerabilities and
Attacks Managed Detection and
Response

41

Windows sxone Unix ¢aitnasik xyienepinaeri
aKIaparThl KAJIIbIHA KENTIPY SAiCTepl

MeTo 16l BOCCTAaHOBJICHHSI HH(POPMAIINH B
daitnoBeix cuctemax Windows u Unix

Methods of Information Recovery in
Windows and Unix File Systems

42

AKBIPIIBI aBTOMATTAP.IbI KpUIITOTpadusiia
KOJIJaHy MAcelesIepiH 3epTTey

HccnenoBanue BOMpOCOB MPUMEHEHUS KOHEUHBIX
aBTOMATOB B KpunTorpaduu

Research on the use of finite automata
in cryptography

43

Kubepxkayinci3aik oKurazapblHa KblUIAaM
xayan 6epy ymin Threat Hunting nporuecin
3epTTey

Uccnenosanue npouecca Threat Hunting ans
OBICTPOrO pearnpoBaHUs Ha UHIIUCHTHI
KnOepOe30MacHOCTH

Research the Threat Hunting process for
rapid response to cyber security
incidents

44

KonTeitHepiep MeH KOHTEHHEPIIIK OpTajap/IblH
€HYIH CbIHAY 9JIICTEpiH 3epTTey

HccnenoBanne METONOB TECTUPOBAHUS HA
IIPOHUKHOBEHNE KOHTEUHEPOB U CPENl
KOHTEHWHEpU3aLH1

Investigation of penetration testing
methods for containers and
containerization environments

45

AWS KoFaMIbIK OYIT Kayirci3airin 0akpliay

MoHHTOpHHT 0€30MTaCHOCTH OOIIEIOCTYITHOTO
obmnaka AWS

AWS public cloud security monitoring

46

AKXIaparThl KOpFayAblH CTETaHOTPa(USITBIK
ONICIHIH aJITOPUTMIH 3epTTey

HccnenoBanue aaropurMa cTeraHorpaguueckoro
METO/1a 3alUThl HH(OpMAIUU

Research of algorithms of the
steganographic method of information
protection




47

KaTThl JUCKUICPAIH KPUMHUHATUCTUKAIIBIK
capanramachl

KpI/IMI/IHaJ'II/ICTI/I‘{eCKI/Iﬁ aHaJIn3 KECTKUX JTUCKOB

forensic analysis of hard drives

48

Keninepzaeri ceHIMIIIIK MOCeTENEpiH 3epTTey
KOHE JIEpeKTep/i Kopray

UccnenoBanue npoOiiemM HaIEKHOCTH B CETAX U
3aimuTa “HpOpMaIu

Research of reliability problems in
networks and data protection

49

Kubepkayinrepzi 6apiay

Pa3Benka kubepyrpos

Cyber Threat Intelligence

50

KopnopatusTik >kemniferi Kayintepzi Oeiaceni
i3ney

[TpoakTUBHBIN MOUCK YTPO3 B KOPIOPATUBHOM
cetu

Threat Hunting in the corporate network

51

Kapsxbl yiibIMIapbIHIaFbl AJIASKTHIKTHI OacKapy
KYHUECIH 3epTTey

HccnenoBanue cucteMsl (hpoJi MEHEIKMEHTA B
(PMHAHCOBBIX OPraHU3ALUAX

Research of fraud management system
in financial organizations

52

OnepanusmibIK XyienepaiH Kayinci3airia
Oararnay KoHE OCAJIBIKTAP/IbI KO0 d/IiCTEPiH
3epTTey

HccnenoBanue METOA0B OLIEHKH 0€3011aCHOCTH
OIEPALMOHHBIX CUCTEM U YCTPAHEHUS
YA3BUMOCTEMN

Investigation of methods for assessing
the security of operating systems and
eliminating vulnerabilities

53

Go nporpamMainay TijiHae 6ackapy >koHe
OaKplIay YIIIH TPOTOTUIITIK KYPBUTBIM/IbI
azipiey

Pa3pabotka mpototuna ¢peiiMBopka 1is
ynpaBieHus 1 KOHTpoJs Ha Go

Development of a prototype framework
for command and control in Go

54

"QazCloud" )KIIIC aknapatrThIK Kayimnci3aik
OTIEPALIMSUTBIK OPTAJIBIFBIH 3ePTTEY

HccnenoBaHue onepanoHHOro IEHTpa
nH(popmannoHHou 6e3onacHoctu TOO
"QazCloud"

Research of the information security
operations center at QazCloud LLP

55

AKMapaTThIK Kaylci3iKTi Oy3yIIbIHbI
MO/IEJIBJICY JKOHE OJIAp/IbIH KayiNTepiHe KapChl
Typy Tociaepi. Toyekenaepai 6ackapy.

MopenupoBanue Hapymutens b n mogxonos
IIPOTUBOJECUCTBUS UX YIpo3aM. YIIpaBIcHUE
pUCKaMH.

Modeling an Information Security
Violator and approaches to counter their
threats. Management of risks




56

"RB Partners IT-Audit" XILC
naigananymsUiap/ sl KOJIAay KyHeciHig
aKIMapaTThIK KAYIICI3iri MEH )KYMBIC iCTey
camacheid xxoHe "AT-Kpi3mertepi 6ackapy"
1ITIK1 JKYHECiH KaMTaMachl3 €Ty IPoLecTepiH
3epTTey

HccnenoBaHnue npoieccoB o0ecrieueHust
MH(POPMALMOHHOM 0€30MacCHOCTH U KayecTBa
(YHKIIMOHUPOBAHUS MTOJACUCTEMBI 'Y TIpaBJICHHE
NT-ycnyramu" cucteMsl NOIIEPKKU
nosb3oBateseid B8 TOO "RB Partners IT-Audit”.

Research of the ensuring information
security processes and the functioning
quality of the "IT services management”
subsystem of the user support system in
"RB Partners IT-Audit" LLP

57

LTE >xemninepinaeri akmaparTbIK Kayilci3ik
KyHesepiHiH TUIMIUTITIH Oaranayabiy
KOJIJIAHBICTAFbI AITOPUTMICPIH 3€PTTCY

HccnenoBanue CyniecTBYIOIUX aJrOPUTMOB
OIIeHKH (P PEKTUBHOCTH CUCTEM
nH(popMalroHHON 6e3onacHocTy B ceTsix LTE

Research of existing algorithms for
evaluating the effectiveness of
information security systems in LTE
networks

58

AKMapatTThIK KayilCi3MiKTIH Keaet
OPTaJBIFBIHBIH IJ1aT(GOPMACHIH KYpY OOMBIHIIA
3eprTey

Hccnenoanue cozaanus miaTGopMbl IS
OIEPATUBHOTO LIEHTPpa UH(OPMAIIMOHHON
Oe3omacHOCTH

Investigation of creating a platform for
information security operations center

59

Deception TEeXHOJIOTHUACHIH KOJIAHYBI 3ePTTEY

I/ICCJICIIOBaHI/Ie IMPUMCHCHUS TCXHOJIOTUN
Deception

Research in the application of deception
technology

60

Kopranran aknaparThIK Kyienepai a3ipiey
ke3inae Blockchain TexHonmorusiceiH Konaany

[Tpumenenue Texnonoruu Blockchain npu
pa3paboTke 6e30nacHbIX HHPOPMALIMOHHBIX
CHCTEM

Application of Blockchain technology
in the development of secure
information systems

61

Eny cbIHaFb! (MEHTECTHUHT) YIIIH alnapaTThIK
KATTBIKTBIPFBILITHI 3€PTTEY JKIHE KYPY

HCCJ‘IGI{OB&HI/IC n pa3pa60TKa alIapaTHoro
TpCHAXKECPaA AJId UCIIBITAHUA Ha IPOHUKHOBCHUC
(Pentesting)

Research and Development of
Hardware Pentesting Simulator

62

Be6-KochIMIlIa KOHTEKCTIHAE KIIMEHTTIK KOHE
CEpBEPIIIK MA0YBUIIAPIBI 3ePTTEY

Hccnenosaunue client-side u server-side arak B
KOHTCKCTEC Be6-HpI/IJ'IO)KeHI/ISI

Investigation of client-side and server-
side attacks in the context of a web
application

63

AT OGackapy >J€MEHTTEpIH 3epTTeY KOHE
KIKTEY

UccnenoBanue n knaccudukarus UT konTpomnei

Research and classification of IT
controls




64 | Kpumunamictukana Linux OX mymkinagiktepid | MccneqoBanue BOIPOCOB MPUMEHEHUS Research on the use of Linux OS
naiianany OOMbIHILA 3epTTEYIep Bo3MoxkHocTel OC Linux B KpUMHHAIIUCTUKE capabilities in forensics
65 | "Kaz IT" XKIIC-xe 1C 6yxrantepsaik ecenTiy HccnenoBaHue mpoIieccoB 00eceueHus Research of the processes of providing
aKIapaTThIK )KYHECIHIH )KYMBIC ICTey caracsl UH(OPMAIIMOHHOW 0€30IaCHOCTH M Ka4eCcTBa information security and the quality of
MEH aKIapaTThiK Kayilci3airin KaMmTaMachi3 ety | GpyHkuuoHupoBanus uHpopmaimonHoit cucremsl | functioning of the 1C accounting
MIPOLIECTEPIH 3ePTTLY oyxrantepckoro yuera 1C B TOO «Kaz IT information system in «Kaz IT» LLP
66 | XKampl mamrbIHIA 3USHIBI KO 13/1epiH aHbIkTay | MccienoBaHue METO0B OOHAPYKEHHS CIIC/IOB Investigation of methods for detecting
QNIICTEPIH 3epTTeyY BPEIOHOCHOT'O KOJIa B TaMITax IMaMsTH traces of malicious code in memory
dumps
67 | AmbIk ke3zep OoibIHIIA aKMapaTThIK Oapiay Pa3paboTka MeTona aBToMaTu3anuu coopa u Development of a method for
XKYPri3y Ke3iH/e aKnapaTThl )KHHAYIbI )KOHE cucremMaTtu3anuu nHpopMalu npy nposeaeHun | automating the collection and
)Kyieneyii aBTOMaTTaHIbIPy d/ICiH d3ipIiey UHGOPMALIMOHHOM Pa3BEAKH 10 OTKPHITHIM systematization of information during
HUCTOYHUKAM conducting information intelligence
from open sources
68 | Yiiipsi poOOTOTEXHUKAIBIK JKyienep TOOBIH Pa3paboTka MeTO/1a 3aIUTHI TPYTIITBI POEBBIX Development of a method for
3USTHJIBI dCEePIIePICH KOPFay d/IiCiH d3ipiey POOOTOTEXHUIECKUX CHCTEM OT BPETOHOCHBIX protecting a group of swarm robotic
BO3/ICHCTBUI systems from malicious influences
69 | Kynus aknapaTka pyKcaTchl3 KO XKeTKi3yre Pa3paboTka MeToa paccie1oBaHus Development of a method for

0aiiIaHBICThl KNOEPKBUIMBICTAPAbI TEPIey
OMIiCiH d3iprey

KHOEpIpecTyIIEHUH, CBA3aHHbBIX C
HECaHKLMOHUPOBAHHBIM JIOCTYIIOM K
KOH(UIEHIMaTbHON HH(OpMaLuu

investigating cybercrimes related to
unauthorized access to confidential
information




