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Bijim 6epy 6armapaamachiHbIH nacnioptsl/ Ilacnoprt o6pa3oBaTennbHoii mporpammel/ The Passport of

Education Program

Kosnany canacsl
O0sacTb NnpUMeHeHust
Application area

bimim  OGepy Oarmapnamackl —akKMmapaTThIK — Kayilci3mikK
OakayiaBpJIap/ibl JalbIHIayFa apHATIFaH

OO0pa3oBarenbHas IporpamMma MpegHazHaueHa JUIst MOATOTOBKH OaKallaBpOB
B o0nacTu nH(POPMAIIMOHHOW 0€30ITaCHOCTH

The educational program is designed to prepare bachelors in cybersecurity
area

cajlaCbIHJAar bl

Biaim
O0araapiaMachbIHbIH
KOJbI M€H aTaybl
Kon u HamMeHoBaHue
o0pa3oBareJibHOM
NPOrpamMMmbl

The code and name of
education program

oepy

6B06306-AKmaparThIK Kayinci3ik sxyienepi
6B06306-Cuctembl HHPOPMAITMOHHON 0€30TTaCHOCTH

6B06306-Information Security Systems

HopmarusTik-
KYKBIKTBIK KAMTBLIYbI
HopMmaTtuBHo-nnpaBoBoe
ol0ecrieyeHune

The regulatory and legal
support

— 2007 sxpuigein 27 mrinpeneri Ne 319-111 Kazakcran PecnyGnukachbiHbIH
«bimim Typaney 3anbl, 2020 xeuaeH 7 mingeneri Ne 361-V1 esrepicrep
MEH TOJBIKTBIPYJIapMeH

—31.10.2018 x. Ne604 Korapel OiniM OepyliH MEMIIEKETTIK >KalIbIFa
MIHJETTi CTaHIAPTHI

—30.10.2018 >x. Ne595 Koraprbl xkoHEe (HEmece) >KOFapbhl OKY OpHBIHAH
Kelinri OutiM OepyniH OuriM Oepy OarmapiamanapblH ICKE€ achIpaThIH
OimimM Oepy yHbIMIApbl KbI3METIHIH YATUIIK Karumanapel, 18.05.2020 x.
Ne207 e3repictep MEH TOJIBIKTHIPYJIaPMEH

— 12.10.2018 x. No563 OKBITYIbIH KPEAUTTIK TEXHOJIOTUSACHI OOMBIHIIIA OKY
MIPOLIECIH YUBIMIACTHIPY KaFuaIaphl

— XKorapsl koHE KOFapbl OKY OpHBbIHaH KeHiHri Oumimi Oap Kazpiapiabl
nasipiay OaFbITTapbIHBIH CHIHBITITAYRIBI — 05.06.2020 >x. No234 >xoHe
13.10.2018 x. Ne569 KP BxxEF'M OyiipbiFeiHa KochIMIIa

—II E¥Y 708-18 JLH. TI'ymuneB ateiHgarsl Eypasus  yiITTBIK
yHUBepcuTeTiHiH binim Oepy OarmapiamanapblH 931piey, capanTtay >KoHe
OekiTy OoiibIHIIIA paciMi

— «Iudpneik Kazakcran» memmnekeTTik Oarmapmamacel KP  YkimeTiHiH
12.12.2017 . Ne827 KaynwiceiMen Oexituiai KP Ykimerinig 12.12.2017
KeuFbl  N0827  kaynbickiMeH OekiTinreH «[{udpneik  Kazakcran»
MEMJIEKETTIK OarapiiaMachl.

— "AKnaparTbIK HTHPpaKypbUIbiM jkoHe AT Kaylrnci3airin KamTamachi3 eTy"
KociOu crangapTel — «ATameken» Kaszakctan PecmyOnmkackl ¥JITTBHIK
Kacinkepnep nanaraceinblH backapma Teparacel opeiHOacapbiHbiH 2019
KBUTFBI 24 xentokcangarsl Ne 259 OyiipeirbiHa 34-kockiMina (1 Hycka,
2019 x., 6omxanael KaidTa Kapay kKyHi: 30.12.2022 x.);

— Kazakcran PecniyOnukacsl ¥JITTHIK KOCIKepIiep nanarachl « AKIapaTThiK
Kayirnci3aik» backapMachIHBIH KoCiOM cTaHIApThl « ATaMEKeH,

— «bK Coynermrinep» kociou cranmaptsl (05.12.2018 x., No 330).

—3akon PecnyOomukm Kazaxcrtan «O0 oOpazoBanum» ot 27.07.2007 r.
No319-111 ¢ usmenenusmu u goroiieHusmu ot 7 uroist 2020 r Ne 361-VI

— I'ocynapcTBeHHBIN 00111€0053aTeNIbHBIA CTaHAAPT BBICHIETO 0Opa30BaHUS
o1 31.10.2018 1. Ne604




— TunoBble  mpaBuna  JEATENBHOCTH  OpraHu3anuid  oOpa3oBaHWUS,
peanu3ylomux 00pa3oBaTelbHBIE MPOTPaMMBI  BBICIIETO U (WIIH)
nociieBy30Bckoro oopazosanust oT 30.10.2018 . Ne595 ¢ usmeHeHusIMu U
nomoiigeHussmu ot 18 mast 2020 1. Ne 207

— [IpaBuna opranuzanuu y4yeOHOro mporecca N0 KpeAUTHON TEXHOJIOTUU
o0yuenust ot 12.10.2018 1. Ne563

— Knaccuukarop HanpaBieHHH MTOATOTOBKH KaJIpoB C BBICIIUM U
MOCJIEBY30BCKUM oOpa3oBanueM — [Ipunoxenue k npukazy MOH PK ot
05.06.2020 1. Ne234 u ot 13.10.2018 1= Ne569

— [Ipouenypa mo  pa3paboTke,  3KCIEPTH3E U YTBEPKIACHUIO
obpa3zoBarenpHbIX porpamm B EHY um. JI. H. I'ymunesa I1 EHY 708-18

— TocymapctBennass mporpamma «lludpoBoit Kazaxcran», yTBepkIeHa
nocranoBieHueM lIpaBurensctBa PK No827 ot 12.12.2017 1.

— IIpodeccruonanbhblit CTaHAapT «O0ecmieueHue 0€3011acCHOCTH
uHpopmarmonHoil uHOpacTpykrypsl u HNT» — Ilpunoxenne Ne34 x
npukasy 3amectutens [Ipeacenarens [IpaBinenus HanponansHol manaTsl
npennpuaumareneit  PecnyOnukum — Kazaxcran — «ArtamekeH» — OT
24.12.2019 . Ne 259 (Bepcus 1, 2019 rox, mata OpUEHTHPOBOYHOTO
nepecmotpa: 30.12.2022 r.)

— IIpodeccnonanpupiii  crangapt «MHpopmannonHas 0e30MaCHOCTHY
[IpaBnenue HanmonansHo# nanarel npeanpuHuMareneid PK « Atamexen»

— [IpodeccroHanbHbIi  CTaHIAPT «APXHTEKTOPBl  MPOTrPaAaMMHOIO
obecneueHus», (05.12.2018 1. Ne330);

— The Law of the Republic of Kazakhstan "On Education™ of July 27, 2007
No. 319-111 with amendments and additions of July 7, 2020 No. 361-VI

— State compulsory standard of higher education of 31.10.2018, No. 604

— Standard rules for the activities of educational organizations
implementing educational programs of higher and (or) postgraduate
education of October 30, 2018 No. 595 with amendments and additions of
May 18, 2020 No. 207

— Rules for organizing the educational process on credit technology of
education of 10.12.2018, No. 563

— Classifier of areas for training personnel with higher and postgraduate
education — Appendix to the order of the Ministry of Education and
Science of the Republic of Kazakhstan of 05.06.2020 No. 234 and of
13.10.2018 No. 569

— The procedure P ENU 708-18 for the development, examination and
approval of educational programs at L. N. Gumilyov ENU

— The state program «Digital Kazakhstan» approved by decree of the
Government of RK Ne827 of 12.12.2017 State program "Digital
Kazakhstan", approved by the Resolution of the Government of the
Republic of Kazakhstan No. 827 dated 12.12.2017.

— Professional standard "Ensuring the security of information infrastructure
and IT" — Appendix No. 34 to the order of the Deputy Chairman of the
"Atameken" Board of the National Chamber of Entrepreneursof the
Republic of Kazakhstan of 24.12.2019, No. 259 (version 1, 2019, date of
tentative revision: 30.12.2022)

— Professional standard "Information Security” Board of the National
Chamber of Entrepreneurs of the Republic of Kazakhstan "Atameken”




— Professional standard "Software Architects™ (05.12.2018, No. 330)

Binim Oepy 0arpapanamac

bl asiChbIH/Ia AalibIHaay OeliiHiniH kapTachl/ KapTta npoduas nmoaroroBku

B paMKax o0pa3soBarejibHoii nmporpammbl/ Profile Map of Education Program

BB makcarsl
ean OII
Objective of EP

Kocibu KpI13MeTTeri Kyp/eni Macesenepi menry Ke3iHae akimapaTThl KOpray
o/icTepiH KOJIIaHA aNaThlH, TaHJAyJbl ApTYMEHTTEN, Taljay Kyprise
OuTeTiH KHOEpKAyIINCi3aik cajllachiHia Oocekere KaOiIeTTi OakagaBpiiapibl
JlabIHIAY

[ToaroToBKa  KOHKYpPEHTOCIIOCOOHBIX  0OakamaBpoB B oOnactu
KnOepOe30MacHOCTH, CHOCOOHBIX — aHAJIM3HPOBATh, APTYMEHTHPOBATH
BBIOOD, IIPHUMEHSATh METO/bI 3aIUTHl HHOOPMAIMU TPH PEIICHUH CII0XKHBIX
3a7a4 B MPO(HeCCHOHATIBLHOMN NesITeTbHOCTH

Preparation of competitive bachelors in the field of cybersecurity, able to
make decisions, analysis, justification, application of information security
methods in solving complex specialized problems and practical problems in
professional activities

Bigim Oepy
O0arnapjaaMacbIHbIH
TYKbIPbIMIAMAChI
Konuenuus
o0pa3oBareJibHO
NPOrpamMmbl

The concept of education
program

binim Gepy Oarmapnamacbl OimiM  Oepy YIEpICIH JKy3ere achbpyIblH
MaKcaTTapbIH, HOTHOKEIIEPiH, Ma3MYHBIH, apTTapbl MeH
TEXHOJIOTUSUIAPBIH, OCBl  OaFbITTaFrbl TYJICKTEPAl Jaspiay canachlH
Oaranayapl peTrTedai koHe OuTiM alylbUIapAblH JaWbIHIBIK CarachlH
KaMTaMmachl3 €TETiH MaTephaliapAbl JKoHe THicTi  OlmiMm  Oepy
TEXHOJOTHSUIAPBIH eHT13y/l1 KaMTuabl. bb epekmeniri kpunrorpadus xoHe
KPUTITOTAJ/Iay callachbiHaa (popMaliabl ammapaTThl UTEpy; IMIKI KyHenepre,
KYpPBUIFBUIAPFa, aKNapaTThIK-KOMMYHHKAIUSIIBIK JKYWEIepIiH KaHaIapbl
MEH 3JIEMEHTTEpiHE 3USHIBI MPOTPAMMAIBIK-TEXHUKAIBIK OCEpiHE KapChl
TYpy, AX akmapaTTel Kopray >KyHenepiH Kayinci3 Oackapy; UU(pIibIK
KBUIMBICTAPIbI 3ePTTCY KHE aJIJIBIH ally KaOiJIeTiH KaIBINTaCcThIpPY.

OOpa3oBarenpHas MporpaMma pPErJIaMeHTUPYeT e, PEe3yJIbTaThl,
COJIEp)KaHWe, YCIOBHSI M TEXHOJOTUH pealu3aluud  00pa30oBaTeIIbHOTO
mpolecca, OIGHKY KadecTBa MOATOTOBKHM BBHIMYCKHUKA 10 JaHHOMY
HaIpaBJIECHUIO U BKJIIOYAET B ce0s1 MaTepualibl, 00€CIIeUnBAIOIINE KAaYeCTBO
MOATOTOBKM  OOy4aromMxcs ©W  peaju3aluio  COOTBETCTBYIOIIEH
obpasoBarenbHOl TexHomorun. OcobeHHocThio OIl siBseTcss BianeHue
dbopManpHBIM ammapaToM B o0JacTh Kpunrtorpaguu W KpHUNTOAHAIIN3Q,

CIOCOOHOCTh IIPOTUBOICHCTBHS BPEIOHOCHOMY MIPOrpaMMHO-
TEXHUYECKOMY BO3JEHCTBUIO Ha IOJICUCTEMBI, YCTPOWCTBA, DJIEMEHTHI U
KaHaJbl MH(OKOMMYHUKAIIMOHHBIX CHUCTEM, Oe3omacHoe

a/IMUHUCTPUpPOBaHME cucTeM 3amuThl HHGopmarun MC; npenynpexaeHue
U paccieoBaHue HUPPOBBIX NPECTYIICHUH.

The educational program regulates the objectives, results, content,
conditions and technologies for the implementation of the educational
process, assessment of the quality of graduates training in this area of
training and includes materials that ensure the quality of training of students
and implementation of appropriate educational technology. The specialty of
the EP is the possession of a formal apparatus in the field of cryptography
and cryptanalysis; the ability to counteract malicious software and technical
impact on subsystems, devices, elements and channels of
infocommunication systems, secure administration of information security
systems; prevention and investigation of digital crimes.

Tysekrin 6inikTijik cunarramacel/KBanndpukanuoHHasi XapakTepuCTHKA BHINYCKHUKA/




Graduate Qualification Characteristics

Bepinerin napexe:
HpncymaeMaﬂ CTCIICHb:
Awarded degree:

«6B06306-AxkmapaTThIK Kayinci3mik xyuenepi» OuriM Oepy OarmapiiamMachl
OoiibIHIIIa aKNapaTTHIK KAYINCi3/IiK calacklHIarbl OaKanaBp

bakanasp B o6acTu nHGOPMAITMOHHONW 0€3011aCHOCTH TI0 00pa30BaTEIHLHOM
nporpamme «6B06306-Cuctembl nHGOpMAITMOHHON 0€30aCHOCTHY
Bachelor in Information Security on the educational program «6B06306-
Information Security Systems

MamMaHHBIH
Jiaya3pIMJAAPbIHBIH Ti3imMi
Ilepevennb xosxHOCTEH
CIenuaJIncTa
List of
positions

specialist’s

— AKMaparThlK-KOMMYHUKAIIUSUTBIK ~ KYHEIepiHe
OOMBIHIIIA MAMAH,

— Hudpnsik TexHomorusiap O0HbIHIIIA KPUMHUHATHUCTUKA MaMaHBl;

— KommbroTeprik xemijiep MeH jKyhernep KayilCi3diriH TEeCTUICYI KOHE
TaJ1ayIbl;

— AKMaparThIK KayilcCi3/IiK caaachlHIarbl HHKEHEP-TPOrPAMMICT;

— AK aynuropsr;

— Jlepekrep  0Gasachl,
AJIMAHUCTPATOPHI.

aKmapartbel  KOpray

KOMITBIOTEPIIIK ~ JKeJIUIep MEH HWHQPaKypbUIbIM

— Crnenpanuct 1o 3amyte WHGOpMAMA B HMH()OKOMMYHHKAIIMOHHBIX
CHCTEMAX,

— CrnenuaimucT-KpUMHHAIKCT 110 ITU(GPOBBIM TEXHOJIOTHSIM,;

— AHAJIUTUK ¥ TECTHPOBIIMK 0€30MaCHOCTH KOMITBIOTEPHBIX CETCH U CUCTEM;

— Wmxenep-mporpaMMuct B 001acTi H”HGOPMAITMOHHOK 0€3011aCHOCTH;

— Aynurop Ub;

— AnMuHHCTpATOp 0a3 NaHHBIX, KOMIBIOTEPHBIX CETEH U HHPPACTPYKTYPHI

— Information security specialist in infocommunication systems;

— Digital Forensic Specialist;

— Analyst and tester of computer networks and systems security;

— Engineer-programmer in the field of information security;

— IS Auditor;

— Administrator of databases, computer networks and infrastructure.

Kaciou KbI3mer cajiacbl
Obaactb
npogeccuoHAJIbHOMN
OECATCJIbHOCTHU

The area of professional
activity

Komnsroreprik, TEJIEKOMMYHHUKAUSUIBIK KEJIepiH, OYJITTHI
TEXHOJIOTHSUIAp/blH, ~ €CeNTey  JKYHenepiHiH, JAepekrep  0a3achIHbIH,
KOCIMOPBIH MHPPAKYPBUIBIMBIHBIH KayiIlCi3/iri; KpunTorpadus; aknaparThbIK
KayliIci3iK xxyuenepi.

be3onacHOCTh KOMIBIOTEPHBIX, TEIEKOMMYHUKAIIMOHHBIX CETeH, 0OIauHBbIX
TEXHOJIOTHM, BBIYMCIUTENBHBIX CUCTEM, 0a3 MJaHHBIX, HHQPACTPYKTYpHI
OpeAnpUATHIA; KpunTorpadus; cucteMsl HHPOPMALMOHHOM O€30MaCHOCTH.

Security of computer and telecommunication networks, cloud technologies,
computing systems, databases, enterprise infrastructure; cryptography;
information security systems.

Kacion
o0beKTici
O0bekT
npogeccuoHAIbHOMU
JEATECJIBbHOCTH

The object
professional activity

KbBI3MET

of

AxmaparTelK akTHBTep, AT MHMPaKYPBUIBIMBI, KOCIIOPBIHHBIH aKMapaTThIK
KyHenepi; aknaparThIK Kayilci3IiKTi KaMTaMachl3 €TeTiH Kykenep.

Undpopmannonnsle aktusbl, IT-undpactpykrypa, uH(bOpMaLHOHHbIE
CHUCTEMBl MNpPEINpUATHI; cHCTeMbl oOecrnedeHus HHGOPMAIIMOHHON
0€30I1aCHOCTH.

Information assets, IT infrastructure, Enterprise Information Systems;
Information Security Systems.




Kocion KbI3MET

GyHkumsiIapsl JKOHE
TypJepi

DOYyHKIUH )/ BHbI
npodeccuoHAIbHOM

AEATCJIBbHOCTH
Functions and types of
professional activity

— Foiibivu-3epmmey dtcone mexHoN02UANbIK

Kocimopeiagap MeH yHBIMAApABIH aKMaparThK KayilCi3miK IKyHelepiH
Tayay >KoHE MOACPHU3ALUIIAY;

[ludpiblk  KypbUIFbUIAp MEH  KaOIBIKTApAbIH  KPUMHHAIACTHKAIBIK
caparnrtamacsl;

AKIaparTelK ~ TEXHOJIOTHSUIAP  CajachIHAArbl  OY3YIIBUIBIKTAp  MEH
KbUIMBICTap/bl 3€pTTEY;

— Konoany orcane azipney

AKIaparThIK KYHENIEpAiH Kayilci3 )KYMBICBIH YHBIMIACTBIPY JKOHE OJIapaFbl
aKnaparThIK Kayirnci3aikti 6ackapy. KommbroTepiik sxyiienep MeH keniiepe

aKIaparThl KOpFayJIbIH MPOrpaMMaJIbIK-aIaparThIK, TEXHHMKAJIBIK,
KpHUIITOrpadUsIIbIK KYPaJAapblH €HTi3Y JKOHE Naiianany;
Kacinmoperaaapasiy aKMaparThIK KyHenepineri JKOHE AT

MH(PaKYpBUIBIMAAPBIHAAFE]  aKMAPATThIK KAYINCI3MIKTIH 1IKI JKyHenepin
XKobautay, 931pJiey, CHIi3y KoHE KOJay;

— ¥iiimoacmuipywbiivix srcone backapyulbliviy

Kacinmopeinaapna akmaparTsl KOprayablH YHBIMAACTHIPYIIBUIBIK [IapaiapbiH
a3iprey JKoHe eHAIPY;

AKIaparThIK KayilcCi3miK calaChIHIAFbl YHBIMAACTHIPYIIBUIBIK, HOPMAaTUBTIK,
TYpaKTaHABIPYIIBI KYKaTTaMaHBbl 931pJiey, EHri3y JKOHE JKYPri3y.

— Hayuno-uccnedosamenvckas u mexnono2uieckas

AHanmu3 W MOJEpHM3AIMA CHUCTEeM HWH()OPMAIMOHHON O0€301acHOCTH
MPEeANPUATHN U OPTraHU3AIUN;

Kpumunanucruueckas JKCIIepTU3a UPPOBBIX YCTPOWCTB u
000pyI0BaHUs;

PaccienoBanue HapyLIEeHUN u MIPECTYIUICHUN B oOnactu
MH(OPMALIMOHHBIX TEXHOJIOTHIA;

— JKkennyamayuonHas u pazpabomyeckas

Opranuzanus 6e30macHOM 3KCIUTyaTalMd HH(OPMAIIMOHHBIX CUCTEM U
yhnpaBieHue 3auToid nHpopMmanuu B HUX. BHenpeHue M skcrutyaTarus
IPOrpaMMHO-aINapaTHBIX, TEXHUYECKUX, KPUITOrpauuyecKUX CpeacTB
3alIUThl HH(OPMAIMK B KOMITBIOTEPHBIX CHCTEMaX U CeTSX;
[IpoektupoBanue, pa3paboTka, BHEJPEHUE U CONPOBOXKJEHUE MOACUCTEM
3amMThl  MHpOpMauMM B MHPOPMALMOHHBIX cuctemax u  IT-
UH(}OPACTPYKTYypax MpeapUsITHIA;

— Opeanu3ayuoHHO-ynpasienieckas

Pa3pabotka ¥ BHeOpeHHWE OpraHM3allMOHHBIX MeEp [0  3alluTe
UUH(POPMALIUU HA TPEANPUATHSIX;

Pa3paboTka,  BHeOpeHME U COMNPOBOXKIEHHE  OPraHU3alMOHHO-
HOPMaTUBHO, peryiupyooen JIOKYMEHTaluu B obusacTu
MH(OPMAaLMOHHON OE€30MaCHOCTH.

— Scientific research and technological

Analysis and modernization of information security systems of enterprises
and organizations;

Forensic examination of digital devices and equipment;

Investigation of violations and crimes in the field of information technology;
—Operational and development

Organization of safe operation of information systems and information
security management in them. Implementation and operation of software,
hardware, technical, and cryptographic means for information protection in
computer systems and networks;




Design, development, implementation and maintenance of information
security subsystems in information systems and IT-information structures of
enterprises;

—Organizational and managerial

Development and implementation of organizational measures for the
protection of information at enterprises;

Development, implementation and maintenance of organizational, regulatory
and legal documentation in the field of information security.




2 Kysbiperrigik/oeiiin kapracel/Kapra/mpoduiasr komnerenuuii/ Map / Profile of Competences

OM0Oeban Ky3bIpeTTinik (9K)/
YHHBepcaﬂbele KOMIIEeTCHII MU
(YK)/

Universal competences (UC)

OxkpiTy HOTH:REIepi (YK Memmepi)/
PesyabTaTsl 06yuenus (eqununbl YK)/
The result of training (UC units)

OKBITY HOTHIKECIH KAJIbINTACTHIPATHIH
(Ky3bIpeTTifik MeIepi) manaep araysl/
HaumeHoBaHUE THCUMIIINH, (POPMHPYIOIIHUX Pe3yTbTATHI
o0yueHnus (eAMHULBI KOMIIETEeHINI)/

The name of courses that form results of training
(units of competences)

9K1 — 3amanayn OHi- JKeke, MomeHM TYpFBINAH JKoHE KociOm  KapeiM-KateiHac | 1. Ieren Tinmi / MHOCTpanHSI 361K / Foreign language
KOMMYHHUKAIFSUTBIK, Kypajiaap OaFBITTapPBIHAAFBI MOCENeIep/l eIy Ae ayb3Iia XKoHe jkaz0ama Typae Kasak, | 2. Kasak (opsic) timi / Kazaxckwmii (pycckuit) si3p1k / Kazakh (Russian)
MEH TEeXHOJIOTHSUIApABI KOJNJaHa | OPBIC JKoHE LISTEN TULIepiHae OainaHbIc xacay language
oimy PO:1— Berynate B KOMMYHHKAalMIO B yCTHOM M IHCbMEHHOH (opmax Ha | 3. OHepkocin OoibIHIIA nudpablK TexHoxorus / Liudposse
YK:1 — Cioco6HOCTH Ka3aXCKOM, pPYCCKOM H WMHOCTPAaHHOM SI3bIKAaX JUIsI PCIICHUS  3a7ay TEXHOJIOTHH 10 oTpacisiM npuMenenus / Digital technologies by
HCIIOB30BaTh COBPEMEHHBIC MEXITHIHOCTHOTO, MEXKKYIIBTYPHOTO M MPO(PECCHOHATEHOTO OOIICHH S branches of application
KOMMYyHHKaIHOHHBIE cpenctBa | RT1— To get into communication in oral and written forms in Kazakh, Russian |4. AKnapaTThiK joHE KOMMYHHUKAIHSUIIBIK TEXHOIOTHSLIAP /
TEXHOJIOTUH and foreign languages in order to solve problems of interpersonal, intercultural, NHbopMannoHHO-KOMMYHHKAIIMOHHBIE TexHomoruu / Information
UC: — Ability to use modern and professional interactions and communication technology
communication tools and OH: — AxnapaTtapas i3y, CaKTay, OHey, KOpFay KaHe TapaTy/a ihpIbIK 5. Kocinkepiik sxone 6usHec / [IpeAnpruHUMAaTEIHCTBO U OH3HEC /
technologies Temonommﬁﬂ p’[; ; ey, Y, OHICY, Kopray patyia uuep Entrepreneurship and business
’ PTYPII AKHAPATIBIK —  JKOHE KOMMYHIKAIWAIBIK | g Ickepinik monenuer/ Kynbrypa aenoBoro obrienus/ Business

TEXHONOTHSIAP/BI  KOJJIAHY OKOHE  TIPUILTKTIH  OpTypri  canamapbira culture

Kacimkepiti Ginimi koaziana bity 7. Ickepmik puropuka / Jlenosas puropuka / Business rhetoric

PO2- Hcnonp3oBath 1HGPOBYK  TEXHOJNOIHIO,  Pa3jidYHbIC  BHIBI

HH(OPMALMOHHO-KOMMYHUKAIMOHHBIX TEXHOJOTHH MO MOKMCKY, XPaHEHHIO,

0o0paboTKe, 3amuTe M PACHPOCTPaHCHUIO HWHGOpPMALMM ¥ HPUMEHATH

MpeIIPUHUMATEIbCKUE 3HAHUS B PA3IMUHBIX chepax KU3HEAeATeIbHOCTH

RT2— To use digital technologies, various types of information and

communication technologies for search, storage, processing, protection, and

dissemination of information, as well as to apply economic knowledge in

various spheres of activity
9K — bipryrac reuteivu xyitenik | OHsz — Onemzaik Kke3KapacTsl KaJiblmTacTeipyna ¢uiuocodmsslk Oimimai | 1. KasakcraHHBIH Ka3ipri 3amaH Tapuxsl / CoBpeMeHHas HCTOPHS
Ke3KapacKa HETi3/IeNITeH 9p TYpiai |KoimaHa 01y, COHbIMEH Oipre a3aMaTThIK YCTaHBIM KaJbIITACTHIPYa TAPUXH Kazaxcrana / Modern history of Kazakhstan
Karainapael 6aranay KaOijieTi | JaMyJbIH HETi3ri Ke3eHepi MEeH 3aHAbUIBIKTapbIH Tasgai Olry 2. Pyxanm xanrbipy / Pyxann sxanrsipy / Rukhani Zhangyru
YK2 — Cnocobnocts onennBath | POs—  Ilpumensts  ¢wmiocodpckue  3Hanums  Juigs  popmupoBanus | 3. Punocodus / Punocodus / Philosophy
pas3JIMuHbIe CUTYallMM HA OCHOBE | MUPOBO33pPEHYECKON  IO3WIMH, aHAJIM3MPOBaTh OCHOBHBIE OJTambl W |4. OIEyMeTTIK XoHe casich O0iniM Moyt / Moy connalibHO-
L[EJIOCTHOTO CUCTEMHOI0 3aKOHOMEPHOCTH HMCTOPUYECKOT0 pa3BUTHs oOmiecTBa Uit (GopMHpOBaHUS nonutrdeckux 3HaHui / Social and Political Knowledge Module
Hay4YHOT'O MUPOBO33PEHUS IpakJaHCKOH MO3UIIMN
UC: — Ability to assess various RTs— To apply philosophical knowledge for the formation of world view, to
situations based on a holistic analyze the main stages and patterns of the historical development of society in
systemic scientific worldview order to increase civic engagement
OK3 — Oneymerrik oprazna OH4 — JleHe MIBIHBIKTHIPYABIH 1iCTEPIMEH JKoHE KypaiaapbIMeH ToiblKkaHabl | 1. Jlene mbHBIKTEIPY / Pu3ndeckas kynsTypa / Physical Training
TYJIFaHbl KAJIBINTACTHIPY JKOHE QJICYMETTIK JKOHE KOCiOM KBI3METTI KAMTaMachl3 €Ty, KayilCi3miK MOACHHUETIH | 2. DKOJOrHs Heri3/epi )KoHe TipIiIik Kayincizziri / OcHOBBI
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aHBIKTAy KaOiJIeTi, canayaTThl
OMip CaNTHIH YCTaHY

YK3 — CnocoGHOCTH
(hopMHPOBATE M OTIPEEIATH
JIMYHOCTh B COLMATIBHOM cpejie 1
OpPHEHTHPOBATHCS HA 3/10POBBIN
00pa3 Ku3HU

UCs — Ability to form and define
a person in a social environment
and focus on a healthy lifestyle

MEHTePY, SKOJIOTHIIBIK JKaFaaian xabapaap 060y

POs— OOGecrnieunTh NONHOLEHHYIO COLHMANBHYI0 H MPO(PECCHOHANBHYIO
ACATCIBHOCTh METOJaMH H CPCIACTBAMH (1)H3PI‘1€CKOI>'I KYJbTYpPbI, BJIAACTH
KyJIbTypoi 6€30I1acHOCTH, 00J1a1aTh SKOJIOTHIECKAM CO3HAHUEM

RT4— To provide a full-fledged social and professional activities by methods
and means of physical culture, to master safety culture, to promote an
environmental awareness

OHs — Cepibaiinac KEeMKOPJBIK KYKbIK Oy3yHIBUIBIKTAD MEH KBbUIMBICTAp
JKacayra KOJ OCpMEHTIH KYKBIKTBIK CaHa MEH KYKBIKTBIK MOJCHHCTTIH
KETKUTIKTI IeHredine ue 0oy, KociOM MIHICTTECPIH OPBIHAAY JKOHE MiHE3-
KYJIBIK MQ}leHl/IeTi MCH KapbIM-KaTbIHACTBIH 3TUKAJIBIK HOpMaJIapbiH CaKTay.
POs - OO6nagate [IOCTaTOYHBIM YPOBHEM IIPABOCO3HAHUSA U  IIPABOBOM
KyJIbTYPbI, UCKIIFOUAIOIINM COBEPILICHUE KOPPYMIIMOHHBIX MPAaBOHAPYIICHUN U
HpeCTyrIJ'IeHI/If/'I, HUCIIOJIHATH HpO(beCCPIOHaJ'ILHBIe 06H3aHHOCTI/I, CO6J‘I}OILaTL
TIPUHIMUIIBI KYJIbTYPbI IOBCACHUA U 3 TUICCKUC HOPMbI 06H1€HI/I$[

RTs— To have a sufficient level of legal awareness and legal culture that
excludes the commission of corruption offenses and crimes, perform
professional duties, observe behavior culture principles and ethical norms of
communication

9KOJIOTMH U 0e30macHOCTH xu3HeaeaTenbuoct / Fundamentals of
ecology and life safety

Kannbl kacidu Ky3bIpeTTiIiK/
OobmenpogeccuonalbHbIe
komnerenuun (OIK)/
General Professional

OxkbITy HOTH:ReNepi (OIIK memuepi)/
PesyabraTsl 00ydyenus (exnnuubl OIK)/
The result of training (GPC units)

OKBITY HOTHKECIH KAJIbINTACTBIPATBIH
(Ky3bIpeTTiik Meuepi) maHaep aTaybl/
HauMeHoBaHUe IMCUMILJIMH, (JOPMUPYIOIIMX Pe3yabTaThI
00yuyeHUst (eIMHHIILI KOMITETEHIMI)/

Competences (GPC) The name of courses that form results of training
(units of competences)

KKK4 — Op Typrni |OHs— Kacibn Macenenepai Iuenry Ke3iHZe AWMCKpeTTI MaremaTuka, |l Maremarnka/ Martemaruka/ Mathematicsl
HapajurManapisl KOJIIAHA | IKTUMAIIGIKTAD TEOPHACHI JKOHE MATeMATHKANBIK CTATHCTUKAHBIH Tuicti [2- JMCkperti Matemarnka/ Jluckpernas maremaruka/ Discrete Mathematics
OTHIPBIN,  3aMaHayd TUIAEPAE | MATeMATHKAJIBIK AIlapaThiH OyPhIC KOIJAHY AaFAbLIaphIH MEHIEPY 3. KprnrorpauiHEIR MaTeMaTHKANGIK Herisaepi/ MaTeMatirieckue OCHOBEI
nporpaMmanay KaGiIeTiHIg kpunrorpaduu/ Mathematical basics of cryptography
GONybL; KaCiOH KEEMETTe Herisri POs— Bragers HaBbIKAMH  KOPPEKTHO PpHMeHﬂTL Ipu 3 pemenun 4. KonpauGansl HporpaMManapiblH  IaKeTTepiHze nporpaMN.lana.y/
KADATHLIbICTAHY npocpeccnovHansme 3789 COOTBETCTBYIOWMIT MaTeMaTHYECKuii ammapar Zpoipatd_w];osiﬂne B IIaKeTax MPHUKIAHBIX mporpamm/ Programming in
FRUILIMJPLIHBIH  3AHIADE  MCH OUCKPETHON MaTeMaTWKH, TEOpPHH BEpOSTHOCTEH W MaTeMaTHYecKOn s App ication rackages -

CTATUCTUKH . KHapaT- KOHC KOIIT?ly TEOPUACHL copus I/IH(i)OpMaIII/II/I n KOI{I/IPOB&HI/ISI/
MaTEMATUKAJIBIK  amaparrapasl Information and Coding Theory
KOJIJIaHy; akmaparteik | RTs— To have the skills to correctly apply the appropriate mathematical |6. blkTuManablk TepUACEH %KoHE MaTeMaTHKANBIK, cTaTUCTHKa/ Teopms
TEXHOJIOTUsIapMEH kocibu |apparatus of discrete mathematics, probability theory and mathematical BEPOATHOCTHOCTEH W MaTemarhdeckas craTucTuka/ Probability
JIeHrel1e )KYMBIC Jkacay statistics when solving professional problems theory and mathematical statistics
OIIK, - CnocobHocTh
IPOrpaMMHUpPOBATH pa |OH7—  MingeTTin ~ KoHbUIBIMBIH ~ Koca — anFaHjga korapbl  jenreii (1. C++ timimge nporpammanay/ IlporpavmupoBarue Ha sisbike  CH+/
COBPEMEHHBIX SI3BIKAX ¢ | mporpammaiay TiUNIEpiHiH KOHE MalliHAFa TOYeNIi MporpaMMaliay TUIACpiHiH Programming in C++

2. AnropuTMzep keHE AEpeKTep KYPbUIBIMIAPbl/ AJTOPUTMBI U CTPYKTYPHI

HETI37epiH Urepy, MoceleNep i Menry JIiCTepiH TaHaai 01y, anropuTMaepIi
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HUCIIOJIb30BAHUEM Ppa3JIMYHbIX
Tmapagurm; HCIIOJIb30BAaHUA
OCHOBHBIX €CTECTBEHHOHAYYHBIX
3aKOHOB u MaTEMaTHYCCKOTO
ammapara B TIpo(eccCHOHAIBHON
JACATCIBbHOCTH, Ha
po¢eCCHOHATHHOM YpOBHE
paboratk ¢ WHQOPMALMOHHBIMU
TEXHOJIOTUAMU

GPC, — The ability to program in
modern languages using different
paradigms; the use of basic
natural  science laws and
mathematical apparatus in
professional activities; work on a
professional level with
information technology

TaHJIay HeMmece Kypy, IporpamMmManay TUTIHAE aJrOpHTMIEpl JKy3ere achipy,
NporpaMMaHbl OHJIeY MEH TeCTiIey XKYPri3yai urepy

PO7 — Bnanets 0cHOBaMU NPOTpaMMUPOBAHMS Ha A3bIKAX BBICOKOTO YPOBHSA U
Ha MAaIIMHHO-3aBHCHUMBIX S3BIKaX NPOTPAMMHPOBAHMS, BKIIOUYasl MOCTAHOBKY
3a7a4d, yMEHHE BBIOMpAaTh METOIBI pEIICHWs 3aladd, CO3[aBaTh WU
BBIOMpAaTh  AITOPUTMBI,  PEAIN30BBIBATH  AJTOPUTMBI  HAa  S3BIKE
MIPOrpaMMHPOBAHUS, TPON3BOIUTE OTJIA/IKY U TECTHPOBAHUE IIPOTPAMMBI

RT7— To master the basics of programming in high-level languages and in
machine-dependent programming languages, including setting a problem, the
ability to choose methods for solving a problem, create or select algorithms,
implement algorithms in a programming language, debug and test a program

nmanHbix/ Algorithms and Data Structures

Python Timinme mporpammanay /IIporpammupoBanne Ha s3bike Python/
Programming in Python

Ckpunt Tingepiage nporpammanay /IIporpaMMmupoBaHHe Ha CKPHITOBBIX
si3pikax/ Programming in Script Languages

Java-na obOwekrire OarsiTranFan  mporpammainay/  OGBEKTHO-
OpHEHTHpOBaHHOe mporpammupoBanne Ha Java/ Object-Oriented
Programming on Java
IIporpaMmanslK  KOATEHL

Tanjay oKoHE OHTaWmaHmplpy/ AHAM3 W

ontuMm3anus mporpamMmmHoro koma/ Program Code Analysis and
Optimization
XKyiienik mnporpammanay /CucTeMHOEe mporpamMmupoBanue/ Systems

Programming

OHs —KoMmproTepiiH  apXHUTEKTypackl Typaibl, KeIIPOLECCOPIBIK JKOHE
KOIMAIIMHANBIK €cenTey JKyHenepai YHWbIMIAcThIpy NPHHUUNTEP] Typalisl;
IOCTYpi, Tapajulelbli JKOHE JOCTYpili eMec apXHUTeKTypacel — Oap
KOMIIBIOTEpJIEp/AI  JaMbITYy  OarbITTapbl  Typaibl;  Ka3ipri  3aMaHFbI
KOMITBIOTEPIIIK JKeniiepi Kypy xoHe Herisri OS] neHreiiaepiniH )XyMbIC icTey
NPUHLIUNOTEP]  Typasbl, OIEPaLMsUIBIK KyHelepai YHBIMAACTBIPY IKOHE
OJIap/bIH Kayirci3airi OOMbIHINIA; ONepalyusuIbIK Kyieaep MEH KOMIIBIOTEPIiK
Kyilesep MeH jKeNuIep/iH KayilCi3lik cascaTblH OpHATy Typaibl OUTIMIepiH
KepceTy

POs — JleMoHCTpHpOBATh 3HaHUS: 00 apXUTEKTYpE BBIYUCINTEIHHON MAIIHHBI,
0 TPHUHIUNAX OpPraHW3allMd MHOTONPOIECCOPHBIX ¥ MHOTOMAIIMHHBIX
BBIYMCIINTENbHBIX CHCTEM; O HANpaBJCHUSX Pa3BUTHA KOMIIBIOTEPOB C
TpaAMLMOHHON, NapajuleIbHOM ©  HETPaJULUOHHOM apXUTEKTYpou; o
NPUHONIAX ~ [OCTPOEHHS  COBPEMEHHBIX  KOMIBIOTEPHBIX  CETeH W
(YHKIMOHMPOBAaHUS ~ OCHOBHBIX  ypoBHe  OSI; 00  opranmsaunmit
OTIEPAIIMOHHBIX CHCTEM M OOeCHeYeHHH WX OE€30MacHOCTH; O HAaCTpOHKe
MTOJIUTHKH OE30MaCHOCTH OTIEPAMOHHBIX CHCTEM M KOMITBIOTEPHBIX CHCTEM U
cereit

RTs— To demonstrate knowledge: about the computer architecture, the
organizing principles of multiprocessor and multicomputer systems; on the
development directions of computers with traditional, parallel, and non-
traditional architecture; on the principles of building modern computer
networks and the functioning of the main OSI layers; on the organization of
operating systems and their security; on setting up security policies for
operating systems and computer systems and networks

AKmapaTThIK Kayinci3zmikke Kipicme/ BBeaenue B HHPOPMAIHOHHYIO
6e3omacHocTh / Introduction to Information Security

KoMmbroTepitik akmaparTsl KOpray TeXHoJorusuiapsl/ TeXHOJIOT MU 3aluThl
kommbloTepHolt uH(popMmarmu/ Technologies of Computer Information
Protection

ByntThIK TexHONMOTHsIIAp *KaHe 3aTTap MHTepHeti/ O6auyHble TeXHOJIOTHU
u WuTepHer Bemteid/ Cloud Technologies and Internet of Things

EcenTey xyiienepiHiH ammaparThK >KaOIbIKTaMachl JXOHE BHPTYyaliay
TEXHOJIOTHsIapbl/ ATNapaTHOe 00eCIeueHHe BBIYHCIUTENbHBIX CUCTEM U
texHonornn BUpTyanusanuu/ Hardware of Computational Systems and
Virtualization Technologies

Onepanusutblk xyienep sxoHe OX kayincizziri/ OnepanioHHbIe CHCTEMbI
n 6e3omacuocth OC/ Operating Systems and OS Security

OHjy — [epexTep OazamapblHBIH, ONEPANMSIIBIK JKYHETIepAiH, KOMITBIOTEPIIIK
JKOHE  TEIIEKOMMYHHKAITMSUTBIK  JKEJTUJIEpPMiH,  ecenTey  JKyHelepiHig

1. Jepexrep Oasamapbl XoHE OJapiblH Kayimcisairi/ ba3pl maHHBIX WM UX

6e3omacHocTh/ Databases and Their Security
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KayilCi3[iriH  KaMTaMachl3 €Ty JKOHE OacKapy JarIbUIapblH KepCeTy;
aKmapaTTBIK KayilCi3miKTI KaMTaMachl3 €TYAiH IpPOTrpaMMAaNbIK O KOHE
TEXHUKAJIBIK KypaJiapbiH KOJIIaHy

POy — JleMOHCTpHpOBaTh HAaBBIKM aIMHHUCTPUPOBAHMSA M OOECIICUCHUS
OezomacHOCTH 0a3 [aHHBIX, OINEPANMOHHBIX CHCTEM, KOMIBIOTEPHBIX |
TEJICKOMMYHHUKAIMOHHBIX CETEH, BBIYMCIUTEIBHBIX CHCTEM; HCIIOJIb30BATh
MPOrpaMMHBIE M TEXHWYECKHE CpeAcTBa olecrieueHHs HWH()OPMALMOHHOH
6e30macHOCTH

RTo— To demonstrate skills in administration and securing databases,
operating systems, computer and telecommunication networks, computing
systems; to use software and hardware to ensure information security

2. 3usSH KenTipymi TporpaMMalBIK KaMTaMajaH KopraHy/ 3amuTa oT
BPEZOHOCHOTO IIporpaMMHOro obecrieuenust/ Protection against Malicious
Software

3. KommbroTepiik xoHe TeIeKOMMYHUKAIMSUIBIK JKyHenep/ KomnbloTepHble 1
TenekoMMyHuKanMonHeie  cetr/  Computer and  Telecommunication
Networks

4. KoMIbIoTepIliKk OHE TeJeKOMMYHHKAIMSIIBIK JKYHenepaid Kayimcismiri/
be30macHOCTh KOMITBIOTEPHBIX M TEIEKOMMYHHKAIMOHHBIX ceTeit/ Security
of Computer and Telecommunication Networks

Kacioun ky3biperTijiik/
IIpogeccuonaibHbIe
kommnerenun (IK)/

Professional Competences (PC)

OxbiTy HITHAKeIEpi (ITK Mesmepi)/
PesyabraTsl 00ydyenus (exuuuubl 1K)/
The result of training (PC units)

OKBITY HITHAKECIH KAJBINTACTHIPATHIH (KY3bIPETTUIIK MoJIepi)
MOH/Iep aTaybl/
HaumeHoBaHue THCUMILUINH, (POPMHUPYIOIIUX Pe3yJAbTATHI
00yueHus (e JMHULBI KOMIETEHIUI)/
The name of courses that form results of training
(units of competences)

KKs — Toyekennepai, akTHBTEPI,

HHIAICHTTEPI], OM3HECTIH
Y3IiKci3mirin ~ Oackapy, Kayim-
KaTepiiepre Kapchl OpEKeT ery,
Kayimnci3mikTi TECTIIEY,
OCaJIBUIBIKTAD MEH Kayim-KaTtep
MPOIIECTEPiH KAMTHUTBIH
aKIMapaTTHIK Kayirnci3mikTi
Oackapy MEH KaMmTachl3 €Ty

MPOIIECTEPIH JKY3€Te achIpy KOHE
Oaranay ofiCTEpiH Taujay, TaHIay

OHi0— KoMIbroTepiik akmaparTel KOpFay OiCTepiH, KYpalJapblH >KOHE
TEXHOJIOTUSUIAPBIH KOJIaHBIN, YHBIMHBIH AK kKamTamace3 ety OoifpIHIIA ic-
mrapamapasl - Kocmapiaid  Oury.  AKMapaTTBIK —KayilCi3[giK — CallachIHAAFhI
KBI3METTI PETTEHTIH HETI3rl XaJbIKapajblK J>KOHE YITTHIK 3aHHAMAJBIK,
YHBIMAACTBIPYIIBUIBIK JKOHE MPOICAYPANbIK aKTUIEpAi KOJJaHa OTBIPHII,
aKMaparThlH  OJKaWbUIbIN ~ KETYiH  ajJblH  ajaTtelH  OKyHenepiH, AK
MOHHUTOPHHTICY JKYHEIePiH, OCAIABUIBIKTAPAbI MOHUTOPHUHTICY KYHEIEPiH,
AK KaMTamachl3 €TETiH ammaparThIK-POTPaMMAabIK KypalJapblH KOJIaHY
JAFIbUIAPBIH MEHIEPY

PO1w0— VYMerp mNpUMEHSATH METOABI, CpPEACTBA W TEXHOJOTHH 3aIIUTHI
KOMITBIOTEPHOH MH(OpManny, MIaHUPOBaTh MEPONPHUSITHS 10 OOECTIEYEHUIO

1. KoMmmproTepIiK aKmapaTTsl KOpFay TeXHOJIOTHsIapbl/ TeXHONOTHH 3aIHUThI
kommbtoteproit uH(opmanu/ Technologies of Computer Information
Protection

2. AKnaparThlK KayilCi3mikreri jkacaHIpl HHTEUIEKT ojicrepi/ MeTomubl
HCKYCCTBEHHOTO UHTEJUIEKTa B HH(opMarmonHoii 6esonacHoctu/ Artificial
Intelligence in Information Security

3. 3usH KenTipym TporpaMMaislK KamTamaaaH Koprady/ 3ammra  OT
BPEIOHOCHOTO TporpaMMmHOro obecriedeHns/ Protection against Malicious
Software

4. AxnaparTel KOpray HHXEHEPIiK-TeXHUKaJIBIK Kypainapbl/ WmkeHepHO-
TEeXHUYECKHe cpecTBa 3aiuTel nHpopmanun/ Engineering and Technical
Means of Information Protection

5. Baceln Kkipyai aHbIKTAy IKSHE

anAblH - anmy okyienepi/ Cuctembl

XKOHE KoJiaHy KabinerTepiHiH . k X
Gonysr Wb opranmszanuu. BianeTs HaBpIKAMHU TPUMEHEHUS annapaTHO-NPOrPAMMHBIX oBHapy’KeHus M npesoTBpanicHus Bropxennii/ Intrusion Detection and
cpeactB obecneuenus: Wb, cucteM MOHHUTOpPHHIa YSI3BUMOCTEH, cHUCTEM Prevention Systems

IKs — Cnoco6HocTh | MoHuTOpuHra WB W cHCTeM mpeNoTBpamieHus] yTedek HHpopManuu ¢ (6. AKIApaTTBIK KayilCi3fiKTiH CTaHAApTTapbl MEH HOPMATUBTIK-KYKBIKTHIK

aHaJIM3MpOBaTh,  BBIOMPATh U | UCTIOJIB30BAHHEM 6a30BBIX MEXIyHapOIHBIX Hu HAIMOHAIBHBIX Herizaepi/ Cranzaptsr u HOpPMAaTHBHO-TIPaBOBLIC OCHOBBI

NPUMEHATH METOABI OIIEHKM U | 3aKOHOJATENLHBIX, OPrAHU3a[MOHHBIX M IPOLEAYPHBIX aKTOB, PETYIUPYIOLINX HHpOpMalHOHHOH GesonacHoctw/ Information Security Standards and

peanuzanuu MIPOIIECCOB | IEATENBHOCTh B 00JIaCTH MHPOPMAITMOHHOM 0€30MacHOCTH Regulatory.Bases . . .

ofccnedenns M ympaBicHHs . - 7. Hepexrepai tammay omicrepi/ Meroapl ananmusa nannbix / Data Analysis

HHpOPMAIIHOHHO RT10— To_ be able_ to apply methods, means and technolog|e§ fo_r plrotectmg A Xlethods o . A

6e30TACHOCTEIO, OXBATHIBAOLIIX computer mformatlon, to_plan measures to ensure the organization's IS. To [ H:{gip?AfglldlzgzglCl;g;ﬁg;gﬁl:l:g/m?ggor;::ffny Sgczll.ll/:t 1 yKEZ?tHe};EZ

nporteccs onpeeneus possess the sk|IIs_ _of using h_ardware and .softwarg tools fc_nr mformat!on Management y

. security, vulnerability monitoring systems, information security monitoring N .

ySI3BUMOCTEN u yrpos, 9. KubOepkayincizmikreri xabapnapaslktel  aptthipy/ IloBbIicHHE
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TECTUPOBAHUS 6e3omacHocTH,
[IPOTUBOAEUCTBUSA yrposam,
YIpaBICHUS] PHCKAaMH, aKTHBAMH,
WHOUACHTAMH, HETPEPHIBHOCTHIO
OuzHeca

PCs— The ability to analyze,
select and apply methods for

assessing and  implementing
processes for ensuring and
managing information security,
covering the  processes  of
identifying  vulnerabilities and
threats, security testing,
countering  threats, managing
risks, assets, incidents, and

business continuity

systems and information leakage prevention systems using basic international
and national legislative, organizational and procedural acts regulating activities
in the field of information security

OCBCIOMIJICHHOCTHU B
Awareness

kubepbesomacHoctu/  Cyber — Security

OHu: — IIporpammanap MeH aknapatThIK XKyienepai jkobanay »oHe Kayilcis
o3ipiey, KOMIBIOTEPIIK KbUIMBICTApIBIH ~alJblH aly »JKOHE 3epTTey
JaFblIapbIH urepy. Jlepekrepai xuHay, oHJey jKoHE KaJllblHa KEeNTipy YIIiH
NpOrpaMMaibIK JKOHE TEXHHMKAIbIK Kypalaapisl KoiJaHy. AKIapaTThl
OakplIay, Ky)KaTTay KoHe KOpFayabl kKy3ere acspy

PO11— Bramerp HaBBIKAMH TIPOSKTHPOBAHUS M 0O€30MacHOM pa3pabOTKH
mporpaMM H HWH()OPMAaIMOHHBIX CHCTEM, HAaBBIKAMH IPEIOTBPAICHUS |
BEACHHUS pacclIeJOBaHWH KOMIBIOTEPHBIX IpecTyIUIeHHH. lcmons30BaTh
MIPOTrpaMMHBIE U TEXHHYECKHE CPeAcTBa cOopa, 0OpabOTKH M BOCCTaHABICHUS
naHHBIX.  OcCymecTBIATH  KOHTPOJb, NOKYMEHTUPOBAHHE W  3alUTy
nHpOpPMALUH

RT11 — To possess the skills of designing and safe development of programs
and information systems, the skills of preventing and investigating computer
crimes. To use software and hardware for data collection, processing and
recovery. To control, document and protect information

AKnaparThIK JKYHelep/IiH IporpaMMalblK KOMIIOHEHTTEPIHIH Kayinci3miri/
be3omacHOCTh NMPOrpaMMHBIX KOMIOHEHTOB HMH(OPMaLMOHHBIX cHcTeM/
Security of Software Components of Information Systems

Qaitnaplk  kyitenepai KpuMUHANABIK Tanmay/ KpumuHannctuueckuit
ananu3 Qaitnossix cucrem/ File Systems Forensic Analysis
ITporpamMmaJblk KaMTaMaHbIH KayilCi3/iri jKoHE 3WSHBI KOATHI 3epTTey
omictepi/ bBe3omacHOCTh MPOrpaMMHOTO  OOECTICUCHHSI W METOMBI
HccleioBaHus BpetoHocHOTo kona/ Software Security and Malicious Code
Research Methods

Kopranran aknmapatThIK XKyienepai o3ipiey xoHe maiianany/ PaspaboTka
M OKCIUTyaTarys 3alWIIeHHBIX HWHPOPMAMOHHBIX cucTem/ Secure
Information Systems Development and Operation
Hudpnplk  KpUMHHAIUCTUKAHBIH  HeTizaepi/
kpumuHanucTuky/ Digital Forensics Foundations
Bacem kipyai tecriney/ TectupoBaHue Ha HpOHHKHOBeHHe/ Penetration
Testing

Kemimik jxoHe MOOWIBAI KYpBUIFbUIApFA KPUMHHAIIBIK —capanraMa/
KpuMuHanucTHyecKkass 9KCIepTH3a CETEBBIX M MOOMIIBHBIX YCTPOHCTB/
Forensic Analysis of Network and Mobile Devices

OcHOBBl UG POBOH

OHi2 — AxnapaTrap MeH KOATay TEOPHSICHIHBIH HETi3epiH, KpUnTOorpadus
KOHE  KPUNTOTAIAay  canachlHza  (OpMalibbl  ammaparblH,  HeTisri
KpHUIITOrpausuIbIK arOPUTMIED MEH XaTTaMallapblH MEHIepY JKOHE OJiap/bl
JepEKTePi KOpFay MOCceeCiHIe KOIIaHy

PO12— Brnagers ocHoBammM Teopuu UWHPOpPMAUMHM M KOJUPOBAHMA,
(dopManbHBIM anmapaToM B 00JacTH KpUNTOrpaguu W KpPUITOAHAIH3a,
OCHOBHBIMH KpPHUIITOrpaQUYecKUMH ~ aIrOpUTMaMH M NPOTOKOJIAMH |
MIPUMEHSATH UX B 33Jja4ax 3alluThl JJaHHBIX

RTi2— To posses the basics of information theory and coding, formal
apparatus in the field of cryptography and cryptanalysis, basic cryptographic
algorithms and protocols and apply them in data protection tasks

AKmapar xoHe KoAray Teopusichl/ Teoprsi HHPOPMAIMK U KOJHUPOBaHHUS/
Information and Coding Theory

KpunrorpagustHbIH MaTeMaTHKANBIK Herizaepi/ MareMaTHdeckue OCHOBBI
kpunrorpapun/ Mathematical Basics of Cryptography
Kpunronorusi/ Kpunronorust/ Cryptology
Kpunrorpadusneik  npotokongap/ Kpunrorpaduueckue
Cryptographic protocols

Creranorpadusi anropuTMzaepi xoHe Kypainapbl/ ANTOPUTMBI M CPEICTBA
creraHorpadun/ Steganography Algorithms and Means

MIPOTOKOJIBI/

OHiz— Kocibn Mocenenepni menry  Ky3bIpeTTUITIH Oimimi

HUHTETrpalusiay AarblIapblH MCHI'CDY

JKOHC

PO — BJ'IaIIeTI) KOMIIETCHUIUAMU PCHICHUA HpO(l)CCCI/IOHaJ'IBHI)IX 3aJa4 "
HaBbIKaM¥W MHTECTPUPOBAHUA 3HAHUI

RTis— To have the competence to solve professional tasks and skills of
knowledge integration

Junnomanasl npaktuka/ [penmumiomHas npaktuka/ Pre-diploma
practice
Oupipictik npaktuka/ [lpousBoictBeHHass mnpaktuka/ Industrial
practice
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3 biiim Oepy O0arnapjaaMacbhiHbIH Ma3MyHbl / Coaepskanue oopa3oBartenbHoil nporpamMmel / The content of the education program

Monyab aTaysl skoHe koAbl | [IonniH koabl | ITon aTaybl Hux, s Cabak Typi 0oiibIHIIa caFraT
Haszpanue u koa moay.ast Kopn HaunmeHoBanue KOMIIOHEH = KoJieMi =
Module name and code JMCUMILUIMHBI | AUCHUILIMHBI T Huki, E O0beM 4acoB 110 BUAAM g
Course code | Course Name KOMIIOHEH = | samATHii o 2
T Cycle, g | The volume of hours by o2
component % types of occupations E =
£ 2 EE
™
c s £ > 22
o Q =~ 2 O = o
g g |5 | 2| £E 3 2 z &
I 1.
= S |F |E| 283 |Ez |Z& |zi¢
= 3 = | § | E g3 = SE_| i | &80
== g = = R 1| @9 2 8%° =2 9] C
= 5 =% I ) == -~ S Eﬂ e = =2 g -
- D B = < L 5 3 o S = E < = $ S =¥
E g S = 2 & a2E| & e o 929l 285
igg | 2gFEIEEC g8 |iZ: il
> S 8 So 535 59 E2E| g Ss%5 | EEE| Ze¢C
E:‘% E[q: 28 EE["&% 22 o 2= 9 FNE
2 3 c oD vl 3 FLI D T a8 Eag| 53
£2d 2L Rd 00 8 o] O s > S 25| ¥=0
O R =< G B S~ 28 3| OF O
1 cemectp /1 cemecTp / Semester 1
EDUC 21001 KZT 1101 Kasakcrannsrg kazipri | XKBII MK Kaszaxk 5 30 15 105 ME OK» KasakctaH TapuxsI
YKanmer 6inim 6epy Moy SIK 1101 3aMaH TapHuxbl 00/J1 OK Kazaxckwmii s YK; HUcropus Kazaxcrana
Monyis o0ieit MHK 1101 Cospemennas ucropusi | GCD CC Kazakh SE uc; History of
00pa30BaHHOCTH Kasaxcrana Kazakhstan
Module of general education Modern history of
Kazakhstan
ShT 1103 (1) | Ieren Timgi JKBIT MK | Afbutiibia 5 45 105 Emtuxan | OKi [eten Tingepi
I'Ya 1103 (1) HHoCTpaHHbBIH SI3bIK 00/] OK AHTTHICK M Ox3amen | YKi HHoCcTpaHHBIX
FL 1103 (1) Foreign language GCD CC English Exam UC SI3BIKOB
Foreign Languages
K(O)T 1104 Kazax (opsic) Timi XBIIMK | Kaszax/ Opsic | 5 45 105 Emtuxan | OKi [pakTHKAaJIbIK Ka3aK
(1) Kazaxckwuii (pycckwid) 001 OK Kazaxckuii/ Oxk3amen | YKi T
K(R)Ya 1104 | s3bik GCD CC Pycckwmii Exam uc, [IpakTryeckoro
1) Kazakh (Russian) Kazakh/ Ka3aXCKOTo SI3bIKa
K(R)L 1104 language Russian Practical Kazakh
1) language
OpeIc QUITOIOTHACH
Pycckoit drtonornn
Russian Philology

® EHY 708-02-21 O6pa3oBateinbHas nmporpamma. M3nanne Bropoe
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MATH 22102 Axmnaparter | Mat 1201 MaremaTnka BIT XKOOK [Kazak/Opsbic/ 30 45 165 Emtuxan | XKKK4 | XKoraprsl
Oackapy ~koHe Koprayra | Mat 1201 Martemartuka bJI BK AFBUIILIBIH Ox3amen | OIIK4 MaTeMaTHKa
apHaJFaH MaTeMaTHKa Mat 1201 Mathematics BD UC Kazaxckuii/ Exam GPC4 Beicuieit MaTemaTuku
Maremaruka ULt Pycckuit/ Higher mathematics
YOpaBICHUSA W 3aLUTHI AHTTIHICKUI
nHpopmanuu Kazakh/
Mathematics for Managing Russian/
and Protecting Information English
COMS 22008 EZhAZhVT Ecenrrey xyitenepining | BIT JKOOK [Kazax/Opsic/ 15 15 |15 105 Emruxan | JKKKs | AxmapaTTsik
Kommnerotepnepaig 1202 ammapaTThIK BJ1 BK IAFBUIIIIBIH Ox3amen | OIIKy Kayincizmik
MIPOTpaMMAaJIbIK- AOVSTV KaOIpIKTaMackl JKoHE BD UC Kazaxckmit/ Exam GPC, HudpopmannonHOM
ammapaTThIK 1202 BHpTyaIgay Pycckuit/ Oe3omacHOCTH
’Ka0IbIKTaMacChI HCSVT 1202 TEXHOJIOTUSITAPHI A HTJTHIACKHUI Information Security
[MporpammHoO-annapaTHoe AnmnapaTHoe Kazakh/
obecreueHre KOMIBIOTEPOB obecrieueHue Russian/
Computer  Software and BBIYHCITHTEIIBHBIX English
Hardware CHCTEM U TeXHOJIOTHH

BUPTYaIN3alHU

Hardware of

Computational Systems

and Virtualization

Technologies
EDUC 21001 DSh 1111 JleHe WIBIHBIKTRIPY JKBIT MK | Kazak/ Opsic 60 Hdud. OK3 JleHe MIBIHBIKTHIPY
YKanmer 6inim 6epy Moy 1) Omsnueckas kynbrypa | OO OK Kazaxckuit/ ChiHaK VK3 JKOHE CTHIOPT
Monyie obuieit FK 1111 (1) Physical Training GCD CC Pycckuii Nud. UCs dusnyeckas
obpaszosannocti Module of | PhT 1111 (1) Kazakh/ 3ayer KyJIbTypa U cropra
general education Russian Differen- Physical training and

tiated sports
attestation
2 cemectp /2 cemectp / Semester 2

EDUC 21001 AKT 1105 AKITapaTTHIK- XBII MK | Arsumiisia/ 30 15 105 Emtuxan | OK: Wndopmarnka
Kanmer 6iim 6epy Moy IKT 1105 KOMMYHHUKAIHSIIBIK, 001 OK Awnrmuiickuii / Ox3amen | YKi HNudopmaruxu
Monysb obreit ICT 1105 TEXHOJIOTHSLIAP GCD CC English Exam UC Computer Science
00pazoBaHHOCTH WudopmannonHo-
Module of general education KOMMYHUKaIOHHbIE

TEXHOJIOTUHI

Information and

communication

technologies

ShT 1103 (2) | Wleren Timi XKBII MK | Arbuniisin/ 45 105 Emtuxan | OK; Hleren Tinnepi
I'Ya 1103 (2) WHOCTpaHHbII A3BIK 001 OK Anrmickuii / Ox3zamen | YKi WHoCTpaHHBIX
15
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FL 1103 (2) Foreign language GCD CC English Exam uc, SI3BIKOB
Foreign Languages
K(O)T 1104 Kaszax (opsIc) Timi XKBITI MK | Kazak/ Opsic | 5 45 105 Emtuxan | 9K IIpaxkTHKaIbIK Ka3aK
(2) Kasaxckuit (pycckuii) OOl OK | Kazaxckwuii/ Ox3amen | YK Timi
K(R)Ya 1104 | s3bik GCD CC Pycckwuii Exam uc, [IpakTryeckoro
(2) Kazakh (Russian) Kazakh/ Ka3aXCKOT'O sI3bIKa
K(R)L 1104 language Russian Practical Kazakh
2) language
OpsIc GUITOIOTHACH
Pycckotit pumonorum
Russian Philology
MATH 22102 DM 1203 Huckperti matemaruka | BIT JKOOK [Ka3zax/Opsic/ 5 30 15 105 Emmuxan | KKK4 | Anrebpa u reomerpus
Axmapattel Oackapy xoHe | DM 1203 JuckpeTHas BJ] BK AFBLIIIIEIH Oxzamern | OIIK, Anrebpsl u
KOpFayra apuanran | DM 1203 MareMaTHhKa BD UC Kazaxckuit/ Exam GPC, TEOMETPUH
MareMaTHKa Discrete Mathematics Pycckuii/ Algebra and
Marematika JUTSt AHTTTHIHCKHUT Geometry
yIOpaBiACHUs ¥ 3alUTHI Kazakh/
uHbOpMAIUH Russian/
Mathematics for Managing English
and Protecting Information
Bipeyin Tanaay / Boiopats oqun / Choose one
COMS 12104 CTP 1213 C++ tiniage | BIT TK Kazak/Opsic/ 8 30 15 30 165 Emruxan | XKKK4 AKIapaTThIK
[porpammanay PYaC 1213 porpamMmanay B KB IAFBLITIITBIH , OIIK4 Kayincizmik
[IporpammupoBaHue PLC 1213 [porpammupoBanue Ha | BD EC Kazaxckmit/ Kypetelk | GPCy HudopmannonHOM
Programming si3pike C++ Pycckuii/ JKYMBIC Oe3omacHOCTH
Programming on C++ AHTTHIHCKHI DK3aMeH, Information Security
Kazakh/ KypCcoBast
Russian/ pabora
English Exam,
Course
Work
MATH 22102 KPPP 1213 Konman6anbt BIT TK Kazak/Opsic/ 8 30 15 30 165 Emtuxan | )KKKs | AxmaparThik
Axmapartel 0ackapy »omne | PPPP 1213 porpaMMaliapblH b1 KB IAFBUTIIEIH , OIIK4 Kayinci3mik
KOpFrayFa apHanran | PAP 1213 MaKeTTepinge BD EC Kazaxckuii/ KypcThiK | GPC4 WndopmannonHoit
MaTreMaTHKa nporpammanay Pycckuit/ HKYMBIC Ge3omacHoCcTH
MaremaTnka JU1s IIporpammupoBanue B AHTTIMICKHI OK3aMeH, Information Security
yIOpaBieHUS W 3alUTHI MaKeTax IPUKIAJHBIX Kazakh/ KypcoBast
nHdopmannu porpamMmm Russian/ pabora
Mathematics for Managing Programming in English Exam,
and Protecting Information Application Packages Course
Work
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EDUC 21001 DSh 1111 JleHe MIBIHBIKTBIPY JKBIT MK | Kazak/ Opsic 2 60 Hud. OKs JleHe IIBIHBIKTRIPY
YKanms! Ginim Gepy Mozyi (2) FK 1111 ®dusnueckas kynstypa | OO OK Kazaxckuit/ CbIHaK VK3 JKOHE CIOPT
Monynb oOmiei 2 Physical Training GCD CC Pycckuii Hud. UGCs Odu3nueckas
00pazoBaHHOCTH PhT 1111 (2) Kazakh/ Bayer KyJIbTypa U cropTta
Module of general education Russian Differen- Physical training and
tiated sports
attestation
1 KypcKa 0apJibIK KpeauT
HToro kpeauTos 3a 1 Kypc 60 | 165 | 420 45 1170
Total credits for 1% year
3 cemectp /3 cemectp / Semester 3
EDUC 21001 Fil 2102 Ounocodus XKBIT MK [Ka3zax/Opsic/ 5 30 15 105 Emtuxan | OK> Ounocodust
YKanmer 6imiM Oepy Moy Fil 2102 Ounocodus OO OK  |AFrpUIIIBIH Ox3amen | YK» Ounocodun
Moyas obrieit Phil 2102 Philosophy GCD CC  [Kazaxckmii/ Exam uUcC, Philosophy
00pa30BaHHOCTH Pycckuit/
Module of general education AHTTHACKHI
Kazakh/
Russian/
English
EDUC 21001 ASBM 2106 OJIeyMETTIK )KOHE XBIT MK [Kaszax/Opsic/ 8 30 60 150 Emtuxan | OK» Cascarrany
Kanmer Ginim 6epy Moy MSPZ 2106 casicu Gimim Moy OO OK  |Arbummbig Ox3amen | YK E&?ﬁggfgg";ﬁce
Monyns obmieit SPKM 2106 Moyns conHanbHO- GCD CC  |Kazaxckwuit/ Exam ucC, Breymerrasy
00pa30BaHHOCTH MOJINTUYECKUX 3HAHUN Pycckuit/ Couponorust
Module of general education Social and Political AHTTTIICKHAN Sociology
Knowledge Module Kazakh/ Pusocodus
. Ounocodun
Russian/ Philosophy
English aneT
CIIC
SRS
COMS 12103 AKK 2204 AKIapaTThIK BIT )KOOK [Kaszax/Opsic/ 5 15 15 15 105 Emmuxan | XKKK4 AKNapaTThIK
Kubepxkayincizaik VIB 2204 KayiIci3mikke Kipicne BJI BK IAFBUTIIIEIH Ox3amen | OIIK4 Kayimnci3mik
Kubepbe3omnacHocTh 11S 2204 Beenenne B BD UC Kazaxckmit/ Exam GPC4 WubopmannonHoOH
Cybersecurity nH}pOopMaNOHHYIO Pycckuit/ 6e3omacHoCcTH
6e3011acHOCTh AHTIIMICKHI Information Security
Introduction to Kazakh/
Information Security Russian/
English
COMS 22005 ADK 2205 AJroputMmep xoHe BIT )KOOK [Ka3zax/Opsic/ 5 15 15 15 105 Emtuxan | )KKKg4 AKnapaTThIK
Anroput™maep xone | ASD 2205 JepexTep BJ] BK IAFBUIIIBIH Ox3amern | OIIK4 Kayirnci3mik
JIEPEKTEP KYPhLUIBIMAAPHI ADS 2205 KYPBUIBIMIapbI BD UC Kazaxckuit/ Exam GPC, HubopMannoHHOM
AJNTOPUTMBI M CTPYKTYPHI AJNTOpUTMBI U Pycckuii/ 0€30MMacHOCTH
17
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JTAHHBIX CTPYKTYPBI TaHHBIX AHTIMICKHI Information Security
Algorithms and Data Algorithms and Data Kazakh/
Structures Structures Russian/
English
Bipeyin Tannay / Beiopats oqun / Choose one
COMS 22204 PTP 2214 Python Tininne BII TK Kazak/Opwic/ 5 15 30 105 Emtuxan | )KKKg4 AKnapaTThIK
IIporpammanay PYaP 2214 IIporpammanay B/ KB IAFBUIIIBIH Ox3amern | OIIK4 Kayinciziik
IIporpammupoBaHue PP 2214 IMporpammupoBanue Ha | BD EC Kazaxckuii/ Exam GPC4 WudopmaunonHoit
Programming si3pke Python Pycckuit/ Oe3omacHOCTH
Programming on AHTTHIACKHI Information Security
Python Kazakh/
Russian/
English
COMS 22204 JOBP 2214 Java-ma o0BekTire BII TK Kazak/Opsic/ 5 15 30 105 Emruxan | KKK, AKIapaTThIK
[Iporpammanay OOPJ 2214 OaFpITTalFaH B KB AFBLIIIIEIH Oxzamern | OIIK, Kayincizmik
IIporpammupoBanue OOPJ 2214 IIporpamMmariay BD EC Kazaxckuii/ Exam GPC4 WudopmaunonHoit
Programming OOBeKTHO- Pycckuii/ 0e30macHOCTH
OpPUEHTHPOBAHHOE AHTIIICKHI Information Security
POrpaMMHpPOBaHUE HA Kazakh/
Java Russian/
Object-Oriented English
Programming on Java
EDUC 21001 DSh 2111 JleHe WIBIHBIKTRIPY KBII MK | Kazak/ Opeic | 2 60 Hdud. OK3 JleHe MIBIHBIKTHIPY
YKanmer 6inim 6epy Moy (3) FK 2111 Omsnueckas kynbrypa | OO OK Kazaxckuit/ ChiHaK VK3 JKOHE CTIOPT
Monyie obuieit 3 Physical Training GCD CC Pycckuii Hud. UCs dusnyeckas
00pa30BaHHOCTH PhT 2111 (3) Kazakh/ 3auer KyJIbTYypa | CIIOpTa
Module of general education Russian Differen- Physical training and
tiated sports
attestation
4 cemectp /4 cemectp / Semester 4
COMS 22106 0ZhOzhK OnepanusiiabK BIT )KOOK [Kazak/Opsic/ 5 15 30 105 Emruxan | KKKz | AknaparTthik
Kommerotepnepain 2206 Kyienep xone OXK BJI BK IAFBUTIIEIH Ox3amen | OIIK4 Kayinci3mik
MIPOTPaMMaJIbIK- OSBOS 2206 | xayinci3airi BD UC Kazaxckmit/ Exam GPC4 WubopmannonHoOH
annapaTThIK OSOSS 2206 | OnepaunoHHbIE Pycckuit/ 6e30macHOCTH
’Ka0IbIKTaMachl CHUCTEMBI U IAHTIIMICKUI Information Security
[IporpammHO-anmapaTHoe 6e3omacaocte OC Kazakh/
obecrieueHre KOMIIBIOTEPOB Operating Systems and Russian/
Computer Software and Operating Systems English
Hardware Security
MATH 22202 KMN 2207 Kpunrorpadusibig BIT1 )KOOK | Kazak/ Opsic | 5 30 15 105 Emtuxan | KKs Anrebpa 1 reoMeTpus
Axnapartel _Oackapy xone | MOK 2207 MaTEeMAaTUKaJIbIK B/ BK Kasak/Opsic/ Ox3amen | I1Ks AnreOpsl u
18
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KOpFrayra apuanran | MBC 2207 Herizzaepi BD UC IAFBUIIIBIH Exam PCs reoMeTpHUH
MareMaTHKa Marematuyeckue Kazaxckuii/ Algebra and
Maremaruka Tt OCHOBBI KpHITOrpaduu Pycckuit/ Geometry
yIOpaBiI€HUs W 3aIUTHI Mathematical Basics of AHTIMICKHI
nHpopmanuu Cryptography Kazakh/
Mathematics for Managing Russian/
and Protecting Information English
MATH 22202 ITMS 2208 blxTrManaeIKTap BIT 2)KOOK [Kazak/Opsic/ 5 15 30 105 Emtuxan | KKK4 | Anrebpa u reomerpus
AxmapatTel Oackapy xome | TVMC 2208 TEOPHACH xone | BJI BK IAFBUIIIIEIH Ox3amen | OIIK4 Anrebps u
KOpFrayFa apranran | PTMS 2208 MaTeMaTHKAIbIK BD UC Kazaxckmit/ Exam GPC, TEOMETPHUH
MaTreMaTuKa CTaTHUCTHKA Pycckuit/ Algebra and
Maremartuka IS Teopus IAHTTHICKAN Geometry
VIOpaBICHUS U 3alUTHI BEPOSITHOCTHOCTEH U Kazakh/
uHbOpMAIUH MareMaTHIecKas Russian/
Mathematics for Managing CTaTHUCTHKA English
and Protecting Information Probability theory and
mathematical statistics
Bipeyin Tannay / Beiopats oqun / Choose one
COMS 22204 STP 2215 Ckpurr Tingaepinae BII TK Kazak/Opsic/ 5 15 30 105 Emtuxan | )KKKs | AkmaparThik
[Iporpammanay PSYa 2215 porpaMmManay bJ1 KB IAFBUTIIIEIH Ox3amen | OIIK4 Kayinci3mik
[IporpammupoBaHue PSL 2215 [porpammuposanue Ha | BD EC Kazaxckmit/ Exam GPC, HudopmannonHOM
Programming CKPHIITOBBIX SI3bIKAX Pycckuit/ Oe3omacHOCTH
Programming in Script AHTTHIHCKHI Information Security
Languages Kazakh/
Russian/
English
MATH 22202 AKT 2215 Axmapar xoHe konray | BIT TK Kazak/Opsic/ 5 15 30 105 Emruxan | XKKK4 AKIapaTThIK
Axnapartel Oackapy xoHe | TIK 2215 TEOPUACHI BJI KB IAFBUIIIIBIH Ox3amen | OIIK4 Kayinci3ik
KOpFayFa apuanran | ITC 2215 Teopust uadopmanuu u | BD EC Kazaxckwmii/ Exam GPC, HNudopmanmonHoi
MaTeMaTHhKa KOJIUPOBAHHUSA Pycckuit/ 6e3omacHOCTH
MaremaTuka VTS Information and A HTTTHIACKHT Information Security
VIpaBICHUS] W 3alUTHI Coding Theory Kazakh/
uHbOpMAIUH Russian/
Mathematics for Managing English
and Protecting Information
Bipeyin Tannay / Beiopars omun / Choose one
EDUC 21001 PB 2107 Kacinkepiik sxone XKBII TK  [Kazak/Opsbic/ 5 30 15 105 EmTuxan | OK: OKOHOMUKA JKOHE
YKanmns! Ginim Gepy Mozyti KB 2107 Ouznec OOJI KB  |ArpinmsiH Ox3amer | YK KaCIIKepIiK
Monynb oOmieit EB 2107 [IpeanpuHuMaTenbCTB GCD EC  [Kazaxckuii/ Exam UC: DKOHOMHKH U
00pazoBaHHOCTH 0 u OusHec Pycckuit/ MIPEAIIPUHIMATENBCT
Module of general education Entrepreneurship and AHTIIMACKHI Ba
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business Kazakh/ Economics and
Russian/ Entrepreneurship
English
SZhKM 2109 Col0aiinac XBIT TK  [Kazak/Opsic/ 30 15 105 Emruxan | OKs Memiieker xoHe
AKK 2109 JKEMKOPIBIKKA  KapChI AFBITIIBIH YK; KYKBIK TEOPHACH MEH
ACC 2109 MOJICHHET OOJ KB  [Kazaxckwuii/ Ok3ameH TapUXEL,
AHTHKOPPYIIIHOHHAS Pycckuit/ UCs KOHCTHUTYIHSJIBIK
KyJbTypa GCD EC  |Anrmmiickui Exam KykbIK/ Teopust u
Anti-corruption culture Kazakh/ HCTOPHS TOCYIapCTBA
Russian/ Y MpaBa,

English KOHCTHTYLIHOHHOE
mpaso / Theory and
history of state and
law, constitutional
law

CTSBK 2107 | Lludpabik XBIT TK  [Kaszax/Opsic/ 30 15 105 Emtuxan | OKi Hudopmaruka
CTOP 2107 TEXHOJIOTUANAP b OO/l KB  |ArpiimsiH Ox3amer | YKi Wudopmarnku
DTBA 2107 cananap OolibIHIIA GCD EC  [Ka3zaxckuii/ Exam uc, Computer Science
KOJITaHy Pycckuii/
udpossie AHTTIIICKHUT
TEXHOJIOTUH TI0 Kazakh/
OTPACIISIM MPUMEHEHHSI Russian/
Digital technologies by English
branches of application
IR 2107 Ickepaix puToprka XKBITI TK  [Ka3zax/Opsic/ 15 30 105 Emtuxan | OK: p/o
DR 2107 JenoBas putopuka OO KB  |Arpuimsia Ox3ameH | YK TeopHsIbIK KoHE
BR 2107 Business rhetoric GCDEC  [Kazaxckuit/ Exam UC KOJJaHOaIbI
Pycckuii/ JIMHTBUCTHKA
AHTTIFICKAT TeopeTnueckoi u
Kazakh/ TPUKJIaTHON
Russian/ JIMHTBUCTHKH

English Theoretical and
Applied Linguistics
K/0
Kasax Tin 6imimi
Kaszaxckoro
SI3BIKO3HAHHMS
Kazakh linguistics

ENTK 2107 Dkoutorus Herizaepi XKBII TK  [Kazak/Opsbic/ 30 15 105 Emtuxan | 9Kz VYnpasieHue u
OEBZh 2107 | »oHe TipIIiIik OO/l KB  |Arbuiimsia Ox3amen | YKs HHXKUHUPUHT B cepe
FELS 2107 Kayinecizmiri GCD EC  [Kaszaxckwuii/ Exam UCs OXPaHBI
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OCHOBBI KOJIOTHH U

Pycckuit/

OKpY>Karomiei cpebl

0e30macHOCTH AHTIMICKHI Kopraran opranst
KHU3HE/ICSTEIbHOCTH Kazakh/ KOpFay caJlaChIH/IaFbl
Fundamentals of Russian/ Gackapy xKoHe
ecology and life safety English UHXUHUPUHT
Management and
Engineering in the
field of
environmental
protection
Rzh 2107 PyxaHu »aHFBIPY XKBIT TK  [Kazax/Opsic/ 5 30 15 105 Emtuxan | OK> Eypasusmsik
Rzh 2107 Pyxanu xaHTBIpY OO KB  |Arpummsia Ox3ameH | YK» 3epTTeyep
Rzh 2107 Rukhani Zhangyru GCD EK  [Kazaxckmii/ Exam UC, EBpasuiickux
Pycckuii/ HCCIICIOBaHHH
AHrHCKHiT Eurasian Studies
Kazakh/
Russian/
English
IM 2107 Ickepiik MogeHHET XBIT TK  [Kaszax/Opsic/ 5 15 30 105 Emtuxan | OKi OpbIC HUITOIOTHACH
KDO 2107 KybTypa 1e110BOro OO KB  |AfrbutmibiH Ox3amen | YKi Pycckoit ¢punonorun
BC 2107 o6ImerHus GCD EC  [Kazaxckmii/ Exam UC; Russian Philology
Business culture Pyceiaii/
IAHTTIMACKAN
Kazakh/
Russian/
English
INEX 42007 OP 2209 OHJIIpICTIK MpaKTHKa BIT XKOOK 3 Ecen KKs AKMapaTThIK
Toxipubenik MOIyJIb PP 2209 [IpousBoacTBEeHHAS bJI BK Otuer ITKs Kayinci3mik
[IpaxkTraeckuit MOIYIb IP 2209 MIPaKTHKa BD UC Report PCs WubopmannonHoOH
Practical module Industrial practice 0€301acHOCTH
Information Security
EDUC 21001 Dsh 2111 JleHe IIBIHBIKTBIPY JKBIT MK | Kasak/ Opsic 2 60 Hudo. OKs JleHe MBIHBIKTRIPY
Kanmsr 6inim Oepy Momymi (4) FK 2111 Omsnueckas kynprypa | OO OK Kazaxckuit/ ChrHaK VK3 JKOHE CIIOPT
Mognyis obuieit (4) Physical Training GCD CC Pycckwmii Huo. UCc; ®duznueckas
00pazoBaHHOCTH PhT 2111 (4) Kazakh/ 3auer KyJIbTYpa M CIIOpTa
Module of general education Russian Differen- Physical training and
tiated sports
attestation
2 KypcKa 0apJbIK KpeauT
HToro kpenuros 3a 2 Kypc 60 | 210 | 285 120 1095

Total credits for 2" year
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5 cemectp /5 cemectp / Semester 5

COMS 33209 DBK 3210 Hepextep 6azanap BIT )KOOK [Ka3zax/Opsic/ 5 15 30 105 Emtuxan | dKKKs | AkmapartThik
Komrmsrorepaix xeminep | BDB 3210 MKOHE OJIapAbIH B/l BK IAFBUIIIBIH Ox3amern | OIIK4 Kayinciziik
AKOHE kiueHT-cepepitik | DS 3210 Kayinci3airi BD UC Kazaxckuii/ Exam GPC4 WudopmaunonHoit
TEXHOJIOTUsAIap ba3el jaHHBIX U UX Pycckuit/ 0e3omacHOCTH
KommprorepHsle  cetu 0e301acHOCTh AHTIMICKHI Information Security
KJIMEHT-CEPBEPHBIC Databases and Their Kazakh/
TEXHOJIOTUH Security Russian/
Computer Networks and English
Client-Server Technologies
COMS 33209 KTZh 3301 Komnprotepik xoHe KII Kazak/Opsic/ 7 30 15 |30 135 Emmuxan | KKKs4 | AkmaparTsik
Kommnprotepitik xkemnep | KTS 3301 TenekoMMyHUKamsumel | JKOOK AFBLIIIIBIH , OIIK4 Kayincizmik
KOHE kmuent-cepBepiaik | CTN 3301 K XKyHenep oA BK Kazaxckmit/ Kypctelk | GPCy HudpopmannonHoi
TEXHOJIOTHUSIIAP Komneprotepasie n PD UC Pycckuit/ KYMBIC Oe3omacHOCTH
KommbloTepHele cetn | TEJIEKOMMYHHKaIMOHH AHTIIICKHI DKk3aMeH, Information Security
KJIMEHT-CEepPBEPHBIC bI€ CEeTH Kazakh/ KypcoBas
TEXHOJIOTUH Computer and Russian/ paboTta
Computer Networks and Telecommunication English Exam,
Client-Server Technologies Networks Course
Work
COMS 33010 KK 3302 Kpunrromorus KII Kazak/Opsic/ 8 30 15 |30 165 Emtuxan | KKs AKIapaTThIK
Kpurnrrorpadustisik KK 3302 Kpurnrromorus JKOOK IAFBLITIITBIH Ox3amen | [1Ks Kayincizmik
KyHenep xkone | CC 3302 Cryptology o4 BK Kazaxckmit/ Exam PCs HudopmannonHOM
creraHorpagus PD UC Pycckuii/ Oe3omacHOCTH
Kpunrorpadudeckue AHTIHICKHI Information Security
CHCTEMBI U cTeraHorpadus Kazakh/
Cryptographic Systems and Russian/
Steganography English
Bipeyin Tanaay / Boiopats oqun / Choose one

COMS 32209 CTIK 3216 BynTTHIK BITI TK Kazax/Opsic/ 5 15 15 |15 105 Emruxan | KKKz | AknaparTthik
Kommsrotepitik xeminep | OTIV 3216 TEXHOJIOTHUSIIAP JKOHE BJ1 KB IAFBUTIIEIH Ox3amen | OIIK4 Kayinci3mik
KOHE kiueHT-cepepiik | CTIT 3216 3artap MHTEpHeTI BD EC Kazaxckmit/ Exam GPC4 WubopmannonHoOH
TEXHOJIOTUsIAp ObnayHbIe TEXHOJIOTHT Pycckuit/ 6e3omacHOCTH
KomriptoTepHsle  ceTd u NHTepHeT Beueit AHTIHICKHI Information Security
KJIMEHT-CEepPBEPHBIE Cloud Technologies Kazakh/
TEXHOJIOTUH and Internet of Things Russian/
Computer Networks and English
Client-Server Technologies
COMS 32203 KAKT Kommnbrotepitik BII TK Kazak/Opnic/ 5 15 30 105 Emtuxan | )KKKg4 AKnapaTThIK
Kubepkayincizaix 3216 aKmapaTThl KOpray B/ KB IAFBUIIIBIH Ox3amern | OIIK4 Kayinci3mik
Kubepbe3omacHOCTh TZKI 3216 TEXHOJIOTHSIIAPHI BD EC Kazaxckuit/ Exam GPC,4 WHubopManmoHHOM
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Cybersecurity TPCI 3216 TeXHOIOTHH 3aIHThI Pycckuit/ 0€301macHOCTH
KOMITBIOTEPHOM AHTIMICKHI Information Security
nHdopmannu Kazakh/

Technologies of Russian/
Computer Information English
Protection
Bipeyin Tanaay / Beiopats oqun / Choose one

COMS 33111 AZhPKK AKIapaTThIK KII TK Kazak/Opnic/ 5 15 30 105 Emrtuxan | KKs AKnapaTThIK

AxmapatTel Kopray xoHe | 3309 KyHenepaig [N KB AFBUIIIIEIH Ox3amen | I1Ks Kayincizmix

OpeKeT eTy BPKIS 3309 TIPOTPaMMAJIBIK PD EC Kazaxckmit/ Exam PCs HudopmannonHOM

3ammura wHpOpMamuum u | SSCIS 3309 KOMIIOHEHTTEPiHIH Pycckuit/ Oe3omacHOCTH

pearupoBaHue Kayimci3miri AHTTHIACKHT Information Security

Information Protection and besomacHoCTh Kazakh/

Response IIPOrPaMMHBIX Russian/

KOMITOHEHTOB English
nH(pOpPMaIMOHHBIX

cucTeM

Security of Software

Components of

Information Systems

COMS 33304 PKTO 3309 Iporpammansik koarsr | KIT TK Kazak/Opsic/ 5 15 30 105 Emruxan | XKKK4 AKIapaTThIK

[porpammanay AOPK 3309 Tanmay XoHe A KB IAFBLITIITBIH Ox3ameH | OIIK, Kayincizmik

[IporpammupoBaHue PCAO 3309 OHTaIAHABIPY PD EC Kazaxckmit/ Exam GPC, HudopmannonHOM

Programming Ananus u Pycckuii/ 0€e30IacHOCTH
OITUMU3ALHASL IAHTJIMICKUI Information Security
MPOrPaMMHOTO KOJia Kazakh/

Program Code Russian/
Analysis and English
Optimization
6 cemecTp /6 cemecTp / Semester 6

COMS 32111 TsKN 3211 Hudpapik BIT )KOOK  [Kazak/Opsic/ | 5 30 15 105 Emtuxan | KKs AKnapaTThIK

Axnapartel Kopray skoHe | OTsK 3211 KPUMUHAIMCTUKAHBIH BJI BK IAFBUIIIIBIH Ox3amen | I1Ks Kayinci3ik

OpEeKeT eTy DFF 3211 Heri3aepi BD UC Kazaxckwmii/ Exam PCs HNudopmanmonHoi

3amura wHpOpMAIUU U OcHoBBI 1TUGPOBOI Pycckuii/ 0e30MmacHOCTH

pearupoBaHue KPUMHUHATUCTHKA AHTIIMICKHI Information Security

Information Protection and Digital Forensics Kazakh/

Response Foundations Russian/

English

COMS 32203 KTZhK 3303 Kommnbrotepitik xoHe KIT )KOOK  [Ka3ak/Opsic/ | 5 15 30 105 Emtuxan | )KKKg4 AKnapaTThIK

Kubepkayinciz ik BKTS 3303 TenekommyHukapsuislk, | [ BK IAFBUTIIIBIH Ok3amen | OIIKy Kayinci3mik

Kubepbe3omacHOCTh SCTN 3303 KYHeIep iy PD UC Kazaxckuit/ Exam GPC,4 WHubopManmoHHOM
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Cybersecurity

Kayinci3airi
be3omnacHocTh
KOMIBIOTCPHBIX U
TCJIICKOMMYHUKAIITUOHH
BIX CceTeh

Security of Computer
and Telecommunication
Networks

Pycckuit/
IAHTTTMHCK U
Kazakh/
Russian/
English

0e30macHOCTH
Information Security

Minor kocepiMIna GiimM Gepy GaraapaamMacbiHAH MOAYJIbAIH OipiH TaHIay/
BbIOpaTh 0IHH MO/IYJIb 110 A0NOJIHUTEIbHOI 00pa3oBaTeiabHas nporpamme Minor/ Choose one module for an additional

educational program (15 kpenut

COMS 33303 KKhA 3310 Kubepkayincizmikreri KITI TK Kazak/Opsic/ | 5 15 30 105 Emtuxan | KKs AKMapaTThIK
Kubepkayincizmik POK 3310 xabapaapiabIKThI 11 KB IAFBUTIIEIH Ox3amen | I[1Ks Kayinci3mik
Kubepbe3omacHOCTh CSA 3310 apTTBIPY PD UC Kazaxckuit/ Exam PCs HudopmanmonHoi
Cybersecurity [MoBbiieHue Pycckuit/ 6e30MmacHOCTH
OCBEJOMJICHHOCTH B IAHTIIMICKUI Information Security
kubepOe30MmacHOCTH Kazakh/
Cyber Security Russian/
Awareness English
COMS 33303 AKZhIA 3311 | AkmapaTThik KII TK Kazak/Opsic/ 5 15 30 105 Emtuxan | KKs AKIapaTThIK
Kubepkayincizmik MIIIB 3311 Kayinci3mikreri 11 KB IAFBUIIITBIH Ox3amen | [1Ks Kayincizmik
KunbepbesonacHoCTh AIlIS 3311 JKacaH][bl HHTEIUICKT PD UC Kazaxckuii/ Exam PCs WudopmanunonHoit
Cybersecurity axicrepi Pycckuii/ 0€30MMacHOCTH
Mertonsl \AHITIMICKAN Information Security
HCKYCCTBEHHOTO Kazakh/
HHTEJUICKTA B Russian/
uHpOpMaIMOHHOK English
0e30macHOCTH
Acrtificial Intelligence
for Information Security
COMS 33010 SAK 3312 Creranorpadus KII TK Kaszax/Opsic/ | 5 15 30 105 Emtuxan | KKs AKMaparThIK
Kpunrorpadusisik ASS 3312 AITOPUTM/IEPI )KHE N1 KB AFBUIIIBIH Ox3amen | I1Ks Kayincismik
xKyHenep xoHe | SAM 3312 Kypanzaapsl PD UC Kazaxckuii/ Exam PCs WndopmannonHoit
creranorpadus AJTOpUTMBI U CpeJICTBa Pycckuii/ 0e30MmacHOCTH
Kpunrorpaduueckue creranorpaduu AHTIMICKHI Information Security
CHCTEMBI U CTeTaHoTrpadust Steganography Kazakh/
Cryptographic Systems and Algorithms and Means Russian/
Steganography English
EDUC 33013 3310 Minor 1 KIT TK Kaszak/Opsic/
Minor KaTaJorsiHaH MOJYJIb [T KB AFBUINIBIH
Momynb u3 katanora Minor PDUC Kasaxckuii/
Pycckuit/
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Module from the Minor IAHTIIMHCKUI
directory Kazakh/
Russian/
English
3311 Minor 2 KII TK Kazak/Opsic/
I1JT KB IAFBUTIIBIH
PD UC Kazaxckuii/
Pycckuit/
IAHTTTUHACKUAN
Kazakh/
Russian/
English
3312 Minor 3 KIT TK Kazak/Opsic/
11 KB IAFBUTIIBIH
PD UC Kazaxckuii/
Pycckuit/
AHTTTHHACKUN
Kazakh/
Russian/
English
INEX 42007 OP 3308 OHIIpiCTIK MPaKTHKa KIT XKOOK 5 Ecen KKs AKIapaTThIK
Toxpibemix moxyms | PP 3308 [IpousBoncTBeHHAS I BK OTtuet K5 Kayincizmik
[pakTrdeckuii MOIYIb IP 3308 MIPaKTHKa PD UC Report PCs HudopmannonHOM
Practical module Industrial practice 0€e30IacHOCTH
Information Security
3 kypcka 0apJbIK KpeauT
HToro kpenuTos 3a 3 Kypc 60 | 195 | 45 270 1140
Total credits for 3™ year
7 cemectp /7 cemectp / Semester
COMS 33010 KKh 3212 Kpunrrorpadusiibik BIT )KOOK  [Ka3ak/Opsic/ | 5 30 15 105 Emtuxan | KKs AKIMapaTThIK
Kpunrorpadusmsik KP 3212 xarramaniap BJ1 BK IAFBUIIIIBIH Ox3amen | I1Ks Kayinci3ik
Kyhenep wone | CP 3212 Kpunrorpaduaeckne BD UC Kazaxckmit/ Exam PCs WubopmannonHoOH
creranorpadus TPOTOKOJIbI Pycckuii/ 0e30MmacHOCTH
Kpunrorpaduueckue Cryptographic protocols AHTIMICKHI Information Security
CHCTEMBI U cTeraHorpadus Kazakh/
Cryptographic Systems and Russian/
Steganography English
COMS 43013 AKAB 4304 AKnaparThiK KIT )KOOK  [Ka3ak/Opsic/ | 5 30 15 105 Emruxan | KKs AKnapaTThIK
Axmaparteik  Kayincizmikri | AUIB 4304 KayilCi3MiKTiH ayAUThI I171 BK IAFBUTIIIBIH Ok3amen | [IKs Kayinci3mik
Gackapy ISAM 4304 XKoHe Oackapy PD UC Kazaxckuii/ Exam PCs WndopmaunonHoit
VYnpasneHue AynauT u ynpaslieHHe Pycckuit/ Oe3omacHoCTH
25
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nHpopMannoHHOH nH}popManMOHHOH AHTIMICKHI Information Security
0€3011aCHOCTBI0 0€3011aCHOCTBIO Kazakh/
Information Security Information Security Russian/
Management Audit and Management English
COMS 43303 ZKPKK 4305 | 3usH kenrtipyri KIT )KOOK  [Ka3ak/Opsic/ | 6 30 30 120 Emtuxan | KKs AKMapaTThIK
Kubepkayinciz ik ZVPO 4305 MIPOTPaMMAJTBIK I1]1 BK IAFBUTIIBIH , I1Ks Kayincizmik
KubepbesonacHoCTh PMS 4305 KaMTaMaJaH KOpFaHy PD UC Kazaxckuii/ KypcThlK | PCs WudopmaunonHoit
Cybersecurity 3amura ot Pycckuit/ KYMBIC 6e30MMacHOCTH

BPEIOHOCHOTO A HT UK AN DK3aMeH, Information Security

MPOrPaMMHOTO Kazakh/ KypcoBasi

obecrieueHus Russian/ pabora

Protection against English Exam,

Malicious Software Course

Work
COMS 43211 DTA 4306 HepekTepai Tangay KIT )KOOK  [Ka3ak/Opsic/ | 5 15 30 105 Emtuxan | KKs AKMapaTThIK
Axmapattel Kopray xone |MAD 4306 amicrepi I1]] BK IAFBUTIIBIH Ok3amen | [1Ks Kayinci3mik
opeKer ety DAM 4306 Merto/p! aHaM3a PD UC Kazaxckuii/ Exam PCs WudopmaunonHoit
3amura uHGOpPMAIUH U JAHHBIX Pycckuii/ 0e30macHOCTH
pearupoBaHue Data Analysis Methods AHTIMICKHI Information Security
Information Protection and Kazakh/
Response Russian/
English
Bipeyin Tanaay / Boiopats oqun / Choose one

COMS 43212 KAZhAP Kopranran aknaparteik | KIT TK Kazak/Opsic/ 5 30 15 105 Emtuxan | KKs AKIapaTThIK
Kayinciznikri kamramacez | 4313 KyHenepi a3ipiey 11 KB AFBLIIITBIH Ox3amen | [1Ks Kayincizmik
eTYIiH mporpammansk- | REZIS 4313 YKOHE TaijaaHy PD EC Kazaxckmit/ Exam PCs HudopmannonHOM
amnmapaTThIK KYpalgapsl SISDO 4313 Paspabotka u Pycckuii/ Oe3omacHOCTH
[MporpamMmHo-anmapaTHbie IKCILTyaTalHst AHTIMICKHI Information Security
cpeacTBa obecreueHust 3aIIUILEHHBIX Kazakh/
0e30MacHOCTH nH(pOpPMAIMOHHBIX Russian/
Security Software and CHCTEM English
Hardware Secure Information

Systems Development

and Operation
COMS 43211 FZhKT 4313 DaiiIbIK Kyhenep i KII TK Kazak/Opsic/ | 5 15 30 105 Emtuxan | KKs AKnapaTThIK
Axmapartel  Kopray xkone | KAFS 4313 KPUMUHAIJIBIK TaJlgay IT1J1 KB IAFBUTIIBIH Ok3amen | IIKs Kayinci3mik
OpeKeT eTy FSFA 4313 Kpumunanucruueckuit | PD EC Kazaxckuii/ Exam PCs WndopmaunonHoi
3amura uHDOpMALUH U aHanu3 GaiaoBbIX Pycckuit/ 6e3omacHoCTH
pearupoBaHue cucTeM AHTIMICKHI Information Security
Information Protection and File Systems Forensic Kazakh/
Response Analysis Russian/
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| English

Bipeyin Tannay / Beiopats oqun / Choose one

COMS 43013 Axmaparteik |AKSNKN 4314 | AkmapatThik KITI TK Kazak/Opsic/ | 5 30 15 105 Emtuxan | KKs AKnapaTThIK
Kayirnci3mikTi 6ackapy SNPOIB 4314 | kayinci3mikTig I1JT KB IAFBUTIIBIH Ok3amen | IIKs Kayincismik
VYnpasneHue ISSRB 4314 CTaHJapTTapbl MEH PD EC Kazaxckuii/ Exam PCs WudopmaunonHoit
nHpopMannoHHOH HOPMAaTHBTIK-KYKBIKTBIK Pycckuit/ 0e3omacHOCTH
0€3011aCHOCTBI0 Herizzaepi AHTIMICKHI Information Security
Information Security CrangapTsl U Kazakh/
Management HOPMAaTHBHO-TIPaBOBBIE Russian/

OCHOBBI English

HHPOPMATMOHHOM

0e30macHOCTH

Information Security

Standards and

Regulatory Bases
COMS 43211 BKT 4314 Bacein kipymi Tectiney KII TK Kazak/Opsic/ | 5 30 15 105 Emtuxan | KKs AKnapaTThIK
Axnapartel Kopray okoHe | TP 4314 TectupoBaHue Ha I KB IAFBUIIIBIH Ox3amen | I1Ks Kayirnci3aik
OpEKeT eTy PT 4314 MIPOHUKHOBEHUE PD EC Kazaxckuit/ Exam PCs HudopmanuonHoi
Bamura uHGOpPMAIUM U Penetration Testing Pycckuii/ 0€30MMacHOCTH
pearupoBaHue AHTIMICKHI Information Security
Information Protection and Kazakh/
Response Russian/

English
Bipeyin Tanaay / Beiopats oqun / Choose one

COMS 43212 BKAAZh Bacem xipyni ansikray | KIT TK Kazak/Opsic/ | 5 30 15 105 Emtuxan | KKs AKIapaTThIK
Kayinciznikri kamramacez | 4315 YKOHE aJJIBIH Ty 11 KB IAFBUIIITBIH Ox3amen | [1Ks Kayincizmik
eTYIiH mporpammansik- | SOPV 4315 KyHerepi PD EC Kazaxckmit/ Exam PCs HudopmannonHOM
anmapaTThIK Kypaaaapsl IDPS 4315 CucremMbl 00HAPYKEHUS Pycckuii/ 0e30MmacHOCTH
[MporpamMmHo-anmapaTHbie U MPEJI0TBPAILEHHUS AHTIMICKHI Information Security
cpezacTBa obecrieueHust BTOPIKEHU Kazakh/
0e30I1acHOCTH Intrusion Detection and Russian/
Security ~ Software  and Prevention Systems English
Hardware
COMS 43211 Axmapartel | ZhMKKS Keninik xxone KII TK Kazak/Opsic/ | 5 15 30 105 Emtuxan | KKs AKIMapaTThIK
KODFay JKOHE OpEKeT eTy 4315 MOOWITBI1 A KB IAFBUIILIBIH Ox3amen | [1Ks Kayincizmik
3ammra wuHpopmammu u | KESMU 4315 | kypeiiFbsuiapra PD EC Kazaxckuii/ Exam PCs WndopmannonHoit
pearupoBaHue FANMD 4315 | xpuMHHAIIBIK Pycckuit/ 6e3omacHoCTH
Information Protection and capanrama AHTIMICKAI Information Security
Response Kpumunanucruueckas Kazakh/

9KCIEPTHU3A CETEBBIX U Russian/
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MOOMJIBHBIX YCTPOMCTB English
Forensic Analysis of
Network and Mobile
Devices
8 cemecTp /8 cemectp / Semester 8
INEX 42007 OP 4307 OHIIPICTIK MPAKTHUKA KII XKOOK 6 Ecen KKs AKnapaTThIK
Toxpibdenix monyns | PP 4307 [IpousBoacTBeHHas 11 BK Otuer ITKs Kayincismik
IIpaxkTryeckuit MOIYIb IP 4307 IIPaKTHUKa PD UC Report PCs WudopmaunonHoit
Practical module Industrial practice 0€30I1aCHOCTH
Information Security
DP 4308 Jumnomanget npaktuka | KITXKOOK 6 KKs AKnapaTThIK
PP 4308 [Ipenmunnomuas I1]T BK I1Ks Kayinci3mik
UP 4308 IIPaKTHKa PD UC PCs WudopmaunonHoit
Pre-diploma practice 0€30MMacHOCTH
Information Security
MFA 42013 JIMIIOM/IBIK KYMBICTBI/5KOOAHBI XKa3y KA 12 JIKb KKs AKnapaTThIK
KopreITeIHIB aTTECTATTAY JKOHE KOpFay HEMece KOMILIEKC HUA KOpray [IKs Kayincizmik
MOy EMTHXaHFa JalbIHIATY JKOHE TaIChIpy FA 3amura PCs HudopmannonHOM
Mopaynb uroroBas Hanucanue u 3amura TUIIOMHONR HIT 0€e30IMacHOCTH
arTecTalus paboTHI/IIPOEKTA WK MOArOTOBKA U Defense Information Security
Module of final assessment c/1a4ya KOMILIEKCHOIO 3K3aMeHa of degree
Writing and defending a Bachelor degree work
diploma thesis/project or preparing and
passing a comprehensive exam
4 kypcKa 0apiabIK KpeauT/
Hroro kpenutos 3a 4 Kypc / 60 | 195 60 75 750
Total credits for 4™ year
Binim 6epy Oarmapiamachl 00HBbIHIIA OAPJIBIFbI
Hroro no odpazoBaresibHOIi porpamme 240 | 765 | 810 510 4155
Total for education program
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4 Binim 0epy OarnapjiaMachIHBIH MOAYJIb/epi 06JIiHiciHIe HrepliIreH KpeaAuTTepaiH KoJeMiH KepceTeTiH :KMBIHTBIK KecTeci
/CBoaHas Taduna, 0Tpakaomas 00beM 0CBOCHHBIX KPeJIMTOB B pa3pe3e Moay.Jieii 00pa3oBaTeIbHON NPOrpaMMBbI

/Consolidation table displaying the amount of obtained credits within the modular education program
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Binim Gepy yaepicin yitbimaacteipy / Opranusanus odopasopareannoro npomecca / Organization of
Educational Process

1. Okyra KadbLIIaHYFa KOMBLUIATHIH apHaiibl TaganTap: bakanaBpuatka Kasakcran PecryOnukacbiHBIH
JKaJIIBl OpTa, TEXHUKAIBIK JKOHE KOCIINTIK, opTa OLTiMHEH KeHiHTi, >koFapbl OimiMi Oap azamarrtap xoHe ¥YbT
HOTIDKECI KOPBITBIHABICHI OoiibiHIIA kiOepinmemi. [lleren azamaTTaphiH aKkpUIBI HETi3Ze KaObUIimay cyxoar
KOPBITHIH/IBICH OOMBIHIIIA KY3€re achbIpbliabl.

Oco0ble BeTynuTedbHble TpefoBanusi: B OakanaBpuat ocymiectsisercs npueM rpaxaad PK, nmerommx
o01iee cpemHee, TEXHUIECKOe U IPOo(eCCHOHANBHOE, TIOCIeCpeIHEe, BRICIIEe 00pa3oBaHme, 10 pe3yIbTaTaM
EHT. IIpriemM nHOCTpaHHBIX TpaXkJaH Ha MJIaTHOW OCHOBE OCYLIECTBIISCTCS MO Pe3ybTaTaM cOOeCeOBaHHS.
Specific admission requirements: Citizens of the Republic of Kazakhstan with general secondary, technical
and professional, post-secondary, higher education are admitted to bachelor programs based on the results of
the UNT. Acceptance of foreign citizens on a paid basis is carried out according to the results of an
interview.

2.bypbiH anpinFaH OlmiMaAi TaHyFa KaTbhICTBI KdHe OelipecMu OiiM anymibLIaApABIH HITHXKECiHIH
epekilie MAPTTApbI: AJIBIHFBI OUTIMII TaHy IIAPTTaphl YHUBEPCUTETTIH IMIKI HOPMATHBTIK KyKaTTapbl
asCBIHNA JKy3ere achlpbiiansl. belipecmu OiniM Oepy HOTHXKENEPIH pacTalTBIH KY)KaT - asKTaly Typajbl
KYOJIiK.

OcoOble ycioBusi AJisi NPU3HAHUA MpellIecTBYOUIEro o0y4eHHsi M Pe3yJIbTATOB He(OpPMAIbHOIO
o0yueHmsi: YCIOBHMsS sl TpPU3HAHHUA TIPEALISCTBYIONMIETO OOpa30BaHUSl OCYIIECTBISIETCS B pPaMKax
BHYTPEHHUX HOPMATUBHBIX JOKYMEHTOB YHHBepcuTeTa. J[OKYMEHTOM, MOATBEPKIAAIOIUM pE3ybTaThl
HedopManbHOTO OOy4YEHUs, SBISIETCA CEePTH(UKAT O 3aBepIIeHHH OOYYEeHHS WIH CBHUIETENBCTBO O
3aBEpILICHUU O0YUYCHHUSI.

Specific arrangements for recognition of prior learning: Conditions for the recognition of prior education
are carried out within the framework of the internal regulations of the university. The document confirming
the results of non-formal education is a document proving completion of training or certificate of completion
of training.

3. JlopesxkeHi Oepy TajanTtapbl MeH epexenepi: OKynbIH O0apiblK Ke3CHICPIH/E, COHBIH IITIHIE CTYICHTTIH
OKy TYpJepiHiH OopiH Koca anFaHJa *oHe KOPBITHIHIBI aTTECTAIMSHBI COTTI asKTaraH, keMm nereHne 240
aKaJIeMUSITBIK KPEIUTTI UTEpreH TYJIFanapra «OakanaBp» Jopexkeci jKOHE KOFaphl OiTiM Typajibl JWUILUIOM
KOCBHIMIIIACBIMEH (TpaHCKpuNT) Oepineni. bakamaBpuarteiy OiniM Oepy OarmapiamaiapblH Mep3iMiHEH
OypelH Wrepy O>oHE OFaH KOWBUIATBIH TaJanTaplsl OpBIHAAY >KarJalblHAA CTYACHT OKY Mep3iMiHe
KapamacTaH «0akajaBp» JIopexeci Oepinesi.

TpeGoBaHusi ¥ npaBuja NPUCBOEHUIO cTemeHu: Jluiam, ocBomBmMM He MeHee 240 akaIeMHUYECKHUX
KPEIUTOB 32 BECh NEPHOJ OOydYeHHs, BKIIOYAs BCE BHIBI YUCOHBIH AEATEIBHOCTH CTYICHTA, W YCIENIHO
NPOLIECIINM UTOTOBYIO aTTECTAIHIO, TIPUCYKAACTCS CTEIEHb «OaKalaBpy W BBLIACTCS JAWIUIOM O BBICIIEM
o0pa3oBaHMM ¢ TPWIOKECHHEM (TpaHCKpuIT). B ciydae g0CpOYHOro OCBOGHHsI 00pa3oBaTeIbHON
MporpaMMbl OakajgaBpuaTa M BBIIOJHEHHUS MPEIYyCMOTPEHHBIX K Hell TpeOOBaHUH, CTYACHTY MPHUCYKIAETCs
CTENEHb «OaKaaBp» HE3aBUCHMO OT CPOKa 00YUEHHS.

Qualification requirements and regulations: Individuals who have mastered at least 240 academic credits
for the entire period of studies, including all types of student’s learning activities, and who have successfully
completed their final attestation, are awarded a bachelor’s degree and are given a higher education diploma
with an application (transcript). In case of early mastering of the bachelor’s study program and fulfillment of
the requirements envisaged for it, the student is awarded a bachelor’s degree regardless of the duration of
his/her studies.

4. TyJaexkTepaiH KkciOu Oeifini:

BakanaBp JnopekeciH anraH TyJIeKTep YHBIMAACTHIPYIIBUIBIK-TEXHOIOTUIIBIK, OHJIpIC KoHEe Oackapy,
3epTTEY, OKBITY JKOHE 0acka Ja KbhI3METTepIi aTkapy YyumnH OumkTimiri Oonmaapl. COHBIMEH Karap O
aKnmapaTThIK OKyHenepAl KOprayAblH YHBIMAACTBIPYIIBUIBIK, MPOLEAYPAJbIK, AanIlaparThIK JKOHE
MPOrPaMMAJIBIK OIICTEpl MEH KYpaJJapblH O3IpJCHTIH, ICKE achIpaThlH >KOHE TaiiiajaHaThbiH
MEMIICKETTIK JKOHE YKEeKe KOCIOPBIHIAP MEH YilbIMIap/ia JKYMbIC iCTeil anajibl.

Ipodeccuonanbublii Mpoduab BHIMYCKHUKOB. BBITYCKHUKH, TIONYYMBIINE CTENEHh OakanaBpa, NUMEIOT
KBaIM(UKALMIO A  OCYWIECTBICHHS  OPraHU3alMOHHO-TEXHOJOIMYECKOH,  MPOW3BOJCTBEHHO-
yIpaBJIEHYECKOH, TPOEKTHOM, HAYyYHO-MUCCIIEI0BATENbCKOM, TEJaroriuecKol 1 WHBIX BUAOB JIESTEIHLHOCTH.
Kpome 3Toro, oH MOXET OCYHIECTBISTh ACATEILHOCTh B I'OCYJAPCTBEHHBIX H YAaCTHBIX MPEANPHUATHSIX U
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OpraHu3alusax, pa3padaThIBAIOIMINX, BHEAPSIONIUX W WCHOJB3YIONIMX  OpraHU3allMOHHBIC,
NPOLIEAYPHBIE, alIapaTHbIE M IPOrPaAMMHBIE METO/IbI M CPE/ICTBA 3aIIUTHl HH()OPMAITMOHHBIX CUCTEM.
Occupational profile/s of graduates: Graduates who have received a bachelor&#39;s degree are
qualified to carry out organizational and technological, production and management, design, research,
teaching and other activities. In addition, they can carry out activities in public and private enterprises
and organizations that develop, implement and use organizational, procedural, hardware and software
methods and means of protecting information systems.

5. Binim 0arnapiamachIH :Ky3ere acbIpy Tdciigepi MeH aaicrepi: bBb xy3ere acwipy kesinge cabakrapia
HWHHOBALMAIBIK TCXHOJOTUAIAP KOHE OKBITY ABIH I/IHTepaKTI/IBTi QI[iCTepi KOoJaAaHbLIadbI.

Cnoco0bl M MeTOIbI peaqu3auuu odpasoBaTeabHON mporpammbl: [Ipu peammzanun OIl Ha y4eOHBIX
3aHATHUAX 6yI[YT HCIIOJIb30BaHbl MHHOBAITMOHHBIC TCXHOJIOTHH U MHTCPAKTUBHBIC METOABI 06yquI/m.
Methods and techniques for program delivery: Innovative technologies and interactive teaching methods
will be used in classes within the implementation of the educational program.

6. OKbITYy HOTH:KedepiH OaFajiay KputTepmiijepi: bimiM amymbutapaplH OKy KeTicTikrepi (Oimimi,
JaFbIIapkl, KadineTTepi skoHe Ky3bipeTimikTepi) 100 Oammaplk mkana OoWbIHINA OaramaHalbl, XaJIbIKAPATIBIK
MpaKTUKaFa coiikec opiNTiK Kyle (KaHaraTTaHapibIK Oaramap KemyiHe Kapail «A» -maH «D» -re neifin,
«KaHaraTTaHapibIKCh3» - «FX», «F») Men 4 Oamwimplk mikaga OOMBIHINIA CAHBIK SKBUBAJICHTKE COUKEC
keneni (Kecre).

Kputepun oneHkn pe3yabTaToB 00yUeHH:

Y4eOHbIe NOCTKEHUS (3HAHUS, YMEHUsI, HABBIKA U KOMITETEHINH) 00yJaroNnXcsl OIEHNBAIOTCSA B Oaiiax
mo 100-0anpHOM mIKaje, COOTBETCTBYIOMIEH MPHUHITON B MEXTYHAPOJHOHN IMpakTHKe OyKBEHHOW CHUCTEME
(TIONIOKUTENBHBIE OLICHKHU, IO Mepe YObIBaHHs, OT «A» no «D», «HeymoBieTBOopuTebHO» — «FX», «F») ¢
COOTBETCTBYIOIIUM HU(POBBIM 3KBHUBAJICHTOM TI0 4-X OampHOHN mkane (Tabnuua).

Assessment criteria of learning outcomes:

Learning achievements (knowledge, skills, abilities and competencies) of students are scored according to a
100-point scale corresponding to the international letter grading system (positive grades, as they decrease,
from «A» to «Dy, “unsatisfactory” — «FX», «F») with the corresponding digital equivalent on a 4-point scale
(see Table).

OKY :KeTiCTIKTepiH ecenke ajayablH 0a/IIbIK-PEHTHHITIK IPiNTiK MxKYyHeci, 0i1iM aaymibLIapabl
HICTYPJi Oarasay mKajgacbiHa :xdHe ECTS-ke aybIcThIpY
BaHﬂLHO-peﬁTHHFOBaH ﬁyKBeHHaﬂ CUCTEMA OLICHKHU YU€Ta y‘leﬁ]—lbIX HOCTI/I)KCHI/Iﬁ, Oﬁy‘lalOI]lI/lXCﬂ C
nepeBoO/IOM HX B TPAAUIIMOHHYIO KAy oneHok u ECTS
Grade-rating letter system for assessing educational achievements of students with their transfer into
the traditional grading scale and ECTS

OpinTik xyiie BannaapabiH CaHIbIK Bamnnap (%-typinzme) Joctypii xyiie OoiibiHia Oara/
OoiibiHIIa Oara/OneHka 9KBUBAJICHTI/ Bamner (%-nHoe OrieHKa Mo TPagUIHOHHON
1o OykBeHHO# cucteme/ Hudposoii CoJIepKaHuUE) cucreme/ Assessment by

Evaluation by letter SKBHBajIeHT/ Points (in %) traditional system
grading system Equivalent in numbers

A 4.0 95-100 Ore xakcol/Otinuno/
A- 3,67 90-94 Excellent
B+ 3,33 85-89

]]33_ 2?}307 gg:gg XKaxcor/Xoporo/ Good
C+ 2,33 70-74

C 2,0 65-69

C- 167 60-64 yKaHaraTTaHale},IKI /
o o
D- 1,0 50-54 Y
FX 0,5 25-49 KanararraHapiabIkcoiz/
F 0 0-24 HeynosnerBopurenbHo/

Unsatisfactory
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