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1. binim Oepy OargapnamaceiblH — nacnoptel/  [lacmopr
oOpa3oBaresnbHOU nporpammel/ Passport of Education Program

2. Kyswiperrtinix/Geitin kapracel/ Kapra/mpoduinb koMmneTeHuii/
Map/ Profile of Competences

3. binim Oepy OarmapiamacelHBIH MasmyHbl/  CojepikaHue
obpasosatenbHOit nporpamMel/ The content of the education
program

4. binim Oepy OarzapnamMachlHBIH MOIyJbjaepi OediHiciHAE
UIEpUIreH KPEAMUTTEpAiH KOJIeMiH KOpCEeTEeTiH IKUBIHTHIK
kecteci/ CoaHas Tabiuua, orpaxaromas o0beM OCBOEHHBIX
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Binim 6epy Garaapaamaceiabig nacnoprel/ [Tacnopr o6pasosarensnoii nporpammel/ The Passport of

Education Program

Kosinany cajacel
Ob1acTe NpUMEHEHHSA

binim Oepy Oarmapnamachl akmapaTThIK —KayilCi3AlK — cajlachblHAarbl

OakanaBpiapbl JaibIHAayFa apHAIFaH

Application area O6pa3oBarenbHas porpamMma npeHa3HauyeHa JUisi IOAr0TOBKH OaKaaaBpoB
B 00sacTH MHQOPMAITMOHHOM Oe30IacHOCTH
The educational program is designed to prepare bachelors in cybersecurity
area

Binim Oepy | 6B06306-AKnapaTThIK Kayinci3aik Kyienepi

OargapaaMachbIHBIH

KOJbI MEH aTaybl
Kon u HamMeHOBaHHe
o0pa3oBaTeabHO
MPOrpamMMsl

The code and name of
education program

6B06306-Cucremb! HHPOPMaLMOHHON Oe30MacHOCTH

6B06306-Information Security Systems

HopmarusTik-
KYKBIKTBIK KAMTBLIYbI
HopmaTnBHO-IpaBoBoE
obecneveHune

The regulatory and legal
support &

= 2007 xpuiabig 27 wingeaeri Ne 319-111 Kazakcran PecnyOnukacblHBIH
«binim Typans» 3ansl, 2020 xeuiaeie 7 wingeneri Ne 361-VI esrepictep
MEH TOJIBIKTBIPYJIapMEH

—-31.10.2018 x. Ne604 Koraper OumiM OepyliH MeMJIEKETTIK JKalllbiFa
MIHIETT] CTaHIAPTEHI

—30.10.2018 k. Ne595 Xoraprbl xaHe (HeMmece) KOFapbl OKY OpHBIHAH
Keifinri Oimim Oepynin Oimim Oepy OarmapiamanapblH iCKe achIpaThiH
Oinim Gepy yHbIMIapsl KbI3METiHIH yirimik karmparapsr, 18.05.2020 x.
Ne207 e3repicTep MeH TOJBIKTEIPYJIapMeH

—12.10.2018 x. Ne563 OKBITYbIH KPEJUTTIK TEXHOIOTHACH! OOMBIHIIA OKY
IpOLECiH YHBIMIACTBIPY KaFH1ajiapsl

— Xorapbl KaHE KOFapbl OKy OpHBbIHAaH KeHiHri OimiMmi Oap kampmapael
nasprnay OarbITTapbIHBIH ChIHBINTAYBILBL — 05.06.2020 x. Ne234 xone
13.10.2018 x. Ne569 KP bxxFM OyiipeirbiHa KochbMIIa

— "AKnaparTbIK HHQpaKypbUibiM aHe AT Kayinci3airii kamramachis ety”
Kacibu craHzapTel — «ArtamexeH» Kasakcran PecnyOimkachl YITTBIK
Kaocinkepnep nanaraceinbiy backapma Teparacel opeibacapeiaeii 2019
KbUTFBI 24 xentokcannarsl Ne 259 OyiipeirbiHa 34-kochiMina (1 Hycka,
2019 x., 6omkanasl Kaita Kapay KyHi: 30.12.2022 x.)

-II E¥Y 708-18 JLH. TI'ymuneB areiHaarel Eypasus yiITTBIK
yHHBepcHTeTiHIH biniM Gepy GarnapnamanapelH a3ipiey, capantay xoHe
Oekity OoiibHIna pacimi

«ludpneik Kazakcran» Memnekertik Oarmapnamacel KP  YkiMmeTiHix

12.12.2017 x. Ne827 Kaynsiceimen Oekitingi KP Ykimerinin 12.12.2017

KblFel  No827  kaynbicbiMeH  OekitinreH  «[ludpneik  Kazakcran»

MEMJIEKETTIK Garnapnamacer.Kazakcran Pecnybnukacet ¥ ITTBIK

KocinKepiep nmajarachl « AKIaparThIK Kayinci3aik» backapMachIHEIH KaciOn

cranaaptel «Atameken» «BK Caynerwinep », (05.12.2018 x., No 330);

«AKnaparTelK UHOpPaKypeUibiM MeH AT Kayinci3AiriH KamTaMachl3 eTy»,
(05.12.2018 ., No 330);

«KacaHIbpl HHTEIIEKT KOChIMIIIATAPEIH a3ipaey», (05.12.2018 x., No 330);
«buznec -anamutHkTep *oHe IT -xxobanapaer 6ackapy» (05.12.2018 x., No
330);
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— 3akoH Pecnybnuku Kasaxcran «OO6 oOpazoBanuu» ot 27.07.2007 r.
Ne319-I1I ¢ uameHeHusiMu U aonoaHeHUssMH 0T 7 uronsg 2020 r Ne 361-VI
— I'ocynapcTBeHHbIH 0011e00s83aTe/IbHBIN CTAHAAPT BBICIIErO 00pa30BaHHs

ot 31.10.2018 . Ne604
— TunoBble  mpaBuna  AEATEIBHOCTH  OpraHusauui  oOpa3oBaHuf,
peayM3ylolIMX oOpa3oBarenbHble NPOrpaMMbl  BeICLIEro M (HJH)
nocieBy30Bckoro obpazosanus oT 30.10.2018 r. Ne595 ¢ u3MeHeHHsAMH U
momonHeHHsIMH oT 18 mas 2020 . Ne 207
— [IpaBuna opranu3anuu y4eOHOTO Iporecca 10 KpPeJUTHOH TeXHOJIOI'HH
o0y4enus ot 12.10.2018 . Ne563
— Knaccudukarop HampapieHHH MOATOTOBKH KagpOB C BBICIIHM H
NOCNIEBY30BCKHUM oOpaszoBaHueM — [Ipunoxenune k npukazy MOH PK or
05.06.2020 1. Ne234 n1 ot 13.10.2018 . Ne569
— IIpodeccuonanbublit CTaHJapT «Obecneyenue 6e30nacHOCTH
uHpopmanuonHoi uHppacTpykrypel U WT» — [punoxkenue Ne34 k
npukasy 3amectutens Ilpeacenarens Ipasnenus HaunonanbHol nanatel
npeanpuHuMareneii  PecnyOnuku — Kazaxctan — «AtamekeH»  OT
24.12.2019 1. Ne 259 (Bepcus 1, 2019 rox, mara OpHEHTHPOBOYHOIO
nepecmorpa: 30.12.2022 r.)IIpouenypa no pa3paboTke, 3KCHEPTH3E H
YTBEPXKAECHHIO oOpaszoBarenbHbIX nporpamM B EHY um. JI. H. I'ymunesa
ITEHY 708-18
I'ocynapcteennas nporpamma « L{ugpooit Kazaxcran», yTBepkaeHa
nocraHoBineHueM [IpaButenscrBa PK  Ne827 ot 12.12.2017r
[Tpodeccnonanbheli cranmapr «MHpopMaiHoHHas 0€30MacHOCTEY
[IpaBnenne HaumonanpHo# manarel npeanpunumareneit PK
«ATaMeKeH»  «ApPXHMTEKTOpbl  IPOTPaMMHOI0  oOecreyeHus»,
(05.12.2018 . Ne330);
«Obecneyenne Oe30macHOCTH MHGOPMAMOHHOH HH(PACTPYKTYpHI
1 UT», (05.12.2018 r. Ne330);
«PaspaboTka  npHIOXKEHHH  HCKYCCTBEHHOTO  HMHTEIIJIEKTa»,
(05.12.2018 r. Ne330);
«bu3nec aHanuTUKM U ynpasiaeHue npoekramu UT», (05.12.2018 .
Ne330);

— The Law of the Republic of Kazakhstan "On Education" of July 27, 2007
No. 319-IIT with amendments and additions of July 7, 2020 No. 361-VI

— State compulsory standard of higher education of 31.10.2018, No. 604

— Standard rules for the activities of educational organizations
implementing educational programs of higher and (or) postgraduate
education of October 30, 2018 No. 595 with amendments and additions of
May 18, 2020 No. 207

— Rules for organizing the educational process on credit technology of
education of 10.12.2018, No. 563

— Classifier of areas for training personnel with higher and postgraduate
education — Appendix to the order of the Ministry of Education and
Science of the Republic of Kazakhstan of 05.06.2020 No. 234 and of
13.10.2018 No. 569

— Professional standard "Ensuring the security of information infrastructure
and IT" — Appendix No. 34 to the order of the Deputy Chairman of the
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"Atameken" Board of the National Chamber of Entrepreneursof the
Republic of Kazakhstan of 24.12.2019, No. 259 (version 1, 2019, date of
tentative revision: 30.12.2022)

The procedure P ENU 708-18 for the development, examination and
approval of educational programs at L. N. Gumilyov ENU

The state program «Digital Kazakhstan» approved by decree of the
Government of RK Ne827 of 12.12.2017 State program "Digital
Kazakhstan", approved by the Resolution of the Government of the
Republic of Kazakhstan No. 827 dated 12.12.2017. Professional standard
"Information Security" Board of the National Chamber of Entrepreneurs
of the Republic of Kazakhstan "Atameken" "Software Architects",
(05.12.2018, No. 330);

"Ensuring the security of information infrastructure and IT", (05.12.2018,
No. 330);

"Development of artificial intelligence applications", (05.12.2018, No.
330);

"Business analysts and IT project management" (05.12.2018, No. 330);

binim Gepy 6arnapanamac

bl asicblHIA JalibiHaay OeliiHiHiH KapTachl/ KapTa npoduas noarorosxku

B pamKax o6pasoBareabHoii nporpammbl/ Profile Map of Education Program

bb makcartnl

Kacibu Kpi3meTTeri Kypaei Maceneep/li eny Ke3inie aknapaTrTsl Kopray

Heas OIT QMICTEPIH KOJIJaHa ajlaThlH, TaHJIayAbl apryMeHTTEN, Tajljay Kyprise
Objective of EP Ginetin kuGepkayincismik canachiHna O6acekere KabineTTi GakanaBprapibl
. - IaiblHIay
ITongroroBka  KOHKypeHTOCNOCOOHBIX  OaxaiaBpoB B obnactH
kubepbe3omacHOCTH, CHOCOOHBIX — AHAIM3UPOBATh, APryMEHTHPOBAThb
BBIOOP, NPUMEHATH METOIE! 3aIUTEl HHYOPMAIHU NIPH PEIICHHH CII0KHBIX
3aJ1a4 B Npo(eCcCHOHAILHON NeATeIbHOCTH
Preparation of competitive bachelors in the field of cybersecurity, able to
make decisions, analysis, justification, application of information security
methods in solving complex specialized problems and practical problems in
i professional activities
Bixim Oepy | binim Oepy Oarnmapnamacer OiniM  Oepy yaAepiciH JKy3ere achlpy/bIH
OarapiamMachbliHbIH MaKcaTTaphbliH, HOTHIKEJIEPIH, Ma3MyHBIH, LIAPTTAphbl MEH
TYKbIPbIMIAMACHI TEXHOJOTHSIapblH, OChl OarbITTarbl TyJEKTepAi Jaspiay canachblH
Konuenuns Oaranaynpl perreital koHe OUIIM anyuIblIapAblH JaHbIHABIK CanachblH
o0Opa3oBaTe/IbHOIH KaMTaMachl3 eTeTiH MaTepHaqjapibl oHe Tuicti Oinim  Gepy
NpPOrpamMMbl TeXHOJIOTUSIAPbIH eHri3yAi KaMTHabl. BB epekweniri kpunrorpadus xoHe

The concept of education
program

Gl

KPHITOTALAay cajachbiHaa (opMmalijlbl annapaTTel Mrepy; 1IKi KylHenepre,
KYPBUIFBUIAPFA, aKNApaTThIK-KOMMYHHKALHMSIBIK KYHEeIepaiH KaHaslapsbl
MEH 3JIEMEHTTEpiHe 3USHIBI MPOTrpaMMATIbIK-TEXHUKAIBIK dCEepiHe KapChl
Typy, AJX akmaparTel Kopray »KyHenepiH Kayimnciz Oackapy; LH(pPIIBIK
KBUIMBICTAP/IbI 3€PTTEY JKHE aJIIBIH aly KabileTiH KaIbIITacThIPY.

OO6paszoBarenbHass NporpaMma perjiaMeHTHpYeT 1eNH, pe3y/bTaThl,
COJIEp)KaHHe, YCJIOBHS H TEXHOJOTHH pealu3alud 00pa3oBaTebHOIO
Impolecca, OLEHKY KauecTBa TMOATOTOBKH BBIMTYCKHHKA I10 JaHHOMY
HaIpaBJICHHUIO M BKIIOYaeT B cebs MaTepuabl, o0ecrneynBarolHe Ka4ecTBO
IOArOTOBKH  OOydYaroMXCcsi M peali3alMil0  COOTBETCTBYHOLIECH

oOpa3oBatenbHON TexHonoruu. OcoOeHHocThio Ol sBnsieTcs BrageHue
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¢dopMaTbHBIM anmaparoM B 00nacTH KpHOTOrpaguH M KpHITOAHAIH3A;
C1ocoOHOCTh IIPOTHBOAEHCTBUS BPEIOHOCHOMY IporpaMMHO-
TeXHHYECKOMY BO3IEHCTBHIO Ha IIOJCHCTEMBI, YCTPOHCTBA, 3JIEMEHTHl H
KaHAJIbI MH()OKOMMYHHKAIIMOHHBIX CHCTEM, 6e3zonacHoe
aJIMHUHHCTPUPOBaHKE chcTeM 3amuThl HHpopmammu UC; npenynpexnerue
U paccieoBaHie HH(POBBIX NPECTYIIEHHIA.

The educational program regulates the objectives, results, content,
conditions and technologies for the implementation of the educational
process, assessment of the quality of graduates training in this area of
training and includes materials that ensure the quality of training of students
and implementation of appropriate educational technology. The specialty of
the EP is the possession of a formal apparatus in the field of cryptography
and cryptanalysis; the ability to counteract malicious software and technical
impact on subsystems, devices, elements and channels of
infocommunication systems, secure administration of information security
systems; prevention and investigation of digital crimes.

TyaekTin 6inikTinik cunarramacel/KpainpuKaHoOHHAS XapaAKTEPHCTHKA BbIMYCKHHKA/

Graduate Qualification Characteristics

Bepinerin gapexe: «6B06306-AKnaparThIK Kayinci3mik xyienepi» Oimim Oepy Oarmapaamacsl
Ipucy:xnaemas crenens: | 60HbIHIIA aKNapaTTHIK-KOMMYHHKALHSUIBIK TEXHONOTHSANIAp OakanaBphl.
Awarded degree: BakanaBp B o01acté HHGOPMALIHOHHO-KOMMYHHUKAIIHOHHBIX TeXHOJIOTHH 110
obOpazoBarenbHOH  nporpamme  «6B06306-CucteMbl  MHPOpPMALHOHHON
6e3onacHocTH» Bachelor of information and communication technology in
the educational program «6B06306-Information Security Systems»
MamaHHBIH — AKIaparThIK-KOMMYHHKAIMSIBIK ~ OKYHENepiHAe  aKmaparTel — Kopray

Jaya3bIMAapbIHbIH Ti3iMi
Ilepeuensb qo/kHOCTEIH
CHeHATHCTA
List of
positions

specialist’s

OoIBIHIIIA MaMaH;

— [udpabik TexHoNnorusap 60ibIHIIA KPHMHHATHCTHKA MaMaHBbI;

— KoMmnproTepiik Jkenmiyiep MeH JKyHenep KayilcCi3miriH TeCTUIEyII >KoHe
TaJIay bl

— AKnaparThIK Kayilci3iK calachlHarbl HHKeHEP-IIPOrpaMMHCT;

— AK ayauTopsr;

— Jlepekrep ©a3acsl,
AJIMHHHCTPATOPBL

KOMITBIOTEpIIIK  JKelilep MeH HH(paKypbUIBIM

— Coenmanier 1o 3amure HHpOpMAMH B HHOOKOMMYHHKAIIHOHHBIX
CHCTEMAX;

— CreuHaaMcT-KpUMHHAIKCT 110 H(GPOBBIM TEXHOJIOTHSM;

— AHaJIMTHK U TECTHPOBIIHK 0€30IaCHOCTH KOMITBIOTEPHEIX CETEH H CHCTEM;

— Wmxkenep-niporpammuct B o6sacti HHGOPMAILIMOHHOM 0€30MaCHOCTH;

— Aynurtop Ub;

— AnmuHHCTparop 6a3 JaHHBIX, KOMITBIOTEPHBIX ceTel U HH(PACTPYKTy P

— Information security specialist in infocommunication systems;
— Digital Forensic Specialist;

— Analyst and tester of computer networks and systems security;
— Engineer-programmer in the field of information security;

— IS Auditor;

— Administrator of databases, computer networks and infrastructure.
Kaciou Kpizmer canacer | Komnsroreprik, TEJIEKOMMYHHUKAIUSIBIK XKeJTIepiH, OYITTHI
Ob6aacte TEXHOJIOTHSIAPABIH,  €CenTey  JKyHelepiHiH, Jepekrep 0a3achbIHBIH,

npodgeccHOHAIbHOMH

KCIMOPBIH MH(PaKYPhUILIMBIHLIH Kayilci3airi; kpunrorpadus; akmaparThik,
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NeATETLHOCTH
The area of professional
activity

Kayirnci3zik sxyiHenepi.

Be30macHOCTh KOMITBFOTEPHBIX, TEIEKOMMYHHKAIIMOHHBIX CeTeH, 00JauyHbIX
TEXHOJIOTHH, BBIYHCIHTENIBHBIX CHCTeM, 0a3 JaHHBIX, HH(PACTPYKTYpbI
NpeNpHUsTHIT, Kpurrrorpadusi; cucTeMbl HHGOPMAIIMOHHOM 6€3011acHOCTH.

Security of computer and telecommunication networks, cloud technologies,
computing systems, databases, enterprise infrastructure; cryptography;
information security systems.

Functions and types of
professional activity

Kacitu KbI3MeT | AknaparTeiK akTuBrep, AT HHOPaKypbUIBIMBL, KACIIOPBLIHHBIH aKIapaTThIK
obbeKTici KyHenepi; akraparThIK Kayilci3aiKTi KaMTaMachl3 €TeTiH XKyHenep.
ObbekT "

: Hpopmaumonuele axtuBbl, [T-uHbpacTpykrypa, uH)OPMALHOHHBIE
NROGECEHORINL HOH CHCTEMBl IpPEANpPUATHH; CHCTeMBl oOecreyeHUs HHGOPMALMOHHOH
sk el Ay 0e30macHOCTH.

The object of

professional activity Information assets, IT infrastructure, Enterprise Information Systems;
Information Security Systems.

Kaciou KBIBMET | — F bl1bIMU-3epmmey HcaHe MexHON02USIbIK

QyHKumsiapel  koHe | KocimopelHaap MeH yibIMIApAbIH aKNaparThK  Kayincismik kyifenepin

TYpaepict & TaNIay JKoHE MOJIEPHH3ALHsIaY;

@OyHKUHH M BHABI | [[udpiblk  KypbUIFBLTAp MeH  KaOIBIKTApAbIH — KPHMHHATHCTHKATBIK

npodeccHoHanbHOii | capanTamacsr

JesATe]bHOCTH AKnapaTThIK ~ TEXHOJOTHsUIap  cajachlHjarkl  Oy3yLIBUIBIKTap — MeEH

KbUIMBICTAp/IbI 3€PTTEY;

— Konoany owcane azipney

AKnaparThIK JXYHelepaiH Kayinci3 JKyYMBICHIH YHBIMAACTBIPY JKoHE OJlaparkl
aKmaparThIK Kayincisaikri 6ackapy. KoMmnbrotepiik sxyienep MeH xeninepie

aKmaparTel ~ KOpFaylblH  [POrpaMMaJIbIK-alaparTblK,  TEXHHKAJIBIK,
KpHITOrpaQHsUIbIK KYpailapblH €HI13y XoHe Nnaiinanany;
KacinopsinaapabsH aKnaparThIK Kyilenepinzeri KOHE AT

HH(QPaKYpbUIBIMAAPBIHAAFEl  AKNApaTThIK KAyiNCI3MIKTIH imMKi Kyienepin
xo0anay, a3ipney, eHrisy xoHe Kouaay,

— ¥UbIMOGCMbIPYULBINbLE JHCOHE DACKAPYULbLIbIK

Kacinopraapaa aknaparTsl KOprayablH YHBIMIACTHIPYIIBUIBIK IapaiapbiH
a3ipriey KoHE eHIIpY;

AKnaparThIK Kayinci3/IiK cajachlHIarsl YHBIMIACTHIPY MIbLILIK, HOPMATHBTIK,
TYpaKTaHIBIPYLIb] Ky)KaTTaMaHbl 93ipJiey, HI13y JKOHE JKYPri3y.

— Hayuno-uccnedosamenvckan u mexsonocuyeckas
AHamu3 H MoJepHH3anus CUCTeM WH()OPMAIMOHHOK Oe30macHOCTH
NPEIIPUATHN H OpraHH3aluii;

KpuMunamctHueckas 3KCIIEepPTH3a 1 POBBIX YCTPOHCTB H
000pyA0BaHHUS;
PaccnenoBanue  HapymieHW#t W NPeCTYIUICHHH B obnactu

HH()OPMAIIMOHHBIX TEXHOIOTHIA;

— Oxennyamayuonnas u paspabomyeckas

Opranusanus OGe3onacHoOi JKCIuTyaTauMd HH(GOPMALHOHHBIX CHCTEM H
yIpaBjeHHe 3alMTON HMHGOpMalWK B HHUX. BHeapeHHe W IKcrTyaTanus
IPOrpaMMHO-aNNapaTHIX, TEXHHYECKHX, KPUNTOrpadUyecKUX CpeacTB
3aMUTH HHPOPMAIIHH B KOMIIBIOTEPHBIX CHCTEMAX M CETSX;
[IpoextnpoBanue, pa3paboTka, BHEIpEeHHE W CONPOBOXKACHHE IOJICHCTEM
3amMTel  MHQOpManuM B uUHpOpMauMOHHBIX  cuctemax W IT-
HMHGOPACTPYKTYpax NpeapHsTHH;
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— Opzanu3ayuoHHo-ynpagieHvecKkas
PazpaboTka M  BHeIpeHME OpPraHU3allMOHHBIX Mep [0  3alluTe
il HHHGOPMALIUH Ha IPEAIPHSITHIX;
- |Paspabotka,  BHe#peHHE M  CONPOBOXKAEHHE  OpraHU3alLMOHHO-
' HOPMaTHBHOIA, peryupyromen JOKYMEHTALUH B obnacTu
HH(pOpMaHOHHOH 0€30MacHOCTH.

—Scientific research and technological

| Analysis and modernization of information security systems of enterprises
| and organizations;

Forensic examination of digital devices and equipment;

| Investigation of violations and crimes in the field of information technology;
— Operational and development

Organization of safe operation of information systems and information
security management in them. Implementation and operation of software,
| hardware, technical, and cryptographic means for information protection in
computer systems and networks;

Design, development, implementation and maintenance of information
s security subsystems in information systems and IT-information structures of
enterprises;

— Organizational and managerial

| Development and implementation of organizational measures for the
| protection of information at enterprises;

| Development, implementation and maintenance of organizational, regulatory
‘| and legal documentation in the field of information security.
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2 Kysbiperrinik/6eiiin kapracol/Kapra/mpoduas komnerennuii/ Map / Profile of Competences

IMbeban kysbiperTiiik (OK)/
YHuBepcaibHble KOMIETEHUHH
(YK)Y/

Universal competences (UC)

OkpbiTy HaTHxkenepi (YK momuepi)/
PesynbTaTnl 06yuenus (exuHuubt YK)/
The result of training (UC units)

OKBITY HITHXKECIH KAJBINTACTLIPATLIH
(Ky3bIpeTTinik MeJiepi) nanaep ataynt/
HaumenoBaHnue AHCUHIIHH, GOPMHPYIOLIHX Pe3Y/IbTAThI
obyuenus (e IHHHIBI KOMNeTeHUHIT)/

The name of courses that form results of training
(units of competences)

9K — 3amanayu

OH; - Keke, MdIeHM TYPFbIIaH JKOHE KOCIOM  KapbIM-KAThIHAC

=

Lleren tini / UnocTpauusiii a3bik / Foreign language

KOMMYHUKaLHANIBIK, Kypanuap OarbITTapBIHAAFBl Maceseepi ey e aysi3ia xoHe xazdawa typae kazak, | 2. Kasak (opsic) tini / Kazaxckuii (pycckwii) si3bik / Kazakh (Russian)
MeH TeXHONOrusANapsl KoNlaHa | OpbIC XkaHe [ere Tinaepinae Oaiinansic xacay language
oimy PO; — Berynare B KOMMYHHKALMKO B YCTHON M nucbMeHHOM Qopmax Ha |3. Ouepkocin boiibinma uudpisik TexHonorus / Lnpposbie
YK — CnocobHoctb Ka3axCKOM, PpPYCCKOM M MHOCTPaHHOM fA3blKax JUIA  pelleHus 3ajaad TEXHOIOrHH N0 oTpacisaM npumenenus / Digital technologies by
MCIOJIb30BATh COBPEMEHHBIE MEMITUYHOCTHOTO, MEXKKYJIbTYPHOTO U npodeccHOHaNbHOTO 001IeHHs branches of application
KOMMYHHKaLHoHHble cpeactBa U | RTi— To get into communication in oral and written forms in Kazakh, Russian |4. AKnapaTTbiK %9He KOMMYHHKAUHSUIBIK TEXHONOTUANAp /
TEXHOIOTHH and foreign languages in order to solve problems of interpersonal, intercultural, HHpopMaLMOHHO-KOMMY HHKALHOHHEIE TexHonorun / Information
UC: — Ability to use modern and professional interactions and communication technology
communication tools and OHs - A . 5. Kacinkepnik sxxone 6usnec / [lpeanpuHumMaTenscTBo H Ou3Hec /
technologies 2= ARBAPATIAPABL ISACY, CakTay, SHICY, KOpray &ane Tapatyla IR Entrepreneurship and business

TEXHOJIOTHSHBbI, aprypni AKNapaTThIK  KIHe KOMMYHHMKALMANBIK | o (o /K 6 o Hiigi

pnik manenuet/ Kynetypa nenoporo obuenus/ Business

TEXHOJOTHANAP/L!  KONJAHY JK3HE  TIPWANIKTIH  dpTypni  cananapbinia ittt

B3CHTRREUIR GLIMI ORI OLTy 7. lIckepaik puropuka / Jlenosas puropuka / Business rhetoric

PO:— HcnonezoBath  UMPPOBYIO  TEXHOJIOTHIO,  Pa3iM4Hble  BUABI

MH()OPMALIMOHHO-KOMMYHHKALMOHHBLIX TEXHOJOTHI MO TOWCKY, XPaHEeHHIO,

o0paboTke, 3alMTe M pAcCNpPOCTPAHEHHID MH(POPMALHUM M NPUMEHSTH

NpeAnpUHUMATECIILCKHE 3HAHHA B PA3JIMYHBIX cd:epax KHU3HEACATEIIBHOCTH

RT:—- To use digital technologies, various types of information and

communication technologies for search, storage, processing, protection, and

dissemination of information, as well as to apply economic knowledge in

various spheres of activity
OK: — bipryrac reubiMu xyiienik |OHs — Onemjik ke3kapacTel KanbinracTeipyla ¢unocodusansik OGinimai | 1. KasakcranHelH Kazipri 3amaHn tapuxsl / COBpeMeHHas HCTOPHA
K@3Kapacka Heri3leNireH op Typai |Konmana Oiny, coHbIMeH Oipre a3aMaTThIK YCTaHBIM KaJBINTACTBIPY/a TAPHXH Kasaxcrana / Modern history of Kazakhstan
’araaiapael Oaranay kaGineri | naMyIbIH Heri3ri keseHaepi MeH 3aHIbUIBLIKTapbIH Tanaaii 6iry 2. Pyxauu xaurbipy / Pyxanu xanrsipy / Rukhani Zhangyru
YK: — CnocobHoctb ouenuBate |POs3—  Ilpumenats  ¢unocodekue  3Hanus  ana  GopmupoBaHus | 3. Dunocodpus / Gunocodus / Philosophy
pa3iHYHble CHTYAllHH Ha OCHOBE | MHPOBO33pEHYECKON  MO3WIMHM, AaHANIHM3WPOBAaTh OCHOBHBIE JTanbl M |4, OneyMeTTik xaHe cascu Oinim Moxyni / Moaynb colnanbHo-
LENOCTHOIO CHCTEMHOIO 3aKOHOMEPHOCTH HMCTOPHYECKOTo pa3BUTHA obwiecTRa mans GopMUpoBaHHs nojuTHYeckuX 3HaHuii / Social and Political Knowledge Module
Hay4HOTO MHPOBO33PEHUs rpa)KaaHcKoil Mo3uLuH
UC: — Ability to assess various RT3 — To apply philosophical knowledge for the formation of world view, to
situations based on a holistic analyze the main stages and patterns of the historical development of society in
systemic scientific worldview order to increase civic engagement
9K — Oneymerrik oprana OH4 — [leHe mbIHBIKTHIPYIBIH 2iCTepiMeH XaHe KypanaapeiMeH Tonbikkauas! | 1. JleHe mbiHBIKTBIPY / Du3nyeckas KynbTypa / Physical Training
TYJIFaHbl KAJIbINTACTHIPY XoHE QJIEYMETTIK koHe KociOM KhI3METTi KaMTaMachl3 eTy, Kayinci3aik MojeHueTid | 2.  DKoNorus Herizjaepi ®oHe Tipliiik Kayincizairi / OCHOBBI
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aHbIKTay Kabineri, canayartsl
eMip calTblH yCTaHy

YK3 — Cnocobnocte
($OpMHPOBATHL W OTIPEEIATH
JIMYHOCTH B COLMATBHOM cpejie 1
OPHEHTHPOBATHCSH Ha 310POBbIii
00paz KU3HH

UCs — Ability to form and define
a person in a social environment
and focus on a healthy lifestyle

MEHrepy, KOJIOTHANBIK JKaF aaiinan xabapaap 6omy

POs— O6ecnedyuTbh MOJHOLEHHYID COUMANBHYI0 W MNpOodecCHOHANLHYIO
NeATEeNbHOCTh METONAMH M CpeicTBAMH (HU3HUECKOH KyNbTYpPbl, BIAIETh
KyJIbTypoii 6e30macHoCTH, 00/1a1aTh IKOJIOTHYECKHM CO3HAHHEM

RT4— To provide a full-fledged social and professional activities by methods
and means of physical culture, to master safety culture, to promote an
environmental awareness

OHs— Cupibaiinac eMKOP/IBIK KYKbIK Oy3YLIbUIBIKTap MEH KbUIMBICTap
Kacayra kon OepMeHTIH KYKBIKTBIK CaHa MeH KYKBIKTBIK MOJIeHHeTTiH
JKETKUTIKTI JeHreiiine ue 0oy, kocibW MiHAETTepiH OpBIHAAY JKOHE MiHe3-
KYJIbIK M3/IEHHETI MEH KapbIM-KaThIHACTBIH 3THKAJIbIK HOPMAJIAPbiH CaKTay.
POs— OOnapath 10CTaTOYHbIM YPOBHEM [PABOCO3HAHHA M NPABOBOMH
KYJILTYDBI, HCKJIIOYAIOIUM COBEPIIEHHE KOPPYIIUMOHHBIX TPABOHAPYIIEHHH U
MpecTyIeHni, WcnonauaTh npodeccHoHanbhble 06A3aHHOCTH, CcoOMOAATH
MPUHLMIBL KYJIbTYPbI TIOBEJIEHUS W ITHYECKHE HOPMBbI OOIIeHHS

RTs— To have a sufficient level of legal awareness and legal culture that
excludes the commission of corruption offenses and crimes, perform
professional duties, observe behavior culture principles and ethical norms of
communication

3KONOTHH M 0€30MacHOCTH KHu3HeaeaTeNbHOoCcTH / Fundamentals of
ecology and life safety

HKannbl KIcidu Ky3pipeTTinik/
O6menpogeccHoHaIbHbIE
komnerenuun (OIK)/
General Professional

OkbiTy HaTHHReNEpi (OIIK mosnuepi)/
PesyasTatel 00yuenus (exunnunl OIK)/
The result of training (GPC units)

OKBITY HITHHECIH KAJBINTACTBIPATHIH
(Ky3bipeTTijliKk MeJiLuepi) nanaep artaybl/
HanmeHoBaHHe AHCHHIUINH, GOPMHUPYIOLLMX PE3YIbTATHI
00y4yeHHUs (eAHHHULbI KOMIIETEHLUHIT)/

Competences (GPC) The name of courses that form results of training
(units of competences)
KKK — 9p Typni |OHe— KociOu Macenenepai menry ke3iHAe JUCKPETTI MaTeMaTHKa, Maremaruka/ Maremaruxa/ Mathematicsl
nmapaguMrManapsl KOJJaHa | BIKTHMAIBIKTAD TEOPHACHI JKOHE MATEMaTHMKAIbIK CTATHCTHKaHbIH TwicTi [2- JlMCKkperTi Matemaruka/ Jluckpernas matemaruka/ Discrete Mathematics
OTBIPHIN, 3aMaHayH Tinjeple | MaTeMaTHKAJIbIK annapaTelH AYPIC KOJNJAHY AaFabUIapbiH MEHrepy Kpunrorpadustbiy MareMarukaiibik Heriznepi/ Matematiieckue ocHoBbI
nporpaMmanay KabineTiHin kpurnrrorpadgun/ Mathematical basics of cryptography

6omybl; KociOM KbI3METTE HEri3ri
KapaTbUILICTaHY
FBUIBIMJIAPBIHBIH  3aHAApPbl  MEH
MareMaTUKaNblK  annaparrapipl
KOJIIaHy; aKIapaTTbiK
TEXHOJIOrHAJIAPMEH Kacion
JEHrei1e )KyMBbIC Kacay

OIlK, - Crnoco6HOCTB

NpOrpamMMHpPOBATh Ha
COBpEMEHHBIX A3BIKAX c

POs¢— Brnamere HaBblKAMH  KOPPEKTHO IPHMEHATb [PH  PELICHHH
npod)ecCHOHANBHBIX 3aJa4 COOTBETCTBYIOLUMIT MaTeMaTHUYecKkuii anmapar
JIUCKPETHOH  MaTeMaTHKH, TEOPUM BEPOATHOCTEH W MareMaTHYeCKOH
CTAaTUCTHKH

RTs— To have the skills to correctly apply the appropriate mathematical
apparatus of discrete mathematics, probability theory and mathematical
statistics when solving professional problems

Konnanbansi nporpaMmanapibii TaKeTTepinie nporpaMmanay/
IlporpammupoBanie B nakerax NMpHKIAIHBIX nporpamm/ Programming in
Application Packages

Aknapar skoHe koxaray Teopusicel/ Teopus uH(OPMALMH H KOAMPOBAHWS/
Information and Coding Theory

bIkTUManabIK TepUsChl )KoOHEe MaTeMaTHKalbIK cTaTucTuka/ Teopus
BEPOATHOCTHOCTEH MW MaremaTuueckas ctatucTHka/ Probability
theory and mathematical statistics

OH7— MingerTiH  KOMBUIBIMBIH ~ KOCAa  alfaHaa JKorapbl  JIEHreiini
nporpammanay TiLIepiHiH jkoHe MallHaFa ToYelli nporpaMMmanay TiiaepiHin
HETi3epiH Mrepy, Macenenepi mey aaicTepin Tanaail 6iny, anropurmaepai

C++ Tininge nporpammanay/ [llporpammupoBanne Ha s3eike CH+/
Programming in C++
AJIFOPUTMJIED HKIHE JIEPEKTEP KYPbUIbIMAApbl/ ANTOPUTMBL H CTPYKTYPEI
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HCTIOJIb30BAHHEM Pa3IHYHBIX
napaaurm; MCTIOJIb30BAHMSA
OCHOBHBIX €CTECTBEHHOHAYUHBIX
3aKOHOB W  MAaTeMaTHYeCKOro
annapata B mnpog)ecCHOHANBHOM
NEATEIILHOCTH; Ha
Mpo}ecCHOHATEHOM YPOBHe
paborare ¢ MHPOPMALMOHHBIMU
TEXHOJIOTHAMH

GPC, — The ability to program in

modern languages using different
paradigms; the use of basic
natural  science laws  and
mathematical apparatus in
professional activities; work on a
professional level with
information technology

TaHJay Hemece Kypy, liporpaMmaniay TuUliHJE alrOpUTMIEP/i XKy3ere aceipy,
nporpaMMaHbl ©HIEY MEH TECTiNey JKYprisyli urepy

PO; — BnaseTh OCHOBaMH NMPOrPaMMHPOBAaHHs Ha A3bIKAX BBICOKOTO YPOBHA H
Ha MAIIHHHO-3aBHCHMBIX A3BIKAX MMPOTPAMMHPOBAHMSA, BKJIOYAs MOCTAHOBKY
3aja4M, YMEHHC BblﬁHpaTb METOJIbl peEIIEHHA 3aaa4d, Cco3JaBaTbh WIH
BbIOMpaTh  AIrOPUTMbI,  PEANM30BbLIBATH  AIFOPHTMbl  HAa  A3bIKE
NPOrpaMMHPOBAHKA, TPOH3BOAUTb OTIAAKY H TECTUPOBAHHE NPOrPAMMBI

RT7— To master the basics of programming in high-level languages and in
machine-dependent programming languages, including setting a problem, the
ability to choose methods for solving a problem, create or select algorithms,
implement algorithms in a programming language, debug and test a program

nannex/ Algorithms and Data Structures

Python rininae nporpammanay /ITporpammupoBanue Ha assike Python/
Programming in Python

Cxpunt Tingepinae nporpammanay /[IporpaMMHpOBaHHE HA CKPHITTOBbIX
a3pikax/ Programming in Script Languages

Java-na obwekrire OarpiTranran nporpammanay/ O6bekTHO-
OPHEHTHPOBaAHHOE nNporpaMMupoBaHue Ha Java/ Object-Oriented
Programming on Java

[TporpamMmanblk  KOATHI Tangay JKoHe OHTaWnaHabipy/ AHamuz M
onTHMM3aums  nporpammHoro  kona/  Program  Code  Analysis  and
Optimization

Kyt#ienik nporpammanay /CucremHoe mnporpaMmmupoBanue/  Systems
Programming

OHs - Iludpnuik cynbanapapii  op TYpii KOMIOHEHTTepiH aHBIKTAY,
curHangapabl UMQpALIK eHIey NpPHHLMNTEPIH »oHEe CHrHanjaapiasl kibepy
TeopHACkIH OLTy joHe onapabl Kacibu ecenTepi welryie KoniaHy

POs — JleMOHCTPHPOBATHL 3HAHUA: 00 ApXUTEKTYPE BbIYUCIUTEILHON MALLKHBI,
O MNPHHUMNAX OPraHu3alMd  MHOTONPOLIECCOPHBIX W MHOrOMALIMHHBIX
BBIYMCIMTENIBHBIX CHCTEM; O HanpaBleHHAX pPa3BHTHA KOMIBIOTEPOB C

TPAJMIIMOHHOM, napanneabHO M HETPANHIUMOHHOHW apXHMTEKTYpoii; o
NPHHLHKINAX  [OCTPOEHHA  COBPEMEHHBIX  KOMIBIOTEPHBIX  ceTeil M
(yHKUHOHMpOBaHMA  OCHOBHbBIX  ypoBHeit  OSI; 06  opranmsaumii

ONMEepaloOHHbIX CHCTeM M ofecrneueHHMH WX 0e30MacHOCTH; O HacTpoiike
MOJUTHKH 6e30MacHOCTH ONEPalMOHHBIX CHCTEM H KOMIBIOTEPHBIX CHCTEM M
ceTeif

RTs— To identify the various components of digital circuits, know the
principles of digital signal processing and the theory of signal transmission and
apply them in solving professional problems

AKnapatTelK Kayincisaikke kipicne/ Bpezenuwe B uHPOPMALMOHHYIO
6esonacHocts / Introduction to Information Security

Komnetotepiik aknaparTsl KOpray TexHonorusnapbl/ TeXHOIOMHH 3alIuThI
koMnblotepHoit MHpopmaunu/ Technologies of Computer Information
Protection

bynrreik TexHosorusnap xane 3arrap Hurepheri/ OGnauHbie TEXHOIOTHH
u Unrepner peweit/ Cloud Technologies and Internet of Things

Ecenrrey kyiienepinin annaparrhik skaOAbIKTaMachl koHE BHpTyalaay
TEXHONOTHsNapel/ ArnnaparHoe o0ecreyeHHe BbIMHCIMTENILHBIX CHCTEM H
TexHosoruu Buptyanusaumn/ Hardware of Computational Systems and
Virtualization Technologies

Onepaumsaneik ky#enep xane OX kayincizairi/ OnepaiMoHHbIE CHCTEMBI
1 OesonacHocth OC/ Operating Systems and OS Security

OHo — Jlepexrep OazanapblHbIH, ONEPALMANIBIK JKYHeNepaiH, KOMIBLIOTEPIIiK
IHE  TeNeKOMMYHMKAalMANBIK — OKelinepiaid,  ecenrtey  kyiienepiin
Kayinci3flirih  kaMTamachl3 eTy JkoHe 0ackapy [JaFibUIapblH  KOpCeTy;
aKnmapaTThIK  Kayinci3mikTi kaMTamacel3 eTydiH MNporpaMManiblK  JKoHE
TEXHHKAIBIK KypalIapblH KOJIIaHy

POy — JleMOHCTpHpPOBaTH HAaBBIKU AJMMHUCTPUPOBaHMA W obecnedyeHus
OezonacHocTH 0a3 MaHHBIX, ONEPALMOHHBIX CHUCTEM, KOMIMBLIOTEPHBIX M
TEJICKOMMYHHKAIIHOHHBIX CCTCFI, BBIYHCIIUTENIbHBIX CHCTEM; HCNOJIB30BATh
NMporpaMMHble W TeXHHYeckHe cpeacTBa ofecnedyeHus HWHOOPMALMOHHOMN
Ge3onacHOCTH

RTs — To demonstrate skills in administration and securing databases,

Jlepexrep Gazanapel koHe onapiblH Kayincizmiri/ bazbl JaHHBIX M HX
GesonacHocts/ Databases and Their Security

3usH  kenTipywi nporpaMMablk KaMTamanaH koprawy/ 3ammuTa  oT
BPEIOHOCHOTO nporpaMMHoro obecneuenus/ Protection against Malicious
Software

Komnerorepnik xoHe TeNeKOMMYHHKALMSIIBIK % yiienep/ KoMnbloTepHeie U
TenekoMMyHuKkalmonusie  cetw/  Computer and  Telecommunication
Networks

KoMneloTepiik koHe TeNeKOMMYHHKAlMSUIBIK Jkyienepiin kayincizairi/
Be3onacHoCTh KOMITBIOTEPHBIX M TeeKOMMYHHKAIMOHHBIX ceTell/ Security
of Computer and Telecommunication Networks
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operating systems, computer and telecommunication networks, computing
systems; to use software and hardware to ensure information security

Kacibn ky3siperTinik/

Ipodeccnonanevunie

komnerenuuH (ITK)/
Professional Competences (PC)

OxbiTy HaTHHKeNepi (TTK memwepi)/
PesyabTaThi 06yvyenus (eaunnusi MK)/
The result of training (PC units)

OKBITY HITHECIH KAJBINTACTHIPATLIH (KY3bIPETTLIIK Moepi)
naHAep aTaybl/
HaumeHoBaHHe AHCUHNINH, GOPMHPYIOLLHX Pe3yJibTATHI
o0yueHHs (eAHHHUbI KOMMNETeHLUHIT)/
The name of courses that form results of training
(units of competences)

KKs — Toyekennepai, akTuBTepai,

HHUMIEHTTEpPI, Ou3HecTiH
y3mikcisairin - Hackapy, Kayin-
KaTepjepre Kapchl 9peKeT eTy,
Kayinci3mikTi TecTiney,
OCaNIbUTLIKTAp MeH Kayin-karep
npoLecTepin KaMTHTBIH
aKMaparTbiK Kaylinci3mikTi
fackapy MEH KaMmTachlz ety

NPOLECTEPIH JKY3ere achipy }KaHe
Oaranay aficTepin Tangay, TaHaay

koHE KonjaHy Kabinerrepiniy
6omysl

IKs — CnocobHocTb
aHaIW3MpoBaTh, BHIOMpaTH W
MPHMEHATh METONBl OLEHKH H
peanu3auuu NpoLEeccoB
ofecnieueHHs M yNpaBlIeHHs
HHpOPMALMOHHOMH
GCSOHECHOCTHO, OXBAaTBIBAKUIHX
NpoLECChl OnpeacieHu
YA3IBUMOCTEH H yrpos,
TECTHPOBAHHS be3onacHoCTH,
NPOTHBOJEHCTBHS yrposam,

YNpaBlA€HUA PUCKAMH, aKTHBaMH,
WHLMICHTAMH, HENPEPBIBHOCTHIO
Ou3Heca

PCs— The ability to analyze,
select and apply methods for

OHio— KomnbloTepnik aknmapaTTbl KOpray 9JicTepiH, KypaiapblH KoHe
TEXHONOTHAJIAPbIH KOJLAaHbIN, YHbIMHBIH AK KaMtamacwi3 ety OolibiHma ic-
wapanapael kocnapiai  OiTy. AKnmapaTTBIK — Kayinci3aik — canacelHaarb
KbI3METTi PpeTTEHTiH Herisri XanblKapaiblK JKOHE YITTHIK 3aHHAMANBIK,
yiBIMAACTBIPYWIBUIBIK K9HE MPOLELYPAIbIK aKTilepai KOJAaHA OTbIPhII,
aKnaparThlH ~ KaWbUIBI ~ KeTYiH  aijiblH  anatelH  kyienepin, AK
MOHHMTOPHHTIEY XKYyiienepiH, ocanbulblKTap/ bl MOHUTOPUHILIEY KYiienepiH,
AK kamTamacel3 eTeTiH anmapaTThIK-NpOrpaMMalblK KypaljapbiH KOJIaHy
JarJblIapbIH MEHTepY

POw— VYMeTb NpHMEHATH METOMAbI, CPEACTBA M TEXHOJOIHH 3aLIMTHI
KOMIMBIOTEPHOH HH(pOPMalMH, MJIAaHUPOBATh MEPOIPHATHA MO obecrneueHH o
Wb opraunsaunu. Bnaaets HapbIKaMH NPUMEHEHHs annapaTHO-MPOrpaMMHBIX
cpenctB obecneyenna HMB, cucremM MOHWTOpHHra YA3BUMOCTEH, CHCTEM
monutopuHra HMb W cucrem npeporspaiieHus ytedek HHpopMauuM ¢
HCIOJb30BaHUEM 6azoBbIX ME /1y HAPOAHBIX H HALMOHANbHBIX
3aKOHOJATENbHBIX, OPraHU3aLMOHHBIX M NPOLENYPHBIX aKTOB, PErYJIHPYIOLUX
NeATENBHOCTL B 00sacTH HHpopMaLMOHHO#H Ge30onacHoCTH

RTio— To be able to apply methods, means and technologies for protecting
computer information, to plan measures to ensure the organization's IS. To
possess the skills of using hardware and software tools for information
security, vulnerability monitoring systems, information security monitoring
systems and information leakage prevention systems using basic international
and national legislative, organizational and procedural acts regulating activities
in the field of information security

1. KoMneioTepiik aknaparTsl Kopray TeXHOJOrusuiapbl/ TeXHOMOrHH 3alluThl
komneioTepHoi  uugopmanun/ Technologies of Computer Information
Protection

2. AKnaparThlK Kayinci3fikreri »kacaHIbl MHTCIICKT aaictepi/ Metoabl

MCKYCCTBEHHOr0 MHTE/ICKTa B HH(opmalnoHHoii 6ezonacHocth/ Artificial

Intelligence in Information Security

3. 3uAH  KeNTipywi INporpaMMaiblk KamMTamanaH Koprady/ 3ammMra  oT

BPEIOHOCHOTO TIporpammuoro obecneuenns/ Protection against Malicious

Software

4. AKnapatTel KOpray HMHIKEHEPJiK-TEeXHUKaIbIK Kypaizapsl/ HikeHnepho-

TEXHUYECKHE cpeicTa 3aiuTsl HHdopmaunn/ Engineering and Technical

Means of Information Protection

5. bacein  kipyai aupikray koHE auiblH  any okyHenepi/ Cucremsl

oOHapykeHHs W [peaoTBpalieHus BTop:keHwii/ Intrusion Detection and

Prevention Systems

6. AKNApaTTBIK KayiNci3[KTiH CTAHAAPTTaphl MEH HOPMATHBTIK-KYKBIKTBIK

Herizuepi/ Cranpaprbl u HOPMATHBHO-TIPABOBBIE OCHOBBI

undopmaumonroii GezonacHoetw/ Information Security Standards and

Regulatory Bases

7. Jlepektepai Tamuay amictepi/ Meroasl aHanusa jaaHHbix / Data Analysis

Methods

8. AKnapatTeIK Kayinci3fikTiH ayHThl xkaHe Gackapy/ AyIMT W yrpaBjieHHe

uHdopmatonHoii  GezonacHocteio/  Information  Security Audit and

Management

9. Kubepkayincizaikreri

OCBEJIOMJIEHHOCTH B

Awareness

xabapnapibIKThl
kubepbesonacHoct/  Cyber

aptTeipy/ IloBbimeHue
Security

OH11 — [Nporpammanap MeH aknaparThlK JKyienepi xobanay xkoHe Kayincis
o3ipney, KOMMBIOTEPNIK KbUIMBICTAPJABIH AIABIH Ay JKOHE 3epTTey
NarabUIapeiH urepy. JepekTepai xKuHAY, OHIEY JKoHEe KaJMbIHA KeNTipy YIIiH
MpOrpaMMalibiK JK9HE TEXHHKAJbIK Kypangapabl KOJjJaHy. AKMapaTThl
OakpLiay, Kyx#aTTay jKoHe KOprayabl JKy3ere acsipy

1. AxnaparThiK x)yienepaiH nporpaMMaibiK KOMIIOHCHTTEpIHIH Kayincisairi/
be30nacHoCTh  MPOrpaMMHBIX KOMIIOHEHTOB HWH(OPMALMOHHBIX CHCTEM/
Security of Software Components of Information Systems

2. @aiinablk Kyifenepai  KpuMHHANABIK Tannay/ KpHMHHATHCTHYCCKHI

ananus Qainoseix cucrem/ File Systems Forensic Analysis

assessing and  implementing 3. IlporpamMmablk KaMTaMaHbIH Kayinci3airi joHe 3MSHABI KOATHI 3EpTTEY
processes for ensuring and|PQy; — Bnanerh HaBbikaMH MpPOEKTHpOBaHHS M 6e30nacHoii pa3paboTKi onicrepi/ BesonacHocTs mporpamMmHoro ofecriedeHMs W METOABI
12
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managing information security,
covering the processes of
identifying vulnerabilities and
threats, security testing,
countering  threats, managing
risks, assets, incidents, and
business continuity

nporpaMM H HHQOPMALMOHHBIX CHCTEM, HABLIKAMH TNPEJOTBPALIEHHUS H
BEJIEHUs paccie/loBaHHH KOMMBIOTEPHBIX MpecTymneHuil. Mcnonbs3osars

IporpaMMHbIE H TEXHHUECKHE cpencTBa c6opa, 06paboTKH W BoccTaHaBneHus [*

JnaHHeIX.  OcyLecTBaAThH
uHbOpMaLUH

KOHTPONb,  JIOKYMEHTHPOBaHWE W

3alIUTY

RT11 — To possess the skills of designing and safe development of programs
and information systems, the skills of preventing and investigating computer
crimes. To use software and hardware for data collection, processing and
recovery. To control, document and protect information

MCeeloBaHus BpeloHocHoro koaa/ Software Security and Malicious Code
Research Methods
Kopranran aknapartTbiK Ky#enepai a3ipiey xoue naiinanany/ Paspaborka

M DKCIUTyaTalus 3allHIICHHBIX HMHPOPMALMOHHEIX cucTteM/ Secure
Information Systems Development and Operation
Ludpneik  KpUMHHAIMCTHKaHBIH  Herizaepi/  OcHosel  undposoii

kpumunanuctuiy/ Digital Forensics Foundations

Bacein kipyai tecriney/ TectupoBanue na npoHukHoBeHue/ Penetration
Testing

Keninik xoHe MOOMNIBII KypbUIFBLIADFA KPHMMHAIIBIK — capanrama/
KpumuHanucTuyeckas JKCNepTH3a CETEBBIX W MODHIIBHBIX YCTPOHCTB/
Forensic Analysis of Network and Mobile Devices

OH1: — Axknapatrap MeH KOATay TeOPHSACHIHBIH HETi3JiepiH, KpunrTorpadus
JKOHE  KpHNToTanjay — canackiHia  (popManbIbl  annapatbiH,  HeTi3ri
KpUNTOrpadUANbIK anropuTMIEP MEH XaTTaMalapbiH MEHrepy KaHe OJiapibl
JepeKTepili Kopray MacelleciHie KoaaHy

POz~ Bnagers ocHoBaMM TeOpHH HMHQOPMAMH W KOJHPOBaHHA,
¢dopmanbHbIM - annapatoM B o0nacTH  KpunTorpadHM W KpHITOAHAIM3a,
OCHOBHBIMH KpUOTOrpa)MUeCKHMH  aJrOPUTMaMH M NPOTOKOJIAMH M
NPHUMEHATL HX B 3a/1a4aX 3allNThl JaHHBIX

RTi2— To posses the basics of information theory and coding, formal
apparatus in the field of cryptography and cryptanalysis, basic cryptographic
algorithms and protocols and apply them in data protection tasks

Aknapar sane koaray teopuschl/ Teopus MHGOpPMALMKH W KOJUpOBAHKSA/
Information and Coding Theory

Kpurrrorpadusinbii MaTeMaTHKanslk Herizaepi/ MaremaTHueckue OCHOBBI
kpunrorpadmn/ Mathematical Basics of Cryptography
Kpunronorus/ Kpunronorus/ Cryptology
Kpunrrorpadusinbik  nporokonnap/  Kpunrorpaduyeckue
Cryptographic protocols

Creranorpaus anropur™aepi xaHe kypauiapsl/ AJIrOPUTMbI M CPEACTBA
creranorpadun/ Steganography Algorithms and Means

MPOTOKOJILY/

OHuiz— Kocibu Mocenenepai  miemry  Ky3sIpeTTiuNirin  xkaHe  Oimimai

MHTErpauusiay JarabuiapslH MEHrepy

POz — Bnagers KOMMETEHUMAMH pelueHus NpoQecCHOHANBHBIX 3a1a4 H
HaBBIKAMH HHTETPHPOBAHUS 3HAHHI

RTi3— To have the competence to solve professional tasks and skills of
knowledge integration

. Jlunnomanasl npaktuka/ [lpeanunnomuas npakruka/ Pre-diploma

practice

2. Owupipicrik npaktuka/ Ilpoussoacreennas npaktuka/ Industrial

practice

© EHY 708-02-21 ObpazosarensHas nporpamma. H3nanue sropoe
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3 binim Gepy baraapiaamacbinbig Ma3myHsl / Coaep:kanue o0pazoBaTebHOM 1

orpammsl / The content of the education program

EDUC 21001
XKannel 6inim Gepy Momyni
Mopaynb o0wieii
00pa3zoBaHHOCTH
Module of general education

|Language of instruction

[KpeanT kenemi / O6bem kpenntos/Total of

redits

Moayab aTaybl #aHe Koabl | ITonnin koawl | IMon aTayel Hukn, Cabak Typi GoiibIHIIA caFaT
HazBanue u Koa moayns Kon HaumenoBanue KOMIIOHEH KeJiemMi
-Module name and code AHCUHIUTHHBI | AHCUHHILTHHBI T LMK, O0BLemM 4acoBR No BHAAM
Course code Course Name KOMIOHEeH 3AHSATHI
T Cycle, The volume of hours by
component types of occupations
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|Bakbinay dopmacel
Mopma KOHTpoJIS

[KanbinTacaTslH Ky3bIPETTLTIKTEp
|@opmupyembie komneteHuun Developed

lcompetences

uTawas kadeapa

OxuTbIH Kadeapa
{Department in charge

KZT 1101 Kasakcranubin Kasipri | 2KBIT MK 5 30 15 105 ME OK> KazakcTaH TapHxsl
SIK 1101 3aMaH TapHXbl 00/J1 OK Kazaxckwuii | BE) YK Hcropua Kazaxcrana
MHK 1101 Cospemennas ucropus | GCD CC Kazakh SE uGC; History of

Kasaxcrana Kazakhstan

Modern history of

Kazakhstan
ShT 1103 (1) Ileren Tini XKBIT MK | AfrbUtiibiH 5 45 105 EmTuxan | 9K, IeTen Tinpepi
IYa 1103 (1) HuocTpaHHblii A3bIK 00]J1 OK AHrHHCKHIA Di3amen | YK, HMnoctpaHHbix
FL 1103 (1) Foreign language GCD CC English Exam uc, A3BIKOB

Foreign Languages

K(O)T 1104 Kasax (opsic) Tini AKBITMK | Kaszak/ Opeic | 5 45 105 Emtuxan | 9K IpakTHKanbIK Ka3ak
(D Kazaxckuii (pycckuit) 001 OK Kazaxckuit/ Ok3amen | YK, Timi
K(R)Ya 1104 | s3bik GCD CC Pycckuii Exam uc, IIpakTHueckoro
[@)) Kazakh (Russian) Kazakh/ Ka3axCKOro s3bIKa
K(R)L 1104 language Russian Practical Kazakh

(D

language

Opsic punonoruacs
Pycckoii gunonoruu
Russian Philology

@ EHY 708-02-21 O6pasosarensHas nporpaMma. M3sanue Bropoe
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MATH 22102 Axnapattel | Mat 1201 MaremaTHka BI1 KOOK | Ka3zak/ Opsic 30 45 165 Emruxan | XXKKs | YKorapret
backapy koHe Koprayra | Mat 1201 MaremaTHKa b/l BK Kazaxckuii/ Ok3amen | OITK, mMaTeMaTruKa
apHaNFaH MareMaTuka Mat 1201 Mathematics BD UC Pycckuit Exam GPC4 Beicmeit MaTeMaTHKH
MaremaTuka ISt Kazakh/ Higher mathematics
yMpaBAeHHWA W 3aIIUTHI Russian
uHpOpMalIHH
Mathematics for Managing
and Protecting Information
COMS 22008 EZhAZhVT Ecenrey xyiienepinin | BITKOOK | Kasak/ Opsic 15 15 15 105 EmTuxan | 2KKK4 | AknmapaTTbik
Komnstotepaepain 1202 annaparThbliK B/l BK Kazaxcknii/ Dk3amen | OITK, Kayincizmik
nporpaMMalbik- AOVSTV #ab/IbIKTaMacel )KaHe BD UC Pycckwuii Exam GPCy4 HudpopmaumonHoii
annaparrbik 1202 BUpTYannay Kazakh/ Oe3onacHocTH
#abpIKTamachl HCSVT 1202 TEXHOJIOTHsLUIaphI Russian Information Security
IporpammHo-annaparsoe Annapartoe
obecneyeHHe KOMIBIOTEPOB obecreveHue
Computer Software and BbIYHCIIHTENBHBIX
Hardware CHCTEM M TEXHOJIOTHH

BUPTYaH3aLUH

Hardware of

Computational Systems

and Virtualization

Technologies
EDUC 21001 DSh 1111 JleHe WIbIHBIKTBIPY XKBIT MK | Kazak/ Opsic 60 Jud. OKs JleHe WBIHBIKTLIPY
XKanne 6inim 6epy Momyni (1) duzuueckas kynstypa | OO OK Kazaxckwuii/ ChbIHaK VK3 HIHE CopT
Momyne obuieii FK 1111 (1) Physical Training GCD CC Pycckuii Jud. UGCs duzuyeckas
obpaszosanHocTH Module of | PhT 1111 (1) Kazakh/ 3auer KyJIbTypa U cropra
general education Russian Differen- Physical training and

tiated sports

[ S ‘_'i|'||'-:::-1 er

attestation

EDUC 21001 AKT 1105 AKnaparTbIK- KBITMK | ArbutisiH 105 Emtuxan | 9K Hudopmaruka
XKanns! 6inim Gepy Moaymi IKT 1105 KOMMYHHKALMAIIBIK OOJ1 OK Aurnuickuit Ok3amen | YK HHpopMaTHKH
Momyne 0buieii ICT 1105 TEXHONIOrUAnap GCD CC English Exam uc, Computer Science
00pa3oBaHHOCTH Hudopmanronno-
Module of general education KOMMYHUKALIMOHHBIE
TEXHOJIOTHH
Information and
communication
technologies
ShT 1103 (2) Lleren Tini KBIT MK AFBUILIBIH 45 105 Emtuxan | 9K Llleren tinaepi
IYa 1103 (2) HMHOCTpaHHBIH A3BIK 00/]1 OK AHITHHCKHA Dxk3amed | YK, HHocTpaHHBIX
15
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FL 1103 (2) Foreign language GCD CC English Exam uc, A3BIKOB
Foreign Languages
K(O)T 1104 Kazak (opsic) Tini JKBIT MK Kazax/ Opsic 5 45 105 EmTtuxan | OK, [IpaKkTHKaIBIK Ka3ak
(2) Kazaxckuii (pycckuit) 00/J1 OK Kazaxckuii/ Ox3amen | YK, Tini
K(R)Ya 1104 | sa3nik GCD CC Pycckwuit Exam uc, [TpakTHueckoro
) Kazakh (Russian) Kazakh/ Ka3aXxCcKOro si3pika
K(R)L 1104 language Russian Practical Kazakh
) language
Opbic (unonoruscel
Pycckoii unonorun
Russian Philology
MATH 22102 DM 1203 Huckperti maremaruka | BI1JKOOK | Kazax/ Opeic | 5 30 15 105 Emruxan | )KKK; | Anrebpa u reometpus
Axnapartel Oackapy xone | DM 1203 JluckpeTHas BJI BK Kazaxckwuii/ Ok3amen | OITK;4 AnreOpsi "
KoprayFa apuanrad | DM 1203 MaremaTHKa BD UC Pycckuit Exam GPC, reoMeTpHH
mMaTemMaTuKa Discrete Mathematics Kazakh/ Algebra and
MaremaTtuka Juist Russian Geometry
yOpaBiAeHHA W 3aUIUThI
uHpopmaumu
Mathematics for Managing
and Protecting Information
Bipeyin Tanaay / BeiGpaTk oans / Choose one
COMS 12104 CTP 1213 C++ tininge | BIT TK Kasax/ Opeic | 8 30 15 30 165 Emtuxan | )KKK; | AxkmapaTTbik
[Mporpammanay PYaC 1213 nporpamMmManay BJ1 KB Kasaxckuit/ ; OI1K,4 Kayincizmix
ITporpaMmMHpoOBaHHe PLC 1213 [Mporpammuposanune va | BD EC Pycckuii kypethik | GPCy HupopmarmoHHoii
Programming aspike CH++ Kazakh/ HKYMBIC Ge3onacHocTH
Programming on C++ Russian DK3aMeH, Information Security
KypcoBas
pabora
Exam,
Course
Work
MATH 22102 KPPP 1213 Konpanbasi BIT1 TK Kasax/ Opsic 8 30 15 30 165 EmTuxan | XKKK, AKNaparThIK
Axnapartel Oackapy xoHe | PPPP 1213 nporpaMMaiap/ibiy BJ1 KB Kasaxckuii/ ; OITK; Kayincizaik
KOpFayfa apnanrad | PAP 1213 nakeTTepinze BD EC Pycckuii Kypctelk | GPCy HudpopmaigionHoii
MaTeMaTHKa nporpaMManay Kazakh/ HYMBIC Oe3onacHocTH
Maremaruka s [IporpaMmMupoBanne B Russian DK3aMeH, Information Security
YIpaBieHHs W 3allUTHI nakerax HpHKJIAJHbIX Kypcosasi
uHpopMaLK nporpamMm pabora
Mathematics for Managing Programming in Exam,
and Protecting Information Application Packages Course
Work
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EDUC 21001 DSh 1111 JleHe WIbIHBIKTBIPY AKBITMK | Kasak/ Opeic | 2 60 Hud. OK;3 JleHe IIBIHBIKTBIPY
XKannw 6inim Gepy Momyni (2)FK 1111 ®dusuueckas kynbtypa | OO0/ OK Kazaxckuii/ ChlHAK VK3 HKAHe CTIopT
Momyne o0miei (2) Physical Training GCD CC Pycckuii Hudp. UGCs duznyeckas
06pa3oBaHHOCTH PhT 1111 (2) Kazakh/ Bauer KyJIbTypa U CIopTa
Module of general education Russian Differen- Physical training and
tiated sports
fttestation
1 Kypcka 6apabIK KpeauT
Hroro kpeauTos 3a 1 Kypc 60 | 165 | 420 45 1170
Total credlts for 1* year
By R ST 3 cemectp /3 cemectp / Semester 3 Tt sy B
EDUC 21001 Fil 2102 Cmeocoq)Hﬂ KBITMK | Kazax/ Opsic | 5 Emtxan | 9K, CDu.ﬂococbuﬂ
HKannel 6inim Gepy Moy Fil 2102 Punocodus 0O0J1 OK Kazaxckuii/ DxzameH | VK; Dunocodumn
Moayab o0weit Phil 2102 Philosophy GCD CC Pycckuii Exam UG, Philosophy
00pa3oBaHHOCTH Kazakh/
Module of general education Russian
EDUC 21001 ASBM 2106 QJIEYMETTIK XKaHE AKBIT MK | Kaszax/ Opeic | 8 30 60 150 Emtuxan | 9K, Cascarrany
XKanne! 6inim Gepy Moayi MSPZ 2106 cascu OiniM Moyt 001 OK Kazaxckuii/ Ok3amen | YK; IMonuronoruu
Moayns obueii SPKM 2106 Moaynb coumanbHoO- GCD CC Pycckuii Exam UG, Political Science
00pa30BaHHOCTH HNOJTMTHYECKHUX 3HAHUH Kazakh/ OJleyMeTTaHy
Module of general education Social and Political Russian Counonorus
Knowledge Module Sociology
Dunocodus
Dunocopun
Philosophy
oleT
CIIC
SRS
COMS 12103 AKK 2204 AKNapaTTbIK BIT XXOOK | Kazax/ Opsic 5 15 15 15 105 Emtuxan | XKKKs | AxmapaTTbik
Kubeprkayincizaik VIB 2204 Kayincisaikke Kipicne BJ1 BK Kazaxckwuii/ Dx3amed | OITK, Kayincizaik
KubepbezonacHocTb 11S 2204 Beenenue B BD UC Pyccxkuit Exam GPC4 MudopMannoHHOI
Cybersecurity HH(OPMALIMOHHYIO Kazakh/ 0e30NacHOCTH
6eszonmacHoCTh Information Security
Introduction to
Information Security
COMS 22005 ADK 2205 AJnropuT™mIep xKoHe BITXOOK | Kazak/ Opbic | 5 15 15 15 105 Emtuxan | JKKK; | Aknaparrbik
Anropurmaep xone | ASD 2205 JepeKrep B BK Kazaxckuit/ Dk3amen | OITK, Kayincizaik
JepeKTep KYPbUIbIMAAPLI ADS 2205 KYPbUILIMAAPbI BD UC Pycckuit Exam GPCy MHpopMaLIHOHHOI
ANTOPUTMBI M CTPYKTYPBI ANFOPHTMBI U Kazakh/ 6e3onacHOCTH
JTAHHBIX CTPYKTYPbI TaHHBIX Russian Information Security
Algorithms and Data Algorithms and Data
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Structures [ Structures ] | [ [ [ | ]
Bipeyin Tannay / BeibpaTte oaun / Choose one
COMS 22204 PTP 2214 Python Tininge BIT TK Kaszax/ Opbic | 5 15 30 105 Emtuxan | JKKKs | AkmaparTeik
[Tporpammanay PYaP 2214 nporpamMManay B KB Kasaxckuii/ Ox3amed | OITK4 Kayincismix
[IporpaMMupoBaHue PP 2214 [Tporpammuposanue Ha | BD EC Pycckuii Exam GPC4 HudopmanunonHoii
Programming azeike Python Kazakh/ bezonacHocTH
Programming on Russian Information Security
Python
COMS 22204 JOBP 2214 Java-na obbekrire BIT TK Kasak/ Opbic/ | 5 15 30 105 Emtuxan | JKKK; | Aknaparrbik
[Tporpammanay OOPJ 2214 OareblTTANFaH BJI KB AFBUIIBIH Dxzamen | OITK,4 Kayincisik
[TporpaMMupoBatue OOPJ 2214 nporpaMmasay BD EC Kazaxckuii/ Exam GPC4 HHpopMauuoHHOI
Programming O0BbeKkTHO- Pycckmuii/ Ge3onacHOCTH
OPHEHTHPOBAHHOE AHrnHiCcKui Information Security
MpOrpaMMHUpOBaHHE Ha Kazakh/
Java Russian/
Object-Oriented English
Programming on Java
EDUC 21001 DSh 2111 JleHe WbIHBIKTBIPY JKBIT MK Kazak/ Opbic 2 60 Jud. OK; JleHe LBIHBIKTBIPY
Kanmsr 6inim Gepy mMomyi (3)FK 2111 ®duzuueckan kyaptypa | OO OK Kaszaxckwmii/ ChiHaK VK; HOHE CIopT
Monynb ob1ueit (3) Physical Training GCD CC Pycckwuii Jud. UGs Ddusnueckas
00pa3oBaHHOCTH PhT 2111 (3) Kazakh/ 3auer KyJIbTypa H criopta
Module of general education Russian Differen- Physical training and
tiated sports
attestation
R ArY conal SRR s SR 5 4icemecT /A ceMecTTIdSeIMester 4. - i PUR iy | S g s R
COMS 22106 0ZhOZhK Onepauusibik BIT2KOOK | Kasax/ Opeic 5 15 105 Emtuxan | XKKKs | Axkmaparrsik
KomnsloTepiepain 2206 wyienep xane OXK BJ1 BK Kazaxckwuii/ Dk3amen | OITK, Kayincizmik
nporpaMMablK- OSBOS 2206 | xayincisairi BD UC Pycckuit Exam GPCy Hudopmarmonnoi
anmapaTThiK 0SOSS 2206 | OnepauuoHHble Kazakh/ 6e30MacHOCTH
#ad bl KTaMachl CHCTEMBI U Russian Information Security
[TporpaMMHoO-annaparHoe 6ezonacHocts OC
obecrieyeHne KOMITLIOTEPOB Operating Systems and
Computer Software and Operating Systems
Hardware Security
MATH 22202 KMN 2207 KpunrorpadusiHeiH BITKOOK | Kazak/ Opsic 5 30 15 105 Emtuxan | KKs AnreOpa U reoMeTpHs
AxknapatTel Oackapy xone | MOK 2207 MaTeMaTHKaJbIK BJ1 BK Kazaxckwuii/ Ox3amen | [TKs Anredpsl H
KOpFayFra apHanran | MBC 2207 Herizuepi BD UC Pycckuii Exam PCs reoMeTpUH
MaTeMaTHKa MaremaTuieckue Kazakh/ Algebra and
MaremaTHKa JUTs OCHOBBI KpUnTorpaduu Russian Geometry
yrnpaBieHHs W 3alUTbI Mathematical Basics of
uHdopMaLIMK Cryptography
19
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Mathematics for Managing
and Protecting Information

MATH 22202 ITMS 2208 blkTumanasikTap BIT2KOOK | Kasax/ Opeic | § 15 30 105 Emtuxan | XKKK4 | Anrebpa u reomerpus
Aknapartel Gackapy sxone | TVMC 2208 TEOPHUACHI xwone| BJ] BK Kazaxckmuit/ Dk3zamen | OITK4 Anredpbl H
KOpFayFa apnanran | PTMS 2208 MaTeMaTHKaJIbIK BD UC Pyccxkuii Exam GPC, reoMeTpHH
MaTeMaTHKa CTAaTHCTHKA Kazakh/ Algebra and
Martemaruka s Teopus Russian Geometry
yrpaBjieHuss W 3alIUThi BEPOSATHOCTHOCTEH |
uH(popmaLru MaTeMaTHyeckKas
Mathematics for Managing CTATHCTHKA
and Protecting Information Probability theory and
mathematical statistics
Bipeyin Tannay / Bei6pats ogun / Choose one
COMS 22204 STP 2215 Ckpunt tingepinje BIT TK Kazak/ Opbic 5 15 30 105 Emtuxan | JKKKs | AknaparTsik
[Tporpammanay PSYa 2215 nporpamMmManay B/1 KB Kazaxckuii/ Ox3amen | OITK,4 Kayincismik
[IporpammupoBanue PSL 2215 ITporpammuposanue Ha | BD EC ycckuii Exam GPC4 HudopmaumonHoi
Programming CKPMIITOBBIX A3bIKAX Kazakh/ 0€e30MacHOCTH
Programming in Script Russian Information Security
Languages
MATH 22202 AKT 2215 Axnapar xaHe koaray | bIT TK Kazax/ Opbic | 5 15 30 105 Emtuxan | JKKKs | AknaparTsiK
Axnapartel Gackapy xone | TIK 2215 TEOPHACHI b1 KB Kazaxckuii/ Dk3zamen | OIIKy4 Kayincizik
KOoprayfa apranran | ITC 2215 Teopus uadopmaimu u | BD EC Pycckuii Exam GPCy4 MudopmaumoHHoi
mMaremMaruka KOJMPOBAHMs Kazakh/ 0e30nacHOCTH
Maremaruka Jutst Information and Russian Information Security
YIOpaBJI€HHA W 3aLIUThl Coding Theory
uHpopMAaLUH
Mathematics for Managing
and Protecting Information
bipeyin Tanaay / Beiopate oaiu / Choose one
EDUC 21001 PB 2107 Kacinkepnik »xaHe JKBIT TK Kazak/ Opbic | 5 30 15 105 Emruxan | OK; DKOHOMMKA XKIHE
Kannwt Ginim Oepy Momyni KB 2107 OusHec OO0/1 KB Kazaxckwuii/ Ok3amen | YK, KaCiMKepiK
Mouyns o0uiei EB 2107 [Tpennpuuumarenscts | GCD EC Pycckmii Exam uc, DKOHOMMKH H
00pazoBaHHOCTH 0 u OuzHec Kazakh/ NpeAnpPUHUMATENBCT
Module of general education Entrepreneurship and Russian Ba
business Economics and
Entrepreneurship
SZhKM 2109 Cribaiinac KBITTK | Kasax/ Opbic | 5 30 15 105 Emtuxan | OK;3 MeMunekeT KaHe
AKK 2109 KEMKOPJIBIKKA ~ KapChl VK3 KYKbIK TEOPHACH MEH
ACC 2109 MOJIEHHET OO KB | Kazaxckuii/ DK3ameH TApHXBI,
UGs KOHCTHTY LIUSIBIK
AHTHKOPpY NIHOHHAs Exam kykbik/ Teopus 1
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KYJIbTYpa GCD EC | Pycckwmit MCTOPHsA rocyaapcTsa
W Mpasa,
Anti-corruption culture Kazakh/ KOHCTHTYIHOHHOE
) npaso / Theory and
Russian history of state and
law, constitutional
law
CTSBK 2107 | Lndpnsik XKBIT TK Kasax/ Opsic 30 15 105 Emtuxan | 9K Hudopmaruka
CTOP 2107 TEXHOJIOTHsLIap /bl OO0l KB Kasaxckwuii/ Ok3amed | YK MudopmarHku
DTBA 2107 cananap 6oibIHIIa GCD EC Pycckuii Exam UG, Computer Science
KoJi1aHy Kazakh/
Liudppossie Russian
TEXHOJIOTHH 10
OTPACHAM NMPUMEHEHHUs
Digital technologies by
branches of application
IR 2107 Ickepaik puTOpHKa JKBIT TK Kasax/ Opsic 15 30 105 Emtuxan | 9K, p/o
DR 2107 Jlenopas putopHka OO0J1 KB Kaszaxckwuii/ Ok3amen | YK, TeopHANBIK XkaHe
BR 2107 Business rhetoric GCD EC Pycckuii Exam uc, KOJgaHOabI
Kazakh/ JHHTBUCTHKA
Russian Teopetudeckoii U
MPHKJIATHOH
JIMHIBUCTHKH
Theoretical and
Applied Linguistics
K/0
Kasak Tin 6inimi
Kazaxckoro
A3BIKO3HAHUA
Kazakh linguistics
ENTK 2107 DKOJIOTHSA Heri3epi JKBIT TK Kazak/ Opsic 30 15 105 EmTuxan | OKj; YnpaBneHne U
OEBZh 2107 | xone Tipuuinik OOJ1 KB Kazaxckwuii/ Ox3amen | VK3 MHXXUHHDPHHT B cdepe
FELS 2107 Kayincizairi GCD EC Pyccknii Exam ucG; OXpaHsl
OCHOBBI 9KONOIMU H Kazakh/ OKpYKaromiei cpeibl
OezonacHocTH Russian Kopiarad opramsi
AKU3HEAEATEIbHOCTH KOpFay cajlachIHIarbl

Fundamentals of
ecology and life safety

Gackapy xoHe
HHKUHUDHHT
Management and
Engineering in the
field of
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environmental
protection
RZh 2107 PyXaHH ®aHFBIPY XKBIT TK Kazax/ Opbic | 5 30 15 105 EmTixan | OK; Eypazusibik
RZh 2107 Pyxanu *aHreipy 00J] KB Kazaxckuii/ Or3zamen | YK 3eprreyep
RZh 2107 Rukhani Zhangyru GCD EK Pyccknii Exam uc; Eppa3uiickux
Kazakh/ HCClIeI0BaHHi
Russian Eurasian Studies
IM 2107 Ickepnik MoieHHET JKBIT TK Kazak/Opsic 3 15 30 105 EmTixan | OK; Opbic (punosnoruscel
KDO 2107 l{ynb']"ypa JIeNOBOTO OOH KB Kazaxckwuii/ JK3aMeH yK] Pyccxoﬁ dJPU'IOJTOI'HH
BC 2107 OB e HHs GCD EC Pycckuii Exam uc, Russian Philology
Business culture Kaza}ch/
Russian
INEX 42007 OP 2209 OunipicTiK MpaKTUKa BIT KOOK 3 Ecen KKs AKnaparTeiK
Taxipubenik Moayib PP 2209 [TpousBoacTBeHHas BJ1 BK Otuer ITKs Kayinci3mik
[TpakTuueckuii MOayJb 1P 2209 NpakTHKa BD UC Report PCs HudopmanmoHHoii
Practical module Industrial practice 6e3onacHoOCTH
Information Security
EDUC 21001 DSh 2111 JleHe WbIHBIKTHIPY KBITMK | Kasax/ Opbic | 2 60 Nud. OK; JleHe IWBIHBIKTBIPY
Kannet 6inim 6epy momyni (4) FK 2111 Dusnueckas kynsTypa | OO OK Kazaxckwuii/ ChbIHaK VKs AKAHE CropT
Moayne obieit 4) Physical Training GCD CC Pycckuit Hud. UCcs Dusnyeckasn
00pa3zoBaHHOCTH PhT 2111 (4) Kazakh/ 3auer KyJbTYpa M CIIOpTa
Module of general education Russian Differen- Physical training and
tiated sports
attestation
2 Kypcka 6apJibIK KpeaHT
Hroro kpeauTos 3a 2 Kypc 60 | 210 | 285 120 1095
_ Total credits for 2™ year
cesh ORISR L TR TR U5 cemecTpYS CemecTp / Semesten Sl Ly b A sk v VR R LT R e i o e
COMS 33209 DBK 3210 Jlepexrep 6azanap BIT KOOK | Kazax/ Opsic/ | 5 15 30 10 Emtuxan | XKKK4
Komneiotepnik ~ xeninep | BDB 3210 HIHE oNapblH BJ1 BK AFbUILIBIH Ox3amen | OITK;y Kayincismix
KoHe KiHeHT-ceppepaik | DS 3210 Kayincisairi BD UC Kasaxckuit/ Exam GPC,4 HndpopmaumoHHoi
TEXHOJNOrHANap Ba3bl 1aHHBIX W HX Pycckuit/ 6e3onacHOCTH
KomnbloTepHbie cetH © 0e30MacHOCTb AHrnuACKui Information Security
KJIMEHT-CEPBEPHBIE Databases and Their Kazakh/
TEeXHOJIOTHH Security Russian/
Computer Networks and English
Client-Server Technologies
COMS 33209 KTZh 3301 KomnbloTepirik xaoHe KIT Kazax/ Opbic | 7 30 15 |30 135 Emtuxan | )KKK4 | AKnaparTeik
KomnbroTepiik weminep | KTS 3301 TeneKoMMy HHKauusisl | JKOOK Kazaxckmit/ y OIlK, Kayincisuik
KoHe knuent-cepepiik | CTN 3301 K AyHenep 1)1 BK Pycckuii kypcteik | GPCy HudopmaiiHoHHOIH
TEXHOJOrUsLIap KomnbtoTepHbIe H PD UC Kazakh/ HKYMBIC 0e30MacHOCTH
22




KoMmnbloTepHble ceTH H TeTeKOMMYHHKALIMOHH Russian DK3aMeH, Information Security
KJIMEHT-CepBepHbIe bl CeTH KypcoBas
TEXHOJIOTHH Computer and pabota
Computer Networks and Telecommunication Exam,
Client-Server Technologies Networks Course
Work
COMS 33010 KK 3302 Kpunronorus KII Kazax/ Opbic | 8 30 15 | 30 165 Emtuxan | KKs AKNaparThiK
Kpunrorpadusnsik KK 3302 Kpunronorus HKOOK Kazaxckuit/ Ok3amen | ITKs Kayincisaik
wyitenep woHe | CC 3302 Cryptology 11 BK Pycckni Exam PCs UHpOopMaLHOHHOH
creranorpadus PD UC Kazakh/ GesomacHOCTH
Kpunrorpaguueckue Russian Information Security
CHCTEMBI H cTeraHorpadus
Cryptographic Systems and
Steganography
Bipeyin Tanaay / Beiopate ogun / Choose one

COMS 32209 CTIK 3216 bynTThIK BIT TK Kazak/ Opeic | 5 15 15 15 105 Emtuxan | XKKK; | AknapaTrbik
KoMnbloTepik weminep | OTIV 3216 TEXHOJIOTHAIAP HKoHE b1 KB Kazaxckuit/ Dk3zamen | OIIKy Kayincizaik
KaHe knuent-ceppepnik | CTIT 3216 satrap MHTepHeri BD EC Pyccknii Exam GPC4 UnpopmaunoHHoii
TEeXHONorusAnap OO6nauHble TEXHONOTHH Kazakh/ 0e30rmacHOCTH
KomnbloTepusie cetH M u MuTepHer Beeit Russian Information Security
KITMEHT-CEPBEPHbIE Cloud Technologies
TEXHOJOTHH and Internet of Things
Computer Networks and
Client-Server Technologies
COMS 32203 KAKT KomnsioTepiik BIT TK Kazak/ Opsbic 5 15 30 105 Emrtuxan | KKK, AKNaparThiK
Kubepkayinciz ik 3216 aKnaparThl Kopray b1 KB Kazaxckwuii/ Ox3zamen | OIIK;4 Kayincisaik
KubepbesonacHoctb TZKI 3216 TEXHOJIOTHAIAPbI BD EC Pycckuit Exam GPC,4 HudopmaumoHHo#i
Cybersecurity TPCI 3216 TexXHONOrHH 3aLNThI Kazakh/ Ge30macHOCTH

KOMIBIOTEPHOH Russian Information Security

uHpopMarmu

Technologies of

Computer Information

Protection

Bipeyin Tannay / BeiGpats oaun / Choose one

COMS 33111 AZhPKK AKMaparThIK KITTK Kazax/ Opbic | 5 15 30 105 Emruxan | KK;s AKnaparTbiK
AxnapaTTel Kopray #aHe | 3309 Kyienepain T KB Kazaxckuit/ Ox3amen | ITKs Kayincizaik
JpeKeT eTy BPKIS 3309 nporpaMmMatbik PD EC Pycckuii Exam PCs HudpopmarmoHHoii
3awmra wuHbopmauun  u | SSCIS 3309 KOMIIOHEHTTEPiHIH, Kazakh/ GezonacHOCTH
pearupoBaHue Kayincizairi Russian Information Security

Information Protection and
Response

BeszonmacHocTh
MpOTPaMMHbIX
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23




KOMIIOHEHTOB
MH(POPMALIMOHHBIX
cHCTEM

Security of Software
Components of
Information Systems

COMS 33304 PKTO 3309 IMporpammaneik koarel | KIT TK Kasax/ Opeic 5 15 30 105 Emruxan | 2KKKy | AKnaparTbik
[Tporpammanay AOPK 3309 Tanaay *aHe I KB Kazaxckwuii/ Ok3amen | OIKy Kayincizaik
[TporpammupoBanue PCAO 3309 OHTaHIaHIBIPY PD EC Pycckuii Exam GPC4 HudopmanmonHoii
Programming AHanus u Kazakh/ 0e30nacHOCTH
ONTHM H3ALIHA Russian Information Security
MPOrpaMMHOrO KoJa
Program Code
Analysis and
Optimization
Rt v . el Bl " 6cemectp /6 cemectp / Semester 6 R e T B
COMS 32111 TsKN 3211 Ludpbik BITKOOK Kasax/ 5 30 15 105 Emtuxan | KKs AKnaparThiK
Axnapattel Kopray kaHe | OTsK 3211 KPUMHHAIHCTHKAHBIH bJ1 BK Opslic Ox3amen | ITKs Kayincizaik
opeKkeT eTy DFF 3211 Herizaepi BD UC Kazaxckwuii/ Exam PCs HupopmaumonHoii
3amura  uHGOpPMAUMK M OcHOBBI UM(POBOH Pycckuit be3onacHoCTH
pearupoBaHue KPUMHHAITHCTHKH Kazakh/ Information Security
Information Protection and Digital Forensics Russian
Response Foundations
COMS 32203 KTZhK 3303 | KoMnbloTepiik xaHe KIT>KOOK | Kasak/ 5 15 30 105 Emruxan | JKKKs | AxknapaTTsik
Kubepkayincizaix BKTS 3303 TenekoMMyHuKkaunsuislk | [1J] BK Opsic Ok3amen | OTIK, Kayincismik
KubepbesonacHocts SCTN 3303 Kyienepaix PD UC Kazaxckuii/ Exam GPC,4 MudopmaunonHoii
Cybersecurity Kayincizairi Pyccxwii 0e3onacHoCTH
besonacHocTh Kazakh/ Information Security
KOMIBIOTEPHBIX M Russian
TCJICKOMMYHHKAUHOHH
BIX CETei
Security of Computer
and Telecommunication
Networks
Minor Koceimua Gizim Gepy GaraapaamacbiHAH MOAYABAIH Gipin Tanaay/
BpibpaTh 04HH MOAYJIL 110 J0NOJHHTENLHOI 06pasoBaTensHas nporpaMme Minor/ Choose one module for an additional educational program (15 kpeauT
COMS 33303 KKhA 3310 Kubepkayincizaixreri KITTK Kazax/ 5 15 30 105 Emruxan | KKs AKnapatThbIK
Kubepkayincizuik POK 3310 xabapaapibIKThbl 1] KB Opsic Ok3amen | I1Ks Kayincizaik
KubepbezonacHocthb CSA 3310 apTThIpY PD UC Kasaxckuit/ Exam PCs WupopmaloHHOI
Cybersecurity IlosbImenue Pycckuii 6e30nacHOCTH
OCBEIOMJIEHHOCTH B Kazakh/ Information Security
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knbepbezonacHocTH Russian
Cyber Security
Awareness
COMS 33303 AKZhIA 3311 | AknaparTsik KIT TK Kazar/ 15 30 105 Emtuxan | KKs AKnaparThiK
Kubepkayincisnik MIIIB 3311 Kayincizaikreri [1]T KB Opsic Ok3amen | [TKs Kayincizaik
KubepbesonacHocTsb AlIS 3311 KACAH]Ibl MHTEJLIEKT PD UC Kazaxckuii/ Exam PCs HudopmanmonHoii
Cybersecurity azicrepi Pycckuii 6ezonacHoCTH
MeTtonsi Kazakh/ Information Security
HCKYCCTBEHHOTO Russian
HHTEJJIEKTa B
MHPOPMALMOHHO
OezonacHoCTH
Artificial Intelligence
for Information Security
COMS 33010 SAK 3312 Creranorpadus KIT TK Kazaw/Opsic 15 30 105 Emtuxan | KKs AKnaparThiK
Kpuntorpadusnbik ASS 3312 ITOPUTMIEPI XKIHE I KB Kazaxckwuii/ Ox3amen | TTKs Kayincisik
Kyhenep KaHe | SAM 3312 KypaJiiapsl PD UC Pycckuii Exam PCs Hudopmaumontoii
creraHorpadus AJITOPUTMBI M CpeacTBa Kazakh/ fesonacHOCTH
Kpunrorpapuueckue cTeraHorpa(pmu Russian Information Security
CHCTEMBI U cTeraHorpagus Steganography
Cryptographic Systems and Algorithms and Means
Steganography
EDUC 33013 3310 Minor 1 KIT TK Kaszax/Opbic
Minor kaTalorblHaH MOIYJIb [ KB Kazaxckuii/
Momynb U3 karanora Minor PD UC Pycckuii
Module from the Minor Kazakh/
directory Russian
3311 Minor 2 KIT TK Kasax/Opsic
I1KB Kazaxckwuii/
PD UC Pycckuit
Kazakh/
Russian
3312 Minor 3 KIT TK Kazak/Opsic
[1KB Kazaxckuii/
PD UC Pycckuii
Kazakh/
Russian
INEX 42007 OP 3308 OHAIpiCTIK NpaKkTHKa KIT 2KOOK Ecen KKs AKNapartThiK
Taxpibenik momynb | PP 3308 ITpousBoacTBeHHas 11 BK Oruer ITKs Kayincizuix
25
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[TpakTuueckuii Momynb IP 3308 npaKTHKa PD UC Report PCs MudopmannoHHoH
Practical module Industrial practice 0e30MacHOCTH
Information Security
3 kypeka 0apibIK KpeauT A ’
Hroro kpeauTos 3a 3 Kype 60 | 195 | 45 270 1140
Total credits for 3™ year
! : i e 7 cemectp /7 cemectp e e
COMS 33010 KKh 3212 Kpunrorpadusiibik BIT 2KOOK Emtuxan | KKs AKNapaTThiK
Kpuntorpadusbik KP 3212 Xarramanap BJ1 BK Opslic Ox3amen | I1Ks Kayincizmik
Kyienep wone | CP 3212 Kpunrorpaguueckue BD UC Kazaxckwuii/ Exam PCs HudopmannoHHoH
creraorpadus NPOTOKOMbI Pyccknii 6Ge3onacHOCTH
Kpuntorpaduueckue Cryptographic protocols Kazakh/ Information Security
CHCTEMBbI H cTeraHorpadus Russian
Cryptographic Systems and
Steganography
COMS 43013 AKAB 4304 AKnapaTThIK KIT 2KOOK Kazak/ 5 30 15 105 Emtuxan | KKs AKnapaTTbiK
AxnapatTeik  Kayincizmikti | AUIB 4304 Kayincizgikrig ayautsl | [1]] BK Opsic Ok3amen | MK Kayincisauik
Gackapy ISAM 4304 #aHe Oackapy PD UC Kazaxckwnii/ Exam PCs HndpopmaunonHokh
Vnpapnenue AYIMT M ynipaBJieHHE Pycckuii 6e30nacHoOCTH
HHPOPMALIMOHHOIH HHpopMaLHOHHOH Kazakh/ Information Security
6e30nMacHOCTBIO 6e30macHOCTBIO Russian
Information Security Information Security
Management Audit and Management
COMS 43303 ZKPKK 4305 | 3usH kenripymi KIT2KOOK | Kasak/ 6 30 30 120 Emtuxan | KKs AKNapaTTbiK
Kubepkayincizaik ZVPO 4305 NpOrpaMMaTbIK I1JT BK Opelic , K5 Kayincizaik
KubepbezonacHocTb PMS 4305 KaMTamaaaH KOpraHy PD UC Kazaxckwuii/P kypetelk | PCs WudopmauroHHOi
Cybersecurity 3aniMra ot YCCKHiA AYMBIC 0e30MacHOCTH
BpPEI0HOCHOTO Kazakh/ DK3ameH, Information Security
NPOrPAMMHOTO Russian KypcoBas
obecneueHus pabota
Protection against Exam,
Malicious Software Course
Work
COMS 43211 DTA 4306 Jlepexrepai Tanaay KI12KOOK | Kasak/ 5 15 30 105 Emtuxan | KKs AKnaparTeIK
Axnapartel Kopray keHe |MAD 4306 auictepi 1] BK Opsic Ok3amen | [1Ks Kayinci3tik
opeKeT eTy DAM 4306 MeTtoabl aHanHM3a PD UC Kazaxckwuii/ Exam PCs WnudopmanmorHoit
3ammra uHGOpPMALMH M JTAaHHBIX Pycckuii 6e30MnacHOCTH
pearupoBaHHe Data Analysis Methods Kazakh/ Information Security
Information Protection and Russian
Response

Bipeyin Tanaay / Beiopats oauun / Choose one
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COMS 43212 KAZhAP Kopranran aknaparteik | KIT TK Kazax/ 5 30 15 105 Emtuxan | KKs AKnapaTThIK
Kayinciznikti kamramaceis | 4313 Kyitenepui azipney 1 KB Opsic Dk3zamen | MK Kayinciznik
eTymiH nporpammansik- | REZIS 4313 KoHe maiinanaHy PD EC Kasaxckwuii/ Exam PCs HudopmanoHHOH
annapaTThiK Kypanaaphbl SISDO 4313 Pazpabotka u Pyccknii 0e30nacHOCTH
[TporpammHo-anmnapaTHsie IKCIUTyaTauHts Kazakh/ Information Security
cpencTsa obecnieyeHus 3alIMILEHHbIX Russian
0e30MacHOCTH HH(POPMALIHOHHBIX
Security Software and cUCTEM
Hardware Secure Information

Systems Development

and Operation
COMS 43211 FZhKT 4313 DaiinaelK Kkyitenepai KIT TK Kazak/ 5 15 30 105 Emtuxan | KK; AKnapaTTbiK
Axnapattel  Kopray xoHe | KAFS 4313 KPHMUHAJIIBIK Tanaay I1J1 KB Opsic Oxzamen | [TKs Kayincizaik
9pEeKeT eTy FSFA 4313 Kpumunanucruyeckuit | PD EC Kasaxckuit/ Exam PCs HudopmaumnonHoit
3amura HHGOPMAUUH M aHanus ¢aiyioBbix Pycckwmii Oe3onacHOCTH
pearupoBaHHe cHCTEM Kazakh/ Information Security
Information Protection and File Systems Forensic Russian
Response Analysis

bipeyin Tanaay / Beiopats oaun / Choose one

COMS 43013 Aknaparteik | AKSNKN 4314 | Aknapatrsik KITTK Kazar/ 5 30 15 105 Emtuxan | KK;s AKnapaTThIK
KayincisikTi 6ackapy SNPOIB 4314 | kayinci3mikTix 111 KB Opeic Oxzamen | TTKs Kayincizmik
VYnpasneuune ISSRB 4314 CTaHIapTTapbl MEH PD EC Kaszaxckwuii/ Exam PC;s HudopmannoHHoiA
HH()OPMALMOHHO HOPMAaTHBTIK-KYKBIKTBIK Pycckuit be3onacHoOCTH
6e30MacHOCTLIO Herizaepi Kazakh/ Information Security
Information Security CraHaapThl 1 Russian
Management HOPMAaTHBHO-ITPABOBBIE

OCHOBBI

UHPOPMALIMOHHOH

OezonacHoCTH

Information Security

Standards and

Regulatory Bases
COMS 43211 BKT 4314 Bacein kipyai recriney | KIT TK Kasak/ 5 30 15 105 Emruxan | KKs AKnapatTbiK
AxnapatThl Kopray okoHe | TP 4314 TecTuposaHue Ha I1JI KB Opsic Ox3amen | [IKs Kayincizaik
opeKeT ety PT 4314 NPOHUKHOBEHHE PD EC Kazaxckwuii/ Exam PCs HudopmaumonHoii
3ammTta MHOpMAUMH M Penetration Testing Pycckwuii OeszonacHoCTH
pearupoBaHue Kazakh/ Information Security
Information Protection and Russian
Response

bipeyin Tanaay / Beibpats oaun / Choose one
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COMS 43212 BKAAZh bacein kipyni assikray | KIT TK Kazaw/ 5 30 15 105 Emruxan | KIK;s AKNaparTelK
Kayincizaikti kamrtamacwiz | 4315 JKaHe al/IbIH any I KB Opsic Oksamen | ITKs Kayinciziik
eTyliH nporpamMMmainsik- | SOPV 4315 Kyitenepi PD EC Kazaxckuii/ Exam PCs HudopmaumonHoit
annapatThiK Kypajiaapbl IDPS 4315 Cucrembl 00HapyKeHHs Pycckuii Oe3omacHOCTH
[TporpaMmMHo-anmaparHble U Npe0TBPALIEHHS Kazakh/ Information Security
cpejcTsa obecnedeHHs BTOPKEHUH Russian
bezonacHoCTH Intrusion Detection and
Security  Software  and Prevention Systems
Hardware
COMS 43211 Axnapattel | ZhMKKS Keninik xoHe KIT TK Kasak/ 5 15 30 105 EmTuxan | KKs AKnapaTThiK
KOpray KoHe OpeKeT eTy 4315 MoOGUnBAI I1J1 KB Opsic Oxzamen | ITKs Kayinci3mik
3amura uHpopmauun u | KESMU 4315 | kypsunfbiiapra PD EC Kazaxckwuit/ Exam PCs HHdopmatHoHHOI
pearupoBaHue FANMD 4315 | KpHMHHAILIBIK Pycckuit HezonacHOCTH
Information Protection and capantama Kazakh/ Information Security
Response Kpumunanucruieckas Russian
IKCMEPTH3A CETEBBIX H
MOOMILHBIX YCTPOHCTB
Forensic Analysis of
Network and Mobile
Devices
MRAZ .-4::' o8 (il :' }i ISCEMCQ’I]J/ Sem'estelifBﬂ»’f“«@ Fir _,ij.,-‘,‘gt et ) ) i
INEX 4200 OHIIpiCTIK MpaKTHKA KIT XXOOK 6 Ecen KKs AKNapaTThiK
Taxpibenik moayns | PP 4307 ITpousBoacTBeHHAsA I1]1 BK OTruer [TKs Kayincismik
[TpakTuueckuii Moy b IP 4307 NpaKkTHKa PD UC Report PCs HudopmaumoHHO#
Practical module Industrial practice fe3onacHoCTH
Information Security
DP 4308 Jurnomanasl mpaktuka | KIT KOOK 6 KK AKnaparTbIK
PP 4308 IpenaunnoMHuas 1)1 BK IKs Kayincisaik
UP 4308 NpaKkTHKa PD UC PCs HudopmaumonHoii
Pre-diploma practice 0e30MacHOCTH
Information Security
MFA 42013 JIMIIOMIBIK KYMBICTBI/#00aHBI Kazy KA 12 JUKB KKs AKnaparTsIK
KOpBITBIHIBI aTTECTATTAY HOHE KOpFay HeMece KOMILIEKC HA Kopray I[Ks Kayircizmik
MOy €MTHXaHFa JaibIHAATY JKHE TaIcChIpy FA 3ammra PCs HndopmarmonHoii
Moayns uTorosas Hanwucanue u 3ammra IMnjioMHo# AT fe30nacHOCTH
aTrecTalms padoThl/MpoeKTa WK NOATOTOBKA H Defense Information Security
Module of final assessment | caaua KOMIUIEKCHOTO IK3aMeHa of degree
Writing and defending a Bachelor degree work
diploma thesis/project or preparing and
passing a comprehensive exam
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4 Kypcka 0apJabiK Kpeaut/

HToro kpeauTos 3a 4 kypce / 60 | 195 60 75 750
Total credits for 4" year
binim 6epy 6araapaamacel GoiibIHIIA 0aPJBIFbI
240 [ 765 | 810 510 4155

HToro no o6pazoeateibHOIi nporpamme
Total for education program
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4 Binim Gepy 6araapiaMachbiHBIH MOAYJIbAEpi GoJliHiciHae HreplIreH KPEAHTTEPAIH KOIEMiH KOPCETETIH dKHBIHTHIK KecTeci
/Ceoanas TabaHua, oTpaxKawiuas 00beM 0CBOEHHLIX KPeIHTOB B paipe3e MojayJieii oOpa3oBaTesibHOI MporpaMmsl

/Consolidation table displaying the amount of obtained credits within the modular education program

Canbl/Konnuectso/ Amount
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Binim Gepy yaepicin yiibimaacteipy / Oprannszanus o6pasoparesabHoro npouecca / Organization of
Educational Process

1. OKyra KaObL11aHYFa KOHBLIATBIH apHaiibl TasanTap: bakanaspuatka Kasakcran PecryOnukachiHBIH
Kbl OpTa, TEXHHUKANBIK KoHe KIcinTik, opra OiniMHeH keifinri, sxorapsel Oinimi 6ap azamarrap xone ¥B6T
HOTHKeCI KOpbIThbIHABICE OofblHIUA skibepineni. llleren asamarrapelH akbUibl Herisme KaObuigay cyxOar
KOPBITBIHABICH! OOMBIHLIA JKy3ere achbIpbUIabI.

Ocobbie BeTynuTebHbIe TpedoBanusi: B GakanaBpuat ocyuiectsisercs npuem rpaxaad PK, umerowmx
oblee cpenHee, TEXHHYECKOE H NpodeccHOHANIbHOE, Noc/ecpe/iHee, Bbicliiee 00pa3oBaHHe, 10 pe3y IbTaTaM
EHT. [IpHeM HHOCTpaHHbBIX rpayaH Ha IUIATHOH OCHOBE OCYLIECTBIAETCS MO pe3y/IbTaTaM cobecel0BaHHS.

Specific admission requirements: Citizens of the Republic of Kazakhstan with general secondary, technical
and professional, post-secondary, higher education are admitted to bachelor programs based on the results of
the UNT. Acceptance of foreign citizens on a paid basis is carried out according to the results of an
interview.

2.bypein aneiHFaH Oinmimai TaHyFa KaTeleTel skoHe GefipecMH OiliM anymbLIApABIH HITHKeCIHIN
epeKule wWaprrapbl: AnAbIHFbl OiiMAI TaHy LWapTTapbl YHHBEPCHTETTIH ilKIi HOPMATHBTIK KyXKaTTaphl
ascelHa XKy3ere aceipbliaibl. bedpecmu Ginim Oepy HoTHKeNnepiH pacTaHTBIH KyXKaT - afKTAly TYpaibl
KyaJIiK.

OcoOble yc0BHSA 411 NPH3HAHHSI NpeJllecTBYIOLIero O0y4YeHHsl H Pe3yjbTATOB He(dOPMAJILHOIO
obyuennsi: YcloBMA And NpPU3HAHMA TNPEALIECTBYIOLEro o0pa3oBaHHs OCYLIECTBIAETCS B paMKax
BHYTPEHHHX HOPMAaTHMBHBIX JIOKYMEHTOB YHUBepcHTeTa. J[OKYMEHTOM, MOATBEP)KIAIOLINM pe3yJbTaThl
HepopMalbHOro 00yueHHs, fBAAETCS cepTHHKAT O 3aBeplieHHH OOY4YeHHS HWIH CBHAETENLCTBO O
3aBeplIeHHH 00yueHHs.

Specific arrangements for recognition of prior learning: Conditions for the recognition of prior education
are carried out within the framework of the internal regulations of the university. The document confirming
the results of non-formal education is a document proving completion of training or certificate of completion
of training.

3. Mapexeni Gepy Tamantapel MeH epesxeepi: OKyablH 0ap/iblK Ke3eHAepiH/ae, COHbIH ILIHAE CTYIEHTTIH
OKY TYpJiepiHiH GopiH Koca ajfaHja jK9HEe KOPBITBIHABI aTTeCTALMAHBI CITTI asKraraH, kem aerenae 240
aKaaeMHUANBIK KPEIUTTI Hrepred TyJsrajgapra «0akanaBp» gapexeci jKoHe KOorapbl OUTIM Typasbl AMILIOM
KOChIMIIAChIMEH (TpaHcKpunt) Oepineni. bakamaBpuarteiH Oinim Gepy OarmapnamanapelH Mep3iMiHeH
OypblH HWrepy »oHe OFaH KOHBIIATBIH TajanTapibl OPbIHAAY >KarAaiiblHAA CTYHAEHT OKY Mep3iMiHe
KapamacraH «bakanaBp» aapexeci Oepineni.

TpeGoBannsg H npapnja NPHCBOEHHIO cTeneHH: JIMUAaM, OCBOMBIIHM He MeHee 240 akaneMHYECKHX
KPEIMTOB 3a BeCh MEpHOA O0y4eHMs, BKIIOYas BCe BUABI y4eOHBIH AeSTENbHOCTH CTYJEHTA, H YCIELIHO
MPOLIEIMM UTOrOBYIO aTTECTALIMIO, MPHCYKAAETCs cTeNneHb «0akanaBp» U BbIJAETCS AWIUIOM O BbICLIEM
obpaszoBanuM ¢ npunoxeHHeM (TpaHckpunt). B ciayuae gocpouHoro ocBoeHus o0Opa3oBaTeNbHO
nporpamMmbl 6akanaBpHaTa W BBINOJHEHHs MPeIyCMOTPEHHBIX K Hell TpeGoBaHHH, CTYIEHTY MPHCYKIAeTcs
cTeneHp «baKanaBp» HE3ABHCHMO OT CPOKa 00yUeHHs.

Qualification requirements and regulations: Individuals who have mastered at least 240 academic credits
for the entire period of studies, including all types of student’s learning activities, and who have successfully
completed their final attestation, are awarded a bachelor’s degree and are given a higher education diploma
with an application (transcript). In case of early mastering of the bachelor’s study program and fulfillment of
the requirements envisaged for it, the student is awarded a bachelor’s degree regardless of the duration of
his/her studies.

4. Tyaexrepain kacibn Geiiini:

bakanasp nopexecin anraH TyneKkTep YHbIMIACTbIPYIUBUILIK-TEXHONIOTHSANBIK, OHIIpIC »3He OGackapy,
3epTTey, OKBITY >oHe Oacka na Keismerrepai aTtkapy ywiH Oimikrimiri Gomagel. COHbIMEH Katap o
aKnapaTTelK JKYHenepai KOpray/[blH —YHbIMIACTLIPYLUBUIBIK, IPOLEIYPAIbIK, AallaparThlK JKOHE
NPOrpaMMalielK JMICTEPI MEH KypalaphlH o3ipJIeHTiH, iCKe achIpaThblH JKOHE MaiJaaHaThiH
MEMJIEKETTIK JKOHE JKeKe KACIOPBIHAap MEH yiibiMaapaa xyMbiC icTeil anazsl.

IIpodeccHonanbuplii Npogu/Ib BLINYCKHHKOB: BbINMyCKHHKH, NMOTy4YHBLIHE CTENeHb OakanaBpa, HMEKT
KBATH)HKALMIO  JUI9  OCYIIECTBJI€HHS  OPraHW3alLMOHHO-TEXHOJIOTHYECKOH,  MPOM3BOJACTBEHHO-
YNpaBACHYECKOM, NMPOEKTHOMH, HAYYHO-UCC/IEA0BATEIbCKOM, Neaarornyeckoil i MHbIX BHIOB AEATE]bHOCTH.
Kpome 3TOro, oH MOXeT OCYLUECTB/ATh AEATENBHOCTh B FOCYAAPCTBEHHBIX M YACTHBIX NPEANPUATHAX H
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OpraHM3alMsX, pa3padarblBAIONIMX, BHEAPSIONMX W HCIOJB3YIOUIMX  OpraHu3allMOHHbIE,
nponenypHbIe, armaparHble 1 MPorpaMMHLIe METO/IBI M CPEeICTBA 3alIUTEl HH(OPMAITMOHHBIX CHCTEM.
Occupational profile/s of graduates: Graduates who have received a bachelor&#39;s degree are
qualified to carry out organizational and technological, production and management, design, research,
teaching and other activities. In addition, they can carry out activities in public and private enterprises
and organizations that develop, implement and use organizational, procedural, hardware and software
methods and means of protecting information systems.

5. Biaim GaraapaamMacsiH Ky3ere acbIpy Tacingepi men aaicrepi: Bb xy3ere aceipy kesinzae cabakrapaa
MHHOBALIMAJIbIK TEXHOJIOTHSIAP JKAHE OKBITYAbIH MHTEPAKTHBTI d/1icTepi KOAJaHbLIaabl.

Cnoco0bl 1 MeTOABI peaau3annu obOpasoBaTe/bHoI nporpammbl: [Ipu peanuzaumn OIl Ha yueGHBIX
3aHATUAX Oy1yT HCNONB30BAHbI HHHOBALIHOHHbIE TEXHOMIOTHH W HHTEPAKTHBHbBIE METO/IbI O0YUEHHS.
Methods and techniques for program delivery: Innovative technologies and interactive teaching methods
will be used in classes within the implementation of the educational program.

6. OKbITY HITH:KeJepiH Oaranay KpHTepmiinepi: binim anywsuiapablH oKy keticTikrepi (Oinimi,
narabL1apsl, Kabinerrepi skoHe KysbipeTitikrepi) 100 6annasik wkana GoibiHIa OaranaHaabl, XaabIKapaibiK
npaKTHKara COHKec opinTik »yiHe (kaHaraTTaHapibelk Oaranap keMmyiHe Kapaii «A» -maH «D» -re nefin,
«KaHaraTTaHapiblkebi3y - «FX», «F») men 4 Gamnablk wkana OoMbIHIIA CAaHALIK JKBHUBAlIEHTKE CalKec
keneni (Kecre).

Kpurepnu onenku pe3ybTaToB 00y4eHus:

YueOHble JOCTIKEHHA (3HAHHMA, YMEHHA, HABbIKH W KOMIMETEHLUMH) ofyyatoluxcs oLeHHBaloTes B 6annax
no 100-6anbHOM 1IKane, COOTBETCTBYIOLLEH MPUHATON B MeXKIYHAapoaHOH npakTHke OyKBEHHOH cucTeMe
(monokuTeNbHBIE OLEHKH, MO Mepe yObIBaHHMA, 0T «A» 1m0 «D», «HeynosnerBoputensHo» — «FX», «F») ¢
COOTBETCTBYIOLLMM LIH(DPOBLIM IKBHBATIEHTOM 10 4-X OannbHOH wkane (Tabnuua).

Assessment criteria of learning outcomes:

Learning achievements (knowledge, skills, abilities and competencies) of students are scored according to a
100-point scale corresponding to the international letter grading system (positive grades, as they decrease,
from «A» to «D», “unsatisfactory” — «FX», «F») with the corresponding digital equivalent on a 4-point scale
(see Table).

OKy keTicTiKTepiH ecenke aayabIH 6aNIALIK-PeTHHITIK PIiNTiK Kyiieci, 6iiM aaymbLiapas
mpactypi 6arajay mkajaacbida :kone ECTS-ke aybicThIpy
BasnbHo-peliTHHroBasi 0yKBeHHARA CHCTEMA OLeHKH y4yeTa y4yeOHBIX JOCTHKeHHIH, 00yJaloluXcs ¢
nepeBoOM HX B TPaJAHUHOHHYIO Kaay oueHok H ECTS
Grade-rating letter system for assessing educational achievements of students with their transfer into
the traditional grading scale and ECTS

OpinTik xyiie BannnapaeiH caHabik bannnap (%e-Typinne) Hactypni xyiie GoiibiHIIa Oara/
OolipiHina 6ara/OueHka IKBHBAJIEHTI/ Bamnst (Yo-Hoe OueHka no TpaIHUHOHHOM
no OykBeHHOH cucTeme/ Lindposoit cojiepikaHue) cucreme/ Assessment by

Evaluation by letter IKBHBATEHT/ Points (in %) traditional system
grading system Equivalent in numbers

A 4,0 95-100 Ore xakcel/OTnHYHO/
A- 3,67 90-94 Excellent
B+ 3,33 85-89

];3. 23,’607 gg:gg YKakcsi/Xopowo/ Good
C+ 2,33 70-74

C 2,0 65-69

C- 1.67 60-64 yKaHaraTTaHapnbm’ /
D+ 1,33 55-59 BOBg?BF p I:Teﬂbﬂo
D- 1,0 50-54 HRSREITY
FX 0,5 25-49 KanarartaHapibIKChi3/
k 0 0-24 HeynoenerBopuresibHO/

Unsatisfactory
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