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Bi.riu 6epy 6argap,ranacuHbrH rraclroprbr/ [Iacnopr 06pa30Bare,'rbHoil rIporpaMMr,r/ The Passport of
Education Program

(o.ngary caracu
O6.nacrr rrpuMertenrifl
Application area

Eirirtr 6epy 6araap.irauacu a(raparrbl( xayinci:aix caJIacLIHAarbI

6ara.nanprap,ur aaft srHAayra apxa.rrax
O6pa:onarearxaJr nporpaMMa [pe.qHa3HaqeHa .qu ro.qroroBKrr 6ara,ranpoe
r o6:racru r.rx([oprrraquoulroft 6esouacHocru
The educational program is designed to prepare bachelors in cybersecurity
area

Ei,rilr 6epy
6arqap.narracrrHsrrl
KOAI,I MEH ATAYI,I

Koa u HanMenoBaurre
o6pa:ooare;ruuoft
IIporpaMMbr
The code and name of
education program
Hoprrarnrrin-
KYKbIKTLI K I(alltrlr!'IybI
Hopvrarunuo-npaBoBoe
o6ecneqenlre
The regulatory and legal
support

-2007 xsurgsrq 27 wtueteri Ne 319-lll Ka:arcrau Pecny6rnxacuHurl
<Eiair'r rypamr>r 3aHsr. 2020 xrrrabrH 7 uriueaeri Ne 361-VI earepicrep
MeH TonbrKrbrpynapMeH

- 31.10.2018 x. Ns604 Xorapr,r 6iriru 6epyaiq neu.nexerrir xarrrrbrra
urisAerri craHAaprEr

- 30.10.2018 x. N595 Xorapru xeHe (HeMece) xoraprr o(y opHbrHaH

reiinri 6iniu 6epyaiu 6iliu 6epy 6argap:rauarapuH icKe acLlparsrH
6iriu 6epy yftsnrrgapu (ugMeriHiq ylrinix 4arugalapu, 18.05.2020 x.
J\b207 esrepicrep MeH roJrbr(TbrpynapMeu

- 12.10.2018 N. Ns563 O4uryaun xpear.rrri( rexHo,lorHrcbr 6ofisrtua o4y
npoqeciu yfi uuaacrupy Karu.qa"'rapbr

- Xorapri xaHe xorapbr o(y opHLrHaH xefiinri 6iriui 6ap xaapnapau
Laupray 6arrnrapnHrq crrHbrnrayb[rrLr - 05.06.2020 x. Ns234 xaHe
13.10.2018 x. Ns569 KP ExFM 6$psrrsrna 6ocsruura

- "A4naparrurx un$paqprusrrr.r xaHe AT rqayinci:1iriu 4auralracu: ery"
xoci6u cranaaprr,r - <Aralrexeur I(a:aKcraH Pecny6ruxacu Yrrrrt(
Kacinxepnep flaJraracr,rHbrq Bac4apua Teparacrr opun6acapsrxuq 20 I 9
Nr,urrt 24 xellro(caHAarbr No 259 6yfipsrrsrHa 34-4ocuuura (1 uycr<a,

2019 x.,6oaxaaAn (aira Kapay xyui: 30.12.2022 x.)
- fI EYy 708-18 JI.H. fyrrruaen arbrHAarrr Eypasut prrrrbrK

ynrlnepcureriuiu Ei,riu 6epy 6ar.aap.nalraaapuH asiprey, capa[ray xaHe
6er<iry 6ofi rrnura pecirrli

<I{uQpnurq Kasa(craH> lrer,.uexerrir 6argaplauacu I(P Yrirrreriuiq
12.12.2017 x. N827 I(aymrcrrueu 6erciriaai (P YxiMerinin 12.12.2017
xlulrhl No827 (ayJrr,rcbrMeH 6eriri:rreu <l]uQp::rN I(asaKcraH>
rrel.rlexerrix 6araaprauacu.(aga(crau Pecny6lr.rracrr YnrrtK
xecinxep:rep [aJraracH < AKnapa'r'rrr4 xayinci:ziro Eac4apuacrmru xoci6u
craHAaprbr <A'rauexes> <EI( Cay:reruinep >, (05.12.2018 x., No 330);

<A4naparmr4 aH(f parqyprurrnrr ves AT xayincitairin (aMraMacbr3 ery),
(05.12.2018 x., No 330);
<XacanAu lrHreJr.reKr (ocr,rMrxanapbrH ssip:rey>, (05.12.2018 x., No 330);
<Eugxec -aHanr.rrr.rKrep xaHe IT -xo6a,'rapabr 6acxapy> (05.12.2018 N., No
330

O EHy 708-02-21 O6pa:osarenrxar nporpauua. I4:aaxue nropoe

6B06306-AxnaparruK r1ayinciaaix xyrienepi

6B06306-Cucreuu unQopuaquonnofi 6egonacHocru

6806306-Information Security Systems
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- 3arou Pecny6;ruru Ka:axcran <06 o6pa:oeauvtu> or 27.07.2007 r.

Ns3 l9-lII c r.r3MeHeHr.rrMu r.r aofloJrHeHrrrMu or 7 uxns 2020 r Ng 361-VI

- locyaapcroeHsufi o6uleo6s:arearuuft craH4apr Bsrc[rero o6pa3oBaHu

or31.10.2018r.Ns604

- Tunosue [paBr.rJra AerreJrluocrr,r opraHrr3arlr4fi o6pa3oBaHur,
peanr-r3yrcqax o6pa:oaaremnrre lporpaMMbr Bbrcuero u (lu'r.u)

locneBy3oBcroro o6pa3oBaHr,r, or 30.10.2018 r. N595 c H3MeHeHr{rMu r,r

AoronHegr.rflMr.r or 1 8 
^aas 

2020 r. Ns 207

- flpanara opranu3arluu yqe6uoro npoqecca no xpe4u'ruofi TexHoJrorurr
o6yueuur. or 12.10.2018 r. J\b563

- Kraccurfnxarop uanpasleuui noAroroBKu Ka,qpoB c Bblcrtrr,tM n
locJreBy3oBcKrrM o6pa3oBaHr.reM - flpxroNeuue K rrpI,rxa3y MOH PK or
05.06.2020 r. N234 u or 13.10.2018 r. Ns569

- flporf eccuouamnuft craHAapr <O6ecue.{eHue 6egonaorocru
uxtfoplraqrouaofi rrHQpacrpyKTypbr r{ I,IT> - flpr.r:roNenue Ns34 x
npuKa3y 3aMecrurgrq flpe,qceAa'renr flpao:reHur Haquonaaruoft nararrr
npe4npunuvarerefi Pecny6lurlr KasaxcraH <Arauerceu> or
24.12.2019 r. Ns 259 (aepcur l, 2019 rot, aara opneHrrrpoBoqHoro
repecMorpa: 30.12.2022 r.)flpoqegypa no paspa6orxe, 3Kcneprr.r3e u
yrBepx.qeHaro o6pa3oBarenbHlrx aporpaMM n EHV alr. JL H. fyrlru:reaa
n EHv 708-18

locy4apc:rrenuar nporpaulra <l-{u1|pooofi Kaeaxcrau), yrBepxAeHa
rocraHoBrrer {eM flparu:renrcrna PK Ns827 or 12.12.2017 r.

flpoQeccr,ronalrHufi craHAapr <I4xrf opuaqnonnas 6e3onacuocrb)
flpanneuue HaquoHamuoft rraJrar6r upe4npuuuuarelefi PK
<Arauexeu> <Apxarerropu flporpaMMuoro o6ecneueuul>,
(05.12.2018 r. Nr330);
<O6ecneqenue 6egonaorocru uuQopuaquounoft unrppacrpyrrypu
u I4T>, (05.12.20 I 8 r. Ns330);
<Pa-epa6orxa npraoxenuit HcKyccrBerrsoto r.rHTeJrJreKTa),

(0s.12.2018 r. ]ll!330);
<EusHec aHirrHTLrK.r a yflpaBneHr{e npoeKTaMa I,IT>>, (05.12.2018 r.

Ns330);

- The Law of the Republic of Kazakhstan "On Education" of Jt:'ly 27,2007
No. 319-lll with amendments and additions of July 7,2020 No. 361-VI

- State compulsory standard of higher education of 3 1.10.2018, No. 604

- Standard rules for the activities of educational organizations
implementing educational programs of higher and (or) postgraduate
education ofOctober 30, 2018 No. 595 with amendments and additions of
May 18, 2020 No. 207

- Rules for organizing the educational process on credit technology of
education of 10. 12.201 8, No. 563

- Classifier of areas for training personnel with higher and postgraduate
education - Appendix to the order of the Ministry of Education and
Science of the Republic of Kazakhstan of 05.06.2020 No. 234 and of
13.10.2018 No. 569

- Professional standard "Ensuring the security of information infrastructure
and IT" - A endix No. 34 to the order of the De Chairman of theu
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"Atameken" Board of the National Chamber of Entrepreneursof the

Republic of Kazakhstan of 24.12.2019, No. 259 (version 1,2019, date of
tentative revision: 30.12.2022)

-The procedure P ENU 708-18 for the development, examination and

approval of educational programs at L. N. Gumilyov ENU

- The state program <Digital Kazakhstan> approved by decree of the

Govemment of RK Ns827 of 12.122017 State program "Digital
Kazakhstan", approved by the Resolution of the Government of the
Republic of Kazakhstan No. 827 dated 12.12.2017. Professional standard
"Information Security" Board of the National Chamber of Entrepreneurs
of the Republic of Kazakhstan "Atameken" "Software Architects",
(05.12.2018, No. 330);

Ei,riu 6epy 6argapa,rarracr.r aflcbrHAa aafir,ruaay 6eftisinin xapracr,r/ Kapra npoQu,rq ro.uroroBKrl
B paMKax o6palonare,'rsnofi nporpaurvrtl/ Profile Map of Education Program
EE rraKcarrr
Ile,rr OII
Objective of EP

Keci6u KH:rtrerreri xypae:ri uacere:repAi rueruy xesilrAe aKnaparrbr Kopray
eaicrepiu KonaaHa aJrarr,rH, Taunayrbr apryMeHTTe[, ra.flaay xyprige
6i.:reriu iu6epxayincis4ir ca:racbrHAa 6acexere rca6i::erri 6ar<a:ranprapau

4aftnu4ay

f]o,qrorosxa xoHxypeurocnoco6urx 6axaaaopoa a o6racrs
ru6ep6eoonaorocru, cnoco6nux anarr,r3l,rpoBarb, apryMeHTupoBarb
au6op, npuueu-rrl Meroabr 3arrIHTLr raHtfopuarlulr flpfi peureHr,ru cJroxHr,x
sagau a nporf eccuonarurofi .(esreJrbHocrr,r

Preparation of competitive bachelors in the field of cybersecurity, able to
make decisions, analysis, justification, application of information security
methods in solving complex specialized problems and practical problems in
professional activities

Ei,rinr 6epy
6argap,ralracrrnrrq
TYxbrpbrMAaMaCbr
Konuenquq
o6paronare.rrnoii
uporpa rnrbr
The concept of education
program

Biriu 6epy 6argap.nauacrr 6iriu 6epy y.uepiciu xy3ere acbrpyabrl
Ma(catrapbu, neruNerepiH, MzBMyHsrH. rrraprrapu MeH

TexHoJrorurJraprrH, ocbr 6arurraru ry,rerrepai Laspnay ca[acLrH
6ara.nayau perrefiai NaHe 6inilr a:ryrxbrJrapAbrn Aafir,rsAsr( canacr,rH

(aMraMacbr3 ereriu Marepfianrap.4br xaHe rr.ricri 6i,riu 6epy
TexHonorflcnapbru euri:yai (aMrrlaLr. EE epexrueriri rpunrorparf ur xsHe
KpullroraJr.qay caJracbrH.[a tfopr'ran4sr annaparrbr nrepy; iruxi xyfie:repre,
(ypburrbrJrapra, aKnaparr!,r(-KoMMyHuxarlurnbrK xyfi enepaix KaHaJuapbl
MeH glreMeuTlepine ru.rn4rr [porpaMManr,(-rexHpr(irJrbr( acepiue 4apcsr
rypy, AX a(raparrbr ropray xyftenepin (ayincis 6acrqapy; uu<fp:rrx
(brJrMhrcrapabr 3eprrey xue aJrabrH arny r<a6i:rerin Kanrrnracrr,rpy.

O6paronaremuar [porpaMMa pernaMeHTr.rpyer ueJrr.r, pe3ynbrarr,r,
coAepxauue, ycnoBr.r, H TexuoJroru[ peurusag:z.ll o6pasonarenrxoro
flpouecca, oueHKy KaqecTBa uoAforoBxl{ Bbr[ycKHH(a no aaHHoMy
HanpaBneHr.rrc r.r BxJrroqaer r ce6r uarepualrr, o6ecueuanarourr4e (aqecrBo

loAroroBKu o6y.rarouluxce rr peanu3arluro cooraercrnyrcrqefi
o6pasonarelrHofi rexso:roruu. Oco6ennocrrro Ofl ssrqercq BJrareHr.re
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- "Ensuring the security of information infrastructure and IT", (05.12.2018,
No.330);

- "Development of artificial intelligence applications", (05.I2.2018, No.
330);

- "Business analysts and IT project management" (05.12.2018, No. 330);



$oprrrarrurna anaaparoM s o6racru rpuurorpaQuu It Kpl,IlroaHanrca;
cnoco6nocrr nporuro,qeficrnu, BpeaoHocnoMy nporpaMMHo-
Texur,rqecKoMy sos.qeficrnuro Ha rloAclrcreMbl, ycrpoicrna, 3neMeHThI I,I

KauaJrrr uuQoxor*ruynuxaql{oHnr,x cucreM, 6esonacuoe
aaMnHncrpr.rpoBanue crcreM 3ar{r.rrLr uu([opr*raquu I,IC; npe4ynpex4euue
u paccneAoBaHrie qu$ponrx npecryuexuft .

The educational program regulates the objectives, results, content,
conditions and technologies for the implementation of the educational
process, assessment of the quality of graduates training in this area of
training and includes materials that ensure the quality oftraining of students
and implementation of appropriate educational technology. The specialty of
the EP is the possession of a formal apparatus in the field of cryptography
and cryptanalysis; the ability to counteract malicious software and technical
impact on subsystems, devices, elements and channels of
infocommunication systems, secure administration of information security
systems; prevention and investigation of digital crimes.

Ty,rexrirl 6i"rirri.nix cunarrauact r/Kna.nurluraquonHac xapaKTepucruxa nunycxxnxa/
Graduate Qualifi cation Characteristics

Bepi,rerilr qepexe:
Ilpucyxqaenrar cretrerrE:
Awarded degree:

<6B06306-Axnaparrrr( xayincisAir xyfierepi>> 6iniu 6epy 6ar4apaauacu
6ofi rrnrua a4naparrbr(-KoMMyguKauusr6r( TexgoJromqJrap 6axa.nanprr.
Baxaraap s o6racru uu$opruaquouuo-roMMyHr,rrarluouurx rexnolorufi no
o6paronarearHofi nporpauue <6806306-Cxcreuu uurloplraquosnofi
6*ouaorocru> Bachelor of information and communication technology in
the educational program <6806306-lnformation Security Systems>

MarrannuH
"rraya3brMAapErHun ririmi
llepevenr go.nxnocrefi
cneqllaJrrIcTa
List of specialist's
positions

-A(naparrury-xoMMyHr.rKarlflr.nlr( xyfie:repiuge a(fiapmrBr Kopray
6ofirnlna rraaruan;

- IluQpirrK rexnororrrlap 6ofirrrrtra Kpr.tMr,rEruucrnxa MaMaHLr;

- Kolrnrrcreprix xerirep rrren xyfie:rep xayinciaairiu recriaeyuri xaue
TanqaymLr;

- ArqnaparrbrK r(ayinci:air ca-nacErr{aarbr rrHxeHep-nporpaMMr.rcr;

- AI( ayaaropsr;

- .{eperrep 6a:acsr, xorr,rnrrorepnix xeninep MeH uuQparyplr.nrnr
a,&.{r,rHHcTparopbr.

-Cneuuaaucr iro 3arrure nuQopr"laqrau n urr[orout'lyulrralu,rouH6D(
CI,ICTCMAX;

- Cneqr.raaucr-xpuMrruaJracr uo qatfponrnr rexxoJron{flM;

- Ana:rurux u recrrpoerqux 6e3onacHocrr.r roMnbprepHrD( cerefi u clrcreu;

- I4nxeuep-uporpamr.racr n o6racru uurfopuaqrounofi 6eronacuocru;

- Ayaurop [IE;

- A.qrunucrparop 6ar gaunrx, roMuBrorepubD( cerei n uxrlpacrpyrrypsr

- Information security specialist in infocommunication systems;

- Digital Forensic Specialist;

- Analyst and tester ofcomputer networks and systems security;

- Engineer-programmer in the field of information security;

- IS Auditor;

- Administrator of databases, computer networks and infrastructue.
Keci6n Krr:uer caJracbr
O6.nacrr
uporleccxoua.nrnofi

Kounrrorepaix, TeneKoMMyrr{KaqusJrbrr( xenileparu, 6yrrru
rexHoJrorfirnaparrq, ecerrrey xyfie.nepiniq, aepeKrep 6a:acrnrrq,
recinopuu ux$parqprurln'lrnrrnt Kayinci:airi; rpunrorparfur; atqrraparrm(
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AeqTe"rrbIlocTu
The area of professional
activity

xayinci:gix xyfieaepi.

Begonacnocrs KoM[brorepHhx, TeneKoMMyHLIKarI]toHHEx cerefi, o6:rarnolx
rexHolorufi, Bbrr{I{cJIr.rreJrbHED( cucreu, 6as .qaHHbD(, unQpacrpyrrypu
npe.ryrp[rrnfi ; xpurnorparf ux; cuc'reurr un$opuaquonsofi 6esonacuocru.

Security of computer and telecommunication networks, cloud technologies,
computing systems, databases, enterprise infrastructure; cryptography;
information security systems.

Kaci6n Kbr3nter
o6r,ercrici
O6rerr
npoQeccuoHa.rsnoii
AecTe,rbHocTIl
The object of
professional activity

Axnaparrrq aKrr,rrrep, AI anQparcgpuurrnarr, xacinopuurHrrq aKnaparrr,(
xyfieaepi; ar<naparrru< r<ayinciaairri KaMTEMacr,r3 ereriH xyfi erep.

Llnrfoplraquouurre aKrr,rBrr, IT-zu<f pacrpyxrypa, uutfoplraquouune
cr4creMLr npegnpr.rrrufi; clrcreMbr o6ecne.reHus au{opruauuouuofi
6e:onacnocru.

Information assets. IT infrastructure
Information Security Systems.

Enterprise Information Systems;

Kaci6n Kr,r3*rer
rlyuxqun,rapr.r xeHe
ryp.repi
<Dyurqun H BrA6r
npo$eccuouarr,uofi
AeqTe,'IbHocTu
Functions and types of
professional activity

- Famatuu-rcpmmey )raHe mexHotozt uLttbt ti
Kecinopungap uea yfima4apabrll aKnaparrb( r<ayincis4ix xyfieaepiH
TaJr4ay xaHe MoAepHrr3alur_flnay;

I]uQprrx rqpbrrrrurap MeH xa6ArnqapAuq Kpr.rMuHan[crr.rKanrrK

caparrrlMacBI;
A$raparrr( TexHonomffrap canacbrr{Aarbr 6pylsurncrap MeH

(BrJrMLrCTapALr 3epTTey;

- I(oadany craue asiptey
Axnaparrrq xyftenepaiu rayinci: xqrrrcrm $rruaacrurpy xeHe onapa,lrsr
a(naparrbx r<ayincisaiKri 6acrqapy. Kounuoreplix xyrierep ueu xe .repAe
al(napaTlbl (oprayablr{ flporpaMMaJrbr(-an[apa[6r(, TexHr,rKaJr6r(,

xpunrorpa$ru,rbr( q?a,rrap6rg eurisy xeue nafigaaany;
Kaciuopunaapar,ra aKnaparrbr( xyrlerepinaeri xaHe AT
uaQpargpuurrru.4apllHAarbr a(napa'rrbr{ xayincirairriH iruxi xyftenepin
xo6a;ray, eripley, euri:y xeue (oJraay;

- Y atudacmutpywbutbul JEaHe 6ac 4apytuatnuul
Kecinoprnraapaa aKnaparrLr (opFay&rH lfibuAacr6rpylrEr.,lrr( ruapanapbrH
asipaey xane eruipy;
Aruaparrru< (ayincbAi( carJracbrHAarhr $rugacrrrpyrururrry, xoprumurrix,
T;?a$arrAlrpymlr rp(arriMaHbr a:iprey, euriry xane xoypri:y.

- Hryu uo - uc c t e d o a ame nu c xan u me xH o l ozuve c Kat
Asa';uz s. MogepHu3aqr,{s cucreu uu<fopMaqfiouHofi 6esonacHocru
npegnpuxruft u oprauuta\ui,r;
Kpuuuuaaucrr.rvecxaa sxcneprr,r3a qutlporux ycrpoficrn Lr

o6opy4orauua;
PaccreAonanqe HapyrtreHuft n npecryn:reuufi s o6racru
unrf opuaquounux rexxoloruft ;

- 3xcntyamaquou u aa u pazpa6 om\e c Kca
Opranu:aqnx 6esonacHoft gKcnnyararluu llurfoplraulronnLrx cHcreM r,r

y[paBneHr.re 3aqlrroft uu$opuaquu n uux. Bneapenue r.r 3KcrrJryaraurrs
flporpzuMHo-anflaparHBx, TexHrrqecKr{x, xpunrorpaQu,recK}tx cpeacrB
sarrunmr untlopruaqlllr B KoMrrbrorepHbx crrcreMax r certx;
flpoerruponaxue, paepa6orra, Brreapeur.re rr conpoBoxreurre fioacrrcreM
3aqrrT6r ran$opuaquu n uu<f oprraaquounrx cucreMax ra IT-
untf opacrpyrrypax upeanpusrufi ;
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- Opeauuz a4uo u H o -y np as Jrc H q e c Kan
Paepa6orxa H BHeapeHr.re opraHu3auuoHHbrx
uuurf oprrrauun Ha rtpeArrpxsrurx;
Pa:pa6orxa, BHeapenr.re u conpoBox(aeHr,re
nopuarunnofi, pery:rupyoruei Aor(yMeHTarlufi
uur[opuaqnonHofi 6egonacuocru.

- Scientific research and technological
Analysis and modemization of information security systems of enterprises
and organizations;
Forensic examination of digital devices and equipment;
Investigation ofviolations and crimes in the field of information technology;

- Operational and development
Organization of safe operation of information systems and information
security management in them. Implementation and operation of software,
hardware, technical, and cryptographic means for information protection in
computer systems and networks;
Design, development, implementation and maintenance of information
security subsystems in information systems and IT-information structures of
enterpri ses;

- Organizationol and managerial
Development and implementation of organizational measures for the
protection of information at enterprises;
Development, implementation and maintenance of organizational, regulatory

documentation in the field of information

Mep IIo 3aruuTe

and

opraHrr3aur.roHHo-
s o6,'racrlr

9
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2 erri.nirc/6eiiin xa acr,r/Ka II u.rr xounerenulrfi/ Ma / Profile of Com tences
O(rrry narrxqnepi (YI( ue,rurepi)/

Peryruraru o6y.reHua (egltrriu6r VK)/
The result of training (UC units)

Oqurry Haraxecix KaJr H nracrsr parbr lr
(ryruperririr ue,rurepi) naHgep arayur/

HanMeuosaHrle rrlcunn"run, Qopulrpyrcurlx pe3yJrhrarbl
o6yeeHlls (eAlIHrIuu romnereuuril)/

The name of courses that form results of training
(uItits of competences)

OHr - Xexe, Ma.aeHr ryprbraaH xete reci6n KapbrM-KarbrHac
6arulrrapuaaarsr uece.nerepri ueuyae ayr,Bua xese xal6aua rypre Ka3a&
opbrc xane uere,,r rhaepiHae 6a .nanuc xacay
POr - Bcrynaru B r(oMMyHxxauaro a ycraoi ,r rttlcLMeaHofi $opnax xa
KanaxcxoM, pyccxoM tt [HocTpaHHoM ,3trKax &n, peueHut 3aaaq
Meron qHocrHoro, MexKynLrypHoro u npoSeccuoxarrxoro o6uesrs
RTr - To get into communication in oral and written forms in Kazakh, Russian
and foreign languages in order to solve problems of interpersonal, intercultural,
and professional interactions

OHr - Arnapamapau iraey, caKray! orurey, (opmy xoHe raparyaa uuQpnsrx
TexHoJrorrrlbr, eprypri a(naparrhr( xeHe KoMMyHrrauuf,JrhlK
rexHoJrorrrlrapaLr (onaaHy xeHe ripuri.nirriu aprypli ca.ra.napuuga
recinxeprix 6iriuai rtoraana 6i,ry
POz - Hc[o,'rL3oBar6 unQpoBylo rexHororrrc, pa3rrrqubre B]r.qbr

xuQopuawrotttto-xoMMyHlrxaufiolrHhlx rexHoror[tr no norlcKy, xpaHeHxro,
o6pa6orxe, 3aqare n pacnpocrpaHeHlrro ux$opuauan t,t flprrMeHrrh
rrpea[pnHr{MarenbcKHe 3HaBH, B pa3Jlr.rnux c$epax xr:re,(errenlHocrl
RT: - To use digital technologies, various types of information and
communication technologies for search, storage, processing, protection, and
dissemination of information, as well as to apply economic knowledge in
various spheres of activity

OI(r - 3amaxayr
KOMMyHllXaqXrnbrl( rq?anlap
MeH TeX HOjIO rurrlap,[bt (OJIAaHa

6iny
YKr - Cnoco6Hocrr
ucrrorb3oaaTL coBpeMeHHHe

KOMMyHXXaUTOHHbIe CpeACTBa X

TEXHOJIO TT }I

UCr - Ability to use modem
communication tools and
technologies

0(z - Bipryrac rruruur xyielix
xorrapacna ueriraenrcH ap rypni
xar,(aiirapabr 6ararray xa6i.neri
YK2 Cloco6Hocrb oueHuBarb
pa3JrHrr Hr,re cHryauru Ha ocHoBe

UEJIOCTHOI-O CllCTEMHOIO

Hayt{Hor-o M r-rpoBo33peHu,

UCr - Ability to assess various
situations based on a holistic
systemic scientifi c worldview

Otlr - QneM.qix Ke3(apacrbr Karbrmacrhrpyaa QurocoQru,rrrx 6iniuai
rongana 6i,ry, couuueu 6ipre a3aMarr6rK ycraHLrM (anbrrrracrr,rpyna raprlxu
rauyauq uerirri x*erlaepi uea :a4lu.rrrrrapuu raraai 6i,'ry
PO: - flpnuenrrr $rurocorlcxr,re 3r.raHm An, tlopuupoeanu.r
Mr-rpoBo33peHgecr(ofi Ro3llul.u, aHirnfl3rrpoBarb ocHoBHbre 3Ta[br tl
3aroHoMepHocru lrcropltqecKoro pa:arrur o6ulecrea nnr {opr'raponauur
rpax.qaHcKofi no3xur{.|
RTr - To apply philosophical knowledge for the formation of world view, to
analyze the main stages and pattems ofthe historical development ofsociety in
order to increase civic engagement

l. I(araxcranxuq Ka:ipri :auan rapuxu / Conpeuexnaa rcropur
KaraxcraHa / Modem history of Kazakhstan

2. Pyxaxu xaqrupy / Pyxaxn xaarupy / Rukhani Zhangyru
3. Oxnocor$Nr / Onnoco{ur / Philosophy
4. Oreyuerrir xexe carcu 6iliu tuo4rni / Moayru courtllrt Ho-

no,rrrr{qecrnx 3HaHni / Social and Political Knowledge Module

OItp - Oneyuerrix opraaa
TYJIFAHbI (AIH IITACTbIPY I(EHC

OHr - ,{ene ruHHbrKrblpy,ul,rH eaicrepiuen xeue Kypan,[apbrMeH ronbrK(aH.[br
aleyuerrix xane raci6t xut:mer,i xaurauacurr ery, rayinci:aix ua,aeHreriH

l. ,(exe urunuqrrrpy / <Dx:nvecxaa rymrypa / Physical Training
2. Sxonorx, seri:repi xese ripuririx r<ayincirairi / Ocuogn
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OM6e6ar xyrurperrhir (OIO/
YHnBepcanhHl,te KoMnereHuHH

(vKy
Universal competences (UC)

l. lUerer riri / HuocrpaHHufi ,3brx / Foreign language
2. (a:ax (opsrc) ri.ni / Ka:axcxufi (pyccxr.r[) r:urr / Kazakh (Russian)

language
3. eHepKacin 6oftHarua urQpaux rexaonorrr / l-lnSpoaue

TexHorortlll tlo olpacJrsM np[MeHeHHr / Digital lechnologies by
branches of application

4. A(naparrbr( xeue KoMMyHuxawuJlur rexro.nornuap /
HuQopuauuoauo-roMMyHuxaufioHHr,re rexsororun / Information
and communication technolory

5. Kecinxep.nix xaxe 6xrnec / flpeanprHfiMareJrbcrBo a 6n:uec /
Entrepreneurship and business

6. Icxepnix MereHr.rer/ Kynurypa aenosoro o6ueHur/ Business
culture

7. lcrep.lix prlmplrxa /,[e,rouar prrop[xa / Business rhetoric



aHErKray Ka6ireri, ciurayarrr,r
eMip canrhrH ycraHy
YKtr - Cnoco6Hocr6

Sopurpoearr u onpeaerrrr
Jrr{rrHocTb B couHaJrbHofi cpene fl
opHeHTHpoBarbcr Ha 3aopoBbri
o6pa3 xfi3Hl.r
UCr - Ability to form and define
a person in a social environment
and focus on a healthy lifestyle

Me(fepy, 3xonorfirnbrK xafaafi.[aH xa6aplap 6ony
PO.r - O6ecneqrrb rronHoueHHyro courillrbHyro n npoQeccuouarrHyro
,[err€JrrHocrb Mero,[aMH x cpeAcrBaMn Qn:uvecxofi KynLrypH, Bra.lerb
Kynbrypofi 6eorracHocrn, o6raaarb 3xoJrorlfi ecKrlM co3HaHueM
RTr - To provide a full-fledged social and professional activities by methods
and means of physical culture, to master safety culture, to promote an
envilonmental awareness

OHs- Crr6afilac xeMKopJr6rK KyKhr( 6y3yrxbubrnTap MeH KbuMLrcrap
xacayra xolr 6epMeilriH r+KLrKrbrK caHa MeH KyrtrrKrrrK ruaaexnerrit
xerxiniKri aer{refiiHe e 6ony, reciofi MiH,[errepiH opr,rxray xaxe uiuer-
KynH( MereHBeri MeH (apbrM-(arHHacrbr4 3TrrKalJrbrK HopMiurapbrH caKTay.
POs- O6raaarr aocraroqHHM ypoBHeM llpaBoco3y.allvt u flpaBoBofi
KynhrypLr, r.rcKrloqarcuuM coBepueHr{e KoppynllxoHHErx [paBoHapylxeHHE r.r

flpecrynneHuii, ucrorHrrb npooeccxoHa,rbHHe o6r3aHHocrn, co6rroAarb
flpr1HunnH rrynbrypH noBeaeHx, r.r 3TrrqecKue HopMbr 06ueHr.rt
RTs- To have a sufficient level of legal awareness and legal culture that
excludes the commission of comrption offenses and crimes, perform
professional duties, observe behavior culture principles and ethical norms of
communication

3r(oJror[tr fi 6e3onacHocrlt xt 3HeAenrerLHocrfi / Fundamentals of
ecology and life safety

)l(a.lnrr raci6n ry:uperri,r ix/
O6uen po+eccEoHarbH6re

xounereHqxN (OIIK)/
General Professional
Compete nces (CPC)

OKurry neTrxe,repi (OIIK uo,rurcpi)/
Pcry.rrrarrr o6yscrrra (earurqbr OIII(y

The result oftraining (GPC units)

Oqsrry uarNxecix KaJrb!flTacrr,rparHH
(Ky3r,rperrinix Monruepi) reH.[ep araybr/

HarueroaaHne ancqnn.nru, Qoprrrnpyrculrx pe:ynhrarhr
o6yveHue (e.qrHnqrr ronrnereHun[)/

The name of courses that form results of training
(units of competences)

)I(KI(r - 8p rypri
rrapaa[r-MirJrapabr KoraaHa
oTr,rpbrn, 3aMaHayu ri,r4ep4e
nporpaMManay Ka6ineriHilt
6orryu; xeci6lr KH3Merre Heri3ri
xapaTbrnbrcraHy
fT,IJIbIMAAPbIHbIH 3ATIAAPH MEH

MaTeMaTlrKuurbrK annapaTTapahr

KOnAaHy; a(flapaTrhl(
TexHorornflJrapMeH xeci6ra

AeqrefiAe xyMbrc xacay
onlt.-
I]porpaMMrpoBarb
coBpeMeHHhrx

Croco6xocru

HA

{3hlKztx c

OHo Keci6u uacererep,ai ueuy KBiH.(e rrlcrperri ruareuaruxa,
brr(r[MaflablKrap reopltrcH xare MareMarrxartt( cratncrlrxaxsrH ruicri
MaTeMarrrKaJrH( annapaTbrH llYPbrc (onaaHy laraHrapbrH Merlrepy

POo - Braaerr HaBHKaMT KoppeKrHo npnMeHnrb [pH petueBuu
fipo(DeccnoHanbHblx 3a.qaq coorBercrayrourr.rft MareMar[.tecxrri alnapar
trHcKpeTHofi MaTeMarlKr. Teopl.rfi BeporrHocrefi t-t MareMarfl,{ecxofi
CTAT}tCTH KII

RTo- To have the skills to cor€ctly apply the appropriate mathematical
apparatus of discrete math€matics, probability theory and mathematical
statistics when solving professional problems

1. MareMarrxa/ MareMaTuKa/ Mathematicsl
2.,{ucxperri uareuarura,/ [rcxpcrxa-r uareMarxKa./ Discrete Mathematics
3. Kpumorpa$uruu( MmeMarrkzrJrLr( HerbAepi/ MareMar[qeckr,re ocloBhr

xpurrrorpa{rnl Mathematical basics of cryptography
4.Kotraau6anu flporpaMMarapatrn naxgrrepinac nporpavuaray/

nporpaMMrpoBanne B nar(erzL\ npfiklalrlaux nporparvu/ Programming in
Application Packages

5. Avnpar xeHe Ko.(my reopxrcr,/ Teoplu ,Hr}opMaum u roaaposatru/
lnformation and Coding Theory

6. bl(Tt{Man,4HK Tepl-.tfl cH xeHe MareMarrKzulhrK cmrucrnxa"/ Teoprr
BepoflTHocrHocre u MareMarlrqecxat crarucrllxal Probability
theory and mathematical statistics

OHz - Misaerrix (ofiburhrMsrg Koca arraHAa xorapri aexrefiri
flporpaMManay ri,raepiuiH xare vauruHara T ayerai nporpavMirnay ri,raepiniH
Hed3.uepiH xrepy, MeceneJrepai ureuy saicrepix rarr.qa[ 6irry, a.mopurvaep.li

l. C++ TiniH.[e nporpaMManay/ flporpavuupoaauue Ea ,36rKe C++/
Programming in C++

2. Anropnn'a.aep xaue.(eperrep rqprulrMAapl/ Aaropnruu u crpyKrypu

O EHy 708-02-21 O6pa:oearerruar nporpauua. I4:4aaxe Bropoe
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flclroJllt3 oBaHr-reM pa3JurqHbrx

napaalrrM; HcnoJrh3oBaHr-t,

ocHoBHbrx ecaecTBeHBoHa) rHbrx
3axoHoB Il MaTeMaTHqecKoro
annapaTa B npo(DeccfioHarLHor
.(erTenbHocTl4; Ha

flpooeccrroHanhHoM ypoBHe
pa6orarb c [rHoopMaunoHHbrMu
TCXHOIOTH'M}I

CPC, - The ability to program in

modem languages using different
paradigms; the use of basic
natural science laws and
mathematical apparatus in
professional activities; work on a
professional level with
information technology

rarlJ(ay HeMece KYpy, nporpaMManay ruuEtr€ anropr.rTMAepar xY3ere achrpy,
flporpauMaHbr erutey ver recriney xlpri'lyai lrrepy

PO? - Bna,u.erb ocHoBaMu flporpaMMrpoBaHlu Ha ,3r,rxix Br,rco(oro ypoBH, r-r

Ha Ma[II{HI]O-3aBt,lcI-tM6IX 
'3bIrax 

npofpaMM[pOBaHlrr, BKJITO!{Zl' IOCTaBOBKy

3aAaq[, yMeuue arr6rparr M€ToAbr perxeHfiq 3aAaqu, co3.[aBarb rn[.t
Bbt6xparb arropr-rrMbr, peaJrx3oBbrBarr, it ropnrMbt Ha r3brKe
npofpaMMltpoBaH[.1,, npor]3Boat-tTb oTJralhy r.r TecTupoBaHr.re nporpaMMbl

RTr- To master the basics of programming in high-level languages and in
machine-depend€nt programming languages, including setting a problem, the
ability to choose methods for solving a problem, create or select algorithms,
implement algorithms in a programming language, debug and test a program

aaunro</ Algorithms and Data Structures
Python riniH,le nporpaMMaJray /Ilporpauurpooaare Ha ,36rKe P]thon/
Programming in P),thon
Crpum riraepiuac nporpaMManay /llporparrMxpoBauxe Ha cxpumoBlrx
,3EIK&V Programming in Script Languages
Java-ga o6Terrire 6arslrra,rran fiporpaMM:rnay/ O6'uerrso-
opueErapoBaHHoe rporpaMMUpoBaHue Ha Java./ Object-Oriented
Programming on Java
llporpauuarur koarH TaJL{ay xetle or{rainaHrLrpyl Aaanta3 n
om[MD3auH, nporpaMMBoro Ko,[a/ Program Codc Analysis and
Optimization
Xyienir nporpanarua,lay /CxcreMHoe nporpaMMxpoBanue/ Systems
Prograrnm ing

I

OHo- I-lut$prurr cyl6anapaut4 ap rypni ronnouerrrepiH anu4ray,
curl:rnaap,4br ua$prut< ortaey rrpnH[Hnrepix xere crruarAapau xi6epy
reoprrcuru 6iry xeHe orapabl xaci6n ecemepai ueuyae xon,laHy

POr - ,(euoncrplrpoBarb 3HaHxr: 06 apxrreKrype Bbr.{r-rcrfiTerbHoii MauruHbr,
o npltH[uflax opraH[3aqxu MHor-olpoqeccopHbrx lr MHoroMau[HHr,rx
BhrqucJraTelbHbtx ct-tcTeM; o HanpaBneHr-rrx pa3BxTr-rrr KoMnbrcTepoB c
rpa,[HuxoHHo,l, napannenbHofi r Herpa.[rqroHHofi apxureKrypofi; o
fipuHuHrrax noclPoeHfi, coBpeMeHrirJx KoMnr,roTepHbrx ceTefi u

QyuxquoHrpoaarur ocHoBHblx ypoBnefi OSI; o6 opraHr.Bauuf
onepaqxoHHLrx cr{creM r o6ecne,{eBl{lt rx 6e3onacHocrn; o Hacrpofixe
rroJrrrnxr-r 6elonacnocrn oflepaurroHulrx cr{cr€M r-t xoMnlrcTepHLrx crcreM rr
ceaeF

RTr- To identi$ the various components of digital circuits, know the
principles of digital signal processing and the theory ofsignal transmission and
apply them in solving professional problems

Axnaparr6rK rcayincir.qirre Kipicne/ BBe.[eHle I HHOopMaulroHHyro
6caonacHocrb / Introduction lo Information Security
Kounrroreprix atnaparrLr xopmy rexHollorrrrlapb/ Tcxgoror[! 3aurrLr
xoMnEErepHo rBrDopMaruu/ Technologies of Computer lnformation
Protection
Ey,rrr6r( TexHonorxrnap xerre 3arrap Hnrepueri/ O6ra,rxlre rexHoJrorru
r l,Irrepuer eeqefi/ Cloud Technologies and tntemet ofThings
Ecem€y xyfienepiHiq annapamrrq xa6,[HKra,{ac6r xeue BfipryaJuay
TexHonon rrapL/ AnnapaaBoe o6ecneqeuxe ButrucJrrrerrbrl6rx cLcreM,
rexHoJrom! ouprya,ruoauru/ Hardware of Computational Systems and
Vinualization Technologies
Onepaunerur xylerep xere OX (ayinci3,[iri/ OnepaurroHH6re crcreM6r
n 6e3oflacHoq'rb OC/ Operating Systems and OS Security

E

OHo - .(epexrep 6a:arapuuurt" oflepaqurnuK xyfienepairl, xounrroreplir
xaHe reJrexoMMyHr.{Karr}rrlrhr( xerilepain, ecemey xyfienepiHi(
Kayinci3,airiH KaMraMacr,r3 ery xeHe oacrapy aarasurapHH xopcery;
a(naparrblK rayincir.airri KaMTa {acH3 eryni( nporpaMMilJrHK xane
TexHEl(itnbrK r(+pauapbrH KonaaHy

POe - ,(euoucT papoBarb HaBuKl, arMxHxcrpt-tpoBaHr-rJr lr o6ecneqeHlu
6e:onacxocru 6ag aaHnux, onepaqr,roHubrx cxcreM, KoMnblorepHblx r-t

TeJIeI(oMMyH[KaufloHHErx cerei, Bbrrrfi cJrflTeJrbHhlx cacreM; [cnorL3oBarb
nporpaMMfibre t,| TexHrrqecxHe cpeacraa o6ecne,reBr-{, rrHoopMauHonHofi
6e:onacnocu

RTs- To demonstrate skills in administration and securing databases

Aepemep 6a3anap6! xaHe onap,4Hq rqayincirairi/ Ea3H aaBHLx s rx
6e3onacHocr, Databases and Their Security
3rru xemipyrui nporpaMMaJrtlK (zuraMarafi (op.arry/ 3auura or
BpeaoHocHoro nporpaMMroro o6ecn€geflrrl Protection against Malicious
Software
Kounrroreplir xere reJreKoMMyHxKaunrnEr( xyfienep/ KoMnEorepHHe u
rereKoMMyHrKaur,roHsrre cqul Computer and Telecommunication
Networks
KoMn6rcT cpni( xene relexoMMyHr,rKalluarrl xlfiorepaiq rcyincbriri/
6E:onacgocrg rounttorept 6lx r aerexoMMynuxaqfioHBrrx ccrefi/ Security
of Computer and Telecommunication Nctworks

O EHy 708-02-21 O6paroeare,rrxar nporpaMMa. l,baarue aropoe
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operating systems, computer and telecommunication networks, computing
systems; to use soliware and hardware to ensure information s€curity

Kaci6n ry:sr perri,r ir/
llpooecclIoHan6I|r,re
KoMnereHulllI (IIK)/

Professional Competences (PC)

O6ury uaraxe.repi (IIK rue,rurepi)/
Pery.nrraru o6yqeHEq (eauulrusr fl K)/

The result of training (PC units)

Orttry Harnxecir KarutrrracrHparbrH (ryaurperri.nir ruo.nruepi)
naHAep araybr/

HaulreroaaHEe trHcuflnnuH, QopMrrpyrounx pe3ynb'r'a'rbl
o6yqeEEc (enrrHlluu rounerexuuii)/

The name of courses that form results of training
(units of competences)

KI(i - Teyexeuepli, axruarepgi,
unurAerrrepai, 6a:secri{
\Bnitci3nirin 6acrapy, Kayia-
KaTepnepfe (apc6r epexer ery,
Kayinci3.[iKri recrirey,
ocarrHnH Krap uea rayin-xarep
npouecrepiH KaMTurblH
a([aparrbrK 4ayinci:giKri
6acxapy MeH KaMTacLr3 ery
flpouecrepiH xY3ere acbrpy xeHe
6ara,ray aaicrepin ranaay, Ta(tray
xene KorraHy xa6herrepiain
6o,.ryu

III(s - Cnoco6nocru
aHalrx3apoBarb, au6rparu u
[pI]MetIrTl, MeToabI oqeHKIt LI

pqrnx3au r npoueccoB
o6ecneveHu, t-l ynpaBneHx,
xH(DopMauuoHHoil
6elonacuocruto, oxBarbrBaroluux
flpoueccbr ollp€IeneHr|,
yr3BuMocTe u yrpo3,
Tecrr-.rpoBaurfl 6conacuocrN,
npoT[Boae cTa[, yrpo3aM,
yflpaBneHHfl pracKaMtl, aKruBaMri,
I-THTIXAeHTaMI-t, HenpepbrBHocTbro
6l,tsHeca

PCs - The
select and
assessing
processes

ability to analyze,
apply methods for
and implementing
for ensuring and

OHro- Kovnuroreprix a{naparrlr ropray aaicrepin, x+pan,qapbrH xeHe
TexHoJrorrrrJrapbrE (oJlAaHHn, yfibtMHblt( AI( 6aurauacrrr ery 6ofiuHura ic-
uapanaprH xocnaprafi 6i,ry. Axnaparru( Kayinci3nix caracHHrarr,r
xrr:uemi perreiiris seri:ri xaJrhrKaparhrK xeHe ynrru( 3a{HaMarr6r(,
yfir,rM,racrr,rpyrubuhr( xaHe npoueayparHK axrirep,ti xo,raana orlrpun,
aKfiaparrbr{ xafibulLrr xeryix illlAbrH zllrarbtH xyie,repin, AK
uourropuxri.ney xyierepiu, ocanrbmbrKrapabr uoHlrroprxrirey xyfie,repiu,
AK (avraMacus ereriH annaparrbrK-nporpaMManbrK Kypa"laapbrH KonaaHy
aaFAbrnapHH Me[repy

POro- Vnerr [puMeHrrb MeroAbr, cpeAcrBa r rexHororr[ 3aur-rrbr
xoMrrbmrepHoi NnQopuaura, ruraurrpoBarb Meponpl,lrrx, no o6ecneqeH[ro
HE opraxnuuNx. Braaerb HaBhrxaMr nptlMeHeHH, an[aparHo-rrporpaMMHbrx
cpeqcrn o6ecne,reuar l4E, cxcreu MoHrlTop[Hm yr3Bl-tMocrefi, c[creM
MonuropuHra I4E s crcrev [peAorBpaueHnr yrevex ruQopuauut c
[cIIoJIb3oBaHBeM 6a:osurx Mex(AynapoAHr,rx E HaulroHarbBbtx
3aKOHOAaTeJrbHbrX, OpraHu3aqrroHHr,rx l,l npoqelypHbrx axToB, perynflpyrcur|x
aerreJrbnocrb B o6Jracrlr uH$opuaqrouuofi 6e:onacHocrlt

RTro To be able to apply methods, means and technologies for protecting
computer information, to plan me:lsures to ensure the organization's [S. To
possess the skills of using hardware and software tools for information
security, vulnerability monitoring systems, information security monitoring
systems and information leakage prevention systems using basic intemational
and national Iegislative, organizational and procedural acts regulating activities
in the field of information security

l. Kounrorepaix axnaparrlr Kopray rexloaorauapr/ Texuoaorflu 3 rlmbr
roMnbrcTepHofi unQopuauar-r/ Technologies of Computer Information
Protection

2. A(naparr6l( myiflci3.ailrTeri xacaluru nurerlreKr aaicrepi/ McroAu
r,rcKyccrB€HHoro HHTennerra B uHdopMaluoxsoi 6glonacsosru/ Anificial
Intelligence in lnformation Security

3.3m8 xerripyrxi nporpaMManbrK KzMTaMa.raH (opmfly/ 3aurrra qr
BpeloHoanoro nporpaMMHoro o6ecne,icurrcl Protection against Malicious
Software

4. A(naparr6r r<opray ruxeueplir-rex l-rkrlnBr( rypa.uaps/ I4HxeHepHo-
rexHflqeckue cpercrBa 3atqxrbr uuQoprvauuu/ Engineering and Technical
Means of lnformation Protcction

5. EacHn kipyai aHHKray xeHe a&l6rH any xyierepy CrcreMbr
o6HapyxeHEx tr npeAorBparu€H]tx aropxerufi/ Intrusion Detec(ion 8nd
Prevention Systems

6. AK[aparrbrK rayinci:airrir crauaprraptr ueu uoplaumix-rcgxurrrux
fleri3Aepi/ Cranaapru u HopMar[Buo-npaaoBue ocuoBbl
BEoopMaunoHHo 6Bonacxocrrr/ Information Security Standalds and
Rogulatory Bases

7. AepeKrepli ra,raay eaicrepi/ MeroIH aHarx3a.qaHHErx / Data Analysis
Methods

8. ArnaparruK myincia.qirriq ayftrru xeHe 6acKapy/ AyIrfl x ynpaB.[gHxe
,HoopMaunoHBotr 6e:onacHocrHo/ lnformation Security Audit and
Management

p. Kx6epxayinci:airreri xa6apaaprurrrrr aprrurpy/ nosuruerne
ocBe,uoMreHHocrr.r a xr6ep6esonacxocru/ Cyber Security
Awareness

OHrr - [lporpanu:rnap MeH a(naparrr,rK xyEelepai xo6aray xaue xayincir
e3iprey, KoMnLprepnix $inMHcrapIHH :rn.[ErH a"ny xaHe 3eprrey
,laubrnapblH urepy. fleperrepai xHHay, e(trey xeHe KalnbrHa Kenripy yruiH
nporpaMManH( xeHe rexHHKirJrhrK rqpalr,[ap,qbr KonAaHy. AKnaparrr,r
6a4sr.ray, 4yxarray xoHe (opraylLr x\,Bere acHpy

POI - Braaeru HaBbrraMu npoeKrrpoBaHlrr u 6e:onacaofl pa3pa6orKx

l. A(naparrrrx xyIerepait nporpauuaauK xomnoxenrrepiniu rayincirairi/
E€3onacuoq-r6 flporpaMMnbrx xoMnoHeHToB urQopMaqnorrnbrx c[creM/
Security ofSonware Components of Information Systems

2. OafiuLrK xyfienep,{i rpxMunaJtlEr( raaaay/ Kpuuuua:rxsrx'{ecxxfi
aHarM3 oatrnoBLrx cllcrcM/ File Systems Forensic Analysis

l. fiporpaMManHK KaMT,MaHurH rayinciuiri xeHe 3rrnabt Ko,{TH jeprTey
slicrepT E*onacuocrs rpomaMMHoro o6ecfleqeulr, t-r Mero.(6r
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managing information security,
covering the processes of
identirying wlnerabilities and
threats, security testing,
countering threats, managing
risks, assets, incidents, and
business continuity

nporpaMM I uxQopuauuogur,lx chcreM, HaBbrxaMu npe.lorBpauegu, r.t

BeAeHH, paccJreAosaHnfi xoMurrorepHbrx flpeqryuneHt,ltr. HcnonL3oBarb
[porpaMMHHe r rexH]trlecr(He cpegcraa c6opa, oopaoorxl-t r-t BoccraHaBJresfirr
.[anHr,rx. Ocyuecrarrrr ro]flponb, AoKyMeH rpoBaure l,t 3auury
rrHoopMaunx

RTrr - To possess the skills of designing and safe development of programs
and information systems, the skills of preventing and investigating computer
crimes. To use software and hardware for data collection, processing and
recovery. To control, document and protect information

rrccrc.qoaaHu, BpeaoHocHoro Ko.tal Software Security and Malicious Code
Research Methods
Kopl"JraH a(naparrbrK xyrenepAi $ipney xoHe naiLqanaHy/ Pa3pa6or(a
t-r ](cnnyaraur, 3ar{rureHB6rx uutloplaulrourrx cucre {/ Secure
lnformation Systems Development and Operation
Ufi$pnHt< kpr{M[HanxcrxKarrlr1 xeris.qepi/ OcrioeH un$poBofi
rpauunaaucrard Digital Forensics l-oundatioos
Eac6rn Kipyai recri,reyl Tecrapooaurc Ha npoHH(HoBeHxe/ Penetmtion
Testing
Xeriaix xase vo6r:rsai rypslrrutnapr? Kpr.lMlHarulor( caparraua/
Kpunruraaacrarecrae 3r(cneprx3a cereBux u Mo6urt HL,tx ycrpoicrB/
Forensic Analysis ofNetwo* and Mobile Devices

4

5.

6.

t

AKnapar xcHe kolTay reopxecLr/ TeopH, r.iH(DopMauH,i u ro uponaxrr/
Information and Coding Theory
Kpt-rrrorpaQurnu4 MareMar[r(a.fiLrK Heri3,{epi/ MareMarxqecKHc ocHoBbl
t(pxmorpaoru/ Mathematical Basics of Cryptography
Kpfimonorxr/ Kpnmonorsr/ Cryptology
KprnrorpaQrr,rur [poro(ontap/ KpHnrorpaolr'iecKI,le nporoKonEr/
Cryptographic protocols
CTe.aHo.pa+m aaroprm,r,4epi x.re t<+paltaapH-/ Anropr.Msr t-r cpercrBa
creranorparlx/ Steganography Algoritims and Means

I

t

OHrr - Kaci6u MacerenepAi uetuy rq3brp€TriJririn xene 6i.nimai
HHrerpauxrnay Jla.abuapbrH Meqrepy

POr- Blaaerr KoMrrereHr1nflMn perueHx, [poQ€ccuoHalbrHx 3a.qaq H

HaBHXaMIl HHTerplpOBar rr 3HaHXfi

RTr- To have the compet€nce to solve professional tasks and skills of
knowledge integration

l. .[nruouar4u nparrara./ flpe,agunrouraa nparrura./ Pre-diploma
practice

. Oxaipicrix nparrnra/ flpor:aorcraeuxar npaKrlfl(a/ Industrial
practice

<D EHy 708-02-21 O6pa:oaare,rluan nporpaMMa. I,l:4aaae aropoe
13

OHrz AKnaparrap MeH KoATay reoptrrchrur,rt1 Heri3AepiH, rexnror?a$fi,
xeHe f,T)t4rnorarl.uay cirIracr,rHAa $opuals4u annaparr,rH, neri:ri
rpunrorpaQualuK ;rnroplrrM[ep MeH xarraMaJrapbrH Me(repy xaHe onapaLr

AepeKrep.Ei (opray MeceneciHAe (onqauy

POrz - Bra.qsrr ocHoBaM[ Teopxl t{HQopMaqr{x fl Konr-rpoBaHlx,
tlopua.rrxuu anflaparoM B o6nacr[ l?nnrorpaQuu a KprjaroanaJu3a,
ocHoBHl,lMl.t rpanrorpaQu,recxrMu alrropurMaM[ r rrporoKoJraMn H

[pHMeHrTh ]rx B 3aaaqax 3aruuTr,r aaHHbrx

RTrz - To posses the basics of information theory and coding, formal
apparatus in the field of cryptography and cryptanalysis, basic cryptographic
algorithms and protocols and apply them in data protection tasks



Ca6at( rypi 6oiir,rHura carar
k6JreM i

O6reM gacoa no BlnaM
3aHsrrli
The volume of hours by
types of occupations

Ilaasix xoasr
Kon
,tIucullIIJ|ltHbt
Course code

Oex araylr
HanneHosaHne
.UIICUHIIJIHHT,I

Course Name

Ka:axcraHHHu xasipri
3aMaH TapHXbt

CoapeueHuar rctoptr
Ka'raxcraua
Modern history of
Kazakhstan

IIri Ka,
KOMTIOHEH

T UrKr,
KOMNOHEH

r Cycle,
component

)I{BN MK
ooA oK
GCD CC

Ka3aK
KasaxcKaI
Kazakh

F
-.
A,'/

o

o
o0

6

Y,

tsoo
F

H

v
F

5
I

30
I

t5

3>.

h!

:z ,E q

i:LE
dx;;

(-)

x
U

105

o

z

o

o

c

F
o

ME
f3
SE

I

ao

a.
F

o

I
F

F

c

otQ
YKr
UCI

(a:aKcrau raprurr
Hcropu, Ka3axcraHa
History of
Kazakhstan

o

v

o

!

F

ua

shT l103 (l)
IYa I 103 (l)
FL l103 (l)

llleren ri,r i
HHocrpaHHbrfl r3brK
Foreign language

)l(6TI MK
ooA oK
GCD CC

ArbuublH
AHmuicxr-.ri
English

5 105 Euruxan
?r:auen
Exam

oK,
YKr
UCr

Illerer ri.naepi
ll Boc'rpaH Hbr x
,3hIXOB

For€ign Languages

Moryrb arayH ,(aEe Konht
Hareatrle lr Koa Mo.[yni
Module name and code

EDUC 21001
Xarurr 6i.nirrr 6epy uoayri
Mo.ry.rr o6uefi
o6pa3oBaHHocrll
Module of general education

K(O)T l104
(l)
K(R)Ya I 104
(t)
K(R)L l104
(l)

(arar (opuc) rini
Ka:axcxx (pyccrufi)
,3Ltr
Kazakh (Russian)
language

XEII MK
ooAoK
GCD CC

(a:ad Opuc
Karaxcxui./
Pyccxl,fi
Kazakh/
Russian

5 45 105 EMTl-lxaH

SK3aMeH

Exam

oK,
VKr
UCr

npaKruKanuK Ka3aK

riri
llpaKrl,t,{ecKoro
Ka3ixcKoro ,3LIKa
Practical Kazakl
language
Oprrc Qmororurcu
Pyccxofi +nrono rl
Russian Philology

3 Ei,rin 6e 6araa Macr,tHbrIl M bI / CoA HHC 06 BA'I'EJII,HOH N () MMr,r / The content of the education ro ram
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q
a.

rE

I cclrecrD /l cclrecrp /
KZT I IOl
stK ll0l
MHK 1101
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MATH 22102 Aroaparrrr
6ac4apy xeHe \oprayra
apHrur[aH MaTeMaTl-txa

Mareuarlrxa ,Ja
YNPABJIEHH' T 3AI]IHTbI

uH$opuauur
Mathematics for Managing
and Protecting Information

Mat I20l
Mat l20l
Mat 1201

Mareuarura
Marevarlr ra
Mathematics

6ft xooK
EA BK
BD UC

Ka3ary' Opbrc
Ka:axcxr.r i/
PyccxfiR
Kaz*h]
Russian

8 30 45 165 EMTl-,lxaH

3r:aveu
Exam

xKI(4
OflKr
GPCr

Xoraprrr
MATEMATT,IXA

Bucrueii uareuaruxu
Higher mathematics

coMS 22008
Kounrrcreprepairt
npo rpaM MaJr br (-
annapaTTbrK
xa6,[H KraM acbr

Ilporpauu xo-annaparHoe
o6ecneqeHxe xoMnbrcTepoB
Computer Software and
Hardware

EZhAZhVT
t202
AOVSTV
1202
HCSVT 1202

Ecenrey xyfie.nepiairl
annapaTThlK
xa6nuKravacu xeHe
BHpryan,uay
TexHojrorHrjrapbt
AotIaparHoe
o6ecneqesse
BbIqTCI}{TEIhTSIX
cI{cTeM I-l TexHoJIOfEfl
B HpTyan r{3aur-r Il
Hardware of
Computational Systems
and Virtualization
Technologies

ETI XOOK
EA BI(
BD UC

I(a:ad Opuc
Ka3axcKxYi/

rycc(Hft
Kazzkh/
Russian

5 t5 15 l-5 105 Eurrxax
3xtames
Exam

A4naparrrrr
rqayinci:nix
HxQopnauuouuofi
6sonacsocru
lnformation Security

EDUC 2IOOI
Xarutr 6iriu 6epy uo,ryni
MoAynb o6uefi
o6pa3oBaHHocru Module of
general education

EDUC 2IOOI
Xa.nnu 6irir,r 6epy uoayri
Mo.ryru o6ue[
o6pa3oBaHHocrH
Module of general education

DSh llll
(t)
FK lUl (l)
PhT l r (l)

AKT I IO5
IKT I I05
ICT I IO5

,(ere uruHurqrupy
@n3xqecKa, Kyrbrypa
Physical Training

A xnaparrsr 4-
XOMMYHHKAUII'jILIK

Tex Honofll Urap

14nrlopuaunonno-
ro M My Hr-.rKaqlroll Hbre

Tex HoJIOt'I,It-t

lnformation and
communication
technologies

)I(EN MI(
ooA oK
GCD CC

(asar( Opuc
Ka:axcrui/
PyccxHfi
Kazak$]
Russian

ArrurusrH
AHInt,lficKHF
English

5 30

60

105

Aurt.
Crtsax
AuO.
3a,rer
Differen-
tiated
attestationI
Eurnxan
3rcauen
Exam

OI(3
YK:
UC:

I
oK'
YKr
UCr

AeHe rxbrHHKrbrpy
xeHe cnopT
Oagrqecrar
Kynbrypa I-l cnopTa
Physical training and
sports

HuQopuaruxa
HuQopuaraxl
Computer Science

shT | 103 (2)
lYa I 103 (2)

lllerer riri
14 uocrpannr,rfi rtur

)(EN MK
ooAoK

ATLUIItLtH
AHl-nHicKrifi

5 45 105 Eurrlxan
3$aMeH

OK,
YKr

lllerer ri,uepi
14uocrpaHnux
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xKr(,
oftK4
GPCr

2

2 ccrrrccrp /2 ccuccrD / Scmcs(er 2
XEN MK
ooA oK
GCD CC

l5



FL r r03 (2) Foreign language GCD CC English Exam UCr ,3blxoB
Foreign Languages

K(O)T l lM
(2)
K(R)Ya I 104
(2)
K(R)L r r 04
(2)

(arax (opuc) rini
Ka3axcKxfi (pyccKxitr)
t3htK
Kazakh (Russian)
language

)(EN MK
ooA oK
GCD CC

I(a:axl Oprrc
Ka3a,\cxg
PyccKxfi
Kazakh/
Russian

5 45 105 EMTxxaH
3xrauen
Exam

oK,
YKr
UCr

npaKrnKanH( (a3a(
riri
flparruuecroro
Ka3aXCKOfO r3r,lKa
Practical Kazakh
language
Oprrc Sruororurcsr
|lccxofi Qrrrororur
Russian Philology

MATH 22102
A(naparrn 6acrapy xexe
(opfayra apHanmH

MATEMATNKA

MareMarrrKa t'n[
ynpaBneH[, r' 3aulurbr
nnQopuauur
Mathematics for Managing
and Protecling Information

DM 1203

DM 1203
DM 1203

,{ucxperri MareMaruKa

,{ucrperuaa
MATCMATTI(A

Discrete Mathematics

EI'I )(OOK
EA BK
BD UC

I(a:ar/ Opuc
Ka3axcKtrfi./
Pyccxnfi
Kazakhl
Russian

5 30 15 105 )t(t(K,r
onKr
GPCr

A,rre6pa n reouerpa.r
Arre6pu u
reoMETplrx
Algebra and
Geometry

Eipeyiu rarqay / Bur6rrarr oauH / Choose one
coMS 12104
IIpor?aMManay
flporpaMMHpoBaHrie
Programming

CTP I2I3
PYaC l2l3
PLC I2I3

C++ riniH.[e
nPorpaMM:rnay
flporpauuxpoaaxne ua
rcure C+l
Programming on C++

EN TK
6A KB
BD EC

I(araxl Opuc
Ka:axcxn ill
Pyccxufi
Kazakhl
Russian

8 30 15 30 165 Euruxarr

q/pcTLrI(
XYMLIC

3rcaMeH,
r(ypcoBa,r
pa6ora
Exam,
Course
Work

xKr(,
OIIKr
GPCr

AK[aparrbrK
Kayinci3aix
14Hr[opuaurouxoI
6ego nac gocttl
Information Security

MATH 22102
AKlaparrbr 6acxapy xeue
Koprayfa apHiurfaH

MATCMATTiXA

Mareuarrxa ,.na
y[paBJreH[rr rj 3aulxTbr
rnrfopuauaa
Mathematics for Managing
and Protecting Information

KPPP 12I3
PPPP I2I3
PAP I2I 3

I(o,raax6a.nu
npor?aMManapabrH
naxerrepiuge
flporpaMMaJray
flporpauuupoeaHue e

naKeTax IIpHKIaaHhlx
opofpaMM
Programming in
Application Packages

8 30 l5 30 165 EMTuxaH

KypcrbrK
xsrbrc
3rcaMeH,
KypcoB:rt
pa6ora
Exam,
Course
Work

xKI(4
onK4
GPCr

A(naparrbr(
Kayinci3AiK
HrQopruaulrouuo
6egonacgocrt
lnformation Security

16

EMTrxaH
3r:auen
Exam

EN TK
EA KB
BD EC

Kasa( OpHc
Karaxcxr-r17
PyccxriF
Kazakh/
Russian

tT
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EDUC 2IOOI
Xannur 6iair,.r 6epy r,aolyri
Moaynh 06ueF
o6pa:onanuocru
Module of general education

DSh llll
(2)FK llll
(2)
PhT Ull (2)

AeHe uHHHKrHpy
@a:uqecraq Kynbrypa
Physical Training

)I(EN MK
ooA oK
GCD CC

(a:ar</ Oprrc
Ka:axcxu[r/
PyccKr.ri
Kazakh/
Russian

2 60 Ar0.
Crruat(

AuO.
3a.rer
Differen-
tiated
attestation

er$
YKr
UCr

AeHe urbrHHKrbrpy
xeHe cflopT
Or{3Il.recxa,
KynLTypa fl cnopTa
Physical taining and
sports

T I rypc6a 6apru6 rpe,anr
I,lroro xpe4uroa :a I xypc

Total credits for lst r

EDUC 2I OOI

Xalnu 6i,riu 6epy r'aoay.ni

Moaynb o6uei
o6pa:oeauHocrn

Fit 2102
Fit 2102
Phil 2 r02

<Dfinoco0u,

@a.nocoQru
Philosophy

)I(EN MK
ooAoK
GCD CC

Module of eneral education

/3 
""""".0 / S"

t(arar/ Opurc
Ka3axcKufr/
Pyccxuli
Kazakhl
Russian

60

,"tt-
5

165

3
30

420

L5

,{5 I170

105 Eurrxan
3rlauex
Exam

ol(]
yl(l
U(r

@u.nocoQur
@uroco$ra
Philosophy

EDUC 2IOOI
Xarnu 6iriu 6epy uoayri
Moryru o6ureE
o6pa:oaaunocru
Module of general education

ASBM 2I06
MSPZ 2106
SPKM 2I06

O.neyuerrix xaue
ca.rcu 6iriru uoayri
Mo.ry.nr couuanruo-
EorllTnqecKxx 3HaHHfi

Social and Political
Knowledge Module

XEN MK
ooA or(
GCD CC

(a:ad Oprrc
Ka:axcxufi/
Pyccxfifi
Kaz*h/
Russian

8 30 t50 Euruxan
3rcauen
Exam

OIQ
YKz
UCz

CarcarraHy
florurororllI-,t
Political Science
Oreyverraxy
Cour.ronorrr
Sociology
(Dr.r.lrocor[nr

@urocor[ur.r
Philosophy
oneT
CNC
SRS

coMS 12103
Ku6epr<ay inci:aix
Kr6ep6conacuocrs
Cybersecurity

AKK 2204
vtB 2204
IIS 2204

AKaaparrbr(
rayinci:aixxe xipicne
BBeaeHxe B

r.ru$opmauuoaayo
6e:onacuocrr
Introduction to
lnformation Security

En xooK
EA BK
BD UC

(a3ar( Opuc
Ka3axcxufi,/
Pyccxxfi
Kazakh/

5 l5 t5 t5 r05 Euruxas
3x:aueu
Exam

XKI(4
OTITG

GPCr

A4naparrurr
xayinci:aix
Hxr[oprrrauuonnofi
6e:onacHocu
Information Security

coMS 22005
Anrop[TM.qep xoHe
IepeKrep K+?unbrM.4apbr

ArropfirMbr x crpyxrypbr
,[aHHhlx
Algorithms and Data

ADK 2205
ASD 2205
ADS 2205

AJIrop[TMAep xaHe
aepeKreP
KYPhlnbIMAAPbI
A,rroprrurr r
cTpyKrypbr IaHHblx
Algorithms and Data

EII )I(OOK
EA BK
BD UC

(a:ard Oprrc
Ka3axcxxtr/
Pyccxxfi
KazaY,hj
Russian

5 l5 t5 l5 t05 Eurnxan
3rtauen
Exam

Arnaparrur x
r<ay inc i:a i x
HH0opMauHoHHoi
6e3onacHocrl,l
lnformation Security

O EHy 708-02-21 C)6pa:oaarerrHar nporpaMMa. I4:.4axHe aropoe
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60

xKrq
OIIKr
GI)Ca



Structures Structures
6iDevin raruay / Br,16pa-rr oauu / Choose one

coMS 22204
IIporpaMManay
nporpaMMlrpoBaHue
Programming

PTP 2214
PYaP 2Zl4
PP 2214

Python ririHne
[po rpaM M aJray

nporpaMM{poBarrrre Ha

,3hrKe Python
Programming on
Python

EII TK
EA KB
BD EC

I(a:ar/ Oprrc
Ka:axcrufi/
Pyccrfitr
Kazakh/
Russian

5 l5 30 105 EMTaxaH
3xsaMeH
Exam

xKI(..
OIIK4
GPCr

A(naparrLrK
xayinciaaix
HH0opMauuoHHoE
6esonacgocru
Information Security

coMS 22204
nporpaMManay
rIporpauurpoaaxue
Programming

JOBP 2214
ooPt 22t4
ooPJ 22't4

Java-aa o6beKrire
6arurrarraH
[porpaMM aJray

O6'uexrno-
oplleHTr-rpoBaHHoe

rPofpaMM [poBaH r..re Ha

Java
Object-Oriented
Programming on Java

EN TK
EA KB
BD EC

(a:ard Opuc/
Arburrxbt H

Karaxcrrfi/
PyccKr.riil
A Hrn r, fic k r.r ii
Kazakh/
Russian/
English

l5 30 105 Eursxan
3xganren
Exam

xKI(o
onrq
GPCr

A(naparrbrK
l(ayinci3Aix
Hudopuaur.roxaoi
6e:onacgocrn
Information Security

EDUC 2IOOI
Xa.nnu 6iriu 6epy rrroayni

Moaynb 06uref
o6pa3oBaHBocrn
Module of general education

DSh2llt
(3)FK2lll
(3)
PhT 2n l (3)

,{eue urrHuqrrrpy
@[:r{qecrar Kyrbrypa
Physical Training

XEN MK
ooA oK
CCD CC

l ceMccrr

(a:ad Oprtc
Ka3axcKHii/
PyccxtIii
Kazzkh/
Russian

2

"est"t

60 AnQ.
Cuuar
Ar0.
3aqer
Differen-
tiated
attestation

oKl
YKr
UCr

AeHe ubrHhrKrbrpy
xeBe cflopr
OlI3r-r,recKar
Kynbrypa lr cnopTa
Physical tlaining and
sports

coMS 22106
Kounutoreprepaiu
lporpaMManbrK-
an [apaTTr,r (
xa6au r(rau acu
lIporpaMM Ho-annaparHoe
o6ecneqeHfl e KoMnbrorepoB

Computer Software and

Hardware

ozhQzhK
2206
osBos 2206
ososs 2206

OnepaulrusrK
xyfierep xene OX
4ayinci:.qiri
OnepaunouHne
cucTeMbl l-t

6e3o[acHocrb OC
Operating Systems and
Operating Systems
Security

En xooK
EA BK
BD UC

5 t5 30 105 EMTHxaH

3rcaueu
Exam

xKr(,
OflKl
GPCr

AKflaparrbl K

rayinci:.aix
hHoopMaunoHHoE
6esonacxocru
Information Security

MATH 22202
Aroaparru 6acrapy xeue
Kopmym apHajrfaH
MATCMATIII(A

Mateuarr-rra ,tfl
ynpaBJreHx, H 3aulllTbl
ru$opuauur

KMN 2207
MOK2207
MBC 2207

KprnrorpaQurxua
MATC M ATII KZIJI bI K

reri:aepi
MareMarl-lqecxHe
ocnoar,r rpanrorpaQrn
Mathematical Basics of
CryptosraDhy

En xooK
EA BK
BD UC

(ararc/ Opurc
Kasaxcrwir/
Pyccmfi
Kazal<h/
Russian

5 30 15 105 Eurnxag
3r:aues
Exam

KK
IIKs
PC:

Anre6pa n reoMe,p[t
Alre6psr s
|.eoMeTpr{I,l

Algebra and
Geometry

O EtIy 708-02-21 O6palooare,rrHar nporpaMMa. 14:,aauue aropoe
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5

Ka:ad Opsrc
Kttaxcxui,/
Pyccxa
Kazakh/
Russian

fI



Mathematics for Managing
and Protecting Information
MA'|-H 22202
Arnaparru 6acrapy xeue
(opFayFa apHirrrraH
MATEMATUXA

MareMarIrKa Mt
yrrpaBneHH, r,l 3arrlnTLr

rrQopuauur.r
Mathematics for Managing
and Protecting Information

ITMS 2208
TVMC 2208
PTMS 2208

bl rrru aaarr rrap
Teopxrcbr xaHe
M AAEM ATIKIUIbI K

CTATICTEKA

Teopnr
BeporrHocrHocreil $
MATCMATt,qCCKA'

CTaTTCTttKA

Probability theory and
mathematical statistics

En xooK
EA BK
BD UC

I(a:axl Opr,rc
Ka3axcKnii/
PyccKl.ri
Kazakh/
Russian

5 30 105 Eurrxarr
3x:aueH
Exam

xKI(4
oflrq
GPCr

Arre6pa u reouerpue
Arre6pLl l
reoMeTpHr{
Algebra and
Geometry

Eipeyin raruay / Bur6Daru o.[ur / Choose one
coMs 22204
flpo rpaunaray
fIporpaMMr.rpoBaHre
Programming

STP 22I5
PSYa 2215
PSL2ZI5

Cxpum ri.naepiH,qe
rlporpaMM;rnay
flporpauuupoaaxue xa
crp[nroBLrx ,3blxax
Programming in Script
Languaaes

EfI TK
EA KB
BD EC

5 t5 i0 105 Eurnxau
3naueu
Exam

xKr(.r
OrIIQ
GPCr

Axnaparrbr(
r<ay i nc i:a ix
HH0opMauuoHHotr
6e:onacsocrr.r
Information Security

MATH 22202
Axnaparru 6acrapy xeue
Kopraym apHanraH
MATEMATtlI(A

MareMarnxa aJ,rfl

ynpaBJreHr-r, r-t 3au-[rTbr

rur[opvauNu
Mathematics for Managing
and Protecting Information

AKT 2215
TtK 2215
tTc 22t5

Axnapar xeae xoaray
Teopurchr
Teopnr nnQopuaunr n
xonlIpoBaHE
Information and
Coding Theory

EN TK
EA KB
BD EC

I(a:axl Oprrc
Kaeaxcxufi/
Pyccxlri
Kazakh/
Russian

5 l5 105 Ewrrxan
3xlalren
Exam

xK&
orllq
GPCr

AKnaparrbr(
rayinciaaix
[4HOopMaunoHHofi
6elonacnocru
Information S€curity

EipeyiH T aHnay / BH6parr, oqnH / Choose one
EDUC 2lOO I
Xannur 6iriu 6epy r'.ro.ryni
Mo.synb o6urefi
o6pa:oaaHxocrr
Module of general education

PB 2 r07
KB 2 107

F,B 2107

Kecinxeprix xaHe
6rcsec
flpernpnHHMarenbcrB
o I, 6ri3Hec
Entrepreneurship and
business

XE|I TK
OOA KB
GCD EC

I(a:axl Opuc
Ka3axcxHi/
PyccxxI
Kacz.Jr.h/

Russian

5 30 t5 105 EMTlrxaH

3xsaMex
Exam

o(,
YKr
UCr

3rogouura xene
recinxeprix
3xoroluru u

npeanp{Hr-.rMaTeJrbcT

BA

Economics and
EntreDreneurshiP

SIhKI\4 2109
AKK 2r09
A( (' : t09

Crr6aiuac
xeMKopnblKKa (apc6l
M'AEHsCT

Arruxoppynuuoaaa-r

)I(EN TK

OOA KB

I(a:ard Opuc

Ka3axcKHii/

5 30 t5 105 EwrNxas

3r:aueH

Exam

oKl
YK:

UC:

Meurexer xoxe
KYKbr( TeOpH'ICH Metl
TapuxbI,
l(oHcTtIryuurJlblt(
KYKbtId Teopfir H

O EHy 708-02-21 O6pa:ooareluuar nporpaMMa. H3aaHxe Bropoe
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I(a:ad Oprrc
Ka3axcKnii/
yccKn
Kazakh/
Russian

30



Kynbrypa

Anti-corruption culture

GCD EC Pyccxufi

Kaz*

Russian

r.icropl{, rocy,(apcrBa
rr [paBa,
KOHCTT{TUIIOHHOe

nparo / Theory and
history of state and
law, constitutional
law

CTSBK 2I07
cToP 2107
DTBA 2 IO7

I-lxOpn6r K

TexHoroIHf,napnr,r
canarap 6oiirrxura
(on,qaHy

I-lr.rr[porue
TexHoJlort,lt,I no
orpacnrM npnMeHeHr.r,
Digital technologies by
tranches of aDplication

)(EII TK
OOA KB
GCD EC

Ka:arl Oprrc
Ka:axcxufi/
PyccKufi
Kankh/
Russian

5 i0 l5 Eurrxax
3rcauen
Exam

o(r
VKr
UCr

Hn$opuarnra
14aQopr,rarnxr
Computer Science

IR 2 r07
DR 2107
BR 2107

lcrep,rix puroprxa
,{erorar pnropuxa
Business rhetoric

XEN TK
OOA KB
GCD EC

Kasad Oprrc
Ka:axc xr-ril
Pyccrufi
Kazakh/
Russian

5 l5 30 Eurnxau
3rcauen
Exam

oK,
VKr
UCr

p/o
TeopHrrH( xeHe
(oJuaH6anr,I
JIUHTBI,ICTHKA

TeoperHYecKofi r-r

npHrna.qHoF
JI H HfB I,ICTIKT'

Theoretical and
Applied Linguistics
xlo
(a:ar rir 6irir'ri
Ka3axcKoro
,r3bt xo3HaH H,
Kazakh linguistics

ENTK 2I 07
oEBZh 2107
FELS 2I07

3ronorrr xeriraepi
xoxe ripuririr
xayinci:airi
Ocxogst :ro,toruu a
6e:onacuocra
xu3 HeaerTeJr r,HocTu

Fundamentals of
ecology and life safety

XEN TK
OOA KB
GCD EC

(a:axl Oprrc
Ka:axcxui/
\ccxafi
Kazakh/
Russian

-5 i0 t5 105 Eurrlxas
3x:auer
Exam

oKl
YKr
UCr

Y[paBneHxe lr
uuxnulrpnnr a cQepe
oxpaHbr

oKpyxaroueft cpeAbr

KopujaraH opraHbr
(opray canacbrH,aafbr
6acKapy xeHe
HE)I(gHtrpxHr'
Management and
Engineering in the
field of

O EHy 708-02-21 O6pa:oeareruuar nporpaMMa. H:aaHue aropoe
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environmental
protection

RZh 2107
RZh 2t07
RZh 2t07

Pyxaur xa4rupy
Pyxanr xanrupy
Rukhani Zhangyru

XETI'I'K
OOA KB
GCD EK

(a:ar/ Opurc
Ka3axcKxi/
Pyccxr.rf,
Kazakh/
Russian

5 30 t5 EMTuxaH
3rcauex
Exam

EIQ
VKz
UCz

Eypa3xlnbrK
3epTTeynep
EBpa3rEcKrx
r-rccre,toBaH xi:i
Eurasian Studies

IM 2107
KDO 2107
BC 2t07

Icxeprix uereHuer
Ky,rrrypa aerosoro
o6uesur
Business culture

XEN TK
OOA KB
GCD EC

(a:axlOprrc
Kasaxcrt-lfi/
Pyccxufi
Kaz*W
Russian

5 l5 30 105 EMTuxaH
3xrauex
Exam

o('
YKI
UCr

Oprrc Qlr,ronornrcrr
Pyccxoil 0lrnonorxr{
Russian Philology

INEX 42007
Texipr6e,rix uoayru
flpaxrrrecxufi uogynr
Practical module

oP 2209
PP 2209
tP 2209

Ouipicrix nparrara
fIpon3BoacrBe HHa,
npaK-rxxa
lndustrial practice

En xooK
EA BK
BD UC

3 Ecen
Or.rer
Report

KK5
IIK:
PCs

AKnaparruq
rayinci:aix
I,IH4opMauroHHofi
6e:onacuocru
Information Security

EDUC 21001
Xaanu 6iaiu 6epy r'.ro.ryni
Monynb o6urei
o6pa:oaannocrr.r
Module of general education

DSh 2l I I
(4) FK 2l
(4)
PhT2lll (4)

AeHe ubrHbrKTblpy
Ox3a,recKa, Kynbrypa
Physical Training

XETI MK
ooA oK
CCD CC

Ka:ad Oprrc
Ka:axc xr-r i/
Pyccxr.rfi
Kazzkh/
Russian

2 60 Ar0.
Cusax
Au0.
3a.rer
Differen-
tiated
aftestation

er$
YK:
UCc:

AeHe urLrHUKrLrpy

xaHe cnopr
Ofl3rflecKafl
Kyjrbrypa u cflopra
Physical training and
sports

2 KypcKa 6apnbrK KpeaHT
I4roroxpeanroala2rypc

Total credits for 2nd year
60 28s t20 I095

coMS 33209
Kounercreprir xerirep
xeHe xrxexr-cepaeprix
TexHoJIOrn rap
Kouneorepxrre cern t
KrueHr-cepB€pHbre
TexHororl-l]t
Computer Networks and
Client-Server Technologies

DBK 32I O

BDB 32IO
DS 3210

,{epexrep 6ararap
xeHe onaplbrH
rqay inc i:gi ri
Eatur raguux t-t ltx
6e:onacsocrr
Databases and Their
Security

En xooK
EA BK
BD UC

I(a:ad Oprrc/
Arsl-ntttt rtt
Ka:axcxui/
Pyccxuit/
AHInr-.rficKUfi
Kazakhl
Russiarl/
English

5 l5 30 EMTxxaH
3r:auen
Exam

xK&
OflKr
GPCr

AKfiaparrbrK
r<ayinci:aix
I,lxr[opuauuouxoft
6e:onacnoctt-t
Information Security

coMS 33209
Kounrrcreprix xerirep
xeHe unerr-cepeeprir
Tex HoJIOt'Urnap

KTZh 3301
KTS 33OI
CTN 33OI

Kovnutorepnix xere
TeneKoMMyHtlr(aunxnbr

K xyierep
Kounerorepnue a

KfI
xooK
NA BK
PD UC

I(a:arl Opuc
Ka:axcrri/
Pyccrni
Kaz*h]

7 30 t5 Euluxau

r(ypcTsrK

xYMbrc

xKr(,
OIIKr
GPCr

Axnapar.rur
r<ay inc i:.u ir
I,lHoopMaufioHHofi
6e:onacsocru

O EHy 708-02-2 | O6pa:oaarenrrar nporpaMMa. I4:raxre aropoe
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KoMnLlorepHEre cerrj u

rjlI4eHT-CepBepHbre
TEXHOIOTHH

Computer Networks and

Client-Serv€r Technologies

TeJIeKOMMyHTXaUI-lOHH

hIC CETI-I

Comput€r and
Telecommunication
Networks

Russian Information Security

coMS 330t0
Kpnnrorpa$rr.rur
xyfierep xoHe
cTemHorPaolfi
KpnnrorpaQrvecrre
c0creMH fi creraHorpao[t
Cryptographic Systems and
Steganography

KK 3302
KK 3302
cc 3302

KN
xooK
NA BK
PD UC

Ka3arv Op6lc
Ka:axcxai/
Pyccxufi
Kazakh/
Russian

8 30 l5 30 165 Enrlo<an
3rcaMeH
Exam

KIG
tl Ks
PCs

A(naparrbrI(
rayinci:aix
I,IHoopMaur{oHHofi
6e:onacgocrr
lnformation Security

Eipeyin rataay / Bur6pan olxH / Choose one
coMS 32209
Kounrrcreprix xe,rhep
xeHe uNenr-cepeeplix
TexHonol-Hr.nap
KoMnr,rorepHue cera A

r(JrueHT-cepBepHbre

TCXHONOTHT

Computer Networks and
Client-Server Technologies

CTIK 32 t6
oTM2l6
cTtT 32't6

Ey,rrru r
TexHoJIOf[tJIap xeHe
:arrap Hurepueri
O6raqsue rexnororrr
u Hnrepner aeuefi
Cloud Technologies
and Intemet ofThings

EII TK
EA KB
BD EC

Ka3ax/ Opbrc
Ka:axcxafi./
Pyccxlrii
Kazakh/
Russian

5 l5 l5 I05 Euruxar
Sraauex
Exam

xKI(o
OIIKr
GPCr

Ar<naparrur
Kayinci3aiK
[,IHoopMaunoHHof
6e:onacHocru
Information Security

coMS 32203
KN6eprayinciraix
Ku6ep6e:oracxocrr
Cybersecurity

KAKT
32t6
TZK\ 3216
TPCt 3216

Kounrr.orepair
a(naPaTrbl (opfay
TexHoJrorur.Iap6r
Texnororur-r :aulllru
KoM116rorepHofi

a xt$opr'aaqu r
Technologies of
Computer lnformation
Protection

EN TK
EA KB
BD EC

I(a:ard Opuc
Karaxcxrl/
PyccKHfi
Kazakh/
Russian

5 l5 30 105 Eurru<ax
3rcaueH
Exam

XKIQ
ONIQ
GPCr

AKnaparrbrK
rayinci:4ix
HxQopuauuoHaoii
6esoracHocru
Information Security

Eipeyia raruay / Bbr6par6 ontrH / Choose one
coMS 33 l
AKnaparrtr Kopray xeue
opeKeT ery
3aqara aHQopMaun{ r
peampoBaHxe
Information Protection and
Response

AZhPKK
3309
BPKIS 3309
SSCIS 3309

Axnaparrrrr
xyilelepaiu
nporpaMMaJrhrK
xounoaenrrepiui4
xayinci:airi
6e:onacnoctr
nporpaMMHbrx

KN TK
NA KB
PD EC

I(ararl Opsrc
Ka3axcxhP/
Pyccxxfi
Kazzkh/
Russian

5 l5 t05 Eutr,rxas
3r:aueH
Exam

A(napar*rbrK
rayinci:4ix
14HQopr'launoraofi
6e:onacnocrr.r
Information Security

O EHy 708-02-21 O6paroeare,ruuar rporpaMMa. l4:Aarue aropoe
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3x:alrer,
xypcoBa,
pa6oT a

Exam,
Course
Work

Kpunrororrr
Kpnnrolorrr
Cryptology

l5

30 r(rG
flKs
PCs



KOMIIOHEHTOB

rrHOopMaUxoHHbrx
cgcTeM
Security of Software
Components of
Information Systems

coMS 33304
Ilporpauuaray
flporpauuupoaauue
Programming

PKTO 3309
AOPK 3309
PCAO 3309

flporpant'raau4 rogru
Ta.naay xeHe
oHTai,raHALrpy
AHanffi I,I

omlIM t,l3aull,
nPorpaMMHoIo xo'Ila
Program Code
Analysis and

KfI'fK
NI KB
PD EC

izalion

(a:ax/ Opuc
Ka:axcrrIi/
PyccxI,fi
Kazakh/
Russian

5 l5 30 Elrrrxan
Srrauex
Exam

)(KKo
oIlrq
GPCr

A(rlaparrhrK
xayincisaix
HuQopr'rauaoxuofi
6e:onacnocrrl
Information Security

coMS 32r l l
AKnaparrbr (opFay xaHe
epeKer ery
3aqura ur$opvarlru A

pearHpoBaHlle

Information Protection and
Response

TSKN 321 I
OTSK 321 I

DFF 32I I

UrOp,rbr(
KpxM n Han IrcTx KaHbt t1

reri:aepi
Ocaoau quQpoaoii
KptrMIiHiult cTItKu
Digital Forensics
Foundations

(a:ad
Opnc
Ka3axct<t-l[/
Pyccxnfi
Kazal*r./
Russian

5 l5 105 EMTuxaH
3rcaues
Exam

KTG
II Ks

PCs

AKnaparrbr(
rayincisaix
HH$opruauuoxuofi
6e:onacsocrn
lnformation Security

coMS 32203
Ku6eprayinci:air
Ku6ep6e:oracnocrl
Cybersecurity

KTZhK 3303
BKTS 3303
SCTN 3303

Kounrrorepnix xene
TEJIEKOMMYHIIKAUIiIJIbI K
xyierepaiu
xayinci:4iri
Betonacnoctt
xoMIIhloTePHLIX t-.t

TeJreKoMMyHl{KaUr.roHH

rrx ceTefi
Security ofComputer
and Telecommunication
Networks

Kn xooK
NA BK
PD UC

(a:ar</
Opsrc
I(a:axcrufi/
PyccxuE
Kaakh/
Russian

5 t5 30 r05 Euruxan
?maMeH
Exam

XKI(4
OIIKr
GPCr

Arnaparrur
rayinci:air
HuQopuauuoauofi
6e:onacnocru
Information Security

Minor Kocr,rMrrra 6i,'riru 6epy 6araap.nanracHHarr MoAynDniH 6ipil raluay/
BH6parr, orttH Moayn1, no aono,[HxreJrbBoi o6pa]oBalerbraq nporpaMMc Minor/ Choose one module for an additional educational frrogram (15 rpernr)

coMS 33303
Kr6eprayinci:.rix
Kr6ep6e:onacuocrl
Cybersecurity

KKhA 33 l0
POK 3310
csA 3310

Ku6epray inci:,aixreri
xa6apaapau rrrr
apTrhrpy
flosbrrueHt-re
OCBEAOMJICHHOCTI,I B

KIl TK
NA KB
PD UC

(a:ad
Oprrc
Ka:axcxlri/
PyccKufi
Kaz*hl

5 t5 30 105 EMTxxaH
3xrauen
Exam

KIG
IIKs
PCs

Arnaparrur
rayinci:aix
HH0opMau[.roHHofi
6e:oracnocrs
Information Security

O EHy 708-02-21 O6pa:oaarerrHar nporpaMMa. I4:.4arne aropoe
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6 ceuecrp /6 ceuecrD / Semester 6
EfI XOOK
6A BK
BD UC
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xH6ep6e3onacHocru
Cyber Security
Awareness

Russian

coMS 33303
KN6epxayinci:air
Ku6ep6e:onacuocrr
Cybersecurity

A rnaparru x
r<ayiuci:airreri
XACAH.U.bI XHTCNJIEKT

oaicrepi
Merorrr
rrchlccTBeHHoro
I-iHTCJIJI€XTA B

nxSopvauuorxofi
6e:ouacsocru
Anificial Intelligence
for Information Security

KN TK
NA KB
PD UC

(aead
Opuc
Ka.:axcxri/
Pyccxnfi
Kaz*hl
Russian

5 t5 30 r05 EMTnxaH
3r:aues
Exam

KK
IIKs
PCs

AKflaparrbr(
r<ay i nc i:ai r
I,IHQopMaunoHHoi
6e:onacHocrr
lnformation Security

coMS 33010
KpunrorpaQu-uurx
xyfienep xeHe
cTeraHo rPaOut
KpunrorpaSrvecrne
cxcreuu n creraaolpa$Na
Cryptographic Systems and
Steganography

SAK 3312
ASS 3312
SAM 33I2

Crerarorpa$lrr
arropururepi xere
(Ypan.(apLr

Alropuruu x cpencrBa
creraao rpaQ llr
Steganography
Algorithms and Means

Kft 'fK
fIA KB
PD UC

(a:adOpuc
Ka3axcKufi/
PyccKr.ri
Kazakh/
Russian

5 105 Eurnxau
3xlauen
Exam

KIG
TI K:
PCs

A(naparrur
xayinci:4ix
Hn0opMaunoHHofi
6e:onacaocru
lnformation Security

EDUC 330I3
Minor xara,roruaan uo,rya e

Morynb n3 xararora Minor
Module from the Minor
directory

3310 Minor I KN TK
NA KB
PD UC

Kagar/Opsrc
Ka:axcrnfi/
Pyccxufi
KazakU
Russian

331l Minor 2 KN TK
NA KB
PD UC

(aaax/Opurc
Kagaxcxrfi/
Pyccrufi
Kazal,hl
Russian

3312 Minor 3 KN TK
rIA KB
PD UC

Kasar/Oprrc
Kagaxcxr,rfil
Pyccxu
KazakhJ
Russian

INEX,l2007
Texpi6e,rir M OAYJI I'

oP 3308
PP 3308

Onaipicrir npaxrrxa
flpolrlsorcrgeHHax

Kn xooK
NA BK

5 EcerI
Orqer

Kt(5
IlKs

AKrIaparrhrK
xayinciraix
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AKZhtA 33 I I
MIIIB 33I I

AIIS 33I I

l5 30



flparrurecrufi uoay,ru
Practical module

rP 3308 npaKTuxa
Industrial practice

PD UC Report PCs HuQopuauuoxxoii
6e:onacnocrt-.t
Information Security

3 xypcxa 6ap,rsrr rpeaur
IIToro Kpea[ToB 3a 3 Kypc

Total credits for 3'd year
60 195 45 270 I t40

coMS 33010
KpunrorpaQux:trrr
xyferep xoHe
crerauo rpa$ rr
KpunrorpaQavecxue
cxcTeMH ll cTeraHorpaon,
Cryptographic Systems and
Steganography

I(p-*rlad"'rrr,",K
x itTTa M aJIap

Kpunrorpa(rrrccxlrc
npoToxonbr
Cryptographic protocols

7 ceMecrp /'
BTI )ltOOK
EA BK
BI) UC

, ceuecrD / Sen
(arax/
Opsrc
Ka'raxch i:i/

Pycc xu ri

Kazakh/
Russian

5

7

l0 l5 105 hrl"r*
')F lil[{ell
[]xanr

KK
llKs
PCs

,\ il,"lr"rru K

rayir rcir:rix
11 rrrlrrrplrar luortloii
5c'lor racr roc-r l
lntbrnration Sccurity

coMS 430 t3
AKnaparrbr( rrayinci:gixri
6acKapy
YnpaBneHxe
uxQopuaqroruofi
6e3onacxocruro
Information Securiry
Management

AKAB 4304
AIJIB 4304
ISAM 4304

ArraparruK
xayinci:airri{ ayaurur
xaue 6acrapy
Ay,[r-rr r{ ynpaBneHrre

rHr[opuaqNouHofi
6flonacHocrLlo
lnformation Security
Audit and Management

Kn xooK
NA BK
PD UC

(a:ar/
Opuc
Ka3axcKnfi/
Pyccxnfi
Kazakh/
Russian

5 30 l5 105 Euruxas
3x3aMeH
Exam

KIG
llKs
PCs

A(naparrbr t(

xayinci:aix
HH0opMauxoHHoF
6e:onacxocrr
lnformation Security

coMS 43303
Ku6eprayinci:aix
Ku6ep6e:onacuocrr
Cybersecurity

ZKPKK 4305
zvPo 4305
PMS 4305

3r.rra xerripyIui
npo rpaMMilnbrl(

KaMraMaaaH (opmHy
3a[xra or
BpeaoHocHorro
npofpaMMHoIo
o6ecne,{eHar
Protection against
Malicious Software

Kn xooK
fIA BK
PD UC

(a:ax/
Opuc
Ka:arcxufi/P
yccKr.rE

Kaz*h/
Russian

6 30 120 Eurrxau

hTpcrbrI(
xlMbrc
3rcauen,
KypcoBat
pa6ora
Exam,
Course
Work

KK
flKs
PCs

A KIIaparrr,r K
r<ayincis.uix
14HOopMaur{oHHofi
6e3onacHocrr.r
Information Security

coMS 4321 r

A(naparrhr KopFay xeHe
spexer eTy
3auura ra$opuauaa u
pear[poBaBxe
Information Protection and
Response

DTA 4306
MAD 4306
DAM 4306

fleperrepai T araay
aaicrepi
Meronu ana.nrl:a
naHHblx
Data Analysis Methods

Kn xooK
NA BK
PD UC

(a:axl
Oprlc
Ka:axcxr,riil
PyccKxfi
Kazakh/
Russian

5 t5 30 105 Eurl-rxan
3r:auex
Exam

KK
IIKs
PCs

Axnaparrerr
xayinci:aix
HuSopuauuonnofi
6e:onacnocrr
Information Security

Eipeyir raunay / Brr6paru onxu / Choose one
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KKh 3212
w 3212
cP 32t2

30



KAZhAP
43 \3
REZIS 43I3
SISDO 43I3

I(oprarrau axnaparrrrx
xyierepai a:ipney
xeHe flaii.[aJraHy
Pa3pa6orKa x
3XCI,IJryaTaUU'

3AUIUUICHHbIX

uHOopMauxoHHbrx
cucTeM
Secure Information
Systems Development
and Operation

KII TK
NA KB
PD EC

Ka:arl
Opuc
Ka:axcxrfi/
PyccruI
Kazakh/
Russian

5 30 l5 i05 Axnaparrux
riay inc i:,ui r
HnoopMauxoHHofi
6e:onacnocu
Information Security

coMS 4321 I

AKnaparru (opFay xeHe
aPerer €ry
3aulura uuSopruauur n
pearlrpoBaHrje
lnformation Protection and
Response

FZhKT 43 l3
KAFS 43 I3
FSFA 43I3

Oafirabr( xyfienepai
(pl-rMr.rHarnbr( Talrnay
KplIM lrHan r,rc rll,{ec Krj fi
anarns $afinoeux
cllcTeM
File Systems Forensic
Analysis

Kfl TK
NA KB
PD EC

5 l5 30 105 Euruxan
3x:auex
Exam

KIG
TIK:
PCr

A$raparrLrK
Kayinci3aiK
I4HOopMauHoHHofi
6egoracgocru
lnformation Securlty

EipeyiE Ta(Aay / Bbr6parh oArt| / Choose one
COMS 43013 AKnaparrbrK
rqayinci:airri 6ac4apy
Ynpaaaenue
t-IH0opMauHoHHofi
6e3onacHocrbro
Information Security
Management

AKSNKN 43 I4
SNPOIB 43I4
ISSRB 43I4

ArnapaT rurr
xayinci:airrit
cTaHIapTTap br MeH

xopnarrnrix-KyKuKrrr K

neri:aepi
Crax,uapru u
rropMaTlrBHo-npaBoBHe
OCHOBhI

uxQoplrauaouxoil
6e:onacuocru
lnformation Security
Standards and
Regulatory Bases

KTI TK
fIA KB
PD EC

Ka:arl
Operc
Ka3axcKl,lFrl
PyccxnF
Kazal<hl
Russian

.5 30 l5 t05 Euruxas
3rcauen
Exam

KIG
IIKS
PCs

Alnaparrer r
l(ayinci3aix
HuQopuaunoauofi
6e3orIacHocrl-l
lnformation Security

coMS 4321 I

A(naparrbr (opray xeHe
speKer ery
3autura uxQopuaunu r
pearxpoBaHue
lnformation Protection and
Response

BKT 43I4
TP 4314
PT 4314

Eacurn ripyai recri,rey
TecrrpouaHlre Ha

npoHI-lKHoBeHl,Ie

Penetration Testing

KO TK
fIA KB
PD EC

(a:ar</
Oprrc
Ka3axcKxi/
PyccKr.ii
Kazak}../
Russian

5 i0 l5 105 Eurrxax
3naueu
Exam

KK
IIKs
PCs

AKnaparrblI(
Kayinci3aiK
I4HoopMaur.roaHoii
6e:onacuocrlr
lnformation Security
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coMS 43212
I(ayinciraixri KaMraMacLr3
ery.[irl nporpaMMarnhrK-
annaparrbr( (+panAaphr
flporpauuxo-annaparxue
cpe,(cTBa o6ecne.reHlt
6e:onacxocru
Security Software and
Hardware

Eumxax
3xsaMea
Exam

KI$
IIKs
PCs

(ara(
Opurc
Ka:axcxri./
Pyccxu
Kaz*W
Russian

Eipeyin Tan{ay / Bbr6parh olrlu / Choose one

O EHy 708-02-21 O6pa:oaarerruan nporpaMMa. 14:[axue aropoe



coMS 432r2
(ayinci:giKri KaMraMacbr3
eryai{ nporpaMManbr(-
annapaTrLr( Klpanaapbr
flporpar.rvno-annaparuue
cpe,{crBa o6ecneqeHlu
6e:onacuocrrl
Security Software and
Hardware

BKAAZh
4315
soPv 43 l5
IDPS 43I5

Eacun xipy,ai anu4ray
xeHe ar4,rH a"rD/

xyfierepi
Crcreuu o6xapyxerur
x lpeloTBpauleHut
BropxeHt{f
Intrusion Detection and
Prevention Systems

KN TK
NA KB
PD EC

(a:ad
Oprrc
Ka:axcxnfi/
Pyccrrfi
Kazakhl
Russian

5 30 l5 105 Eutr.rxan
3maMeH
Exam

I(I(5
IIKr
PCs

A(naparrLrK
rqay inc irai x
14xSopuauroxnofi
6e:onacsocrs
lnformation Security

COMS 4321I Arnaparrsr
(opmy xaHe speKeT ery
3autara lrHQopMaunu a

pearnpoBaHHe

lnformation Protection and
Response

ZhMKKS
4315
KESMU 4315
FANMD 43I5

Xe,ririr xoxe
uo6rurrai
KYpbrJrfbrnapfa
KpxMfiHaJI[blK
caparrTaMa
l(pur'rnHalactrvecral
SKCnepTu3a CeTeBLtX tl
uo6luruux ycrpoficrr
Forensic Analysis of
Network and Mobile
Devices

KII TK
rl,q KB
PD EC

(arad
Opuc
KaraxcxNfi/
Pyccxr.ri
Kazakhl
Russian

5 30 t0s Eurrxan
3rcaMeH
Exam

KK5
fIKs
PCr

AKnaparrst4
Kayinci3aix
14HOopMaulroHHoI
6etoracgoctn
Information Security

INEX 42007
Taxpi6erir MoAyJrb

flparravecxrfi uoayar
Practical module

oI-1t07
PP,1l07
rP.1307

Cr"i,p,.r*,,p"* " 
-

I lporr:txrlclocruar
IllaKrIlKa
I r)(lLrstrial prirclicc

8 ceMecrD I
Kll xooK
NA BK
PD UC

I ceuecrp / Sen
6 Ecen

Orqer
Report

-r(l(
IIt(.
PC.

Axnaparrrrr
4ayincir,qix
HxQoprvauroxnofi
6e:ouacnocrN
Information Security

DP 4308
PP 4308
uP 4308

.[un,roua,rgrr npaKTxKa
fl pea-ulr mou uan
npak-TxKa

Pre-diploma practice

Kn xooK
NA BK
PD UC

6 KI(5
flKs
PCs

A(naparrbrK
(ayirlci3.qix
liH0opMauHoHHofi
6e:onacHoc.rlt
Information Security

MFA 420 t3
Kopbrrbr HAbr arrecrarray
uoayni
Moaylr, rroroaar
ATTCCTAUT'

Module of final eusessment

,flururoruaux xyurrcru/xo6auu xa:y
xeHe KopFay HeMece xoMnJlexc
eMT[xaHra Aafi HH.lany xaHe raflcLrpy
HanucaHtle ,r 3aulura .{[nJroM Hofi
pa6orb/npoeKTa [Jrr{ no,[roroBKa r.r

claqa xoMruexcHofo 3K3aMeHa

Writing and defending a Bachelor degree
diploma thesis/project or preparing and
passing a comprehensive exam

KA
t4A
FA

l2 AXE
(opfay
3aulrra

An
Defense
ofdegree
work

KtG
flKs
PC:

Arnaparu,rr
r<ayirci:air
I,I n$opr'a aur.ro nao i
6e:onacsoctt-t
Information Security
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6i,riu 6epy 6ar4apflaMacr,r 6oEr,rHrua 6ap,'!brrr,r
lf r oro no o6paroearenhHofi rtporpaMMe

Total for education program
240 765 8t0 510 ,tt55
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4 xypc6a 6ap,ru4 rpe4ur/
I,lmro rpernroa ra 4 rypc /

Total credits for 4rd year
60 195 60 75 750



4 Fi.nim 6epy 6araapnaMacbrHbrH MotryJlbtrepi 6efliHiciHAe r|repi"lr err rpeaurrepaix re.rer'rin xepcereriH xrrbrHrblK Kecreci
/CBonHaq ra6nEua, orpaxarouas o6r,eM ocBoeHEbrx Kpe,uroB B pa3pe3e MoAyrefi oOpa3oBarenbHofi IlporpaMMr,t
/Consolidation table dis la the amount ofobtained credits within lhe modular cducation ro m

Orruarus treu,4ep caHbr

Kolavecrto u:y.raelrrrx
AI,IC U!I I]JI I,I H

Amount ofsubjects

CaHrr,/Kor a.recreo/Amount

U

a.

Y
a.
g

E

&

(J
g

O

< >r

< Eg
> n€
.=-c

.5hoo-;:
Er=
>v<

(J
Q

=oi

()

vo

oo
x

OI!

!F

.5P€ro 
=Z

* E.g
!Esa.o.o
QQ0)

!i

Ftrq
F E.e
-\o ii
(]>ol

F

o.
ir gt

h i_a

s o-9

ir=

:/s (!

oF
e

Q

E
o.

tat

E(J=

;;E
lbs x>-

ol (t) rr.)

o

XFE

dd!E

>ro

:zEX

:zvo
I 4 ) 30 30 900 5 I

I

2 4 I I 30 900 5 I I

4 I 30 30 900 5 I

4
2

4 I 2 27 3 30 900 5 I

5 6 3 2 30 30 900 5 I
3

6 5 2 3 25 5 30 900 5

4 4 3 36 36 1080
,7

I

8 2 6 6 12 24 720

Eaprbrrbr,/
l4ro ro/Total:

3l l2 t7 t2 208 l4 6 l2 210 7200 37 'l 3

29

Kpeaur xoleui/ O6teM KpealrroB/ Total ofcredits

30

2

't
4

i-
I

=
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Bi,'riu 6epy yaepicin yfir,rlrgacrsrpy / Opranx:aqur 06pa3oBare,'rr,Horo npoqecca / Organization of
Educational Process

l. Olqra Ka6r,rflaaryfa Kof,uuaruu apnafir,r ra,'ranrap: Eaxaranpxar6a Ka3aKcraH Pecrry6,naxacrrHsrq
xarnbr opra, rexHuKanbrK xaHe xacirrrix, opra 6iniruHen xe iHri, xoraprr 6i.rrirrai 6ap a3aMarrap xane YET
sarnr<eci (opr,lrbrHALrcbr 6ofiuxura xi6epi,reai. lllerer asauarrapsrH aKEUrr,r uerisle 6a6urgay c$6ar
(opr,rrbrHAbrcLr 6ofi srxrua xy:ere acLrpLlnaa;I.
Oco6ue ncrynxrorrur,re rpe6onannn: B 6araaarpaar ocyulecrBnrercs npxeM rpaxqaH PK, aueroqux
o6rqee cpegHee, rexHr.rqecroe N npoSeccuouzursHoe, nocnecpeaHee, B[,rc[ree o6pa:oraxue, no pe3ynbraraM
EHT. flpueu t,tHocrpaHHbrx rpa:(aaH Ha rrnarHoE ocuoee ocyuecrBrrerc, no pe3ynbraraM co6eceaoeaHur.
Specific admission requirements: Citizens ofthe Republic of Kazakhstan with general secondary, technical
and professional, post-secondary, higher education are admitted to bachelor programs based on the results of
the UNT. Acceptance of foreign citizens on a paid basis is carried out according to the results of an
interview.

2.Bypsru aJILIflFaH 6i.rimgi rauyra (arbrcrr,r xaue 6effpecun 6i,riru a.nyurstrapAurq narnxecinin
epexrrre tuaprrapu: A,rgsrqru 6i,riM,qi raHy raprrapbr yHuaepcurerriq iruxi HopvarusriK qlxarrapbr
a.scHH,qa xY3ere acblpr,uaAbr. Beftpecruu 6iriu 6epy uaruxelepix pacrafirrru (yxar - ar(Tary rypaurbr
xye,rix.
Oco6sre yoronufl aJrfl npn3HaHHfl rrpeauecrByrouero o6yvenxc rl pe3ynLTaror xeQopma"rsnoro
o6yueunn: Ycroshr !r, npu3HaHnrr npeArxecrByrouero o6pa:oaauur ocyulecrBJrrerc{ B paMrix
Br{),,TpeHH}.rx HopMarraBHbrx AoKyMeHToB yHr.rBepcrrrera. .(oryuenrou, noATBepxlarcuruM pe3ynbrarbr
xerlopua:rr,uoro o6yvean.r, ,Mrercq cepruQuxar o 3aBepueHr.rH o6yveHnr ri:rx cBlAere:rbcrBo o
:arepuexnN o6yveuur.
Specilic arrangements for recognition of prior learning: Conditions for the recognition of prior education
are canied out within the framework of the intemal regulations of the university. The document confirming
the results ofnon-formal education is a document proving completion oftraining or certificate of completion
oftraining.

3. {apexexi 6epy ra"ranrapr,r ueu epexe.nepi: Orlarrq 6aplsrr rerergepirlae. con-srH iruin4e cryaenrriu
ofy ryp,repiuit 6apis xoca aJIraH.4a xeHe Kopr,rrr.rHAbr arrecrarl rHbr carri a-ngraraH, xeu 4ereu4e 240
aKaaeMl.i.snbrK xpeaurri urcpreH Tyrranapra <6axa,raap> gapexeci xaHe xorapEr 6iriu rypa,ur 4lrnnou
KocbrMuacbrMeH (rpaHcrpxnr) 6epi.neai. Earca:raapnarruq 6iniu 6epy 6ar.4apn3y6sp5111 vep:iruiHeH
6ypux r.rrepy xoHe oFaH Kofirrlaruu rananrap,qll oprrHAay xar4afiunqa cryAeHT or(y veprimiHe
(apaMacraH <6axa,raspr> 4epeNeci 6epire1i.
Tpe6onauun rl npaBnna rrpxcBoeHuro crerreHtr: ,rlnuaM, ocaorisuxM He MeHee 240 arca.qeMnqecr[x
KpeAHToB 3a Becb nepr.roa o6y,reHae, Bxr,ltoqa, Bce BHAbr yve6Huft .qerreJrbHocrH cryAeHTa! !r ycne[Ho
flpolxeaunM t.troroByto arrecrauuro, rrprrcy>t(-[agrc, cteneus <6araaaap)) l.{ Bbraaercfl AUruoM o BbtclueM
o6pa:oaaHuu c npruroxeHxeM (rpancxpNnr). B c,ryuae AocpoqHoro ocBoeHU, o6pa:oaare,rrno
nporpaMMbr 6axalaapuara H BLrnoJrHeHH, [peAycMorpeHHbrx r xefi rpe6ooaHHf, cryAerrry npncyxaaerc,
crenesr <6ararasp) He3aBHcHMo or cpora o6yuenur.
Qualilication requirements and regulations: Individuals who have mastered at least 240 academic credits
for the entire period of studies, including all types of student's leaming activities, and who have successfully
completed their final attestation, are awarded a bachelor's degree and are given a higher education diploma
with an application (transcript). In case ofearly mastering ofthe bachelor's study program and fulfillment of
the requirements envisaged for it, the student is awarded a bachelor's degree regardless of the duration of
his,iher studies-

4. Tyaerrepaiu naci6r 6efiiHi:
Eaxa,raap aapexeciu anraH ryneKTep yirngacrrrpyurlurbrK-Texro,'lorl..t JlbrK, eu,qipic xaHe 6ac(apy,
3eprrey, oKbrry xeHe 6ac6a 4a 6srruerrep.[i arKapy yu-rin 6i.nixri,riri 6o,'raAu. CosuueH Karap oJr

a(naparrbrK xyfie,repai KopFay.abtH yfisrulacrsrpyulsubrK, flpoqeAypanH( anlaparrbr4 xoae
[porpauManLrK a4icrepi MeH rq4?anlapbm e3iprefiTiu, icxe acsrparuu xese uafiAa,rasau,m
MeMreKerriK xeue Nere xacinopr,rHAap MeE yfibrMAapaa x+Mr,rc icrefi a,raau.
Ilporfeccnoua"rsuslfi nporlx.rs BbrnycxnlxoB: Blrnycrnuru, nonyqHB[He creneHt 6axa.rarpa, HMeror
raaru$uxaquro Ms ocyurecrBJleHu.,I opraHH3aqHoHHo-TexHo,"roruqecKofi, npor3BoacrBeHHo-
ynpaBfleH,{ecKofi, npoercruo , HayqHo-rrccJ,reao8arelrcrofi, ne4aroruuecrofi H }tHbrx BHAoB Aerrrer'rbHocrH.
Kpoue sroro, oH Moxer ocyulecrBnrrb AeqreJrbHocrr, I rocyaapcrBeHHlrx H qacrHbrx npeAnp[xrxrx H

O EHy 708-02-21 06pa:ooarerlHar nporpaMMa. H:aauue aropoe
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opraHr.r3arl[sx, pa3pa6aT6rBarou[x, BHeaprroltrrx H r,rcfloJrE3yroll]rx opmHI.{3aIIItoHHbre,
npoqeaypHbre, annapaTHbre H [porpaMMHbre MeroALr rr cpeAcTBa 3arqr4rbr r.rHoopMarlnoHHbrx crrcreM.
Occupational prolile/s of graduates: Graduates who have received a bachelor&#39;s degree are
qualified to carry out organizational and technological, production and management, design, research,

teaching and other activities. In addition, they can carry out activities in public and private enterprises
and organizations that develop, implement and use organizational, procedural, hardware and software
methods and means of protecting information systems.

5. Ei,riu 6araap,raMacbrH :ryrere acr,rpy raci,raepi neu oaicrepi: BE xy:ere acrrpy reaiuae ca6axrapAa
HHHoBauug,,rbrK TexHonorxrnap xaHe oKblryrbrH uurepaxrNari aaicrepi ro,raa H sr.na.usr.

Cnoco6r,r rl MeroAbr pea"rtl3aurlrl o6paronare,ruuof trporpauubr: flpu peaaurauuu OfI ua yve6urx
raHrrurx 6yayt HcnoJIb3oBaHbl HHHoBauHoHHble rexHoJlomI,.I N rHTepaKrr,tBH6le Meroall o6yqeHI,Ir,
Methods and techniques for program delivery: Innovative technologies and interactive teaching methods
will be used in classes within the implementation of the educational program.

6. Oxurry naruxe.nepin 6ara,ray npnrepnfi,repi: 6iriru aryruur,rap.lbrH oKy xericrirrepi (6irir"ri,
aaraLrnapbr, rra6inerrepi xaxe ry:srperi.nirrepi) 100 6aa,r4sr6 rura,ra 6ofiuurua 6ararraHa,[br, xarbrKapanbr(
npaKruKaFa caExec spinrir xyfie (xaHararraHap,rug 6ara,rap xer'lyiue 4apafi <A> -aau <D> -re aefiiH,
((aHararraHapn6rrcu:> - <FX>, <F>) rueH 4 6a.r.naux ruxana 6ofiuurua caHAbrK gKBHaaJreHrre ce xec
re.re,qi (Kecre).
Kpurepuu oueHRrr pesynr,Taron o6yveuun:
Vqe6nue aocrrcr(eH[, (snannr, ylreHrlx, HaBbrKr.r n xounerenqnn) o6y.raroquxcr oqeHnBaprct g 6a,1rax
no 100-6a,rrHo rrrKaJre, coorBercml,roqefi npnxrrofi B Me).(ayHapoaHofi npaKrnKe 6yxaer*rofi crcrelre
(no::oxr.:re.nrxrre oLIeHKH, no lrepe y6urauxr, or <A> ao <D>, <xeyaouerBoprirensHo) - <FX>, <F>) c
coorBercrByrorrlHlr unQpoauu 3KBHBaJreHroM no 4-x 6a:r,'reHo[ ura.ne (Ta6,ruua).
Assessment criteria of learning outcomes:
Leaming achievements (knowledge, skills, abilities and competencies) of students are scored according to a
100-point scale corresponding to the international letter grading system (positive grades, as they decrease,
from <A> to <D>, "unsatisfactory" - <FX>, (F)) with the corresponding digital equivalent on a 4-point scale
(see Table).

Otgr xericrixrepiu ecenxe any4srq 6a,r,r,qsr6-pefirnurrirc apinrirc xyfieci, 6i,riu a.lryrrrbrnapabr
gacryp,ri 6ara"ray rrrKanacsrHa lxaue ECTS-ne ayxcrrrpy

Ea,urno-pefiruuronan 6yraenuas ctrcreMa oueHKx yuera yue6usrx gocruxenxfi, o6yqamullxcq c
nepeBoaoM Hx B TparHunouHyrc [rxany ouesom n ECTS

Grade.rating letter system for assessing educational achievements ofstudents with their transfer into
the traditional grading scale and ECTS

0

Opinrix xyfie
6oitrssua 6ara/Ouesxa
no 6yxaeuuoff crcreue/

Evaluation by letter
gadinq system

6aa,r.u,ap,[uH cax.[slr
rxsl-rgaJreHri/

UnOpoBotr
:x-Brisare Ht/

Equivalent in numbers

Ea.nuap (%-rypiHae)
Ean,rbl (o4-Hoe

coaepxarre)
Points (in %)

Aecrypni xyfie 6oiuxura 6ara./

Ouesxa no rparauuoxsoh
cucreMe/ Assessment by

traditional system

4,0 95-100 eTe xarc6r/Orn['r Ho/
Excellent3,67 90-94

B+ 3,33 85 -89

XarcnD(opouro/ Good
3,0 80-84

B- 2,67 75-79
C+
C 2,0 65-69

I(auararrauap,ru r/
Yaoaaeraoprlre,rruo/

Satisfactory

C- 1,67 60-64
D+ I,JJ 55-59
D- 1,0 50-54
FX 0,5 25-49 (aaararranapru rcu:/

Heyaoaremopure,lrHo/
Unsatisfactory

F 0-24
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