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The catalog of disciplines educational program 7M06306- Information Security Systems for masters of the 2022 year admission

Manuin
uuteni / Ilonnin aTaysl / Kpenmr
Hukn . / Kpickawma aHHoTauus/ IMpepexBusnTTEp/
Ne | aucuMILIH Kpeaut Kpartkas anHHoTauus / TTpepekBH3HTBI/
Hbl /Cycle PCIVARRRIELY / Annotation Prerequisites
Name of the course .
of the Credit
course
1 cemectp /1 cemecTp / Semester 1
OO komnonenTti /Byzosekuii komnounedT / University component
1 | BIT12KOOK | Korapbl MekTen 4 Byl ToH korapbl JKaHe JKOFApHl OKy OpbiHaH keifinri Ginim Gepy xyitecinae
B BK neJaroruKachl MarMcTPaHTTapablH TYTAC MENArOrMKaNbIK MPOLECCTi yibiMaacTeipa OinyiH nameity,
BD UC [Meparoruka BuICLIEH KacibM - nemarordkankl K Ky3bIpeTTUNKTEpIi MEHrepyre >oHe TabbICThl FBUIBIMH
HIKOJIBI IBLIFAPMAILBLITBIK OeNCeHAUTIKTEPiH 1aMbITYFa OarbITTaIFaH.
Higher School Pedagogy -
JlaHHBI{i NpeJMET HANpaBieH HAa pa3BUTHe TNPOQECcCHOHANLHO -TEIarorHYecKHX
KOMMETEHIMIA MArHCTPAHTOB, YMEHHE OPraHu3aldH y4eOHO-BOCITHTATEIBHOTO MpoLiecca, a
TAaKKe HA BCECTOPOHHIOK MOATOTOBKY K YCHEIIHOMY Hay4HOMY TBOPYECTBY B CHCTEME
BBICILIETO H ITOC/IEBY30BCKOro 06pa3oBaHHA.
This subject is aimed at the development of professional and pedagogical competencies of
undergraduates, the ability to organize the educational process, as well as comprehensive
training for successful scientific creativity in the system of higher and postgraduate
education.
2 | BIIX)KOOK | Backapy NcHX0JIOrHsChI 4 ATanMbill  OKYy KYPCHIHBIH ~ KKETTLNNi  MarucTpaHTTapAblH  HErisri  3amaHayH
b1 BK [cuxonorus ynpasjieHHs TICHXOJIOTHSUTBIK TYFBIPJIap MEH KarHIaap/ibl, XeKe TyJIFara TOH NCHXHKaJIbIK YPAiCTepiH
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3epTTey SMICTepiH, ic -OPEKeT TETIKTEPIH PETTeY /i KeKe TyJiFa MEH TONThIH MiHEe3 -KYJIbIK
3aH/ILUIBIKTApbIH TYCIHY X9HE OHbI KbI3MET 6aphiChiHIa NMaianaHy akblibl naJielieHe .

Heob6xonuMocTh 06ydeHHs 1aHHOro Kypca ofyciioBieHa TeM, YT00bI MarHCTPaHThI HMETH

LENOCTHOE NpeACTaRieHHe 06 OCHOBHBIX [M0JXONaX H TNPHHLMIAX COBPEMEHHOH
MICHMXOJIOTHYECKOH HAayKH, OCHOBHBIX METONAX MCCIENOBAHHA MCHXHYECKHX IPOLIECCOB,
COCTOSHHMN H CBOMCTB JIMYHOCTH, MEXaHH3MOB PEryJISLIHH JEATETHHOCTH, 3aKOHOMEPHOCTH
MOBEAEHHS THIHOCTH M TPYNIbI, KOTOPbIE MOIYT OBITh TIOJE3HBIMH B MPO(ECCHOHATBLHOM
NeATENBHOCTH CIELMAIMCTOB BhICIIEH KBATH(HKALMK.

The necessity of teaching this discipline is conditioned by the fact that master students have
a holistic view of main approaches and principles of modern psychology, main research
methods of psychic processes, conditions and person features, mechanisms of activity
regulation, measures of person and group behavior which could be useful in high
qualification specialists’ professional activity.

3 | KITXKOOK
IJ1 BK
PD UK

Ecenrey *keninepiHin
Kayincizairi-1
BbesonacHocTh
BBIYHCIIHTENBHBIX CETEH- |
Computer network
security-1

TMoHAi OKHITY afCHIHAA Kayinci3 aKnapat amMacylbl XJHE KOMITBIOTEPIiK Kelinepain
CeHIMJIi JKYMBIC iCTeYiH JKy3ere achipy/IbiH HAKThI TOCIIAEP] 3ePTTENE/ll, OCANIBIKTAP KoHE
Heriari skemimik mabybinaapabl Kysere achipy Tocimaepi okbiThulambl. Kype keninik
TOMOJIOTHAHBI KOPFAY Ibl )K9HE KOMITBIOTEPIIIK KENLIEP/iH Kayinci3 )YMBICBIH KAMTaMachi3
€Ty, KOMITBIOTEPJIIK JKENLNEP/IiH AKYMBIC iCTey KayinCi3/lirin kaMTaMachl3 eTeTiH KOpFaHbIC
IIApANapbIHBIH SKUBIHTHIFBIH KAMTamachis €Ty YIIIH CTaHJapTTel Kypaijap MeH
TEXHOIOTHANAPIBI KOJIaHy bl 3€PTTERII, Keilik Kayinci3mik cascaThiH *KoHe Kemilik
TpadukTi Cy3riney MpoLECiH Kypabl.

B pamkax JAMCIUMIUTHHbI M3Y4alOTCA aKTyalbHbIE MOJIXOMbI K peanu3aliu 6e30macHoro
HH(OPMALMOHHOTO 0OMEHa W HAIeKHOTO DYHKUHOHHPOBAHHA BBIYHCIMTENLHBIX CETEH,
THNHYHbIE YAIBHMOCTH M cnocobbl peann3aliMM OCHOBHBIX CeTeBhix atak. B kypce
paccMaTpHBAIOTCA NPUMEHEHHE CTAaHIAPTHBIX CPEACTB M TEXHONOrHH obecreyeHus
JAIMTEL  CETEBOM TONONOTHH M  6e3onmacHOW paboThl  BBIYMCIHTENBHBIX — CeTel,
PEaNHIOBBIBATh KOMILIEKC 3alIMTHBIX MEPONpHATHH s obecriedeHus Ge3onacHOCTH
()yHKIIMOHMPOBAHHS BLIYHCITHTEIILHBIX CETEH, CTPOMTH MOJIMTHKH CETEBOH 6E30MACHOCTH H
(GunbTpaLKK ceTeBoro TpadHka.

The discipline studies current approaches to implementing secure information exchange and
reliable operation of computer networks, typical vulnerabilities and ways to implement
major network attacks. The course covers the use of standard tools and technologies to
ensure the protection of network topology and the safe operation of computer networks,
implement a set of protective measures to ensure the security of the functioning of computer
networks, build network security policies and filter network traffic.

KoMnbioTepik xaoHe
TeJIEKOMMYHHKAIHAIBIK

Ky#enep
KomneroTepHeie H
TEIEKOMMY HHKaLIHOHHBI
€ CeTH

Computer and

Telecommunication
Systems

4 | KITKOOK
IJ1 BK
PD UK

AKnapaTThiK KayincizmikTi
KaMTaMachl3 eTy
TEXHOJIOTHAAPbI

[Mon aschlHAa apHaibl KypalJapMeH Karap, MpOrpaMMalblK KamTamanapibl a3ipiey
TEXHONOTHANAPHI OKBITBUIANbI. 3MAHBI KOJ CHrHATypanapbl Herisinie TOMeH JeHreine
KopFay MEicanjapsl epienexeni. JKyifenik makepynapabl Gackapy ymiiH cueHapuisiep
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TexHonoruu obecneyeHus
HH(}OPMALHOHHOH
6e30MacHOCTH

Providing Information
Security Technologies

MeH [paiiBepiep acanaibl. BpaHIMay>plepAiH KyMBIC icTey ajnropuTMaepi  ae
3epTTeneai. OnepaunaibiK Kyhenepaer Kairbl, npouecTepai, painnap/sl KoHe Kealrik
crekTi Gackapy MexaHW3Maepi KapacThiphiia/ibl. [IporpaMMalbik kKaMTaMaHbiH OCBI TYpPiH
a3iprey Ke3iHe aknapaTThiK KaTepiepi TecTiney xaHe Haranay ajicrepi 3epTTeneni.

B pamkax IHCUHIUIMHBI H3y4aIOTCA TEXHOJIOTHH paspaboTku I10, BKIIOYas CTIEUMaTbHbIHA
HHCTpyMeHTapHii. M3yualoTca MpuMephl 3alllHThl Ha HU3KOM YPOBHE Ha OCHOBE CHTHATYP
BPE/IOHOCHOTO K0/1a. Pa3paGaThiBalOTCS CKPHITHI H IPAHBEPHI UL KOHTPOJIA CHCTEMHBIX
BBI30B0B. M3yHaloTcs Takke aropuTMbl paboThl MeKCETEBBIX IKPaHOB. PaccMaTpuBalOTCA
MEXaHW3MBI YNPAaBRICHMs MaMATHIO, Npoleccamy, ainaMu M CETEBHIM CTEKOM B
ONEpalMOHHBIX  cHcTeMax.  Msyqaiorcs  MeTOABl  TECTHpOBaHMA M OLCHKH
MH(OPMALIMOHHOTO PHCKa NPH pa3paboTke JaHHOTO BHAA [o.

Within the framework of the discipline, software development technologies are studied,
including special tools. We study examples of low-level protection based on malicious code
signatures. Scripts and drivers are developed to control system calls. The algorithms of
firewalls are also studied. The mechanisms of memory, process, file, and network stack
management in operating systems are considered. The methods of testing and assessing
information risks in the development of this type of software are studied.

uccnegoBaHuit ¥ R&D
Research methodology
and R&D

Taupay GoiibiHma komnoHeTTTep / KomMnoneHTsl no BbiGopy / Optional Components
5 | BIITK FruuteiMu 3epTTey 5 Ochl NoHHIH agchinaa |T-KOMIAHHANAPIBIH TEXHOJOTHANBIK AaMy MaCenelepi KoHe
BJLKB anicreMeci kane R&D MHHOBALMAIBIK OarjapiamManap 3epTTeleli; THIMII TEXHOIOTHANBIK wemiMaepai eHrizy
BD EC MeTononorus Hay4HbIX GOMBIHIIA KOGATBIK TONTAP/IbI KAIBIITACTBIPY; O3bIK KETICTIKTEPI KOMIAHHAHBIH Gu3Hec-

npouecrepine Gipikripinren IT jkoHe 6acka FhUILIMIbI KaxKeT eTeTiH canaaapiarbl
nporpecc. Herisri kyspiperrep: IT camachiHmarsl FhUILIMH-TEXHHKANBIK MPOrPECTiH,
MHHOBAIIMANAP/IbIH, IIOKI JKOHE CBIPTKHI HAPBIKTAFbl O3bIK JKOHE MEPCHEKTHBATBIK
asipiemenepAiH MOHHTOPHHI; KOMNAHHAIAP/Ibl HHHOBALMANIAY KOHE TEXHUKAIIBIK KaiiTa
*apakTanaslpy Oarnapnamanapein a3ipiey, IT-koMnaHusnapabiH arbiMIarsl OusHec-
TpoLECTepiHE ONAp/ibl EHIi3y/iH MaKCaTThUIbIFbI ywin Genrini 6ip 03bIK KeTicTikTepAi
Garanay; WHHOBALMAJApIbI EHIi3y NpoueciHie OpTYPNi  KbI3METTepliH THiMAI ©3apa
opeKeTTeCyiH YHBIMAACThIPY; HHHOBALMAHBIH TETiCTIrl MEH YTHIM/LUIBIFBIH KaMTaMachl3
eTy.

B pamkax [aHHOH JMCLMIUIMHBI H3Y4alOTCH BOMPOCHI TEXHONOTHECKOro pasBUTHA HUT
KOMIaHHH ¥ MPOrpaMMbl HHHOBALMH; (POPMHPOBaHHMA MPOEKTHBIX KOMAHA M0 BHEIPEHHIO
3 (peKTHBHBIX TEXHONOTHYECKHX pelenHit; mporpecc B o6nacTi UT 1 Apyrux HayKoeMKHX
OTPACIISX, NEPENOBbIE AOCTHKEHHA KOTOPBIX MHTErPHPYET B GH3HEC-NPOLIECCH! KOMIAHHH.
Kmouenbie koMmneTeniun: MoruTopuHr HTII B obnactu HUT, uHHOBALWH, NEPEIOBBIX H
NepCneKTUBHBIX Pa3paboToK Ha BHYTPEHHEM M BHEIIHEM phIHKAX; paspaboTka TporpamMm
MHHOBAIMH ¥ TEXHWYECKOro TEPEBOOPY/KEHHA KOMITAHHH, OLEHKA TEX MM HWHBIX
[1epEeIOBBIX NOCTHAKEHHHA Ha PEAMET LENeCO00PasHOCTH MX BHEIPEHHS B TEKY LIHE 6u3nec-

npoueccsl  MT-komnanuif; oprauusauus 3GeKTHBHOr0 B3AHMOJCHCTBHA PasNHYHBIX
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cy6 B mpoliecce BHEIPEHHA HoBaumii, obecneueHHe TUIABHOCTH W PalMOHAIBHOCTH
HHHOBALMH.

Issues of technological development of IT companies and innovation programs formation
of project teams for the implementation of effective technological solutions, progress in the
field of IT and other science-intensive industries, the advanced achievements of which are
integrated into the company's business processes will studied. Key competencies:
monitoring of scientific and technical progress in the field of IT, innovations, advanced and
promising developments in the domestic and foreign markets; development of programs for
innovation and technical re-equipment of companies, assessment of certain advanced
achievements for the expediency of their implementation in the current business processes
of IT companies; organization of effective interaction of various services in the process of
introducing innovations; ensuring the smoothness and rationality of innovation.

6 | BIITK
BILKB
BD EC

Hoba MeHeKMEHTI
wone IT StartUp
[TpoeKTHBIH
menemxMeHT | 1T
StartUp Project
Management and 1T
StartUp

Byl noH MarucTpaHTTapFa I T-Ky3bIPETTUIIKTEPIH, KOMAHAAIBIK KYMBICTBI KaHE Busnec
JaFBIIAPBIH IaMBITYFa KOMEKTECY YILiH JKacaraH. WUneanap, TpeHOTEP KapacThipbliaibl.
MHKy6aTOp MeH aKCenepaTop apachiHIaFhl albipMallIbUTBIK. KypbinTaiIIbuIap/asl KakeTTi
KY3IPETTLIIKNEH Kallall TapTyFfa KoHe KHbIH COTTEp/C KOMaHIaHE Kanai bIHTaJlaHJbIpyFa
GonaThiHeIH. MaKcaTThl ayJMTOPHAHBI KIHEHTTIK CErMEHTTepre Gesy. Op CErMeHTKe
epeKIe KYH/Ibl YChIHBIC Xkacay. TAM-SAM-SOM HapbIfbIHBIH KOJIEMi.

JlanHas QMCLMILIMHA ITpeJHa3HaueHa 1y Toro, yT06bI MOMOYb MaruCTpaHTaM pa3BUBAThL
cBoM UT-KOMIIETEHIIMM, KOMaHHyio paboTy W BuiHec-HaBbikH. PaccMaTpHBalOTCH HICH.
Tpenasl. Pa3HuIa MeXIy HHKYDaTOPOM M aKCENEpPaTOPOM. Kak npHBJiedb COOCHOBaTE/IEH
C HY/KHBIMH KOMIIETEHUMAMH H MOTHBHDOBATE KOMaH/Y B TPY/HBIC MOMEHTBI. Paz6uenue
neneroit ayauropuu Ha Kiuentckue CermenTbl. CocTaBlieHHe yHHKAILHOTO LIEHHOCTHOT'O
NpeIoKeHHs Kak oMy cerMeHTy. OGbeM phika TAM-SAM-SOM.

This discipline is designed to help students develop their IT Competencies, Teamwork, and
Business Skills. Ideas are considered. Trends. Difference between incubator and accelerator.
How to attract co-founders with the right competencies and motivate the team in difficult
times. Dividing the target audience into Client Segments. Drawing up a unique value
proposition for each segment. Market size TAM-SAM-SOM

7 | BITK
BJ1 KB
BD EC

Aca MaHbI31bl
MH(PaKYPBLUILIMIbI
Kopray Herizaepi
(OCHOBBI 3aILMThI
KPHUTHYECKH BaXKHOH
HH(PaCTPYKTYPbl
Fundamentals of Critical
Information
Infrastructure Protection

Kypc MaHpI3[bl HbICAHIAp MEH ayWenepai seprreyre apHanran. Kypcra osapibiH
Kayincisaik Herizjiepi %aHe MaTeMaTHKAIBIK MOJICHBACYTe Heri3mesnreH Tangay aaicTepi
Typalibl CypakTap KapacThIpbLIFaH. Kypaeni rereporeni xyitenepain Mozelbepi
MapKOBTbIH Ke3J€HCOK MPOLECTEPIHIH CXeMachiHa colikec cumartanraH. CoHpaii-ak,
KypcTa y#enep/iiH arperaTHBTi CHITATTaMAChIHBIH Herizaepi, KBI3MET KOPCETY TEOPHACHL,
OHBIH iiHge kesek y3uinabirel mekteyni KKKOK, Ilerpu JKeENiIepi JKOHE CTATHCTHKANIBIK
TecTiney 9ICIMEH CTOXAaCTHKaJbIK npouectepai  Mojenbaey Oepinres. CoHpa#-ak,
Jar Jailap/IbiH aHBIK eMeC CHIaTTamanaphbl 6ap MoJIeNbep, Hallliap KyphLIbIMAA/FaH KIHE
HAIap pociMAEeNTeH MoceeNep/i Wenry TiH KOTHHTHBTI TOCLIZIEP] YChIHBLIAIbI.

AKnaparThiK
Kayincizmikri
KaMTaMachl3 eTy
TEXHOJIOTUsIaphl
TexHOIOruu
obecriedeHusA
MH(pOPMALIHOHHOM
6e30MacHOCTH
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Kypc npeaHasHaueH 1A M3y4eHHS KPHTHYECKH BaKHBIX 06bekTOB M cHCTEM. B Kypce
OCBEIIAIOTCA BOMPOCH OCHOB HMX 0€30MacHOCTH M METO[bl aHalH3a Ha OCHOBE
MaTEMATHIECKOro MOAeNHpoBaHHa. ONHMCHIBAIOTCA MOENH CIOKHbIX HEONHOPOAHBIX
CHCTEM H TI0 CXeME MApKOBCKHMX ClyqalfHBIX npoueccoB. Takke B Kypce AaloTcs OCHOBBI
arperaTHBHONO ONHCAHMsA CHCTEM, TEOPHA MAacCcOBOTO obciykusanus, B Tom dncie CMO ¢
OTKA3aMH M C OrpAaHMYEHMEM TO JUIMHE oOdepead, CeTH I[leTpH M MONCTMpOBAHHME
CTOXA4CTHYECKHMX IMPOLECCOB METOAOM CTATHCTHYECKHX MCTbITAHMH, A TakKe MOJEIH C
HeueTKHMH  ONMCAHMAMM  CHTyallMi, KOTHHTHBHbIE  [MOIXOIbl K  PEUICHHIO
cnaboCTpYKTYPHPOBAHHBIX M MJ10X0 hopMaNM30BaHHBIX 3a1a4.

The course is designed to study critical objects and systems. The course covers the basics
of their safety and methods of analysis based on mathematical modeling. Models of complex
inhomogeneous systems are also described according to the scheme of Markov random
processes. The course also provides the basics of aggregate description of systems, the
theory of queuing, including Mass Serving Systems with failures and limited queue lengths,
Petri nets and modeling stochastic processes by the method of statistical tests. As well as
models with fuzzy descriptions of situations, cognitive approaches to solving poorly
structured and poorly formalized problems

Providing Information
Security Technologies

8 | BIITK
BJl KB
BD EC

CepBepilik ONepaumsIbIK
sxyienepai 6ackapy

A IMMHHCTPHPOBaHHE
CepBepPHBIX
ONEpPALMOHHbIX CHCTEM
Server operating systems
administration

Ochl moH aschiiaa Unix Tunti Windows cepBepiik ONepaLsibik KyHemnepiHig
epekmeniktepi seprreneni. Kyfenik 6ackapy, Ko JKeTKi3y i mekTey, pecypcrapasi Gexy,
xy#enik Kei3MeTTep/li 6akpinay Kypanaapsl seprTeneai. Op Typai cepsepaepi (dpaiin, fip,
web, npokcH, Koijanbanap, TOWTa, [ACpeKTEp Gazanapel, Hurpanetr) 6ackapy
KapacThipbUIFaH. Active Directory katanor kei3merTepi seprreneni. Kayincizaik, 6yssuryra
TYPaKTBUIBIK XKdHe CEHIMAIUTIK MaceJienepi KapacTblpbLIabl.

B paMkax JaHHOH JMCUMIUIMHBI H3Yy4alOTCs 0cOGEHHOCTH CEPBEPHBIX ONEPALIHOHHBIX
cucrem  cemeidictea Unix ®  Windows. H3ydaiorcs  CHCTEMHBIE — CPEACTBa
AIMMHHCTPHPOBAHHS, pa3rpaHMdYeHHs [OCTYNa, Pa3ieseHus pECypCos, MOHHTOPHHIa
CHCTEMHBIX CJTyKG6. PaccMaTpHBalOTCA aIMMHMCTPHPOBaHUE Pa3IHiHbIX THIIOB CEPBEPOB
(paitnossix, ftp, web, mpokcH, npuioKeHHH, mail, 6a3 J1aHHBIX, Untpaner). UsyqaroTcs
cyx6bl  karanoro Active Directory. PaccMaTpHBarOTCA  BOTPOCHI 6e30MacHOCTH,
OTKa30yCTONYHBOCTH H HA/IEHOCTH.

Within the framework of this discipline, the features of Unix family and Windows server
operating systems are studied. We study system administration tools, access control,
resource sharing, and monitoring of system services. Administration of various types of
servers (file, ftp, web, proxy, applications, mail, databases, Intranet) is considered. The
Active Directory services are studied. The issues of security, fault tolerance and reliability
are considered.

2 cemecTp / 2 cemecTp / Semester 2

KOO xomnouenTi / Byzoscknii komnonent / University com ponent
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8 | BITKOOK | Lleten Tini (kacibu) «llleten Tim (KkocibW)» KypCIHBIH MakcaThl TUILIK €MEC ~MaMaHbIKTap/biH
BJ1 BK HHocTpaHHBIH A3BIK MarucTpaHTTapbiHa KOFapbl 0asanbik CTaHIapT (C1) neHreitinmeri wet Tinmik 6iniMai
BD UK (npoteccHoHaNbHBIH) MeHrepTy Ypaicinie M1 HHAPATBIK-KOMMYHHKATHBTIK Ky3ipeTTilliKTI KalbinTacTeipy.
Foreign language Kypc aKaJeMHsUIBIK a3y /IbiH HOPManapbiH MEHIEpTY, ChlHH TanjaynapblH 1arIbliapbiH
(professional) JaMBITY, FHUTBIMH IIOTYyNIap AaibiHlay, aHHOTALMANap, 3€PTTeY TakpipbinTapsl 60HbIHIIA
pedeparrap koHe GubaHOrpaduANap KypacTbipyIbl KapacThIpajibl.
Lenblo kypca «HMHOCTPaHHBIH SA3BIK (npodeccHOHANBHBIH)»  ABIACTCA ({opMupoBarne
MEKKYNbTYPHO-KOMMYHHKaTHBHOH KOMMETEHIIHH  MAaruCTPaHTOB HEA3BIKOBBIX
CrenManbHOCTel B TPOLIECCE MHOA3BIYHOrO 00pasoBaHMs Ha YpOBHE ceepx6a3oBoii
cranpaprioctd (C1). Kypc mpeaycMaTpHBaeT OBJajeHHE HOpMaMmH aKa/IeMHYECKOro
MHChMa, PA3BHTHE HABBIKOB KDHTHUECKOTO aHATH3a, MOATOTOBKM HAydHEIX 0630poB,
AHHOTALMH, COCTaBlIeHMs pedepaToB H 6ubnuorpaduit Mo TeMaTHKE MPOBOAHMBIX
HcclieIOBaHHH.
The course of "Foreign language (professional)" is targeted at the formation of intercultural
and communicative competence of Master students of non-linguistic specialties in the
process of foreign language education at the over -based standard level (C1). The course
provides for mastering the principles of academic writing, developing the skills of critical
analysis, preparation of research review and annotations, reports and bibliographies on the
subject of ongoing research.
9 | BII1 XOOK | FeuibiM Tapuxbl HK3HE «F bUTBIM TAPHXBI MEH (PHIOCOPHACH KYPChI MarucTpaHTTap/biH GOHbIHIA FHUIBIMH OAIaY
BJ1 BK (unocohHACH MOJEHHETIH KaJIBIITACTHIPEIN, CapanTaMalbik KabineT —neH i3feHiC  KbI3METIHiH
BD UK Hcropus U dunocopus JarJbUIapbiH AaMbITabl.
HayKH
History and Philosophy Kypc «Hctopus u $unocopus HayK» (opMHpyeT y MaruCTpaHTOB KyJbTypy Hay4HOro
of Science MBILUIEHHS, PA3BMBaeT AHATHTHYECKHE CMOCOOHOCTH M HAaBbIKH HCCIIE10BATEIbCKOH
NEATELHOCTH.
The course "History and Philosophy of Science" forms a culture of scientific thinking among
master students, develops analytical skills and skills of research activity
10 | KITXXOOK | Ecenrey  eninepiHin Ochl 1oH aschiHAa ABTOPHM3AlMA KOHE KODKETIMALTIKTI Gackapy TEXHOJOTHANAphI, Ecenrey  elinepiHiH
11 BK Kayincizairi-2 AHBIKTAMABIK KbI3MET Heri3inie ayTeHTH(MKAlMA *KOHe aBTOPH3AlMs, Kopraaran apHa kayincizairi-1
PD UK BezonacHOCTh TeXHOJIOTHANAPLI, KOJIiK HHpPaKyphUILIMbI XKIHE OHbIH OCAILIBIKTAPLI, TpatukTi Cy3y koHe | besonacHocTh
BBIYHCIIHTENBHLIX CETewH- monuTopuHriney, BGP Herizinae mapipyTray Kayinci3airi, BUPTYalIbl KeKe JKeyinep, | BhlYUCIHTEbHAIX ceTeH-
2 Hachim KipyAi aHBIKTay[blH CbIMCBI3 JKyHenepi, OYyITTBl CEPBACTEPIIH kayincizairi, | 1
Computer network GarjapiaManblk KamMTamachi3 €TyAl  Kopray Kyienepi, OarnapramanblK KOJTBEIH Computer network
security-2 ocaJbIKTaphl, NaijanaHybIHbIH MeTaJlepeKTepiH KopFay, MOIITa KOChIMIanaphbiHbH security-1
mabysinaapsl, Be6G-CEPBUCTIH Kayincisairi 3epleNeHeNl, AMHAMHMKanbiK GeTTepai Kypy
KypaniapbiHbIH KAyirci3iri OKbIThIIAIBL.

® EHY 708-01-21 Karanor IHCIMILUIAH 110 06pa3oBaTeIbHON MPOrpaMMme. H3nanme BTOpoe




B pamkax QaHHOHW NMCUMIUIMHBI H3Yy4aeTCs TEXHOIOTHH aBTOPH3AallMH H YMpaBlIEHHA
JIOCTYNOM, ayTeHTH()HKALHA H aBTOPH3alHA Ha OCHOBE CIIPABOYHOM CITyKOBbI, TEXHOJIOIHH
3alHIIEHHOT0 KaHalla, TPAHCIOPTHAA HHPACTPYKTypa U €€ yS3BUMOCTH, (QUIbTpauus H
MOHHMTOPHHI Tpauka, Ge30macHOCTh MaplIIpyTH3alMKW Ha ocHoBe BGP, BuHpTyanbHble
YacTHele ceTH, OecrmpoBOjHBIE CHCTeMBI OOHapy)KeHHs BTOpXKeHHH, 6e3omacHOCTBb
o6/IauHBIX CEPBMCOB, CHCTEMBI 3aIIMThl NPOrPaMMHOIO 00ECneyeHus, YA3BHMOCTH
MPOrpaMMHOIO KOJia, 3alllMTa METaIaHHBIX MOMb30BATENIA, aTAKH NOYTOBBIX MPHIIOKEHHH,
6ezonacHocTh Beb-cepBUca, 6830MaCHOCTb CPEICTB CO3JaHUsA IHHAMHYECKHX CTPaHHLL

This discipline studies authorization and access control technologies, help desk-based
authentication and authorization, secure channel technologies, transport infrastructure and
its vulnerabilities, traffic filtering and monitoring, BGP-based routing security, virtual
private networks, wireless intrusion detection systems, cloud service security, software
protection systems, software code vulnerabilities, user metadata protection, mail application
attacks, web service security, security tools for building of dynamic pages.

2 cemecTp / 2 cemecTp / Semester 2

Taunnay 6oiibl

Hiua komnoHeTTTep / KoMnonenTsl no BeiGopy / Optional Components

MOGHIBHBIX H 00J1a4HbIX
TEXHOJIOTHH

11 | BITTK Ludprbik 5 [ToH unGpAbIK KYpbUIFbLIAPIbIH KPHMHHAIMCTHKATBIK CapanTaMachlH KYPrily YIIiH KaxkeT | AKNapaTThiK
Bl KB KYPBUIFbLIAPIbIH 3aMaHayd [MporpaMMalblk MeH annapaTtTelK Kypaljapibl KONJaHyIbIH TEOPHANBIK | Kayinci3mikTi
BD EC KPUMHHATHCTHKATBIK Gimimmepi MeH TNpakTHKaNLIK JaFjbllapelH Wrepyre OarblTTanraH. MarucTpaHTTap | KaMTamachl3 €Ty
capanTamachl LHPPIBIK KYPLUIFLLIAPILIH KPHMHHAITHCTHKAIBIK CapanTaMachiH JKYPri3y YUIiH JaNeNniep | TeXHOIOTHANApBI
KpuMuHanuctuyeckas JAKHMHAY KOHE Talllay Jaf/IbljiapbiH anajibl. TexHnonoruu
9KCIEPTH3a  LM(PPOBBIX obecneyeHus
JIMCUMILIMHA HAlpaBjieHa HA OBJAJIEHHE TEOPETHYECKHMH 3HAHMAMM H NPAKTHIECKHMH
YCTPOKCTB HH(pOPMALIHOHHOK
; o HaBEIKAMH [PHMEHEHHS COBPEMEHHBIX TNPOrpaMMHBIX W  annapaTHBIX CPEICTB,
opsisia exminanon Gt HeoOXO0AMMBIX JUTA MPOBEIeHH KpHMHHATHCTHYECKOH IKCNEPTH3bI LIH(PPOBBIX OMHCTB GesanacucTH
digital devices é " " P P SR * | Providing  Information
MarucTpaHTbl TPHOOPETYT HaBBEIKK cOOpa M aHaJIW3a KPUMHHAJTHCTHYECKOH 3KCIEPTH3BI . h :
aibpoBKX yeTpolicTs Security Technologies
' LHudpnik
The discipline is aimed at mastering the theoretical knowledge and practical skills of using | KpHMHHATHCTHKAHBIH
modern software and hardware necessary for conducting forensic examination of digital | Herisnepi
devices. Undergraduates will acquire the skills in collecting and analyzing forensic science | OcHOBBI uHdporoi
of digital devices KPHMHHATHCTHKH
Digital Forensics
Foundations
12 | BIT TK Mobunbai koHe OYITTHI 5 [Ton MoGunbai koHe GYITTBI TEXHONOTHANApPABIH Kayinci3mik amicrepin, »xobanay | Ecenrey xkeuninepiHin
BJ1 KB TEXHOJIOTHAIAP/IbIH, wabnoHaapbiH, MOGHIBAI *oHe OYITTHI KbI3METTEpAi KETKi3ylliliepre KOJJAHBUIATBIH | Kayincizmiri 1,2
BD EC Kayincizairi HakThl Y3MiK TaxipuGenepni, MoOunbai xaHe OYJITTHI TEXHOJNOTMANAp Kayincizmirivin | BezomacHocTh
BesonacHocTh HErisri acmekTuiepiH, MOOWIbAI XoHe OYITTHI ecenTeylepliH KOHHENIMANApDEl MEH | BBIMUCIHTENbLHBIX CETEH

1,2
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Security of mobile and
cloud technologies

KayinTepiH xaHe oiap/ibl KOpray azicTepin, cCOHOak-aK OCHI callaarbl sxobanapasl Kypy bl
3epTTe .

JlucuMruiMHa HCClIefyeT METOJbI 6e30MacHOCTH MOOMJIBHBIX W 00Ja4HbIX TEXHOJIOTHH,
waboHBI MPOEKTHPOBAHHSA M PEANbHbIC JTy4IIHE NPAKTHKH, NpUMEHAEMBIE K MI0CTABIIHKAM
MOGHJIBLHBIX M OO0JAuHBIX YCIyr, OCHOBHbIE AaCMEKTBI 6e30MacHOCTH MOOHIbHBIX H
061a4HBIX TEXHOJOTHH, KOHLEMIMH H Yrpo3bl MOOGHIBHBIX H 06NauHbIX BBIYHCIEHHH H
METO/IbI HX 3alIMThI, @ TAKKE MOCTPOEHHE MPOEKTOB B 9TO# 06MaCTH.

Discipline explores mobile and cloud security techniques, design patterns and real best
practices applied to mobile and cloud service providers, the main aspects of mobile and
cloud security, the concepts and threats of mobile and cloud computing and methods to
protect them, and the construction of projects in this area

Computer
security 1,2

network

Development of secure
software

Tanaay GoibIHIIA KOMIIOHETTTED / KomnoHeHThI o Buibopy / Optional Components ]

13 | KITTK 3UAHIBI KOITBI 5 [loH arbIMJaFrbl 3WAHABI GariapiamanapiblH MYMKIiHIIKTEpiH JKoHe kubepkayinTepain
11 KB aHBIKTayfa apHanFaH aFRIMJarbl  KarqaibiH  MEHrepyre MYMKIHIIK Gepeni; VMWare Garaapnamaibik
PD EC TEXHOJIOrUAnap KaMTaMachl3 eTy HeTi3iH/Ie 3€pTXaHAJIBIK CTEH KYPY bl yipery; KOATHI TajljayFa apHaira

TexHONnOrHH YTHIMTAIAPMEH XKYMbIC icTeyre naibiHaany. MarucTpasTTap 3uaHIb Oar1apramManap/sH

oOHapyKEeHHA (malianaHbLUIFAH KYKTBIDY —apHanapbl, 3HAHIbI GarjapiaManapiblH  MaKcaTTapsl,

BpPEIOHOCHOIO Koza GenceHmipiired HbICAHIAp KaHe ic KYy3iHae KENTIpUITeH 3UsiH) ocep eTyiHe GaAIaHbICThI

Technologies for OKMFANapIbl Kasiail 3epTTey KepeKTiriH yipenes.

detecting malicious code
JIMCLMILIHHA TIO3BONAET OCBOMTh BO3MOKHOCTH aKTyallbHBIX BPE/OHOCHBIX nporpaMm H
COBPEMEHHOE COCTOSHHE KHOEpYrpo3; 06y uHTh CO3IaHHIO naGopaTopHOTo CTeHAa Ha base
[TO VM Ware; NOATOTOBHTS K paboTe C YTHIHTaMH, NPe/HA3HAYEHHBIMH 1A aHATTH3a KO/JA.
MarucTpaHThl HaydaTcs MPOBOJMTb pacc/iefloBaHus —HHIHMACHTOB, CBS3AaHHBIX C
po3jedicTBHEM BpenoHocHoro [I10  (MCTIONB30BaHHBIE —KaHAIB  3aDLKECHMA,  LCIH
spenoHocHoro [10, arakoBaHHbIE 0GBEKTHI H pealbHO NpHYHHEHHBIH ymepo).
Course allows you to master the capabilities of current malware and the current state of
cyber threats; to teach how to create a laboratory stand based on VM Ware software; prepare
for working with utilities designed for code analysis. Master students will learn how to
investigate incidents related to the impact of malware (used infection channels, malware
targets, activated objects and actually caused damage)

14 | KIITK Kayirci3 mporpaMMalbikK 5 IoH Java-na KonaaH6aIbl MpOrpaMMaiap/ibii Kayinci3firin kaMTaMacer3 ety OoHbIHINA,
111 KB KamTaMaHBl a3ipiey Java-ma Kopray Oarjapnamanay OoibiHuia, Java-ja Konganbaibl porpaMmanapabiH
PD EC PazpaboTka ceHiMAiNiri MeH Kayincizmirid apTTeipy Go¥biHINA YCBIHBICTApIIbI 3EPTTEYTE MYMKIHIIK

6e30macHoOro 6epeni. Ctyaenttep lde Eclipse-ne ceHiMJIi JK9He Kayilcis nporpaMmanay yulid SonarLint
MpOrpaMMHOI0 CTATHKANBIK AHATM3ATOPHIH KOJIIaHY[bl YHpeHei, MpOrpaMMaiblK KaMTamackrs eTyni
obecneyeHus TecTisiey ¥k oHe ITHHAMHKAIIbIK Tajlaay bl XKyprisyai yipeneni.
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JIMCUMIUIMHA TO3BOJIMT H3YYHTh PEKOMEHIALHH 10 obecneyennio 6€30MacHOCTH
NPHKNAJHBIX TPOrpaMM Ha Java, Mo 3allHTHOMY MporpaMMHMpOBaHMIO Ha Java, TIO
MOBBIIIEHHIO HANEKHOCTH M 6€30MacHOCTH MPHKJIAAHBIX MPOrpaMM Ha Java. CTyneHTBI
M3yYar MpUMEHEHHe CTATHYECKOrO aHaIH3aTopa SonarLint 118 Hage)HOro U 6€30MacHOro
nporpammupoBanms B IDE Eclipse, HayyaTcs TeCTpOBaTh H NMPOBOIMTH AHHAMHYECKAA
aHaJIW3 NpOrpaMMHOro obecnedeHus.

Course will allow you to study the recommendations for ensuring the security of Java
application programs, for Java security programming, and for improving the reliability and
security of Java application programs. Students will learn how to use the SonarLint static
analyzer for reliable and secure programming in IDE Eclipse, learn how to test and conduct
dynamic software analysis.

3 cemectp /3 cemectp / Semester 3

rocy1apCTBEHHBLIM obpazoBaTellbHbIM  CTAHIAPTOM, copecteyeT  (HOPMHPOBAHHIO
Hay4YHOr0 MHPOBO33PEHHS U CHCTEMHOTO MBITIJIEH KA TTOCBALLEHA H3YYEHHIO COBPEMEHHBIX
MEXKIYHApOAHBIX H Ka3aXCTaHCKHX craHpapToB obecneueHHs HH(pOpPMALTHOHHOH
6e30MacHOCTH, MpOrpaMMHO-aNnapaTHelX METOAO0B H CpElCTB 3alIMTBI nH(popMaLHH,
KpPHTEPHEB OLIEHKH obecrneyeHds 6e30MacHOCTH MH(POPMALMOHHO-TEXHOJIOTHHECKHX
CHCTEM M ceTell.

The discipline "Information System Protection” provides the acquisition of knowledge and
skills in accordance with the state educational standard, contributes to the formation of a
scientific worldview and systems thinking; is devoted to the study of modern international
and Kazakhstani standards for ensuring information security, software and hardware
methods and means of protecting information, criteria for assessing the security of
information technology systems and networks.

KOO xomnonenTti / BY3oBcknii komnonent / University com ponent
15 | KIT2KOOK | Kopranran akmapaTThiK 5 "Kopranfad aknapaTThiK jyHenep (Information System Protection)" noHi MeMIIEKETTIK | AKNapaTThiK
111 BK Ayienep 3allHILCHHbIE 6inimM Gepy cTaHaapThina coikec 6i1iM MeH iCKEpIKTi ay /bl KAMTaMachl3 eTejli, FBUTBIMH | Kayinci3mikTi
PD UK HH}pOpMaLMOHHbIE JAYHMETAHBIM MeH JKyHemi OMNaymbl KalbIMTAacThIpyFa JKopeMecelli; aKnapaTTblK | KaMTaMachi3 €Ty
CHCTEMEI Kayinci3ikTi KaMTaMachi3 eTyAiH Ka3ipri 3aMaHfbl XalbiKapalblK JKIHE Ka3aKCTaH/IBIK | TEXHOJOTHAIAPLI
Protected  Information CTaHIAPTTAphiH, AaKMapaTThl KOpFayAblH GarnapnamalibiK-ariapaTThbik omictepi MeH | TexHONOruH
Systems Kypa/lapbiH, aKMapaTThIK-TeXHONOTHSAIBIK Kyenep MeH Kelinep/iH Kayincizgirin | obecneveHus
KamMTaMachl3 eTy i 6aranay eJeMInapTTapbiH 3epAeneyre apHaiFaH. HH(OPMALIHOHHOH
. 6e30MacHOCTH
Ilncunpnuua «3amumennsie  MHopMauMonHbie  cuctembl  (Information System | o Ui ding Information
Protection)» obecneunBaeT NpHOGpPeTEHHE 3HAHWMH H yMeHHI B COOTBETCTBHH C Security Technologies

Ecentey xeJinepiHiH
Kayincisairi 1,2
BesonacHoCTh
BLIYHCIIMTELHBIX ceTeH
1,2

Computer network
security 1,2
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16 | KITX)KOOK | AknapaTThiK [Monai OKbLITYIBIH MakKcaTel: YHbIMIaFbl aKNapaTThiK kayincisaikti (AK) 6ackapyasiH | AKNapatThik
171 BK kayincizaikti 6ackapy ojicTepi MeH KypaiiapbiH 3epjelney, COHIad-ak Genrini Gip OOBEKTIHIH AKNAPATTBIK | Kayinci3aikTi
PD UK VnpaeneHue kayincizairin  (AKX) 6ackapy KyHenepin a3iprieyre, icke achipyfa, naiijanaHyra, | KaMTamachl3 eTy
HH(pOPMALTHOHHOM Tanjayra, cyleMeneyre KoHe KeTuiaipyre werisri Tocinaepai sepaeney Gonbin Tabbiianbl. | TEXHOJIOTHATAPHI
6€30nacHOCTBIO . TexHONOrUH
Nifstmation Security Lle/ibio TPEnoIaBaHus AUCUMILTHHbBI ABJIACTCA: H3yUEHHE METO/IOB M CPE/ICTB YNPABICHHA | o0 oo onia
Management uHpopMaumonHo# GesonacHocTsio (Mb) B OpraHu3auMy, a Takke W3yYeHHE OCHOBHBIX | (OPMALHOHHOY
MOAXONOB K pa3paboTke, peayu3alyy, SKCIUTyaTalyH, aHalu3y, COMPOBOKAEHHIO H | o0 o cTH
zﬁ;zig:}gzxao%ﬁ K:anc"rem ynpasieHus HHHOPMALMOHHOH 6ezonacHocteio (CYUDB) P c.ling Informatipn
’ Security Technologies
The purpose of teaching the discipline is: to study methods and means of information
security (IS) managementin an organization, as well as to study the basic approaches to the | Ecenrey xeninepidin
development, implementation, operation, analysis, maintenance and improvement of | kayincisairi 1,2
information security management systems (ISMS) of a certain object Be3onacHOCTh
BBIYHMCIIHTENBHBIX CETEH
1,2
Computer network
security 1,2
17 | KITKOOK | AknapatTeik Kayincizmix OKy NoHiH MEHTepy liH MaKcaThbl YHBIMIAFbl aKIIapaTThIK kayincizmiktin (AK) Toyekenaepi | AKnapaTThik
IJ1 BK Kayrni MeH OKHFalapblH MeH MHUMIeHTTepiH Oackapy omicTepi MeH KypallapbiH 3epaeney, conpaii-ak AK | kayinciszikri 6ackapy
PD UK backapy ToyeKenjepi MeH HHLMIEHTTepiH Oackapy KyHenepin osipieyre, icke acwipyfa, | YTpasieHue
VirpaBneHHe PHCKaMH H naitjananyra, Tanjayra, Cydemenaeyre xaHe KeTULIpYAiH Heri3ri Tacinaepin sepaeney uHdopMaALHOHHOH
MHLMIEHTAMH 6osbin TabbUIaIbl. 6€30MacHOCTHIO
HH()OPMALMOHHOH Information Security
A LlensaMu OCBOEHMs Y4eGHOH JMCUMIUIMHBI ABJIAETCH M3YYEHHE METONO0B H CPEACTR | \1anacement
Information security risk ynpaBleHHA DPHCKAMH W HHIWIEHTaMH uH(POPMALHOHHOH 6e30MacHOCTBIO (UB) B
management e OpraHM3alMyM, a TaKoKe HW3yYeHHe OCHOBHBIX MOJXONOB K pa3paboTke, peAIM3ALNH,
iticident management IKCIUTyaTallMH, aHANH3y, COMPOBOXACHHIO H COBEPIIEHCTBOBAHHIO CHCTCM yTNpaBleHHA
pucKamMH ¥ uHUMAEHTaMK HB.
The objectives of mastering the discipline are to study methods and tools for managing
information security (IS) risks and incidents in an organization, as well as studying the main
approaches to the development, implementation, operation, analysis, maintenance and
improvement of information security risk and incident management systems.

Tanaay GolibiHa komnonerTrep / KOMNOHEHTHI MO BeiGopy / Optional Components
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18 | KITTK
ITJ1 KB
FD EC

KBaHTTBIK
KpHnTorpadus HIHE
KBAaHTTHIK GainaHbIC

KBanToBas
KpHnTorpadus H
KBaHTOBBIE
KOMMYHHKaLIHH
Quantum  cryptography
and quantum

communications

KBaHTTBIK Kenifnepieri AepekTepli ycTanm Kaly »KoHe KOpFay, KBaHTTBIK WHpayibl
IrOPHTMAEY XIHE aBTOMATTAaHIBIPY MYMKIHAIKTepi OKbIThUIanbl. KBaHTTHIK ecerreyi
KOJIIaHa OTBIPbIN, J€PEKTEPIi KOpFayIblH KaHa KypajiJapbiHbiH Naija 60Jyel MEH JaMybl
ap TYpJi KBaHTTBIK KpHNTOrpaMANLIK Kypajaapbl )KEeTiK MEHrepreH kubepkayincismik
cajachlHAarel MamaHjapibl gaspnayibl KaxeT eteli. Herisri Ky3biperiiikTep: KBAaHTTHIK
Kesinep apkpuibl  OepineTiH gepektepai wupnay koHe AeWwMQpley; KBaHTTBIK
KpunTorpaguaHeIH 1aMyBbl XOHE KBAHTTHIK €CENTey Kayirnci3iri.

H3y4aloTcs BO3IMOXKHOCTH [epexBaTa W 3allWThl JAHHBIX B KBAHTOBBIX CETHAX,
INOPHTMH3aIHH H aBTOMATH3allMH KBAHTOBOro wH(ppoBaHusa. [TosBneHHe W pasBHTHE
HOBBIX CPE/ICTB 3allIMThl [aHHBIX C NMPUMEHEHHEM KBAaHTOBBLIX BbIYHCIEHHH moTpebyer
MOJATOTOBKH CMELHANIKCTOB B 006nacTH kubep3aliuThbi, BIANCOUMX pa3THIHBIMH
HHCTPYMEHTaMM KBaHTOBOH kpunrorpaduu. Kimouesble koMneTeHUHH: MH(pPOBAHHE H
nemwrdpoBKa [AHHBIX, NEepeJaBaeMbIX 10 KBAaHTOBBIM CETAM; pa3BUTHE KBAaHTOBOM
kpunrorpaguu 1 obecneyenne Ge30MaCHOCTH KBAHTOBOIO KOMIIBIOTHHIA.

The possibilities of intercepting and protecting data in quantum networks, algorithmization
and automation of quantum encryption are being studied. The emergence and development
of new data protection tools using quantum computing will require the training of cyber
security specialists who are proficient in various quantum cryptography tools. Key
competencies: encryption and decryption of data transmitted over quantum networks;
development of quantum cryptography and security of quantum computing

@ EHY 708-01-21 Karanor mucuuniaus no obpazoBarensHo# nporpamme. M3nanue Bropoe




[TporpaMMalbik
Kypanaap KeMeriMeH
KpunToTajiiay
Kpunroananus c
MOMOLIBIO

POrpaMMHBIX CPEACTB
Cryptoanalysis using
software tools

By3y amictepi, kpumTorpaduaisik kapaGadbipiap MeH anropUTMIEPIiH Kayinci3airin
faranay 3eprrenesi. KnaccHkanblk WHpIapAbH KPHNTOAHAIM3, nuddepeHIHaNIBbIK,
CHI3BIKTBIK KpHITOaHanW3. AWBIK KinTTi KpunTorpadusibik KkykHenepre mabysinaap.
Kpunroananusiii Genrini HOTHXKeNepi, KpHIToaHANH3 IrOPUTM/EPIHIH MPaKTHKAIBIK
opeiHAamysiH Garanay ajictepi seprreneni. Kype KOMITBIOTEPIIIK eCENTeyIEPMEH 3ePTTEY A
kamtuasl. C++, Python, GMP kpunrorpaduaibiK KiTarmxaHamapbl, KpHITOAHANH3IE
apHa/IFaH MporpaMMaibiK Kypanap 3epTTeneli.

M3y4aioTcs METO/Ibl B3IOMA, OUEHKH (e30NacHOCTH KpUNTOrpaduyeckux NMPUMHTHBOB U
anropuTMoB. KpHnToaHaNH3 KIacCHYECKHX WHPOB, nuddepeHIHaTbHbIR, THHEHHBIH
KpMNTOAHAH3. ATaKH Ha KPHITOrpadH4eCKHe CHCTEMBI C OTKPBITBHIM KIIHOHOM. Hayuaiotcs
W3BECTHBIE PE3YNBTATHl KPHITOAHATH3A, METO/Ibl OLEHKH NMPAKTHIECKOH BLINOIHHMOCTH
anropuTMOB KpHnToaHanu3a. Kypc BKIOYAaeT HCCIENOBAHHA C KOMIbIOTEPHBIMM
BhiuHCTeHHsMH. M3ydaiotcs kpumrorpaduueckue Gubmuortexkm C++, Python, GMP,
[pOrpaMMHbIe CPe/ICTBa /I KPHITOAHAIH3A.

Methods of hacking, security assessment of cryptographic primitives and algorithms are
studied. Cryptanalysis of classical ciphers, differential, linear cryptanalysis. Attacks on
public-key cryptographic systems. The well-known results of cryptanalysis and methods for
evaluating the practical feasibility of cryptanalysis algorithms are studied. The course
includes computer researchers. Cryptographic libraries for C++, Python, GMP, software
tools for cryptanalysis are studied.

OCHOBBI KPHITTOJIOTHH

Web kocsIMIIanapabiH
Kayincisairi
Bezonacuocth Web -
MPHIOKEHHH

Web Application
Security

ByJ1 KypC aKmapaTThl KHHaY, OCA/IbIKThI AHBIKTAY, HHQHUIBTPALMA KIHE aPTHIKIILUTHIKTbI
apTTHIpy Tocinaepi GolbiHIIa Beb-KOChIMITATAPIbI Kayilnci3lik TYpFeICbIHAH KOpFay bl
KapacTeipaibl. KypCThIH TaKbIpBINTaphl BeO-KOCHIMIIANAP/Ib! KIHE 0Nap/IbIH Kasipri
3aMaHFBl KOJAHBUTYEl MEH MYMKIHIIKTEDIH, aKNapaT JKHHay d/licTeMeepiH, Ky#hemi
OCAABIKTHI AHBIKTAYIB, NaiilanaHy *oHe kKaHama apHanap/bl, Be6-KoChIMIIAnapbiH
Kayinci3airin 6ackapyibl TalKbUIaHIBI.

ITOT KypC MCCIeayeT BeG-NPHIIOKEHHA C TOYKH 3PEHHs HACTYIaTe/IbHOM 6€30MacHOCTH,
BKJIIOYas criocobbl c6opa nHbopMaLH, 06HapYKEHHA YA3BUMOCTEH, NPOHHKHOBEHHA H
noBbimeHKs MpuBHIernit. Tembl kypca Gy ayT nocBsileHb! BeO-NPHIOKEHHAM, HX
COBPEMEHHOMY MCIOJIB30BAHHIO U BO3MOKHOCTAM, METO0JIOTHAM cGopa uHdopmaLuy,
CHCTEMATHYECKOMY OGHapYKEHHIO YS3BHMOCTEH, JKCILTyaTaliH | MOOOYHbIM KaHanam,
MHCTPYMEHTaM yrnpasJieHHs 6e30MacHOCTBIO BEG-NPAIOKEHHH.

This course will examine web applications from an offensive security standpoint on ways
the information gathering, vulnerability detection, infiltration, and privilege escalation. The
topics for the course will discuss web application and their modern day usage and
capabilities, information gathering methodologies, systematic vulnerability detection,
exploitation and lateral chanels, web application security controls.

Kayinci3 mporpaMMarbiK
KaMTaMaHsl a3ipiey
Pa3paboTka be3omacHoro
NpOrpaMMHOr0
obecrieyeHU
Development of secure
software

19 [ KITTK
20 | KN TK
71 KB
PD EC
21 | KIITK
IIJ1 KB

AXnapaTTsK Kayincizaik
OKHFaJIapblH TEPrey

5

Kommsiotepnik wruuaentrep (KH) Typansl TyciHik. AKnapaT aifHaIbIMBl CanachiHIaFsl
werisri Tycigikrep. KM TyciHiri koHe KIacCHQHKALMACKL. KH-1in Herisri kesenaepi

AKnapaTThiK
Kayinci3mikri
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PaccnenoBaHus
MHLIMAEHTOB
uH(pOpPMALIMOHHOH
6€e30MacHOCTH
Investigation of
Information Security
Incident

(naibIHIBIK, 93ipaey, i30ep/i kacsipy). ¥ HbIMIarbl aknapaTka Kayin TeHaipy (axkTopiapsl
oHe ONIapIbiH K1acCHUHKALMACKHL. ¥HbIMHBIH Oackapy caaCaThiHBIH IYphiC BonMaysl.
«KapaKubuibiK» MpOrpaMMalibiK KaMTaMaHbl nadiganany. Onap/blH KbI3METIHEH 3HAHIIbI
canjapIbiH alibiH ary amicTepi. Xakepiep Kb3MeTi. Xakep/iepAliH 2IeyMeTTiK KypaMbl.
OnapfblH KbI3METiHIH MaKcaTTapel MEH amicTepi. MeMIeKeTTiK OpraHAapbiH KEKENEereH
OKiJIEPiHIH 3aHCBI3 KBI3METI.

Monste KommbioTepHoro MHumaeHta (KH). OcHOBHbE MOHATHA B cepe obopota
unagopmauny. TlonsaTHe H knaccudukanus KH. OcHoBHblE CTaauH KH (noagroroBka,
pa3sBHTHE, CKpBITHE cliefoB). DakTopsl yrpos A MHDOpMaLMH B OPraHM3alMH H HX
knaccudukanua. HeHaanexamas MOJMTHKAa PyKOBOACTBA OpraHH3allMy. Hcnons3oBanue
"nuparckoro” [10. MeTo/ibl peIoTBpalIeHHA BpeIHbIX NOCJIENCTBHIA OT HX AEATENILHOCTH.
JlesTenbHOCTL XakepoB. COLMATBHEIN COCTAB XaKepoB. Lienu 1 METO/IbI HX ICATEILHOCTH.
HenpaBoMepHas 1eATENBHOCTb OTAENBHBIX NPECTABHTENEH roCy 1apCTBEHHEIX OPraHoB.
Computer incident (CI) concept. Basic concepts in the field of information circulation. The
concept and classification of CI. The main stages of CI (preparation, development, hiding
traces). Factors of threats to information in the organization and their classification.
Inappropriate management policy of the organization. Use of "pirated” software. Methods
for preventing harmful consequences from their activities. Hacker’s activities. The social
makeup of hackers. Objectives and methods of their activities. Illegal activity of certain
representatives of state authorities

KamMTaMachl3 eTy
TEXHOJIOTHAJIAPHI
TexHonoruu
obecreueHus
HH(OPMALIHOHHOH
6e30nacHOCTH
Providing Information
Security Technologies
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111 KB
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K1MeHT-CepBepiik
TEXHOJOTHANAp  KaHe
oNapibIH Kayincismiri
KnueHT-cepBepHbI€
TEXHOJNOTHH H  HX
6€30MacHOCTh
Client-server
technologies and their
security

ToH KIMEHT-CepBep apXMTEKTYpachl kyHesnepiHie KOprOpaTHBTIK JepeKTepai cakray,
MHTEJUIEKTYANIBIK Taljay JKOHE KOpFay TeXHOJNOrHsIapbiH Mrepyre, KITHEHT-CepBEPIIIK
apxuTekTypasa aepek Gasachl MeH MainanaHylIbIHEIH KOChIMIIATAphIH xobanay XKoHe
Kypy Ke3iH[e OpbIHJANATBIH YNTiMiK ecenTep/i melryre, onappl aKIMIIINEHAIpYTE HKIHE
KOpFayFfa apHajFaH.

JIMCUMILIHHA NOCBALIEHA OCBOCHHIO TEXHONOrHH XpaHEHHS, HHTC/UICKTYabHOIO aHaIM3a
W 3aUIMTHl KOPNODATHBHBIX JAHHBIX B CHCTEMaX KJIMEHT CEPBEPHOH apXHTCKTYyPphI,
PEIIEHHIO THINOBBIX 3a/1a4, BBINOMHAEMBIX MIPH MPOEKTHPOBAHWH U CO3/IaHHH 6a3bl JaHHBIX
W IIPUIIOKEHHHA NONB30BATENA B KITMEHT-CEPBEPHOM apXHTEKTYPE, HX aIMHHHCTPHPOBAHHUH
M 3allHTE.

Discipline is devoted to the development of storage technologies, mining analysis and
protection of corporate data in client-server architecture systems, solving typical tasks
performed in the design and creation of a database and user applications in a client-server
architecture, their administration and protection.

TexHONOrHH 3aLHTEL
KOMITBIOTEPHOH
uHpopMaLH
Technologies of
Computer  Information
Protection

Ecenrey xeiiepiHig
Kayincizairi 1,2

Be3zonacHOCTh
BBIYHCIIUTENBHBIX CETEH
1,2

Computer network
security 1,2

AKnapaTThIK Kayinci3iik kadespa OTbIPbICEIH/A KAPACTBIPbLILI KIHE HekiTinai
PaccMOTPEHO M YTBEPKAEHO Ha 3acelaHnK KadeIphbl uH(OpMaLMOHHOH 6€30MacHOCTH
Considered and approved at the meeting of the Information Security Department
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