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Higher School Pedagogy

4 Eyn neH xorapLt xaHe xorapbr or(y opuxau xefiixri 6iniM 6epy xyfiecirae
Mar[c, paHTrapahr( T!:rac lleaarorurilJrttx npoueccri YfiHM.{acrblpa 6i,ryiu galratlry,

xaci6rl - neaarorfl(irrrbr ( rq:uperri,rixrepai Me{r€pyre xase ta6sIcrtI rltntluu
ururapuausuluK 6encenai.nixrepiu garur,rryra 6an trra,rrat.

,[aunsrfi npe.auer HanpaBJIeH Ha pa3Bt'ITIie npooeccnoua.ntuo -[e.(arornqecKlr(
KoMnereHu[fi MarHcrpaHToB, yMeHIre opraHrcaqllH y,{e6to-Boc[HTarerbHoro flpouecc4 a

Taxxe Ha BcecropoHHloo noaroroBKy x yc[€IUHoMy HayqHoMy rBopqecTBy B ct'IcreMe

Bbrcrtlero E nocJreBy:orcxoro o6pa:oaaHur.

This subject is aimed at the d€velopment of professional and pedagogical competencies of
undergraduates, the ability to organize the educational process, as well as comprehensive

training for successful scientific creativity in the system of higher and postgraduate

education.
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3eprrey eAicrepiH, ic -apexer rerixrepiH perreyai xel<e TYJITa MeH ToITLIH MlHe3 -(Y]rbI(

3aruhurrrKTapHt Tycixy xeue oxu ru:uer 6apucuxaa fiafi.u,a.lIaHy aKr,trtH ,qa,'rertaerleai'

Heo6xo.qnrocrr o6yqeHH, aaflHoro [ypca o6yc.loa.neaa reu, tto6u uarncrpaHTbr rMe,x

ueJrocTHoe rrpeacTaBreHl{e 06 ocHoBHhIx flo.(xoaax tl npl{Hurnax coBpeMeHHo'

nc[xoror[.recxotr Hayl(n, ocHoBHBtx Meroaax [ccre,[oBaHH, ncID(HqecKP( flpoueccoB'

cocrorHrifi 1l cBoficrB JII{tIHocr}1, MexarlH3MoB Perynrultx llef,TeJrbHocrlt' 3axoHoMepHocrll

noBeAeHl,r, rrrrrHocrfi r,l rpynnH, xompue uoryr 6urb noJIe3HEIMH a npot[eccuoaa,rrlofi

,(erreJlbHocrn cneurarHcroB BLlcrue xralutf nxaunx.

The necessity ofteaching this discipline is conditioned by the fact that master students have

a holistic view of main approaches and principles of modern psychology, main research

methods of psychic processes, conditions and person features, mechanisms of activity

regulation, measures of person and group behavior which could be useful in high

qualifi cation specialists' professional activity.

Kounrrorepaix xane
r€nexoMMyHflxa4{rnH K

xldenep
KoMnLrorepEre tt
TeneroMMyHlir€ulloHHhl
e cem
Computer and
Telecommunication
Systems

4

cesir'.rai xg'luc icreyix x<1tere acupyauE BaKTLI Tacuuepl 3eprrereal, ocaubl(Tap xaHe

neri:ri xeainir ua6yhlnqapahl xY3ere aclrpy racil.qepi oruruna.6l. Kypc xeniniK

mlronoru Hhr (opmyax xeHe xoMnbprepnix xelhepaiu nayinci: xq'rucux ratrrauacu:
ery, xounroreplir xeJlinepaiH x$t Llc icrey rayinci:airir Kaurauacut eteritl KoPlaHHc

uapanaphrHLr{ xI{IIHTIITLIH KaMTaMacH3 ery YEiH craHAaprrbl (YpaJIAap MeH

rexnonorurrap,(hl (onAary.ttbt reprrefiai, xelririx xayirci:,uiK carcarHH xaue xeailix
rpar[nrri cyrrirey npoqeciH K]?a.{bI.

B paurax allcqnulnnll lByqalorc, axryaJIbHBIe no,4(oaLl x peallmaturl 6e:onacloro

xHQopuauroxuoro o6trega r Haaexloro r[yxxuuoauposaxru Bhlqrc.'IlfierbH]'Ix cerefi,

Trrru{qHlre yr3BlrMocrH n cnoco6u peanr3au}rx ocHoBHbIx cer€Blrx arax. B KyPce

paccMarpr,rBalorc, npHMeHeHxe craHAaprHBIx cpeacrB H TexHoJIorErl o6ecreqeHn'

3aultrLr cereBofi mnoJror[l lJ 6BonacHo paooru arrvnclnrenbHHx cerefi,

pearlrioBhlBarL KoMIUIeKc 3aurtHElx MeponPlrrr[ .uJL o6ecneqeHE 6e:onacsocrr

QyxxuuoHrporanrn BLIq[cJlllrerhHr,Ix cerei, crpotmL nonnruru cetegoi 6e:oflacHocrt tl

t|rurrrpaurr cereaoro rpaQt,txa.

The discipline studies current apProaches to implementing secure information exchange and

reliable operation of computer networks, typical vulnerabilities and ways to implement

maior network attacks. The course covers the use of standard tools and technologi€s to

eniure the prot€ction of network topology and the safe operation of computer networks,

implement a set ofprotective measures to ensure the security ofthe functioning ofcomputer

networks, build network security policies and filter network traffic.

Ilaxai oxlrry arcrtua xayinci: a(napar aJIMacy,uI xeHe r(oMlLnTepJrrK xeJluepal tIKn xooK
n.q BK
PD IJK

3

4 naH arc6rHra apHatrLI q?aJAapMeH (arap, nporpaMMalrblK KaMTaManaprLI e:iprey
eTEMljfHac HEII3I HrefiaeAC3 HACHOJTOTex r-rrHAbr KOAOKI,ITbIJIAAI,I rypilJrapbIrnrraphl

r cueMt,I
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MeH ApallBepnep xacanaahl. EpaH4'{ay3prep
jeprreneri. Onepaux-r,rux xyie,repaeri xaaru-
crerri 6acrapy uexann:uaepi (apacrbrpBlnaabl. fiporpauuanttt< KaMraMaHhl{ ocLI TYpIH

aaiprey xe:irae ar<nupura",,<-,<a*pr"pai recri,rey xare 6aralay aaicrepi :eprrelegi'

B paMKax aHcuHnJIrIrHbI r'Byqalorc, TexHonorul patpa6orxn IIO, axnrovar crIeu anf,HLIF

uHcrpyMerrap[fi. Hryvarorcr IrpHMephI 3aurfl6l Ha Hfl3KoM ypoBHe Ha ocHoBe cxrHar]?

BpeaoHocHoro roaa. Pa:pa6arusarcrc, cKpHrrH E apafuepH ,lut xorTpon' c[creMHLIx

au:oaoa. I4:ylatorc, Tarc(e armprtMu pa6oru uexcereBux sKPaHoB PaccMarplnarorc'

MexaHu3MLI ynPaMeHIu IIaMrrLrc, npoqeccaMlt, Oa naMfl u cereBLIM creKoM B

o[epauxoHHLlx cHcreMax. H:yvarorcr Msroabl TecrrpoBaH[' ti oueHt(t'l

r.rHQopuaurotxoro plrcxa npn pa:paOorxe aaHxoro st{.4a nO'

within the liamework of the discipline, software development technologies are studied,

including special tools. we study examples of low-level protection based on malicious code

signaturJs. Scripts and drivers are developed to control system calls The algorithms of
fiiewalls are alio studied. The mechanisms of memory, process, file, and network stack

management in operating systems are considered. The methods of testing and assessing

information risks in the development ofthis type of software are studied'

ait x$'.ruc icrey a[roP]rrMAepi ,(e

npouecrepai. Qafinaapau xate xeli-nir
Texxonortu o6ecneqegn-r
I{HoopMaulroHHofi
6e:onacxoctu
Providing lnformation
Security Technologies

tional Com nts/ KoirnoneHrH no sLt6o60 hrHura KoMnoHel-rreT
Ocx nanHiE aflcHHAa IT-KoM[aH[r.rapALul rexHororHrJlhlK raMy Mecenenepl xeHe

rrHfioBaunf,Jrhl( 6araaplauanap :eprre.reai; tuiruai rexnolornuur uleurivaep.qi esri:y

6oltxH[a xo6anblt< rolrraplu (a]rxnrafiHpy; orxx xericrirrepi xovnaHr'ttGIq 6rlxec-

npouecrepiHe 6ipiKripirreH IT xeHe 6ac\a TLIJIIIMAII (axet ereriH caJlirJlapaaru

,tpoap""". Heri:ii ryruperrep: IT calacuxgarbl TLIJIbIMH-T€xHxxanxr nporpec,i4'

nHHoBarrn napabrR, iuxi xerre cLIpr(hI HapLIKTarbl o3HK xeHe aepcneKrlBa'IblK

o:ipneuerepaiu voxrropunri; KoMnaHurnaPALI uHHoBaqn'"lay xeHe rexHn(arLl( KaFTa

*upu,c"o*rpy 6araapaaualaputt e:ipley, IT-rorrrnaHx,nlptryI arxu'uaru 6n:nec-

npouecrepia!- onap4u- enriryairr. MaKcaTTr,rJrbrran yruin 6e,'lri,ri 6ip o:xr xericrirrePAi

6aranay; lHHoaaq[flap.{f,I eHri3y upouecirue eprYpni Kbl3Merrepain rair'lai orapa

epererrecyin yiHMAacrLlpy; nHuoaaqfirHbllt rericriri ttex YrblMAhlnbrrblH (aMTaMacLr3

ery.

B paMKax aaHHotr aHcuIlIITHHLI fi3yqarorc, Bo[pocbl TexHoJlormecroro pa:nrru-r HT

xoMnax[ x rporpaMMELHHoBawF; t[opuuporaxrr [poeKrHLIx xoMaH.[ flo BHerPeH[Io

eQQerruanux rexxo,'rormecrQD( peuennfi; nporpecc a o6lacu I{T u gpyflo< layKoeMKrD(

orpacnrx, nepeaoBLle aocrlDKeH[, Korophlx arrrerprpyer r 6naHec-npoqeccbl KoMnaHI{H'

K.fioqesue KoM[ereHuIrE: MoH]rropHHr HTII a o6racrn I4T, ruiHoBaux ' nepeaoBHx l,t

l,IT-xou naruueccbr HbIX\aI,IBHOTO 83

HKilxBHElut1 HCM r[porpaMMflaK pa:pa6orrapblIreXTUBHI'lX BHYTPEHHEMpa:pa6oroflepc
ItIU ltH6rxvnaHrfiKO oueHxa Textr Tex Hrr{ecxoro nepeBoopyxeHEf,

I-l3HEC6tlx H ,IHAHVH CT (eJIec TexyuxeBHeApenocTrxe oo6pa:xocrttIIPETMnepeaoBbrx

5FhrnLrMU 3eprrey
a,nicr€Meci xane R&D
Memro.rontr uayvrc,tx
HccneloBaH[fi H R&D
Research methodology
and R&D

5 EtI TK
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uH ; o6ec[e.IeHne TUIaBHOCTH X pauloHanbHocrl'l

HIIHOBAII .

Issues of technological development of IT companies and innovation programs formation

oifro.l"o t"u., toi the implementation ofeffective technological solutions' progress in the

i,"iO df rf -O o,t 
"r 

science-intensive industries, the advanced achievements of which are

il;il; inio- ir," 
"orpuny's 

business processes will, studied' Key competencies:

,r""li..i"g ri*i""tific and te;hnical progreis in the field ofIT' innovations' advanced and

nro.irinnl"u.lop.ents in th€ domesiic and foreign markes; development ofprograms for
';;;;;ffi-ili";hnical re-equipment of companies, ass€ssment of certain advanced

u.t i"u"r.*t fo. tt e expediency ;f their implementation in the current business processes

Jii 
"".p"ri"t; 

o.gunirution ofeffective interaction ofvarious services in the process of

introar"ini inoovati-ons; ensu ng the smoothness and rationality ofinnovation'

c,iryx6 r npouecce BHe[PeH[, HoBa

epeKlre KYnaLI YcLIHLIc xacay. TAM-SAM-SOM flapuruHHrl KoJreMl'

AaHHa, rucunn;rlrHa npeaHa3uaqeBa an.r roro, 'rro6u noMoqb Marl'lcrparraM pa3B[BarL

cBot{ HT-KoM[ereHquu, t(oMaH'llxylo pa6ory n EIBHec-HaBuxn' Paccuarpraarorca n4eu'

i;;; P;;;"" 
"e*,ry 

ntryouiopo, n ui""'"pu.opo^' Kax rpmaevr' coocnosareaefi

c HyxHhlMI,r l(OMneTeHultrMll , "or,",tpo"u'" 
*oMaH,ry B TpyaHEIe MOMeI{rhl Pa:6geare

ueaeao ayrurropnu na K.nuenrcxle CerMerrrH CocraBneHHe yHuKaJIbHoro ueHHocrHo'o

,rp".n o*"ro *u*Aor,ry cerr'rerry' O6teu pxnxa TAM-SAM-SOM'

ti',E HecxeCTT,I eHKO M aHAa,'r hI (T ,(YMhIrreplH,KY3hrpeTrrnneB M aruc rpaHTTapfaBYn
H xacfIIraH. KapacrblpHnaaLlI4,(erflap, TpeH,qrepK€M YUIeKrecyaaMLrTyfa

tllhIJI KAXETTIK. apabrKyphlnratrHAAfbI afiLrpMauburf,I6a MEH apachlL1 axceJreparopHIry rop
tIfAI]bl AH.IIbIKanaiAHAAHbIKOM pyFaHExa Hfa KI,5Ifl all caTTep,qeKAJI rapryry:nperri.ni rne

EIMc EHTKE6tecerMeHTT1X onyKIUCt4uHbI HTrepTTI,Ia atrTopMaKcbIHSI H ay6o,ra

ide
tii

id

andeam orT k,(.)rh r ITdeveeh dentsstutoedrne S CSd opTh dS c pIS tgnp
e orratan accd cc!n batoubetweenceI) fferenS drcareAS oncdetlB lnS SCS

d ultcteame notim at rhec Se danconlith erhundersIb petencoattractII to
a luentlauDraS ents pln!ltoln C en gmtartheDtIltr s getlng

M SO MtzeS T SAMen kMar ethiti fbron eac segmpropos

5Xo6a uexe,nxverri
xaHe lT StartUP
flpoeKrff[
uesepruerr u lT
Startup Project
Management and IT
Startup
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xyfienepai

earcrM

xarlaf,.napabl

oJtK apabrr(ypcra
CHM 3epTTeyfeHhlcM aH.(apK AHbI3ILIypc

Hre e.(lcTeIC He 3AeJr piftullayaMATCM LIKTHK'LNx0He MOAers.IleyHCI( n3Aeplnct3nrI(ay
MO,IIEJIH baeplK reTeporeH,U\?aenl(apacrhrpHnfaH.cl?aKrapTyPanbr

oC a(,H,4afiecHA cefixcxeMacLITbl KH Ke3ae[co uecTeplHrqrIpoMapxoB
t{,TeoprjlcKLI3METHLIht { KOpCeryri narraMacc Herr3aeplarperaTEBTrxyfie,repaitKypcm

CTATHCTHE ,,XAJIbIKxelIIe JII xeJrulepnerpxK KreyKe3eHbIo llII HAE Y3hrH,4LI fhI4
a&Cou,nafi6epi.nrex.cToxacT[KaJrhrK IIpouecrepalEHTECTIJIEV
HExeM aaJrfaHoM Haurap X+?bIJIbIaenLIep,eMec 6apKAHbIH

HEIJIAtrhITecTHTTI,iBTIKO ln,(epl YcMECEJIEJIHatll eparap

5Aca MaHLr3,[bI

nxQparypu,ruuau
r<opray ueri:lePi
OcHoBbI 3al.tr,I{rLl

KprrruqecI(H BaxHofi
unQpacrpyxryPu
Fundamentals of Critical
I nformation
I n fiastructure Protection
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Kypc [peAHa3Ha.IeH ul, x3yqeHH, KpI{rHrIecxlI Ba)I(

ocBeu.tarcTc, Boflpocbl ocHoa rD( oe3onacHocTx

Mar€Maruqecxoro Mo,4eJIlIpoBaH[r. OnucHsarorcl
clcreM r! no cxeMe MapxoBcKlr( cJryqafiIfix flpoqeccoB Taxxe n rypce ralorc' ocHoBhI

arperar[Brot'o omr"uro 
"r"r"n 

, t"opur vaccoaoro o6clryxrBaHx'' B mM 'Ixcne CMO c

oTr(a3aML ll C OfpaHr{geHHeM lo anlaHe oqepelll, ceTH flerpn u ruo.{elnporagne

croxacrlrqecKlo( fipoueccoB MeroaoM crarHcruqecxHx flcflblTarulfi A Taxxe Mo'(enll c

HeqerxHMH onrcaHH{Mtl crryauufi, xorHI{InBHhle no'D(oALI K PeEeH[ro

cna6ocrpylcrypnpoBauHllx ll rutoxo t[opualrsoaaHHblx 3aaaq'

The course is designed to study critical objects and systems' The course covers the basics

"iit "lt 
*f.rv -a iethods of analysis based on mathematical modeling Models of complex

mto.og"""irrt systems are atso described according to the scheme of Markov random

;;;;;;t.' il;;rrse also provides the basics of aggregate description of svstems' the

if,...y ,iq*rirg, including'i\4ass Serving Systems wilh failure^s and limited queue lengths'

p"iri'n*r lra mideling sto=chastic pro"".t"i by the method of statistical tests As w€ll as

models with fuzzy deicriptions oi situationi, cognitive approaches to solving poorly

structured and poorly formalized problems

xux o6temos I cllcreu. B xYPce

T METO]IH AHA]IIBA HA OCHOBE

MO,{EJII' CJIOXHLIX HEO,IIHOPOAHbIX

TypaKrhIJIUK xeHe cexiurilix uaceleaepi (apacrhlpbua'qH'

B paMKax aaHHotr axcuHnn[Hbl ll3yqarcTc' ocooexgocu cepBepHhlx oflepa(fioHHLlx

"r"r"*ceMecrBaUnixr.rWindowsl4:ylanrcrct{creMHLlecpercrBa
a,(MHHl.lcTpt{poBaHtrr, pa3rPaHl{qeHr{, aocTyrl4 pa3aeneHr" pecypcoB' Motrrrop[Hla

"r"***,i 
irryx6. Paccr'rarproaprc, aElrt{HnsrpnpoBaH[e pa3rltlnblx rl{noB cepBepoB

(dafi,roBblx, ftp, web, npoxcl, fipffioxeHnfi, mail,6a3 aaHHLlx, LrrrpaEer) H:yvarorcr

afo*0", *"t*otos Active D-irectory. PaccMarpxBarorc' sonPochr 6e:onacHocu'

orxa3oycrofiqrBocrr H Ha[exHocrl.

Within the framework of this discipline, the features of Unix family and Windows server

"p"r"iirg 
tytr".t are studied. we stuay system administration. tools' access control'

iJ*ui".1nuting, and monitoring of system iervices Administration of various typ€s of

."r""r. inf", ftfi, *"b, prory, afplicaiions, mail, databases, tnhanet) is considered The

a.,i"" Oi."",o.y t"rri."t ar. ,tuO'i"0. The issues of security, fault tolerance and reliability

are considered.

Ht(K xyfierepicedowsln oIIepaufirnhlU txn THITII pEepjlAJIC hIHAAIIaHOc6r
r3 6ery)t(CTK AIX 6ac KOn tlleKrey Pecypcrap,[6rverl KapyXyfiaIiKrep 3epTTeJIepeKlUeJI

( ftp,$afi,relll cePBepnepalTYPJIIOpK 3eprrenKbI3M 6arr,raay K+?a,l,[aphleTTep.(lxy en
CTH 6acV6I KapyETpa6a3anapIIo tllTa, paeper(Te(ct , xo,raax6alapweb, lpo

fancl3areal 614uryX,v(aKhr3MKaTiuIofcl De erTep 3epTTe,'rIfAH lrectoryKaPacrElphl

5Cepreprix onePaunmux
xyfienepai 6acxapy
A.4uurucrprpoaaune
cepBepHLIx
onepauroHHLtx cl{creM

Server operating systems

administration

8 EII TK
6A KB
BD EC
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pe+eparrap xeHe 6[6nHorpa0Hrnap KYpacrhrpyaH (apacrElparbl'

Uerhto trypca (I4HocrpaHHLI[ ,3blx (npooeccrroHaflbt6rfi)) 'e]uert' 
(DopMt{poBaHne

""*ryr"npro-*o*MyHHKaTUBHO 
KOMnETeHIII{}! MarHcTPar{ToB HeBHXOBbIX

cneqEarLHocren B rrPouecce HHo,3LlqHol'o o6pa:orarur Ha ypoBre caepx6aroao

craHAaprHocrl'r (Cl). Kypc nperycMarp[Baer oBJIareHIte HopMaMr'I araaeMl{qecroft)

[ncLM4 pa3Bmtse HasblKoa KP[TrfiecKoro aHa'Irf,a' florroroBKr'l nayrxxx o6:opor'

onrorur+n , cocraBfleH[, perpeparot I 6l6luorparlu[ Iro reMarrKe npoBoanMHx

nccne,qoBaHHtr.

The course of "Foreign language (professional)" is targeted at th€ formation of intercultural

and communicatiYe competence of Master students of non-linguistic specialties in the

oio""ss of foreign language education at the over -based standard level (Cl) The course

;;;;ilt-f- .;;ithe" principles of academic writing, developing the skills of crilical

;;;ifi, ;;;d;i;n 3rr"r"-.h review and annotations, reports and bibliographies on the

subject of ongoing research.

i6g
aeqre i

rgiperriniKri

Mece MAM AHAbI KTAPtrEI r(TtJltrlKTblHhI5l MAKCArtxacTIJII[l CTEJI Kypc
lJt6 IM A]TIIAIXUCTC H,4encTaH,[a6ara,lux prBAM xorapblar[crpaHTTapLI

IITACTKanK brpyT,IBTIKATfltloX MMYMe,[ec H}lapaJlhI(-lH,(eM YPAIeHrepry
HblaJ'l H aafbIHt,Ic trbrnapMCH PAblTanAay'i<ai Har,l HrePrytlgJ ,tK t( HOpMaJraphlvAXAIEMypc

Hlua60fbtaHgoTa TaKbr PhlnTapblHAA 3eprreyUu Aafibl UI,If,JIAPf6t,qLtM vJraponyaaMbrTy

4IIIerer riai (raci6u)
I4HocrpaHrcl r3f,IK
(npor[eccuoramnr,I )
Foreign language
(professional)

8 6Il )I(OOK
64 BK
BD UK

AAfIbINAP6IH AAMLITAABI.

Kypc <I4cropn.r I rlxlocorlur uayxn Qopurpyer y MaxucrpaHaoB KynbryPy HayqHoro

MhluUleHltr, pa3B]IBaer aHaJlmr'lecKl{e cnoco6gocru n HaBblK[ liccre'[oBarenbcr(on

,[E'TEJI6HOCTI,I.

The cowse "History and Philosophy ofScience" forms a culture ofscientific thinking among

master students, develops analyiical skills and skitls ofresearch activity

inabIJI M tlHna6oiur vr(MchD)HMC arHcrpaHTTapAbIKypcbIr I'IJIhIM r!n'rocoQrrTaprIxhI
HIeTl rtKbI3MTIEH 13,[eHlcUIETra6(capamaMarlblII,eM nTacTt lpblKILII bI,4CHI1IETIH

19 En xooK
E.q BK
BD UK

Ecemey xenirePixiu
(ayinci3.(iril
Ee3onacgocrr
Bf,IqINCJITMEIILHHX CETCfi -
I

Computer network
security-l

Ochr noH ilrcblHAa aBTopx3aurr xeHe (oJI

aHLrKTaMaJIlr( (bl3Mer Eeri3iH,[e ayreauQxxauru xene aBTopll3aqfifl' Kopri]nraH apHa

,**rororr-op", xenix nHQpar<ypunHMbl xeHe oHLI-H ocalaurcraprr' rparln-t 
"Ytl-111"

r,.rorurropunri.niy, BGP xeri:ixle Mapupyrray rcayincirgiri, BEpryaJubI xexe xeJlurep'

6acxn xipy,ui aHHKrayaLIrI cur.rcu: xyfielepi,' 6Ynrr1 cepancrepairr rayincirairi'

6argapraua:n 14 (aMTaMacLr3 erylli (oPray .xYfenepi, OaraapnaMa"IblK Ko[TLItt

ocau6r(rap6l, naF,uanaayuLIHLIH r'rera.teperrepin Kopray, no ra (ocLIMuIaIIapHHbtH

;;y;d", ae6-cepaucriu xayincirairi :epaeueHeai, aHHaMr'IXarNK 6emepai rYpy

xeriuainirri 6acrapy rexnoaorrerapn,

(ypaJraapLIHLIIr Kayinci:airi onrnuaaart

5Ecemey xeJIUIePlHrIl

Kayinci3airi-2
Ee3oflacHocr6
Bht.I Hcr rrer bHEIx ceretr-
2
Computer network
security-2

KnxooK
N,q BK
PD UK
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FbHLTM TapIDGt xeHe
r[r.nocoQurcu
Hcropn u Qr-nocoQur
Hayxll
History and PhilosoPhY
of Science
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2 cewecrp / 2 ceuecrp / Semester 2
Taruay 60[I'lHrxa KoMfloHer-rrep / Kounorenru no asr6opy /o onal Components

II ETI TK
EA KB
BD EC

IIHopnH(
I(Yp6rJrrLlrapasr n
KPIIMHHAI fi CTHI(iIJIhI (
caparrraMac hl

l(ptu nraa ncruv ecxar
?Kcrreprrna ulrQporux
ycT porcrB
Forensic examination of
digital devices

5 IIex qrQpaur rypunrhuraprhrE KpnM[HanxcrxranlrK capanraMacHH xypri3y yrtriH (axer
3aMaHay[ nporpaMMarrbr( MeH a[napaTTLrK KypanaapaEr (onaarryaLrH reoPurnLr(
6iriuaepi MeH [paKruxanhlI( AaraltnapllH Erepyre 6arElTTanraa. Marrc,parrrrap
uurlpnun npuarunapabrr( rp[Mr.rHaJIrcrHIenHK capalTrauacux xlpri:y yuris aalelaep
xHHay xeHe Tanaay aaflBrnapLrH anaafr.

,[ucurmuna Ha[paBJIeHa Ha oMa,[eHre reoper[qecK[Mx 3HaHr.rrMH Il [pa(Tr{qecxr.rMH
HZrBErXaMr,r npllMeHeHri, coBpeMeHHSIx [porpaMMHhrx E afifiaparHErx cpeAcrB,
Heo6xoaHMLrx anr [poBereHlu KpHMxHar[cr[qec(ofi ?xcneprr:u urr[porux ycrpoficrB.
MarHc'r?arnhr npuo6peryr HaBLrKn c6opa I aHaJrH3a KpEMrHaJr]lcrr{qecxoi gxcnepr[3Lr

ur.rrlpoaux ycrpofi crn.

The discipline is aimed at mastering the theoretical knowledge and practical skills ofusing
modern software and hardware necessary for conducting forensic examination of digital
devices. Undergraduates will acquire the skills in collecting and analyzing forensic science
ofdigital devices

AKnaparrLr(
(ayi nc i:.qiKri
(aMTaMacbr3 ery
Tex HoJrorr{f,Jrap6r

TexHorot-r,l
o6ecneqerru
nnQopuauroxnoI
6etonacxocrx
Providing lnformation
Security Technologies
{n0p,qix
Kpl{M I{HaJ,l rrcTuKaHr,r {
neri:aepi
Ocxosu urQpoao
KpllMHHanHcTxKr.l

Digital Forensics
Foundations

t2 6II TK
6A KB
BD EC

Mo6r-urai xeHe 6ynrrLr
TexHonorr{rJrapabr rI
I(ayinci3niri
Be:onacgocrr
r'.r o6r,Inrnr,rx u o6laqu6tx
TexHorortlft

5 flen vo6umAi xeHe 6ylrru rcxHonor[rnapalrH (ayincir.qix a4icrepia, xo6anay
rra6aox.{apr,ra, r'.ro6r,r:rr.qi xeHe 6yrrru rur3Merrepni xerri:yrui.nepre (oJraaHbrJrarlrH

sarru yraix raxipn6erepai, uo6rurai xsHe 6y.nrru rexHoror[rJlap rayincirairixi4
ueri:ri acnerri.nepia, r'ro6rur,qi xaHe 6ynrru ecenreyrepain (oHuenurrnapll MeH

Ecenrey xeri"repiniq
(ayiaci3airi 1,2

Ee:onacuocrs
BLTql,CTIlrcIf,TIhtX CCTCtr

1,2

O EHy 708-01-21 Kararor aucurlJruH rro o6pa3oBarenLHofi nporparraue. I,l:aanue rropoe

B paMmx aaHHoi nxcurmmGl l{ilAaerc, TexHororr}t aBTopmau{[ H yflpaBneH[,
AocrynoM, ayrerruQxxaurr n aBTopmaqn Ha ocHoBe cnpaaoqHo cJryxbhr, rexHonor[r
3arllr[teuHoro xaHana, TpaHcnoprxar nxrfpacrpyrcrypa fl ee yrB{Mocrx, t[u,rrrpauu n
MoHr4ropxHr rpa$rx4 6e:onacnocrL MapqrpyrlBaurrr Ha ocHoBe BGP, BHpryanLHLIe

'JacrHlre ceri, 6ecnpoaoaxue crcreuu o6rapyxeHfl, BTopxeHufi, 6eaonacsoct
o6.naqrux cepBl,tcoB, ctcreMhl 3alqlfiLt nporpilMMHor,o o6ecneqeHrr, yr3Br,rMocrr,t

[porpaMMltoro KoIa, 3a[u{Ta MeTa[aHHLrx rroJrb3oBareJrr, aTaNI,r [oqroBLrx [pnroxeHlrn,
6eronacHocrr se6-cepeuca, 6eaonacHocrL cpe,[crB co3latrr, rHHaMHqecKr.D( crpaurru.

This discipline studies authorization and access control technologies, help desk-based
authentication and authorization, secure channel technologies, transport inllastructure and
its vulnerabilities, traffic filtering and monitoring, BGP-based routing security, virtual
private networks, wireless intrusion detection systems, cloud service security, software
protection systems, software code lulnerabilities, user metadata protection, mail application
attacks, web service security, security tools for building of dynamic pages.



networkComputer
security 1,2

3eprrell.[i.

AxcuxrnuHa Hccneryer Meroabl 6e3onacHocrn Mo6rulbHhlx I'I o6raqHhlx rexHoror[F'

ma6noru nPoerrnpoBaH[, u PeaIIbHHe JryqulHe nParrxKx, [pto{eH'eMLle K flocraBurxaM

uo6ruIrmm H o6naqHbtx ycJlyr, ocHoBHbIe acnerru 6etonacgocru uo6rurxxx lt

o6raqHlx rexnolornfi, KoHuenuml I yrpo:u uo6ruturux u o6laqrnrx ablqflcreHnfi fl

MeTO.4Ll tD( 3alII,ImH, a TaroN(e nocrpoeHxe [po€KroB B 3m o6[acTH'

Discioline exDlores mobile and cloud security techniques' des

n*ctices aooiied to mobile and cloud service providers' the m

cloud securiry, the concepts and threats of mobile and cloud c

protect them, and the construction ofprojects in this area

coH.uafi-aK ocEr carragaftt xo6alap4lt rypyax(ayimepiH xaHe onapAbl Kopray ealcreplH,

ign pattems and real best

ain aspects of mobile and

omputing and methods to

Security of mobile and

cloud technologies

ntsal Com/o/ KoMloHeHTl,t llo 8r,1606ofiuErllt KoMTartaa

,[r,rcqrrmnaa flo3Boflrer ocBomb Bo3MoxHocrr{ arryirJlLHblx BPeaoHocHbIx [porpaMM rl

[rpl""o* 
"o"toeHne 

rcr6epyrpor; o6yvrrt co:aaxruo na6oparopnoro creH'[a Ha 6a3e

nO VMware; noaroroanrr x pa6ore c yru,rrraMu, rIpeaHa3HaqeHHLlMl' '[r' aHa'IH3a Kora'

Marucrparrru Hayt{arc, [poBoaI'ITL paccJleaoBaHuf, r'rHlIHAeHToB' cB'3aHHLIx c

ao:re cisuer.{ Bp€aoHocroro flO (ncnon*osaxHBle KaHiuIH 3apaxear'L' qeJln

"p"ioro""-o 
ncj, ararosaHrlIe o6teKru n peaJlbHo nPr.truenru yurep6)'

6epeai;XAT,qAHI,I

6ar,uapralraraP

H.[ipiffeH
YlrpeHeal.

XHCx3IH nrepairtr-r6ep l(aylA,II t(trbr6ar ap MYMrflH,arxTepHAbI3V\ ,{apnaMH[Ia arblMnarbl
K6arVM are AAPNAMA,IIbIkIH,[IXTEMCTJ M\',tltHrePYM.[afhl

TAXO Tan.qayATbI apHaJrfaHhl K CTEHA A6IHerl3l x+py yilpsryHAE 3eprxaHaJleryKalI{Ta.n aclt3 tlAM6ar anapaErIAPJI3rcHllt lbrc AaFbt MarncrpanrraPHAATrycreyreXYMyTr{n}rmnapMe H
\taKcaTTapbllttrtl3It'HtrbIapHanapblnaF.rararcll aaH )rqmbrpy

cTbl6afirasuHCECuteH 3XrH) ep €ryHExe lc lEAe KelTlpxY3HhICaH-Ilap6ence
t!flKEKarafi peKrlo 3€pTreyru,TftUIAP]IEI

irorking
fe

obj

teta ofeth tlc nrreare andmaltr oes currenfcthelnto easto s ouoC al apaburse v
M areonbased preparestanda abohh tototS teac ratoryc thber feav how toearnerMastcodeforedtru e dS CSith rgnfbr

aremalwcn anh entn c o S,are usedi almthe (mrctS latednc den pactnvest igate
useduact al caSect danvatedacti vtargets

53urxau Koarbl

aHbrKrayra apHanraH

TexHoIorl,rrrap
Texnolormr
o6napyxeuue
BpeaoHocHom KoIa
Technologies for
detecting malicious code

t3 KN TK
IIA KB
PD EC

fibr6o HluA,acbt3H eryI(AMTAMrrcl3.[rnr( (ayl
JflaH a a ro:t,[au6anu ManapablorpaMna rp

iulM rlAPAI,IrpaMnpoxoraas6ala aJ LA6ofiu HlI1A-6ar anayavJ a ,uapnaMAA (opfay
cmHbI MYMKIHIIXIhr6o 3eprrey teHlxAaH PIhlft YCbIEHM 13[KA pTrblpyceHrM,ulJIlfl yr nc

tnLH SonarIIcl3 v YurxeHed Ece AC Kay nporpaMManaceHlM,[lpse-!.eHTTepCry6epeai
IIeryZIJIhI K KAMTAMACI,I3HEAI, IIporpaMMA},IH Yfi'PE(OJIAAHYaHajl},l3aTophlcTa:TflXAJIbI(

seaiAiI,lKAJIbI ALI YpeK jyxYprlxSHe AI,tHAM TiI]IAAYTecrurey

5I(ayinci: uporPauuarux
KaMraMaHhI e3ipney
Pa:pa6orxa
6e:onacxom
nporpaMMHOrO
o6ecneqenxl
DeYelopment of secure

software

14 KII TK
I1A KB
PD EC
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software;create
studcntsanalysis.

to
damage)



aHanrB [porPaMMHolo o6ecneqeHrt.

Course will allow you to study the recommendations for ensuring the security of Java

application programs, for Java security programming, and for improving the reliability and

,l6u.ity of juuu' upplication programs. Stuaents will leam how to use the SonarLint static

analyzer for reliable and secure programming in IDE Eclipse, leam how to test and conduct

1.1HOCTflac6erone eHIlrco6econ(]XOM HIaUfiXTITbtliltTO3BOJItluHa peyqqHIIJ|Ayc IIoaII aJtlo va,MJ a }{poBaHfloHAM nporpaMsAUI-ITHOMYa,AMa,[HbIx npo rpnpxKJI
HTLIaJ Cva.HA .[eM ryKr,IatrHblx npo r-paM6egonacgocrr'tu rlpHH H}O Ha,aex HocTlluenoBbt

HOt_OIIact 6e30ar()ll tnLS Dt[ HaaexHoroKOrOTI{qeccTaI9TME aHarlx3aTopaHTCrpt,3yriar
K'Tt{qect4Tb O,[XTL AgHAMTC' npoBse Tecrr,rpoBaI ED EcM HayqaliprpoaaHlI,nporpaM

/ S€mester 3/33
ntcomrsU tvn eOHEETMNKnd3oac KOII€HTI vBTOKOMxoo A4napamu(

rayincirailcri
(aMTaMacbl3 ery
T€XHOJrOrnflIaphl
TexBororul,t
o6ecneqenu-fl
rnrlopuaunouxofi
6e3onacHocrx
Providing lnformation
Security Technologies

,[rcuxrutxxa (3alrHEdHtGIe [HOopMauroHHhIe clcreuu 
-(Information 

System
'Protection)> 

o6ecneqroaer npno6perexue 3HaHnfi s yMeHnft B coorBercrBHH c

rocyaapcrBeHHl'rM o6pa:oaare.nruuu craH,[aproM' coaetrcrByer t[opuupoaanruo

rayrroao 
^rrpo"o:3peHli, 

H cHcTeMHOIO MhIIIUIeHfi',; IIocB'ueHa r]yqeH'IIO COBpeMeHHbIx

Mex4/HapoIlHhrx I{ xanaxcraHa(lfx craH'aaproB o6ecrI€qeHEl nxt[opruargromrofi

6e:onacaocrn, nporpaMMHo-anflaparuLlx MeroaoB r cpeacro 3alrl{Tht l{H(DopMaqn4

KpI{TepxeB ouerxu o6ecneqeruu 6esonacgoctlt uxQopuauxoxxo-TexHoJlorfiqecrtl(

c[creM t{ cere[.

The discipline "lnformation System Protection" provides the acquisition ofknowledge and

skills in accordance with the state educational standard, contributes to the formation of a

,"i*tin. *ortaui"* and systems thinking; is devoted to the study of modern international

anJ Kazakhstani standards for ensuring information security, software and hardware

rn"if,"J. *a means of protecting infimation, criteria for assessing the security of

information technology systems and networks'

6i,r

6araapn
rIIcl3alrl

EKET'TI KMJIon MCIIeHlProtectintSysteTTLIKraH aKn xy*enepapaKoprar
TbIJIhIMUxTl AbI KAMTAMACLI3M9IM H u.IycefiKec cKepnHA6iriu cTaHAapTr'l6epy

aKnaparrblKfar[acrbrpyKAJIhIALICHM oFnayxyfierAYEI,CTAHLIM
HE KKa3a(cTaHAbIxexaLJthlTI 3aMaHfLl Kapanhl([lH Ka3lpI KTI eryI]JI|(aylnc

EHMAM l(iUIhI\-annapaTTblAEIHH, (opfayaK11apaTThlcTaHAapTTapbl
HH ,(CJIM€ Kay(rllrJIbr irepaiuTCXHOJIO epxyFenAKIIAPATTbIl((Ypaa.uaphI H

aHer'l pHajrfaE.ueM rx apTTapbI,U 6ararayKAMTAMAChI3 ery

5I(opramaa auIaParrLIK
xyfie.nep 3aunueHr+Ie
nnQopuauxoxnr,Ie
CHCTCMLI

Protected lnformation
Systems

KnxooK
NA BK
PD UK

l5
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dynamic software analYsis.

Ecerney xe.nhepixia
rayinci:.(iri 1,2
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1,2

Computer network
security 1,2
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Ecenrey xerinepiHitt
(ayincbairi 1,2

Be3o[acHocrb
BLlqxcnlrr€rbtG[x cere F

t,2
Computer network
security 1,2

IIenLn flpenolaBaHu, alrc(xlrnHHblBJrrerc,: rcyqeHue MeroAoB Il cpeAcrB ynpaBJIeH['

xHOopMauHoHHo 6e3onacsocrrro (l'lE) s opraru3aqxl, a ralo(e ti3yqelae ocHoBHf,Ix

no.o,oao, r paepa6orre, peanlBaulu, 3xcruryaraqlE, aHaflrBy, conpoBox'{eHno u

coBep[eHcrBoBaHmo cHcreM y[paBJIeHx, nntlopuaulroxnofi 6e:onaclocto (CYHE)

onpeaererxoro o6rerra.

The purpose of teaching the discipline is: to study methods and means of information

.""rity (tS) -*ugemen-tin an organization, as well as to study the basic approaches to the,

;;;;l;il;, impimentation, operation, analysis, maintenance and improvement of

information ,""urity .-ug"rn"nt systems (ISMS) of a certain object

6ip
6ac rtablKTIflc Kapyi:ai Aru(TTLI K (ayMAafbl aKnaPaaI(caTbIMabt TIn Y,hI3H.[l oruITy

KTIH AKTA Ko6'ue H6enriri PATTLIoc a(H,[ai-H aeneyME 3epKY?araapHHa4icrepi
fi.[annaXClc aHyfaita,acbrpyIH6acH e3lpneyre,n xyfienepIICr3A (ArQ() (apy(ay

bt ra6o6o,,r ht,'laILIft3HC Tecfl AIx te eyxefe HE uaep 3ep,{enerrnatpycyIeMe,,r.qeyranAaym,

5AKrIaparrLl(
rqayinci:airri 6acraPY
YnpaBneHHe
rxrlopuau.toxHofi
6e:onacgocrgrc
Information SecuritY

Management

l6 Knxool(
NA BK
PD UK

A(naparrHK
rcayiuci:airri 6acxaPY

Ynpar.nerure
mr$opnauuoxnofi
6elonacxocruo
lnformation Security
Management

6orun ra6u.ra,&t.

I{elruu ocroeux.r y're6Hotr .qHcuxflnl{Hf,I tBJlterct rl3yqeHrle MeroAoB I{ cpeacrB

ynpaBneE[, pricKaMlr H llHuH,{eHTaM[ uxQopuaunoxxo 6eronacaocruro (H6) s

Lpiar*uurn, a raxxe ,3yqeHre ocHoBHLlx noD(oaoB K pa3pa6or(e' pearn3aq[['

3Kcruryarauru{, aHalrrSy, co[po8ox,(eH[ro I, coBePlueHcrBoBaHrlo c[cTeM ylrpaBJleHn',

prcraMri fi tiHult qerraun I4E.

The objectives of mastering the discipline are to study methods and tools for managing

irio.rition t""utity (IS) risls and incidents in an organization, as well as studying the main

uoorouattaa to the development, implementation, operation, analysis' maintenance and

improvement of inforrnation security risk and incident management systems'

xyfte.nepin

exeJlAeprt K) r0y((M (ayrIIcl3alKrl
TI aKcaThl a(aapaTTbIHIHtle nr yfr,rMAarhlMeufepyorg

coHnai-a( AKIIMCH 3epaeJreyH l(+?anlaphIa,[rcTepItMC I{H (I'AEHTTCPI
tcxea3lpreyre,6H acKapyMCH HHUHA€ HTTEPer(eJr,(eplr3y

HH€rl3rlxaHC Tecuulepal 3eptrefieyAIHre xerlJral pvT{rJIlIayia,14 cytreMejueyIJa,.AaJI2Hy

5AK[apa'ITbr( raYincirair
rayni uex oKlrIiuIaPhIH

6ac(apy
YnpaBneHlre pHcKaMu r
IIIIUH.qEHTAM H

lHoopMaulroEHofi
6e3otlacHocrn
Information security risk
management and

incident management
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A(naparruK
r<ayinci:4irri
KaMTaMaChB ery
TexHoJIOfl{fiapbI
Texnolorun
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Securiry Technologies
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KBaHrrLrK
rpurrmrpaQnr xele
KBaIIrrHR 6allnarGrc
Kranroaa,
rprmrorpaQn.r .r

KBAHTOBHE

KOMMyHI{l(aUHH

Quantum cryptography
and quantum
communications

4 KBarrrHK xeninepaeri aepexrepai ycran (arry xeue Kopray, xBanTrlr( uruQpaayarr
anmprrMrey xexe aaroMa'r'ranabtpy vyurinaimepi o(HrLrlrarH. Kganrrux ecerrreyai
KoI,qaHa oTLlpbln, Aeperrep,Ui (OprayAhIA xaHa qpanAapLluHll naf,la 6orryLr MeH AaMyLl
ep rypri xaanrrur rpurnorpaQrr.nur Kypan.aapabr xerix ue{reprex xr6epxayinci:aix
caracLln.{aru MaMauap,qx aarpJray;rlr xaxer ereAi. Heri:ri ryruperiniKrep: KBaHTrhrK
xenirep aprulu 6epineriH .[epeKrepai ruxr[paay xele leurQprey; KBaHTTuK
rprnrorpaQxrxuu aaMyH xaHe KBaHTTITK ecerrey rayincirairi.

I4:yvatorcr ao3Moxlocrr nepexBara r 3au[fibr ,{axxhrx B xaarroaux cerflx,
anmprrMnauxH fi aaroMarriaunfi roaHToBoro uurlpoaaxx-r. floranexre E pa3Brrre
HoBbIx cpeAcrB 3auxTu AaHHHx c IIptlMeHeH}leM xBaHToBLrx BLtttucreHtln norpe6yer
no,qnoroBxlt cleuxarrcroB s o6racrr Kg6eplau[Er, BJra,u€lotulc( paulqHHMx
HHcrpyMerraMx xaarmosof rpxnmrpaQnx. Kmoleaue xoMnsreHufir: runQporaxne n
aerulSporra AaHHErx, nepeAaBaeMlrx rro rBaHToBhrM cerrM; pa3Brrle KBaHroBofi
xprnmrpaQrr r o6ecneqegle 6e:onacrocrti (BaHmBoro xoMrrr,rorxHra.

The possibilities of intercepting and protecting data in quantum networks, algorithmization
and automation ofquantum encryption are being studied. The emergence and development
of new data prolection tools using quantum computing will require the training of cyber
security specialists who are proficient in various quantum cryprography tools. Key
competencies: encryption and decryption of data transmitted over quantum networks;
development ofquantum cryptography and security ofquantum computing
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OcHoax rpNrrrolo rnr'tEyty aaicrtpi, rpxmorpaQxmnr Kapa6afuipnap MeH allroprrrMAepArrl (aylrcl3alnH

6araray :eprrereai. KnaccIrKanHK Iurrfplapauu xpxrnoaxamr:i, aur[$epeuural'uxr,
cll3brr(r6r( KPr.rrrroaHarlll3. Aruxr riaTri rcplnrorpaQur.nxr xY eneprc ura6yulgap'

Kpnrnoararur.uin 6eari.ni aarlxelepi, rpxrnoaaaam alroprmlaepixix nParrflxaflLlK

oirruaarryuu 6aranay eaicrepi reprre,re4i. Kypc xor,rnlloreplix ecenrey nepueu :eprreyai

(aMTr{,rIEr. C++, Python, GMP rpr'rnrorpaQnsrbl( xilarD(aHanaphl' I(pfiflToaHaJlK}re

apHirnraH rrporpaMMa.lux xypa.laap :eprre,le,ui

H3y.raffc, Meroaf,I B3rloM4 ouegru 6gonacxocru rpurrrorpa$rvecKlo( np[Mu-ruBoB H

-iop*or. KpHnmaHanr3 ruIaccnecxlD( urrQpoa, larlr[epeHu],arlrcli, rIuHefi]GIF

*pr****. Atuxn na rpurrrorpaQrqecKne cucreMbl c orrpuruu x'lovot'l l'l3yqalorc'

l,l3BecrHtle pe3ynbmTbr KpEmoaHaIrH3a, MeToaH ouel{xH npaKruqecKor BHnoJII{UMOCTII

arroprrrMoB KpltfiroaHaJllr:a. Kypc aurovaer ]rccnetroBaHr'r,I c roMnbrcTeP[ElMrl

,rur*"r-*n. I4:yvarorcx rprmorpaQrvecxr're 6u6nuorerll C++, Python, GMP,

nPorpilMM HLIe cp€agrBa ,uJr, KPgmoaHanlffa.

Methods of hacking, security assessment of cryptographic primitives and algorithms are

studied. Cryptanalysis of classical ciphers, differential, linear cryptanalysis Attacks on

public-key iryptographic systems. The well-known results of cryptanalysis and methods for

evaluating thj prictical feasibility of cryptanalysis algorithms are studied. The course

includes iomputer researchers. Cryptographic libraries for C++, Python, GMP, software

sis are studiedtools for

4nporpaMMalLIK
(Ypanaap KoMenMeH

Kp[nmTaJrlay
Kpunroauarr: c

]IoMoutLlo
[porpaMMHHx CpeIcTB

Cryptoanalysis using
software tools

l9 KfI TK

(ayinci: nporpauualur
rarrfiarraanu a:ipley
Patpa6orra 6eronacuoro
flporpa MHofo
o6ecneqeHn,
Development of secure
software

Ey, Kypc aKnaparrLl xxHay, ocafi,[htKTbl anurray, ratlturlrpaufl, xare apTLIKIIILIJILIKTII

aprrupy reci.mepi 6oItHHrra se6-xocuI*lLualapau xayinci:,lix ryprucuxal KoprayaLl

oupu"r"rpua",. Kypcruu rarcupumapu ae6-KocuuuralapAu xeue o.lapaut xaripri

3aMarrfhr Kon.qaHLIJryLI MeH MYIIKlHIiKrepix, arnapar xxnay elicreMenepiH, xY eni

ocan.rl,Bl(T6r ar{blKIay.ubI, flaftaanaHy xgHe xauaMa apHaJlapru, ae6-\ocuuruanapaurl

xayincirniriu Oacrapy,nLl ranKblnall,thl.

Sror rypc ucc.neryer ae6-uprutoxexul c roqKrr 3penlu HacrynarenbHo 6e3onacHocru,

grlroqag cnoco6u c6opa lur$opuarurx, o6napyxeuu.e yr:BI'IMocretr, flpoHl'lKHoBeHrt u

rroBLrrueHn fipuBEnerrifi. TeMH rypca 6y,ryr nocaeuenu ae6-npu'loxeHrurM, Io{

coBpeMeHHoMy HcnoJIL3oBaHHIo I'r Bo3MoxaocrrM, Mero.Eo.rornf,M c6opa unQopuauau,

cllcreMarxtlecKoMy o6napyxeuaro yra[Mocre ,3KcIuyaT auxn u no6oqnHLl raHalaM,

LHcrppelrraM ynPaueHrc 6elonacHocrbro Be6-[p]rnoxeHr,tr.

This course will examine web applications fiom an offensive security standpoint on ways

lity

rmati

on cThand e scalatelnvu biera pr egton athcrh formtn at c enng
udaom demlrtheandationc sageabd usSC s vursco eethforCS pptop

tectdelnerabc on.stematethodonl oln tyS,info on sygc CS gatherapab
ls.controunsecb icatr onchaneand lateralo tat onxc

5KII TK
n.( KB
PD EC

Web Kocuu uraraplutl
6ayinci:airi
EBo[acHocrL Web -

npHnoxeHr,
Web Application
Security
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A(naparrhrK
l3alml

caJlacblAHHZIJIT,IMbI H,qarbrHIx ArnapartlHUIlIe ryPanbrK14) rycKou HTTeprrEroTepnrK
tlIIen3-TlKI4ctrHCxeHI flKHr13rtHE
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o H
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(aMTaMacH3 ery
Tex HoJro rtlrJIapbI
TexHororliH
06ecneqeHx,
lIHOopMauxoHHofi
6e:onacuoctx
Providing lnformation
Securiry Technologies

ori,raepinirr :aucu: ru:veri.
floHrrHe xoMnLror€pHor'o I{Hululeam (KH) Ocaosxrre non'rt' B cr[epe o6opora

rnrfopuaunu. flonlrue r xnacc[O[xaruu KI4 OcHosHHe cranul Kll (nogroroara'

p*r*r", cKpLIrI{e clleaoB). OaKropH yrpo3 Ln.r nxtpopuauun B opraH'BaqI{H rl I{x
raacctQuxaut'u. HeHaarexaqa, rloJllrrr{xa pyKoBoAcrBa opraHE3itllHH llc[orL3oBaHue

"nnparixoro" flO. Meroax npeaorBparqeHl, BpeaHblx nocJre,(crB]t or ro( aefi€rEHocrH'

,{errelrnoctl xarepoB. CoErarLIGIfi cocraB xakepoB lleru n MemAbI lo( tre'TeJlLHocru

HelpaBoMepHa, aefreJlLHocr6 orreJlbHbrx npeAcraBrrene rccy-'qapcrBeru{blx opraHoB'

Co.p,..,incident(Ct)concept.Basicconceptsinthefieldofinformationcirculation.The
*r.!p, 

"rA 
classification of tt. the main siages of CI (preparation,. development' hiding

o"""ti. ir"-t of theats to information in the organization and their classification'

inupprop.iut" managem€nt Policy ofthe organization' Use of "pirat€d" software' Methods

for'preventing harmhl coniequences fiomlheir activities. Hacker's activities. The social

."f"rp "i 
f,i"f.*t. objectivei and methods of their activities lllegal activity of certain

sentatives of state authorities

Xarep:repai

bITI TOHA apblY KAT(a rfaxropnMAATbI v pvaI(napae3 xachlpyprey 13,{epalHAbIK,(aafibr
cHbIzucarht HchtH 6act-tbtM rt !+pbrY KapyH ul(alrHtc6I.xeHe x.laccrQoJrapau

HHE ta,3CT3M H,[bI(btoTI JrapabrHa aanaHyMANbIKK) rpaMnpoKaparux6In
KH (YpaMhl3METI eneyMeTTlKbII AJrycajuapabr

CKCTTIKE IVJ! HMEHM opmHAapllbltiCTI a,UcTep(3M Ma(caTTapLIKbIqO,raparr

PaccreaoBaH .f,

HHUXAEHTOB

r.ruQopuauuoxxo
6e:onacuocra
Investigation of
lnformation Security
Incident

PD EC

Texttororru :aIIIHru
I(oMnHoTepEo
nrQopuaunu
Technologies of
Computer Information
Protection
Ecerney xerhepixiq
Kayirci3.uiri 1,2

Ee3onac Hocrb
BhItI HCI TTEILHHX CETC

1)
Computer network
security 1,2

Kopmyra apHiLnFaH.

!,ncunuuna nocBtuleHa ocBoeHruo rexHonorHi xpaHeHx', HHTennerryarbHom aHaJrr3a

l.I 3atlll{r6r xopfloparrBHl'Ix IAHHLIX B CI{CTeMaX KntleHr cepBepHoft apxETeKTypbI'

perueH[ro rrnoBblx 3a,[aq, BbInorHreMhlx npn IIpoeKrtlpoBagun x co:Aaxnn 6anhl raHHbIx

u npuoxeanfi noJIb3oBareJn B KJIHerr-cePBepHofi apxHTeKType, ID( a'qM[HlcrprlpoBaHt'll'l

H 3arlrrre.
il""6ir" is devoted to the development of storage technologies, mining analysis and

ililil of corporate data in client-server architecture systems, solving typical tasks

performea in the design and creation of a database and user applications in a client-server

rotectronarchitecture their administration and

AKTAcTIXT'18 vII Krep,(laepeopaKopx}.fie, epiH.uelles apx lfrexD/pachlBepxJlxeHT-cep
H ep.nixKrueHT-cepBoJlc) t_flrJITexexe apbl xrepyrev(opfaTHTEJIIC Kalt.qLI TanaavKry

xSHeHM U]ZUITILIbI KOC xo6a:rayapHEH nafi,qa,'rM6atacrt aHvLuWE ,u.ep€KKrypaaaapx
xete HEIM tIIEXuie ueHAlpyK eceH JITIJI AI orapabr[Tep luyre,I r./lcI(e3t HAaJraTbl YopbrK!?y

5Krrerr-cepaeprix
TexHoJrorllrjlap xeHe

orapaurr rayinci:airi
KJIneHr-cepBeptGIe
TCXHOJIOTHfi I' ID(

6esouacHoctl,
ClienGserver
technologies and their
security

KIl TK
[AKB
PD EC
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