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/l ceM / Semester II ceM

)I(OO KoMnoHeHTi xuE ronrnoueur / Universi nentcom

fleg curu(rr,rK alre6pa, anarNuxarbl( reoMerpar,6ip xaue xen afinrtualtt
Qynxuuuapaux au00epenuranaurx xaHe tlHrerpanabtK ecenreynepittirr ecenrepir
ueuryai{ nerisri rarrLIJIapHH Kiulblnracrblpyra xeHe oJlap,llbltt eaicrepiu
lpaKruraJrhrK ecenrepai ueuyae rouarryra uyuxiruix 6epeai.

flucuunruua [o3BoJlrer OopMlrposarL Oalogule aaaHxu perlreHx, 3a,qaq

mnefinofi a.nre6psr, aHarlr[.{ecxofi reoMerpnlr, arQSepexunalrrux t.l

Hr{Terp:ulbH;rx ficquc:reHtlx t[yuxquu oaHofi r MHorlrx nep€MeHHHx u ucnoJlb3oBarL

rx M€m,&I lut peIIIeHxr npaKr[rlecKlx 3aAaq.

Discipline allows you to form basic skills in solving problems of linear algebr4

analyical geometry, differential and integral calculus of a function of one and many

variables and use their methods to solve practical problems.

MareMart-lKa
MareMartlxa
Mathematics

I En xooK
EA BK
BD UC

5 flaH €cenrey xyfierepiHiH annaparrllK (aMTaMacH MeH apxl{reKrypacLlH, orItIH

,r1aMybrHr,ru xeri:ri xeeuaepia, or6acr,uaput, rantepix, ecenrey xyfie,lepiai4
Heri:ri rqpu.rruuapllHbrq tcgpbult IchI MeH xYMbtc xacay flpxHu[nrepiu reprreyre
6arurra.rras. LtlrQpnur [orHKarLI( aeHrefi, naxpoapxrrerrypa aerrefii,
KoMaHraJGrK apxErercrypa aenrefii, ouepawruur xYfiexin ae(refii, acceu6lep

aerfefti, ocu 4eqrefirepait oyHKu[oHannH( epexue,'rirrepi MeH o3apa )ICfMblc

xacay MexaH[3MAepi rapacrrrpruraa.
HTE AIIN Tgoro o6ecneqexNl t-'tul{[II[Ha H Ha Ha ,13

Ecenrey xyfterepiaiu
ANIIAPATTLI K

xa6,[u Krauacu xaxe
BlrpTyanAay
TexHoJIOrt,lrrapbl
Annaparroe o6ecreveHre
BbIII IICJI ITEJI LH bIX CIiCTEM

fi TexHoJIOrfltl

2

Kararor Ito
llrr lr u.

8

En xooK
EA BK
BD UC
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B[pTyanX3auHH
Hardware of
Computational Systems
and Virtualization
Technologies

apxrreKryphr BbrqHcJrrrerbHblx cucreM, ocHoBHbIx 3Ta[oa ero pa3BETnc, ceMetrcrB,

Tu[oB, [pr{HuH[oB nocrpoeH[, x QyuxurorupoaaHn, ocHoBHtIx ycrpoficrB
BLrqrcJrirerLHLrx cHcreM. PaccMarplcarorcr urQpoao , ,'lorrqecKLIfi ypoBeHL,

ypoBeHh Mrrr(poapxrreKrypH, ypoBeHh apxlfreKrypH Ha6opa KoMaEL ypoBeHL

onepaworHo cr{creMLr, ypoBeHL acceM6repa, t}yHxqnonarrHrte oco6eHHocru r
MEXAHII3M},I B3AUMOAEFCTB}T' AAHHLIX YPOBHE .

The discipline is aimed at studying the hardware and architecture of computing
systems, the main stages of its development, families, types, principles ofconstruction
and functioning of the main devices of computing systems. The digilal logic level,
microarchitecture level, instruction set architecture level, operating system level,
assembler level, functional features and mechanisms of interaction of these levels are

considered.
/ Semester 2t22

)l(OO KoMnoHeHTi / By3oBcKlitr rounoxerr / University component
3 En xooK

BA BK
BD UC

,{rcrperri uareuarnxa
,(r.rcrperxal uateuarnra
Discrete Mathematics

5 rIeH l(o[rrereH (ochrMlrlanapra opLIH irnarhlH a[ckperrl I(YpLUEIMAap

racnerrepin yrpelryre ruyr'axiuaix 6epeai, amn afiTKaH,qa, axclqerri MareMaruxa -
xouurrorepnix xoue a(flaparrbrK TexHorol.EJlapa;I (TeopHrnLIK rnt[opuarnxa,
anropnrMAep reop[rcbr, Ko.(ray reop[rclr, ro.naan6a.nu MareMarLIXaJrhI( xene
nporpaMM alrhrK Kar{TaMacH3 ery), froHoMxxanbtr ecenrep.ai ueury yurix. 4lrcrperr i
HMr{raqr{fiEr( MoaeJr4ey yuiu yftpexyaiq aeri:i 6orun ra6u,ra,qu.

AHcuxrurxHa no3BoJrrer rBy.rrrE cBo[crBa rxcKperHLlx crpyrryp, KompLIe
I{MeIOT MeCTO a MHOTOqUCTeHHbIX nprtJIO)I(eEI{f,X, B qaCTHOCTT, IIHCKPeTI]a'
MareMarlxa carrercc 6a3on am H3yqeHH, I(oMrILrorepHLIx r nut[opuauuoxxux
TexHororHfi (reoper[.recka, uxt[opuarnx4 Teopu, anroprrMoB, reopH,
xoalpoBaHlt, co3aaHrie nPLlKJIaIHoro MaTeMaTHqecKoro x [porpaMMHoro
o6ecneveanr), Ma peruelrrr, 3KoHoMr{qecxr,fi 3a.[aq, Nu ar'tcrperHoro
HMATaqUOHEOTO MOAelHpOBaHn .

Discipline allows you to form the basic knowledge of the properties of discrete
structures that take place in numerous applications. In particular, discrete mathematics
is the basis for studying computer and information technologies (theoretical computer
science, theory of algorithms, coding theory, creating applied mathematical and

software), for solving economic problems, for discrete simulation

Mareuarrra
MareMaruKa
Mathematics

Ta 6oFr,rHrua KoMno
/2ceM / Semester 2

/ I(ounoxenru no ast tional Com ents
2

4 EN TK
EA KB
BD EC

C++ rhia,qe
flporpaMManay
flporpauuupoaaune xa
,3Lrxe C++
Programming in C++

8 IIan 4eperrepaiu cmH.qaprrbl rumepiH, KoHcraHTaJIap, aiilGlManhurap,
onepauxrnap. 6ip onurenrai xaxe xsns.nruevai MacclBrep. xepcerxiurrep,{i orun
yfipeHyre apHanraH. C++ [porpaMMaflay ririue [porpalrrMafiuK KaMraMa Iqpyra
rryuxin4ix 6epeai.

Axcqrrurnxa [pe,[Ha3garleHa An, myqeH[, craHraprH6lx rLtrIoB aaflHEtx,
r(oHcraHr, nepeMeHHLrx, onepaunfi, ollHoMepHLIx Il MHoroMepHhrx MacctlBoB,
yKa3ar€nefi. [lo3Bonrr parpa6arusarr nporpaMMHoe o6ecneqexne ga r3EIKe

MareMarrxa
MareMarrI(a
Maf hematics

,{rcrpemi uareuarxxa
,ftrcrperua.r uareuarxxa
Discrete Mathematics

O EHy 708-01-21 Karanor Ancq[[Jr]rH rlo o6pa3oBarerbHoi nporpauue. [I:Aanue nropoe



[porpaMMr,rpoBaHr.r, C++.
biscipline is designed to study standard data types, constants, variables,

operations, one-dimensional and multidimensional arrays, pointers. Allows you to
deve software in C ++ ln

AucKperri MareMaruxa

AucKperHa, MareMarExa
Discrete Mathematics

MareMarHXa
MareMarlrKa
Mathematics

Mathematica, Maple, Sage, MATLAB/Octave naxerrepiae xipicne 6epiae.li

KpunrorpaQurrurt ryp.nenaipynepre 6afl.nanucru ecemeyrep xl?rl3ulear.
EynapMeH rarap rpaQuranur Ltneprle cri nypy r"ryuxiuairrepi :eprreleai'
Congafi-a(, rypcra eprypni 6acKapy xane 6olxay ca,ralapulaa xe(iHen
(oJraaH;IJIarLIH gepeKrepai crarlrcrrrl(alrLlK orl(eyre apHanraH SPSS/PSPP, R

fla(errepi 3eprreJleai; rumir rancrrpuanap ureurin xopceri.reai.

[aetcl oreAeaae B [aKerEl Mathematica, Maple, Sage, MATLAB/Octave
flpoBoarrc, BbrsrcJreHltg, cBr3aHHbIe c rplmorpa$xvecrraur upeo6pa:oaauuruN'

llpl arou }cyqalorcc Bo3MoxHocrrl co3.qaHl-ljr rpa$uvecroro rrrrept[efica. Tarcre a

xypce r.r3yqalorc, [aKerH 4lr, crarucrl{'lecxotr o6pa6orxu aanrnrx SPSS/PSPP, R,

xompHe HaxoarT tullpoxoe nPxMeneHIe B Pa3Ir[qH],IX O6,raCrrX yUpaa.nexu.r u

npofHo3[poBaHqr; peualorc, fi{noBble 34.{aqu.

An introduction to the Mathematica, Maple, Sage, MATLAB/Octave packages is

given. Calculations related to cryptographic transformations are performed. At the

iame time, the possibilities of creating a graphical inteface are being studied. The

course also studies SPSS/PSPP, R statistical data processing packages, which are

wide used in various areas of ical tasks are solvedent and forecastin

(o,raan6aln
rlpofpaMManapAbtll
narerrepi uae

nPorpaMMaJray
IlporpaMMupoBaH[e B

naKeTax [pr{KJIaaHEIx

lporpaMM
Programming in Software
Packages

5 6I] TK
EA KB
BD EC

/ Semester 33ce t3
xounoHenri / BY3oBcKIi KoMrroHeHr / Universi entcomxoo

Ecenrey xyfelepiniq
ANIIAPATTbIK

xa6,(uKrar',racu xeae
Brrpryan.qay
TexHoJrorn Jlapbl

Annaparnoe o6ecne,reuue
B6IqI'ICJII,TTEJILHI,IX CIICTEM

U TEXHOJIOTIII

Bt.Ipryanr.l3aqr{x
Hardware of
Computational Systems
and Virtualization
Technologies

5 Kypcra aKnaparruK (ayinci3ailoi (aMraMacLI3 e'Iyair{ YfuIM.qacrblpyrxHn6l(,
TexHr.tKaJrhr(, [porpaMMaJr6l(, rpunrorpat[ru,'u,tti eaicrepi (aMrBma'qLI.

Ka6eprayinrepaiu ryprepi, olapar,ru YpaicrePi; axnaparrbr rqopray xyfieciaiq
apqp.ni aeured,repilaeri oca:rIu4rap, a$IaparrblK (arepJlep xaHe onapAhl oHrey

raci.l,l"pi; 3r,rrur[,r [porpaMM:rllbtK (aMraMa; ua6yblraapaEllL 6y:un xipyaepaiu

ro:aepi uen r\?,repi KapacrElpbt:raau. Xeliae xeae aep6ec KoMnblorepMeH xryhlc
icrey, a(rlaparrhl( rexHonor[rnap Iq?a,uapLIH flafiranatry epexelepi reprreleai.

B xypce ocBelrlarorc{ opraHH3aul'roHHble} TexHrtlecKue, [porpaMMHble,

xpnnrorpaQuvecrue Mero,uhl o6ecneqeHx, xxtlopr'rauraoxuofi 6e:onacnoctlt'

PaccMarprcarorc, rnau xn6epyrpo:, Ilx reH,(eHul'u; yr3BllMocrr.t Ha palJrlrtlHrtx

)poBHtrx cncreMrl :aurrut nnQopuaunu, uxtlopuaqr.ronnHe pllcKn n cnoco6x rx
o6pa6orxu; BpeaoHocHoe [porpaMMHoe o6ecne'reHue; [croqHl'IKrr t-l 8lr.6l aral(,

nerolroa. I4:yvatorc, [paB}tna rloBe,qeHrl, r cern, o6paluexn, c nepcoHaJIbHbIM

KoMnBrcTepoM, ttcIIoJIB3oBaH[, cpeAcrB ltH(bopMauroHrnrx rexxo:rorrnf-

The course covers organizational, technical, software, and cryptographic

methods for ensuring information security. The types of cyber threats, their tends,
vulnerabilities at various levels of the information secudty system, information risks

and methods oftheir malicious sources and of attacks and

EII )KOOK
EA BK
BD UC

Ku6eprayincir4irxe
ripicue
BBeaeHHe B

xx6ep6e:onacxocrr
Introduction to
Cybersecurity

6
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hacks are considered. The rules of behavior in the network, handl ing a personal

colr tools are studieduter and us information technol
AxcKp€Tri MareMarrr(a

,[rcrperrar MareMarlrxa
Discrete Mathematics

5AffoprrM,qep xeHe

trepeKrep (YpLrJrbrMlIapH

AnroprrMLl Ir crpyICryPLI
AAHH},IX

Algorithms and Data
Structures

7 6II XOOK
6A BK
BD UC

Ta 60fibtHllla KoMno

(AnropEru,qep xeHe repeKrep KYpHIHMLI) Kypcbl repel(€prlH Hefl3ft

/ KoMnoBeHTbt [lo Bt t6o ti0nal Com nents

K+?brJrhrMAapLIH, coruli iuiHae 6afi.narucru rnnrepai (risiuaep, ararurap'

rpiQrrrep) xese xYpaeri Kolnef,Hep rlp.nepin (uaccmrep, accourartcri
MaccxBTep, creKreP xaHe Ke3el(rep) (aMr[r.qH. AFaIx K+?LUf,IM,(apbIH c+?Llmay,

iraey, orgey yuiu eE uaEu:gu anroPlrMAep raJ[uaHa.u,I. (Anmp]flMAep xeHe

aepeKrep qpHnbIMEI)) x)Pcbl [porpaMMaJlayahl]I 6aplu4 calarapun (aMrrlrLIH ell

Kett TapanraH ecemep KJIaclapux ureuryaiH alroprruaepiu rapacrupaax: iraey

xoHe cyptrrrray, rpatfluralu4 arropurMAep MeH caHALI( anroptrrMAep.

B rypce <ArroprruLl rr crpylcrypH [aHHLlxD paccMarPuBalorc{ ocHoBHEIe

crpyr(rypH ranHlf,x, B ToM qrcJle cBr3aHHbIe rlnu (cnncxl, qeperL,, rpaQu) u

croxHHe xometrHepHLle rHrEI (uaccuru, accounaruBHLle MaccuBBI, creKfi u

o,repean). Ana.nmrpyrorc-r nal6olee Bar(HHe aJIroprlrMBI coprrpoBxx, nor,rcxa,

o6pa6orxu rpeBoBI{aHLrx crpyKryp tr rp. B xypce <Alropnn'rx n crPylcryphl

aaHHhrx) ocBe[lalorc, armprrMLl peueHx, EaH6onee u[Pol(o pac[pocrpaHeHHllx

rulaccoB 3aaaq, rloKpbrBaroullr( nPatcrrsecxrr aclo o6aacrr nPorpaMMl{poBaH}i':

noficK x coprnpoBl(a, .rrcreHHEle arropHTMbl r arlropltrMu ra rpaQax.

The Algorithms and Data Structures course covers basic data structures,

including related types (lists, trees, graphs) and complex container types (arrays,

associative arrays, stacks, and queues). The most important algorithms for sorting,

searching, processing tlee structures, etc. are analyzed. The Algorithms and Data

Structures course coyers algorithms for solving the most widespread classes of
problems that cover almost the entire field of programming: search and sorting,

numerical algorithms and algorithms on graphs.

C++ ririHAe
IIpor?aMManay
nporpaMM[poBaHne Ha

c:ure C++
Programming in C l+

Python rryc(acHH TaHAay, q?aruap. C[Hraxcnc, EaprrLI xeHe UI-IIUI

orreparopnapLr, xonaap, aepeKrep xYpbl,'rbIMLI, co:airrep, Qa laapueu xg'luc,
o6'uirrire 6an rrrarran rPorpauMaJlay r,reuenrrepi. naxerrep MeH uorylraepai
(onaary 3eprreJleri. K.raccuraaux arroplrrMAep 6epiae1i. IlafualaHylrrllHblt{
rpaQrxa.nu4 nnrepr[e ciu (+?y, Python cueuapnfi"'repia uqra lu icre xocy

ueceae,repi 3eplreneri. AKoaparlUK xayincirair caJIacHH^[a ro,laanu,laruu ytuiHtt-ti

rapan rirarnauarapH KaPacrLlpHna,4bt.
Paccuarproarorc.r uonpocu ru6opa Bepcnfi Python, nHcrpyMer{raJlbHhlx

cpeacrB. I43yqaprc, cltl{rarclrc, oneparopLl ycJIoBE n uxlo[I, crpoKll, crpyxT]'ptt

[aHHHx, cnoBapx, pa6ora c r[allnaun, 3reMerrrrl o6LeKrHo-oplemuPoBaHHoro

nPorpaMMHpoBaHn , IlcnoJIE3OBaHXe naKeTOB U rtroryle . ,(arorcr ulaccFlecxHe

anropsrMLr. I4:yvalorcr BonpocH co3,qall[, rpaQrr'Iecxoro rrtrr€pQe[ca

noJuioBareJrr, yao6Horo 3arrycxa Python-cKPrmoB. PaccMa'rpltarorc, cropoHHue

eHnrue a o6aacra Lt nnof 6e:onacnoctn

5Python ririnae
nporpaMManay
flporpaMMnpoBaHne Ha

,3brxe Python
Programming in Python

6N TK
EA KB
BD EC
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The issues of choosing the version of Python, tools are considered. We study

syntax, condition operators and loops, strings, data structures, dictionaries, working
with files, elements of object-oriented programming, and the use of packages and

modules. Classical algorithms are given. We study the issues of creating a graphical

user interface, convenient launch of Plthon scripts. We consider third-party libraries

that are applicable in the field of information security.

C++ TiniHAe
fipo rpaM Manay

nporpaMMEpoBaHr.re Ha

,3LrKe C++
Programm ing in C++

fles Java xorapu .{e{refiaeri rPorpaMManay riniH rla aalaHa orLIPLIn,

npaKrxKanbr( ecenrepri ureury xeri:ri AarrHnapblH a.nyra, o6r,ercrili-6arLlTraJlraH
nporpaMManay rexHo,rorlulcbrH Me(repyre. uenirverrepai oH.fley anropmM,[epi MeH

spqpli rypu,rxurapblH, rrporpaMMa.flay a,qicrepiH KoraaHy xeHe rpa$r.rxanux
naliaalIaHyurLr nxreprle cia xY3ere acupyra, o6uerri,ri-6arurra.nran
nporpaMManayAhlrl neri:ri mcilaepix naiAanaHyr4 AepeKr€p 6a3achlHa (ocLIJry

yurin JDBC rexloJrorntcLrH nafi,uanaxy yurir xen arHHAsl KochlMEaJIap MeH GUI-
rxreprleficrepai r<ypyra uyr'rxia,uix 6epeai.

,(xcurrurrxa rlo3BoJrrer npno6pecru HaBhrrr Peruesfit npaKrrqecxlo( 3aaaq c

lcnonL3oBaHneM r3blxa [porpaMMHpoBaHH, BblcoKoro ypoanr Java, ocBoeHue

TexHoJrorH[ o6beKrHo-opEer[HpoBaHHoro [IporpaMMrrpoBaHHr, l,cIIoJrE3oBaHue

pa3n[qHhrx crpyl(ryp E arlroP]rrMoB o6pa6orxx ,[aHHLIx, MeroAoB

nporpaMMHpoBaHlu H peanmaqur rpaQnecroro ro,'lL3oBareJllcKoro mfiepQe c4
rcnoJrh3oBarb oct{oBrrHe upneuu o6rerrno-opfierrHpoBaHHoro rPorpaMMlrpoBaH[r;
co3.[aaarb MHororroroqHhle r[pHJloxeH}l.l n CUI-IHTepOeficLI, [cnoJlt!3oBarb

TexHonorruo JDBC,[JI-l co3aaHxfl rlorr;Iloqeux-r x 6a:e aalntlx.
Discipline allows you to get the skills to solve practical problems using a high-

level programming language Java, mastering the technology of object-oriented
programming, using various structures and algorithms for data processing.

programming methods and implementing a graphical user interface, use the basic

techniques of object-oriented programming; create multi-threaded applications and

CUI-interfaces, use JDBC technology to create a connection to the database.

5Java-[a o6rerrire
6arnrralran
[porpaMMallay
06r,exrao-
opt-lerIrnpoBaJllroe
[porpaM MnpoBaHlre Ha

Java
Obiect-Oriented
Programming on Java

9 6N TK
EA KB
BD EC

XOO KoMnoEeHTi / By3oBcKIr KoMnoHeHT / Universit ca[Il onen t
4 ceM 14 ce$ / Semester 4

Ecerney xynenepiri4
aDrIapaTTLr (
xa6,u.u Krauacu xane
BrPTyanilay
TexHoJIOflrrjrapbr
Annaparxoe o6ecuevenne
BLTqXCJI TTEJI LHLIX CHCTEM

ll TexHoJIOr{X
BI,IDTYAJIH3AUHII

5 fIeH orepaunrnH( xyfielepai r+?y rpnHun[rePiH xaxe rprupuuaaua.nxK
ueri:aepiu. ypaicrep.ui 6acrapy eaicrepin. KYpaJuaPbl veu anroprrurepiu. xaax
xeHe onepalurr.Jlu4 x$erepleri exri:y-ulurapy.uuu 6a:anur< 6ilir'raepin
(anHrnacrr,rpym apHanraH. fIaH axnaparrur-ecenrey xyfeaepinaeri epexe.nepai,

aKnaparruK Kayinci3nix canachlrularhl craHlaprrap ueH epexrerirrtpai 3epr-rtyre
uyurixaix 6epeai.

Axcqnnnana npeaHanHarreHa lu, H3yqeH[, np[Hu[noB rlocrpoeH]r, ll
(OHUEITTA,JIbHbIX OCHOB OTTEPAUHOHHLIX CHCICM, METOAOB' CPEACIB fi AITOPI{TMOB

yflpaBneH[, npouecciiMt], rIaMtTbK) I,l aBo,(oM-BHAO,IIO M B OIIeDaUHOHH6IX CITCTeMaX

Onepaunrnxtt xyfierep
xare OX rayinci:airi
O[epauEoHI[re crcreMhl
x 6*onaorocrr OC
Operating Systems and

Operating Systems
Security

t0 6n xooK
EA BK
BD UC
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,[rcqrrutrra no3BoJlrr l,llytlrflb noroxeHllr a rrt[opuauuoHHo-BEIqIIcJI[TeJIbHblx

crrcreMax, craHAapru x cneun$urault a o6lacrl uuQopuauloltxofi 6elonacnocu.
Discipline allows you to form a basic knowledge ofthe principles ofconstruction

and conceptual bases of operating systems, methods, tools and algorithms for

managing processes, memory and input-output in operating systems. Discipline will
allow to study the situation in information and computing systems, standards and

specifications in the field of information security.

Hardware of
Computational Systems
and Virtualization
'fechnologies

A$raparr6r(
nayinciraixre xipicne
BBe,[eHrle
unrlopuauroxnyo
6e:onacxocll
lntroduction

B

11 En xooK
6A BK
BD UC

Kp urrrorpaQrrnu rt
lrareuarura.nuK reri:aepi
MareMar[secxHe ocHoBLI

rprnrorpaQnn
Mathematical Basics of
C ryptography

5 (aripri rpnnrorparlrruuu neri:ix rpaftrxs MareMarnKarlhr( anflapar

:eprrere.ei. Caxlap reopnrcurotu ueuenrrepi. cLl3hIKruK anre6pa, anre6panblr

xypLuLrM,{ap rpnmorpar[r'r.rHuu 6acuu xonuidx 6oliuaepin ueuepyre xaxerri
xone"ra" :eprre,ne.ri. Mar€pxal reprreueria MareMarxttaJlLlt< HefijaepniH

xo:rAas6anx ueuin ecxepe oruprrn 6epileai: iulroplrrMAep r'reu rpnrrrorpaQxr:nux
(apa6all6lpnap.@Iq KpErrrorpaontnhll( racle, repi curlarraJlmH xexe rycix4ipirren'
oJrap MareMarrKaHLIq reprre,ain oruprau 6onir'r4epiHiu (orlamrnyblH HaKrll

xopcere,ui.
I43yqaerc, MareMarrqecxH aJIIIapar, nexaluHtr B ocHoBe coBpeMeHHoF

rparnorpar[xl. I43y'Ialorc, 3JIeMerrLI reoprul q[ceJl' anxefiao a.nre6pu,

a,rre6parvecxue crpylcrypll s o6belre, reo6xo,(mrou rJl, ycBoeHx, 6oltursncrsa
pa3aenoB Kp[nrorpaQrn. Mareplal raerc, c ) reroM nPl-rr;raaHoro 3HaqeH[,

IryqaeMLrx MareMarHqecKm( ocHoB: orructlBllrcTc, r-t o6rrcallotcq
rpxmorpaQuvecrue cBoficrBa irnropnrMoB x rpunrorpatlrvecKlo( rlpHMllrllBoB,

rrarnraHo aeMoHcTPt{pyrcuHe npHMeHeHue [3yrIaeMLIx pa3aeloB MaTeMarI{l(l{.

The mathematical apparatus underlying modem cryptography is studied. The

elements of number theory, linear algebra, and algebraic structures are studied to the

extent necessary for mastering many sections of cryptography. The material is given

taking into account the applied value of the studied mathematical foundations: the

cryptographic properties of algorithms and cryptographic primitives are described and

explained, which clearly demonstrate the application of the studied sections of

[ncrperri uareuarrxa
,(ncrperna.l uarerrrarrxa
Discrete Mathematics

blKrm{an ElKrap
TeoP[rcH xeHe
MATCMATIKA]IbIK

CTATT,lCTIlKA

Teopm Bepo.rrHocrHocrefi
T MATEMATHqEC(A'

CTATHCTIIKA

Probability theory and
mathematical statistics

MareMarEKa
MareMarHI(a
Mathematics

mathematics

12 blKrr anelKrap
Teopflrchr xeHe
MATEMATII(A]If,I K

CTaTHCTHKA

TeopH, BepomHocr[ocrefi
t{ MareMaTHqecKa,

cTaTllcT}lr(a
Probabiliw theory and

5 neH KoM6rxiaropaxaxuH xeri:ri :.neuenrrepiu, Eeprya.nr cxeMachlH.(arbl lIIeKrl

TeopeMaJrap,,lH, yaecripyaiu Ma(hI3aLI 3aHnHnLIKrapbIH, MareMarrxaJILI(

crarr-rcrrrxaHllH neri:ri yruulapuH 3ePTreyre r'.ryr'lxiarix 6epeai. Eyl ep rlpli
ecemepni meury yuin blKrlrManqElmap reopl{rchl MeH MareMarnKaJIbIK crarricrlxa
caJrachrHlarbr reopHrnH( 6iniMAi (on.[.aHyra xaHe LIKTHMaIIIBIKTap reop[tcH MeH

MareMarlrxaJlhlK crarflcrsxa ecerrrepit reprreyaiH annaparbl uer aaicit a+?uc
raruay ltaraLurapHxa ne 6olryra uyuxis,qix 6epeai.

,{r.rc ur n,'lrHa no3ao,,rreT r,r3ytlxTh ocHoBHLIe 3,'reMeHTLr rou6txatopurn,

o EHy 708-01-21 Karanor AucqflrnrH IIo o6pa3oBaTeJrbHofi nporparurr.re. Hs4anue nropoe
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BD T-]C

MareMartlKa
MareMarr-rKa
Mathematics



flpeaenhHBle reopeMhl B cxeMe EepHynns, Hali6oree aaI(HEIe 3aKOHLI

picnpe4enexrfi, octoBHble [ourrllt MareMaru'IecKofi crarncrxl(,. Aaer
BO3MOXHOCTL rlpEMeHrrb TeoperuqecKlle 3HaHn, B Teopxl-r BepomHocTl-r x

MareMar[.t€cxoft crarrcrllx[ a[, PeIneH]u pannxqHLlx 3aAatl H I{Me'rL HaBbIK}i

[paBnnLHoro uu6opa annapara Ir Mero.4a [ccJIeaoBaH]'L 3aaaq reopl'In Bepo,THocrr

r-r MaTeMarH'{ecxo cTarflcrlll(H,
The discipline allows you to study the basic elements of combinatorics, limit

theorems in the Bemoulli schem€, the most important laws of distributions, the Basic

concepts of mathematical statistics. This makes it possible to apply theoretical

knowLdge in the field of probability theory and mathematical statistics to solve

various problems and have the skills to conectly choose the apparatus and method of
and mathematical statisticsblems in robabili

mathematical statistics

to onal Com nents/ Kounoxenru no g6ofir,txrua rounoTa
,[rcrperri MareMar[t<a

Ar.rcKperHa, MareMarHxa
Discrete Mathematics

6yr xypcra cuexapulLnix fiporpaMMallay rinaepiH (onnaxy, aBToMarraruEIPyaLI

KaMrauacui ery xeHe na ,(anarryullnap xYMUcblHblH rnivairirix aprmrpy
Ma(carr,rHAa onapaLl aprl'Pni Ko[qan6alu xYfienepre euri:y rexuorornmapu
:eprrere4i. I4trrepQe crep uen ritarxana,rapabl (onaaHy 3ePTreneai. )(Y eniK

xese r<o.naan6anu nporpaMMarIBIK KaMraMaHU a:ip.ney, onepauluu4 xyfenepaiu
ecerrrepiu aBToMarraru&IPy, cepaucrepli IaMLITy xeHe y'necripi.nreu 6a(naparrLlK

xyiorep yutiu cuexapx rin.qepiH KouaHy MUciuIAapH xelripilrel.
B .uaxrou rypce rnyqalorc, TexHoJroru[ np[MeHeH[, cKp]'urroBLrx ,3LIXoB

[porpaMM[poBaH[r, BcTpaLIBaHIirI [{,( B pa3JIl{tIHbIe npxKJIaaHLIe CHCTeMLI AJl',

o6ecne.reHn aBToMarriauln L TIoBLI[eHx, ar[r[errnrlocrn pa6orx
fiorL3oBare,ref,. H3yqarorc, tlrrrePQe cH u npI{MeHeH[e 6l6.nnorex. ,flarorcr
rrprMepbl xcrIoJIb3oBaHH, cKplnmBlrx ,3LIKoB a.nr parpa6orxu cncreMHoro ]I

flpxlgra,4Horo nporpaMMHoro o6ecrleqeHE, zlBToMarl'BaufiE 3a'qaq onepauxoHlsf,x

cncreu, pa:pa6orrx cepancoB n pacnpeaeneHHLlx uut[opuauxoaxux cncreu.
Thii course examines the technologies of using scripting programming

languages, embedding them in various application systems to ensure automation and

improve the efficiency of user work. The interfaces and application of libraries are

studied. Examples ofthe use ofscripting languages for the development of system and

application software, automation of operating system tasks, development of services

Yenstems areand distributed information

5Crpr.rm ri.naepixae
IIporpaMMirnay
flporpaMMxpoBaHHe Ha

cKplrrrToabIx ,3hIl(ax
Programming in Script
Languages

6TI TK
BA KB
BD EC

l3

MareMarr-rKa
MareMarHKa
Mathematics

blKrHManaLr Krap
Teoplt cLr

M ATCM ATXXAJIbI K

CTaTI,ICTTI(A

xaHe

Axnaparrap xeHe xo,4Tay reopn CLIHLIIr Herbri YrhlM,4apbl MeH TeopeMalaPbl,

ap rypri rnrrreii xoarapAblH clrrlarraMallapll, oHrarinu xeHe reaeprire ro:irrr.ui.rlixri

xo.may ryparrbr rycixix; 6afi"rax-src raxalaapuxu{ xeri:ri tpopManlgbl-

MareMarHXaJIhrK uoae.nraepi xeHe onaprLl canlrblx cxnarray aaicrepi. xoaraymlrt

xeHe aeKo.(rayahlH neri:ri npnxuurrrepi uex eaicrepi 3eprrcnrex. Marepual 6i'riu
6epyai reperuery xeue aKnaparrhl TacuManlay uex rypleHaipyaiH 3aMaHayx

rexHororrullapLlH xacay MeH KoJuaHy aarabllapun arry yruil 6epilreu.
u Mbl uOCIIOBHLIC [OH'TI{' TI Ht4

5A(napar xeBe KoATay

TeopxrcLI
Teopn.r nuQopuaurx u
xolupoBaHH,
Information and Coding
Theory

t4 EN TK
EA KB
BD EC
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Teopru repoaruocrrocrefi
IJ MATCMAT{qECXA'I

CTATT'CTIIKA

Probability theory and

mathematical statistics

xoaHpoBaHru, xapa(TepncrrlKt'l xolloB pa3Horo rrlrl4 noHxrHe omrMa'llLtloro l'
IIoMexoycroltqlBoro Koa[rpoBaH1,r;octloaaue $opuarlHo-uareMarl{qecl(He MoaeJlI'I

xaHaroB cBr3LI n cnoco6u rrx xoJlt{qecrBenHoro oIIHcaHHr' ocHoBHLIe npHHlIH[hI n

cnoco6Lr (oat{poBaHnc H .[ero.4tlPoBaHxr. Mar€pra[ aaercr 4.nr yrrry6leunr rxallfi
ri noJlyqeHm xarxxor pa:pa6orlol rr nplrMeHeH[, coBpeMerHhlx rexno'rornfi

nepeaavr x npeo6parosaxu rxtlopuaunn.-The 
basic ioncepts and theorems of information and coding theory,

characteristics of codes of different types, the concept of optimal and noise-immune

coding; basic formal-mathematical models of communication channels and methods

of their quantiutive description, basic principles and methods of coding and decoding

are studied. The material is given to deepen knowledge and acquire skills in the

development and application of modern lechrologies for the transfer and

transformation of information
flex yu 6arurru KaMTx,trH: 6mxecri 6acrapy, 4u:uerritt 3xotloMnxaJrLl(,

aaeyuerrix xane 3KoJIotr'trrIHK ascH; 6lcHec [,qe, xone 6mHec xoclapaH raMr,rTy;

naHHiq Herigri 6arurrapuuux 6ipi periaae cryaenrrepai xere xayanxepui;tixxe'
H}ITATAHJIEIPYT4 THTOBAUN'JIHK(A' TA'INf,IHbICKA )I(AHE KOIAM AJUIbIIUTH

xayanxeprui.rixxe yftpereai.

Aallrcr Kypc BKlrloqaer rpl, HanPaBneHrr: 6n:nec a,a{HHHc'rp[poBaHue'

SKOHOMI{Ka, COU aTIEHHe l,t 3XOJtOr[qeCI(He paurul xrEHeIemeJILHOCTH; 6r3HeC HAe',

n pa:pa6orxa 6x:aec rutasa. Oco6oe :xaqexxe B KyPce yaerlrerc' Baxuocrll

rpopuxporarur raxlrx no3Hllll , KaK nepcoHulbHa, orBercrBeHHocrb, Mor[Baurt'

,ryx txnoraux , aro6orltlTcrBo tl orBercrBeHnocrl nePea o6l{ecrsou.
This course includes three directions: Business administration, Economics, social

and ecological fiamework of life; Business idea and business plan development The

special value in this course is given to the importance of forming such positions as

personal responsibility, motivation, the spirit of innovation, curiosity, social

rc n s ibili

5Kecinxeprix xsre 6r:xec
flpe,uuprxrauarelrcrno x
6r:uec
Entrepreneurship and
business

l5 )I(EN TK
OOA KB
GCD EC

"Cs6af.ltac xeM(opJIbI(Ka Kapcbl uereruer" nesi "a$IaparrhtK-

KoMMyHnKauIrrJILI( Texxorormlap" 6aruru 6i.niu aJryIxhlnapaa xe3 xerreH

cu6aftrac xeM(opJIhI( xopinicrepiue MYJI,IeM ro36eyuinirri ra.numacrurpyra
6arurranraH. "Kagaxcran-2O50 "Crparerlrcu (arLI[Tac(aH MeMJlexerri( xa{a
carcr 6arhrrhr" cLr6allnac xeMKopnllKrhl ylrrun r<ayinci:airxe rixe.nefi rayin-narep

,qapexeciae rerepeai.
Ancqrrurrsa (AHr[KoppynqxoHHa, Kynbrypa)] HarIpaBJIeHn'I

<Hnr[opuaulonuo-I(oMMynt{Kal{xoHHhle rexHoJIorEID) np}BBaHa cQopuupoaarr' y

o6yvalouflxcr HyneByo repflnMocrr x mo6ult xoPpynulroHHblM uporaneuu.rrr'r' Kar
r{iBecrHo crparer[, <Kagaxcran-2050>: Hosxfi norlflHqecxu K]?c cocro,Bueroc'
mcylapcrBD) Bo3Boarrr (oppy[rlHlo B paHr fiptMotr yrpo3El saquosanrxofi
6esonacnocu.l.

The disci line "Anti-co form andirection n ationdtheofuc tureno

5Chr6alinac xeM(opnHKKa
(apcLr Me)qeHEeT

Arrnroppynuttouuaa
KyJrbTypa

Anti-corruption culture

16 XEN TK
OOA KB
CCD EC
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corruption manifestations. As is well known, the strategy ''Kazakhstan-2050": A new

politiial course of the established state "elevates corruption to the rank of a direct

Communication Technologies" is designed to form students" zero tolemnce for any

A(naparrLr( xaHe
KOMMyHIIl(aut{TJIEI(
rexnonorrrlap/14xr[opua
l-trroHHo-

xoMMyHHKaUHOHHLIe

T€xHororr[ / lnformation
and communication
technology

Kypcrbl ol(y 6apucua,ua 6ilirrr alryuu aKnaparrap[H i3aey' ca(ray' 6H.{ey,

(opray xaHe raparyaa uarlpnu( TexuoJrort,trrll, aprlpli. auaparrur xeue

xoMMyHfiKalllrulblK TexHonorn.napaBl KoJIAaHy xeHe TlpurnlKnH epTypnl

cananaphrH,[a xacinreprix 6irir"rni KoraaHa 6i;ry. Coxuuex Karap caHALl(

TexuoJrorHrJrap xarte un{paxr 3xoHoM[Ka rypalu rycinix, urQpnuK Y(iMer.
urQpnHx 6rrHec, unt[p,rur nHHoBaurt lap, ca]uutlK rexHoJlorlt JIaPAa

(oraaHbrJrarhrH xaca&qhl I{rlr€JUIeKT UOAeltAepi Mefi aaicrepi, xolix
lrorficrxxacbrHrarll qfiOprut< rpaucrfopr'rauur ochl MarepHaJI cryaeHTTepre

unr[prur< rexHoJIorHrJIaPALr calanap 6ofiurua (oraaHyrarll 6iliu ueg

aara6rnap,46r nrepy yurin 6epi.neai.

flpu x':yvexnu rypca o6yvaroun ct.qoJIxeH yMerL rIp[MeHrrL uHOpoBbIe

TexHoJror-[I,ti parJtl{.lHble lt$opuauuoanue H (oMMyHuKauHoHHLIe TexHoJlor]lH B

[or{cre, xpaHerrr{fl, o6pa6orxe, 3arIrI{Te H Pacnpocrpalean[ uxrfopuauxx n

IIpl{MeHrTL npeffIpHHHMaT€nECI([e 3HaHn, B Pa3JIH'IHbrX CQepax

xr3HeaerreJrLHocru. Kpotrre roro, Kouuenult ulrQpoBLlx rexuonoruf u uut$porofi
3r(ouoMr{r4 qn0poBoe npaBlflenbcrBo, qlr}poao 6aruec, qnt}poaue r{HHoBaISu,

MoreJr[ l.t Meroahr HcxyccrBeHHoro HHTeJUIeKra, [cnon63yeMhle a ryrQporux
rexHoJlorrtx, ulr[porar rpaacr[opMaurul B TpaHcnoprHo norrcrnxe 9Tor Marepran

6yaer nperocraaneH cryreHraM a,ar npxo6perernr 3HaHHi l'l Haauros r o6racru

npllMeHeHlr, ufi opoBf,Ix rexHororHf, .- 
When studying the cours€, the student must be able to apply digital technologies,

various information and communication technologies in the search, storage,

processing, protection and dissemination of information and apply entrepreneurial

tnowledge in various spheres of life. tn addition, the concept of digital technologies

and the digital economy, digital govemment, digital business, digital innovation,

models and methods of artificial intelligence used in digital technologies, digital
transformation in transpon logistics, this material will be provided to students to

ac uire know and skills in the ieslication ofdi ital technolo

5Ilx0pn6r(
TexHoJIO rrlrJrapASI

canalaP 6otrLlH[ra
(oJuaHy
I-lrr[poaue rexHororur
no oTpacJrrM rrprrMeHeHrl,

Digital technologies by
branches of application

)I(EII TK
OOA KB
GCD EC

t7

5 floH Ha(T6r ruia4errepre {ol xerri:y yruin rrt:ueT rir caraHblq ap rYPnep

rrpfl pa3nHqHHx rugax c,ryxe6xofi cQepu 4le aocrHxeHa,
KoHKperHhIx 3aAaq. Axcuruullllta [o3BoJlrer HayqrEc, Bhlpar€Tl cBou Mhlc,'rtl,

araMAap apacLlH,{a r[iMri xaHe celriruAi ce ley,ui xypri:yre 6arutra"'rras. flex e:
oFHH 6i.naipyre, cayarru [Ha,Ior. MoHolor. niripraaacrap xypriryre.
xouuyxnxatlorix raraLlnaP MeH MaruHKTaPrLI. ureurex'qix elepai uenrepyre.

ueurex.uix o ,[xH rouuyuxxarrorix nxerix rycixyre r'ryurixaix 6epeai.

Ancunflnr.rHa opleHTfipoBaua Ha BeaeHre :Qr[errraao n y6ea.rrrelrxo* pevx

ixae

orrGrfi,4raro aucMOHOJIOI uo6laaarrBCCTIl

MCXAY JII.OALMII

Icxepaix pnroprxa
AeroBa, pI{ropHXa
Business rheto c

l8 xtEI-I TK
OOA KB
GCD EC
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yMeHrtMn E HaBLIKZrMlr, OpaTOpCX[M TICKyCCTBOM, IIOH}lMaTb KOMMyH[XaT]taHOe

HaMePeHEe OpaTOpa.

Discipline is focused on maintaining eflective and persuasive speech between

people in various types of service areas to achieve specific tasks. Discipline allows
you to learn how to express your thoughts, conduct a competent dialogue, monologue,

discussions, have communicative skills and abilities, oratory, understand the

communicative intent of the aker

l9 3KonorH, xerir4epi xaue
ripnrilir rayinci:airi
OcHoBLr 3xororrfln H

6e3oflacHocrl{
)IT3 HEAE'TEJIbHOCTli

Fundamentals of ecology
and life safety

5 Eyr neuniq ua(caru e[6ex xeae ouip ripmiairinix Kayincis xale ruancu:
xaraafius rcypylx, Oruipicri( xa6,&tKrap.[H Mol{rdxtray xexe na ,ualary rerilae
rayinci:aix [apalapblx caKrayabr, xaJIbIKru xeHe oxaipicrix nePcoHan J,

uapyarnunbr( xypri:y o6rexrinepir urrwua.a cauap[aH, aBapl{r,1ap,aaH,

arrarrap,ltaH, anar-rapraH r<opray 6ofiuurua rorexue xarAalirap4a cayarru uleuliu

ra6slraay,6r xsxe 6orxayaBl y peHy xaHe onapaf,IH caJraapLlH xolo.
[ncunruuaa no3BoJlrer OopMttpo8arb HaBhrKU co3,qaBaHr-r-E 6etonacHoro a

6eape.{xoro ycrorx rpyaa E xrrxe,4erreJlLlocr}!, co6nloaarb MepH 6e:onacxocrlt
npx Moma(e r{ Sxcn;D/arauxn [po].t3BoacrBenEoro o6opyaoBaHHr, [porHo3HpoBarb

H rlpr{HllMarb rpaMorflble peueHri, B ycnoBru{x qpe3BhrcafiHbrx crryau{fi IIo 3a(rre
HacfieHll Ir [pot{lBoacrBeHHoro nepcoHana, o6}eKToB xo3rficrBoBaH[, or
Bo3Moxnhtx [ocreacrBfi , aaapuft, xaracrpo$, crID(I'lH I{ JluxBl'r,{t'tpoaarb lrx

TIOCJIEACTBll.f,.

Discipline allows you to form basic skills for creating safe and harmless working
and living conditions, observe safety precautions during installation and operation of
production equipment, predict and make competent decisions in emergency situations

to protect the population and production staff, facilities ftom possible consequences,

acciden the elements and eliminate their con uences

20 )I(6fI TK
OOA KB
CCD EK

PyxaH[ xarfblpy
PyxaH[ xaHrbtpy
Ruklani Zhangyru

5 Ey,r naagi ororry r<axerriairi 6aplur r<a:ipri:auaxru rayin-{arepJlep MeH

xahaHrarry cllH-(areprepiH ecxepe orLlpLtn, (a3a(craHAuKrapaLlq pyxarx
(yHAlrnhrKTaphrH xa4rupryra 6aru'marras xeHe (oraMAHK caHaHU xaHrblpryauH,
6ecexere r<a6i;rerri,rirri, npantaru:u.4i aaMLITyahIH, y.nmur 6iperei,rirri
CAKTAYABIH, A3AMATTAPALTH 6iIiU UCg CAHACLIHLIH AIIILIKTLIfLIH TAHEIMAJLIAYALIH

MaELI3alrJrLrrHH aran xopcereai.
Heo6xoAm.rocr, o6yvexru aaHxofi at{cuxruurcl o6ycroBreHa reM, qro ona

opneHTlrpoBaHa Ha Bo3poxAeHlre .ryxoBHhlx qeHHocretr Ka3axcraHueB c yrleroM Ecex

coBpeMeHHEtx pxcxoB n sugogog rro6arlriaulllt lr floaqepKrBaer BaxHocrb

MoaepHrcaurfl o6ulecrseHaoro co3HaHBt, pa3Burlu KoHl(yperrocnoco6Hocrn,
IIparMarrJM4 coxpaHeHl{, HalutoHarbHor ll,4errrHqHocrl'1, norrynf,pmau[H Kynhra

3HaHI{' H OTr(pErmCTn CO3HaH[t rpaxlaH.
The need to teach this discipline is due to the fact that it is focused on the revival

ofthe spiritual values of Kazakhstanis, taking into account all the modem risks and

challenges of globalization, and stresses the importance of modemizing public
consclousn deve com tlvenes atism rvt national identi

O EHy 708-01-21 Karanor aucqrrrrJrl.tH no o6pa3oBarerr,Hofi nporpaurrae. Hraaslle aropoe
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the cult of knowledge and openness of consciousness of citizenslarizin

speech

521 X6tI TK
oo.q KB
GCD EC

,(xcrperri uareuarnxa
A[cKperHa, MareMarHxa
Disffete Mathematics

5 Kypc ap rypni MeniMerrep 6a:acuura 6ap axnaparru (oPray,uH KaMraMacH3

eryre 6a*,rma,rrax rexHn(aJIlIK Icypanaap MeH YlisIMAacrhIpyruErJIlI( uapanap,6ttl
xlrLllrrLrrlrH :eprrefiai. Maliuerrep 6a3acHH (opraym xafle ryrx, a(naparrLlu
rayincirairir (aMTaMacLI3 Eryre apHanFaH [onrereH [porpaMualux ureuriu4ep,

uaniuerrep 6a:acxs.qa ca(mlarhlr (ayimep, uo.niuerrep 6aracuruu rcyincirairix
6acrapyauu uerirri npuuuunrepi, ropranrax ueriuerrep 6a:acuu t<ypy acnerriaepi
xaxe r. 6. :eprreaeai.

B Kypce x3yqaerc, coBoKynHocrb rexHlqecxD( cpe,(crB t opraHx3aqfioEHElx
Mep, xoropa, HarrpaBlreHa Ha o6ecneqeH[e :autrru nutlopuaurr, [p[cyrcrBylouefi
a paraoo6parxux 6arax aanHxx. Hrylarorcr MHoxecrBo nporpauunux peurexnft

arr, 3aIIIlrLr 6a: aannux r o6ecneqess-r 6e3oflacHocrfi xorQureHuxalrHoft
ux$opr'rarurn, yrpo3hr, xpaHruerc, B 6a3ax aaHHLIx, ocHoBHEIe lIpnHuxIIhI
ynpaareuu.r 6eronacHocrEro EA, ac[eKr6l co3aaH[, 3al{HtugHHux EA u r..q.

The course examines a set oftechnical tools and organizational measures that are

aimed at ensuring the protection of information present in a variety of databases. We

study a yariety of software solutions for protecting databases and ensuring the security

of confidential information, threats stored in databases, the basic principles of
database security management, aspects ofcreating secure databases etc

AepeKrep 6a3anap xeHe
oaap.ol{ rayinci:airi
Eanu rannrrx r mr

6e3onacHocrr,
Databases and Their
Security

5 ceM /5 ceM / Semester 5
)I(OO xounosenri / BY3oacrx xoulorerr / Universit com nent

22 En xooK
6A BK
BD UC

Ecenrey xy erepiairt
annapaTTLr(
xa6,u.u Kravacu xaxe
BfiDryaJuay

fIeH cry,{exTTepre KoMbrcTep xeninepi xafi.nn 6iliu 6epyre xeHe oJIapMeH

xyMlrc xacay Aarahrnapf,IH (aflLl[racrlrpyra 6arurralras. neH xoMnbpreP
xe,riirepirirr naMy raplo<-ul. xaripri xe'laeri axnapar anMacy rexuo,roru-r.napu, xe.li
TOnOJIOT[rCbt IHIfI ra6 xo,rxeriuaix

523 KN XOOK
NA BK
PD UC

Kounrroreprix xeue
TeJIeKOMMy HI{ I(aU}ir.IrLI K

xyferep
KoM[blorepHble E
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Icxeprix uaaeHrer
Kyarrlpa aeroaoro
o6ueHt,ts
Business culture

llex icxepnix xaae reci6x KaphlM-KaruHacra craluaprrbl xeHe craHraprrbl
euec uixgerrepai ureuyre, xeci6x 3Tn(a MeH xeci6r (uruerriH TanarrapllH
(ouaxyra, oxuq Hopuaruri, ophlH,qblnhlrbl MeH Ma(carrLlJlf,IrH ryPrLtchIHaH
cslbey.qi ran,uayr4 ayBI3rIa xene xa:6aua co aeyaeri rarelixrep uex
xer'r u i.l irrepai xorora uyrrr xixaix 6epeai.

AxcuuIInHHa [Io3BoJrrer pemarL craH,(aprHble H HecraH,4aPTHbIe 3a,(aql{ B

aeJroBoM fl npo$ecc[oHanbHoM o6u(egtt, [pHMeHf,Th rpe6oBaHlu
npoQeccnoHalIhHo errxn r npot[eccaoHanbHof.qerrerr,Hocru, aflarl,l3llpoBarb Peqb
c roqro{ 3peH[, ee HopMar[BHocru, yMecrHocru u uerecoo6patxocrl, ycrpasrrL
outtt6xu rl neao,{eru a ycrHoi }r n[clMeHHon pe.lr.

Discipline allows solving standard and non-standard tasks b business and

professional communication, applying the requirements of professional ethics and
professional activity, analyzing speech fiom the point of view of its normativity,
relevance and expediency, eliminating erors and omissions in oral and wriften

A(naparrErK
r<ayinci:aixxe xipicne
Bseaeurre s
nuQopr'rauuounyro
6e:onacxocrr
lntroduction to
lnformation Security



Tex HoJIOflUJrap hI

A[naparHoe 06ecneqeHLre

B6IqI,ICJITIT€JIbHbIX CTICTEM

I{ TEXHOJIOTN,I

BHPTyiInBaqrit
Hardware of
Computalional Systems
and Virtualization
Technologies

Onepaurunur xyflelep
xexe 0X r<ayincisairi
OflepaunoHrsle cHcreMLl
n 6sonacsocrr OC
Operating Systems and
Operating Systems
Security

KMrrLlorep xeaicir 6acrapy KarluanapH, xelhepaeri KoMMyrtlull, xaae 6ar[aplay
recirtepi, xounrorep.lir xeairep xlaccu0uraqlrrchl, OSI 3raJIoH'(h] uoAe.ni xaxe

onrrq TCPflP nporoKoJILIMeH 6alnarolcul, xepapxHf,nhlK xeni uoAeliuxirt

aeqrefinepiaAe a(naparrbl Kopcery xaIirLI arnapar 6epeai. I(aaipri rer,ueri

xounr,rorepnix xe.ni.nep,ui r+py aarlEIJIapHH (arHnracrblpyra 6arnrranran
rexipr6erix rancupManap (apacrLlpLrnrax.

flpeauer ,"npaaaeu na rloprunpoaauue y cryAeHToB 3HaHl[ I xanuroa pa6orrt

c xoMrrbrcTepHr,rMx cerrMr. PaccMarptcarorc, Hcropltx pa3Bm[, xoMlLroaePHEIx

ceretr, coBpeMeHHbte rexHoJlorHx nepe.(aqH raHHblx' noHrrrl, cereBotr Tonoror[]t'
MeTO.6r ,4ocryIla x Cpeae flep€aaqlr, IlpHlruxml ynpaBneHfi, xoMnL}orepHofi ceTblo,

MeroaLr KoMMyralltx x Maptrrpyrrnauxrr r cerxx, xlaccnQaKaul'lH E Ha3HaqeHHt

KoMrrlrorepxhrx cere , crpyrcrypa 3Tanoruro MoAenu OSl, ee cBr3L c ypoBHrMn H

6a3oBLrMr,r nporoKonaMfi crexa TCP/IP, rfupvu npeacraaleax.r rutlopuaulx ua

pa3Hlrx ypoBlrr:x xepapxIau cereBofi MoAeJr[. Ilpeaycuorpexo BLIIIoJIHeHTIe

npaKrr.HecxrD( pa6or Hanpamenuux xa QopurpouaHlre HaBLIKoB rlocpoeHr{,

coBpeMe HHr,Ix l(OM[ttOrepaux cete .

The subject is aimed at developing students' knowledge and skills on working

with computer networks. lt considers the history of the develoPment of computer

networks, modem data transmission techlologies, the concepts of network topology,

methods of access to the ransmission medium, principles of computer network

management, methods of switching and routing in networks, classification and aims

ofcomputer networks, the structure ofthe OSI model, its relationship with levels and

basic protocols of the TCP/IP stack, forms of information presentation at different
levels of the network model hierarchy. It provides practical tasks aimed at developing

the skills ofbuildin modem com uter networks

TeJrexoMMyHr{Kaufi oHHLIe

CCTH

Computer and

Telecommunication
Systems

A(napar xeHe Ko,qray

Teoprlrcu
Teopu.r xuQopuaunN r
KOA.I{pOBaH Urr

Information and Coding
Theory

KpunrorpaQmHutt
uareuarrxa:rux aeri:.{epi
Mareuarnqecrue ocxo gst

rpunrorpaQur
Mathematical Basics of
Cryptography

Kprluro,Torr-r-rxr,tt1 uaceaeaepi ueu e4icrepi reprreaeai. KnaccHXarEI(

ruur[prap, arbIHAhIK, cxMMerpurnHlq acHMMerpI'ITJILIK anroprn{aep)
xpnmorparlnrnur< xsru-Qyttxuurlap xeHe gJIeKrpoHAblt( uHOpnLIK rolr:aH6a

"ienaa.napr. 
?:unncrix rprnrorpar[ru :leuenrrepi. KplnrorpaQr'u:rur 6epirrix

yrur'ru. Cnr,ruerpsa1516 rux{paapauH Kpt'lrroaHarx3i (ri,rain craDrcrnralur
irnarraua:,op",, xninirri ralaay, ,(llQ0epeHuxa''rehl, cbl3blKrLrK anre6pamtr)'
AclsrMerplrrhr( rprnroxyfieneplirt rpurrroaxalr:i (QarroPrr:aunc, nxcKperri
.norapnQuaep, allxncrix McLIKrap). IIIuQpaay pexln'laepiniH ocarlAblrhl.

llporpauuaff r4 icxe acblpyJlap xeHe Iqpauap.
H:yuarorca 3a,[aq[ I Mero.[bl KpumoJlorux. Kaaccnvecxfie uut[pu, norovrrte,

cHMMelp[qHbIe, acrMMeT ptlqHHe anropr{rMLl, rpnnrorpar$rvecxne x3IrI-QyHKqtlIi tl

cxeMhr 3neKrpoHHo qrrppono norrulct. 3leuerrx 3Jrnurrru'Iecxofi

rprnmrpar[un. noHrrue xpltmocrofiKocrn. KpH[ToaHaIIn3 cHMMerputIHBIx uruSpoa
(irarucrrvecrue xapaKrepucrur(H g3LIK4 qacrorHH[ analx:, anQQepenuHanLrurfi,

.nune nsl[, anre6paHe€cxn ). Kpumoaxanr: acHMMerPrqHLrx KpHmocHcreM

Attc JIO 3IIHTTUqECXHE Yr38HMocrr

8Kprjnrororx,
Kprnro,lornr
Cryptology

24 Kn xooK
NA BK
PD IJC
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pexr.rMoB txnopoBaHrrr. IlpofpaMMHhle peanmaqu]r u xHcTpyMenrap[ft .

Problems and methods of cryptology are studied. Classical ciphers, stream,

symmetric, and asymmetric algorithms, cryptogaphic hash functions, and electronic

digital signature schemes. Elements of elliptic curve cryptography. The concept of
cryptos$ength. Cryptanalysis of symmetric ciphers (statistical chancteristics of the

language, frequency analysis, differential, linear, algebraic). Cryptanalysis of
asymmetric cryptosystems (factorization, discrete logarithms, elliptic curves)'

Vulnerabilities ofen lementations and toolson modes. Software
nents60 LIErxa KoMno / Kounogexru no gr'tT to tional Com

Kounrroreprix xene
TEIEXOMMYHHKAUfiSILI(
xyfienep
KoMr6rorepHHe H

TCJTEKOM MYH}I KAII}IOHI{HE

CETI,I

Computer and
Telecommunication
Systems

5 neH,[i o(y 6apucunua cryaerrrrep xeaeJr YcbIHLlJlarHH xeHe eq a3 nall'(anaHy

rubrfLlH.qaphrMeH IrrbIfapbIJIarLIH EeMece npoBalt(epre xyrileril
xorrlurypaureranarLlH ece[Tey pecypcrapblHLul xan[Ll rrynLIHLIrt (aru.nru. pool)

raJrarrrapu 6ofiuxqra 6aplxK xepae xaHe Llqraltrx (oaxeriuri xeli.lepuex
(aMraMac6l3 ery,ui 6i.naiperix a(flaparrbl(-TexHoJlorHrrblK (oHqenunrnap c[,Krbl
6ynrru ecerrrey.nep rypanH xaJlnbl Maury{ar ana,Gl. Marep[al cryaeH'mepre

a$raparrbrK TexHoJrorHrJlapabl AaMblryablu ruiuai 6aruru perinae 6y.nrrn

ecemeyrepai urepy 6oiuxura 6i.niu MeH .{arrblJlapabl urepy yuria 6epi.ne4i.

B npouecce myqeHn rtlcqxrLlrlHLl o6yuatouxecr [oJryqalor nonnr''raxle o6

o6naqErx BbrrrflcfleHllfi, xax xn$opuaunoHrto-TexHoJlor[qecxo xoHuenunr,

flo,{pa3yMeBax}uefi o6ecneqesue noaceMecrHoro n yao6xoro cereBoft) aocryna no

rpe6osaHruo x o6ruerry IryJry (arrn. pool) xolQuryprpyeMLtx BLIq[cJIHreJIbHbIx

pecypcoa, Koroplle MoryT 6bITl, onepar[BHo rlpeaocrasneHbl u ocso6oxaealt c

MnHuMuuIbHLrMr{ 3KcruD/araqnoHHLrMfi 3arparaMl{ u:tn o6paqerurrMu K [poBafiaepy.

Mar€pnan aaerc, AJIS rloJryqeHlu cryaeHraMn 3HaHrfi x HaBHKoB IIo ocBoeH[ro

o6raqxLlx Bhr. .tcreH[ Kat( 30OeKrIGHoro HanpaBJIeHx, qalBL ua

uur[opuauroxxux rexHororufi .

In the course of studying the discipline, students gain an understanding of cloud

computing as an information technology concept, which implies providing ubiquitous

and convenient network access on demand to a shared pool ofconfigurable computing

resources that can be quickly provided and released with minimal operating costs or

calls to the provider. The material is given to provide students with knowledge and

skills in the development of cloud computing as an effective dircction for the

devel ent of information technolo

EN TK
BA KB
BD EC

Ey,TmLr( TexHonortrf,nap
xaxe :arrap l4nrepxeri
O6racrore rexxoaornr E

HHrepHer Besre

CIoud Technologies and
Internet ofThings

25

Kypcra arnaparrH py(carcbt3 arryaH& [alhanaHyrHq, xaPE rayaf,ltl,

6+?Manay,[blH, o:reprylir1 :eprreyairt, xa3yailq HeMece xoto.trHll art,[hlH a]ryabltt

oH.uipicri( xoHe [porpaMMaJlhI(-TexHoJIorHrJILI( (Ypafllapu cHnarftulmH'

Artnaparru (opray/Illu rexHoJIorHrJrbIK neri:lePi, a(fiaparrhl (opmyrhl xo6alay,
rercepy xeHe Me'rpoJIor[rJI6I( (aMchr3rarutHpy aeriraepi reprreleai. Arnaparru
r(y&lKrLr( (opray, aKnaparrhl( r<ayincisAirri BeplrQnraql'n"ray xeHe

T€xHoJrorxfibr( KaMclBraHrEIpy xeri:aepi, IqYrrl., a([apar xor.uePise PYKcarcLI3
IC.XUMbIJI Mre

5Kounr,rorep.n ix axnaparru
Kopriry rexHonorHrnaPLl
TexHororH[ 3aurrrtl
KOMnbnrepHo
nar[opuaunt
Technologies of Computer
lnformation Protection
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BD EC

o EHy 708-01-21 Karalor AucqxnnxH no o6pa3oBarerbHofi nporpar'fi,1e. Llr4auxe nropoe

AKIraparr6rI(
rrayinci:airre xipicne
BBeaeHue B

xuQopuauuonryro
6e:onacxocru
An lntroduction to
Information Security



B Kypce Enamrorc, nporI3BoAcrBeHHHe rr [porpaMMHo-TexHonor[qecxle
cpe,[cTBa rrpeaoTBpaueHn HecaHxqHoH[poBaHHoro llcrloJlbfoBaHl-rr, pacKPLITIrr,

[cxaxeHHr, [3MeHeHr,rr, ticcJIeIoBaHHr, 3ar tcu r{JII'l yHHqroxeH[, nHoopMauux.
I43yqarorc, TexHoJlorHtlecxue ocHoBbI 3alrrurhl HHoopMauxn, ocHoBEt

[poeKr]rpoBaHHr, BepxoHxauH[ r.r MerpoJlorHqecKot-o ooecne.leHfi, 3atrIrrLl
[HOopMauHu. flpaaoaa.r rarunra xudoprrraufir, ocloBhr aepuSuraunr r
TexHororHyecKoro o6ecneqeHl, xutfupnrauloxxof, 6e3ooacHocrr{, npo6leuu
nporrroAeficrar.r-a HecaHXL(HoHHpoBaHHoMy Aocryrly K LrcrotlH[xaM

xoxrpn.aexuuaarnof, nHOopMauxx.
The course describes the production and software and technological means to

prevent unauthorized access, use, disclosure, distortion, modification, research,

recording or destruction of information. The technological bases of information
protection, the basics of design, verification and metrological support of information
protection are studied. Legal protection of information, the basics of verification and

technological suppon of information security, problems of countering unauthorized

access to sources ofconfidential information.

Ecerrrey xyfierepirirt
annapaTT[r(
xa6au (rauacx xese
Blrpryauay
Tex HoJIOT[urapLr
Annaparnoe o6ecneveare
BLIqHCJIHTEJIEHLTX Ct{CTEM

1l TEXHOJIOTUH

Bnpryaflr8aru,ru
Hardware of
Computational Systems
and Virtualization
Technologies

KN TK
NA KB
I,D EC

AKnaparrhr( xytre,repaiH
nporpaMManLI(
xounoneutrepiniq
4ayinci:uiri
Be3onacHocrb
nPorpaMMHLIx
KOMNOHCHIOB

uurlopuautounr,rx crcreu
Security of Software
Components of
Information Systems

5 Kypc aKnaparr6r( xyfieaepnit nayinci:liri YrhlMAapbtt, xacinoprur,qap,auq

aKaaparrblx xytrelepi xonrnonerrrepixirt ocirJlllblKTapbIH reprreyai Kaurfi.llll,
I(opranraH nporpaMMaJray neri:4epi 4apacrupElJlaall; KoMIIsDTep.nix aupycrapaal
(opralry; rounuoreprep,ueri, xeprinirri xelilepaeri xoHe 6aihansc
(ypan,qap[rxaarLl a(raparrbr KoprayAhlrl [porPaMMa]IhIK qparuapbl. A(napar
rayinci:4irixe, KopranarLllr axrr.IBrepre roueriu xayimepain xirre,'ryi, coHratr-a(
(aarouarran,4upu.nrax) arnaparrxK xyrenepae aKlaparrLt (opmyrbl (aMraMacbl3

ery eaicrepi r,rex peciuaepi 6epineai.
Kypc npe,rycMarpmaer u3yqeHHe notmnfi 6eonacsocru rn$opmaulomrrx

cr.rcreM, yr3BHMocrefi xoMnoteHToa nnQopuauuouxux clcreM [pearrprrrrn.
Paccua,pnaarorcr ocHoBhr 3aurHlugHHoro [porpaMMrpoBaH[r; 3aqr{Ta or
xoMflboreprlrx Br{pycoB; IrporpaMMHr,Ie cpeacrBa :aumu xut[opuaqru r
KoMrrborepax, ,'loKarlrrlrx cerrx, t,l cpeacrBax cBr3lt, ,{arorcr r,laccuQuKaunn yrpo3
6e3onacHocrr nH(DopMaux[.t, 3aurnuaeMhlx aKrEBoB, a raxxe Meroalr rl [poue.rypLl
o6ecneqeHn :aulnrsl nnrlopuaurr r (aarovarm[poBaHHHx) rxQopuautoHHxx
cHcTeMa)(.

The course provides for the study ofthe concepts of informalion system security,
vulnerabilities of enterprise information system components. The basics of secure
programming; protection against computer viruses; software tools for protecting
information in computers, local networks, and communications are considered.

Classifications of threats to the security of information, protected assets, as well as

methods and procedures for ensuring the protection of information in (automated)

information systems are given

Kounr,nrep-uir aqnaparrst
(opf ay TexHonorI,JIapbl
TexHo,,rorrin 3amurLl
KOMrIbOTepHO,
rx$opruaunu
Technologies of Computer
Information Prolection

Crprm rfiaepiH,ue
nporpaMManay
fIporpaMMHpoBaHHe Ha

cKpltITroBLIx r3Lrr(ax

Programming in Script
Languages

28 KII TK
NAKB

nporpaMMarBl( Koarht
Tarlay xSHe

5 Kypcra nporpauuaJlLl( xoArLI Talt,u'ayr.a xeHe o{Tafinatrhlpyra apHarraH

rexHoJrornr:rap MeH nporpaMManHK lqpan4Cp o!,rII444A4 G4pry
C++ riniHre
[pomaMManay
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Python ri.niuae
rlporpirMManay
nporpaMMnpoBaH[e Ha

r:ure Python
Programming in Python



nporpaMMupoBaHne Ha

,3LIKC C++
Programming in C++

Python riniHre
nporpaMManay
[IporpaMM HpoBaHHe Ha

ruxe Python
Programming in Python

Crpnm riraepinae
[porpaMMajray
nporpaMMr.rpoBaHue Ha

cKpr{nToB6lx t3Lrr(ax
Progamming in Script
Languages

PD EC oHrairnaH,aNpy
AHarE3 E o[TrMI.r3auH,
[porpaMMHoro Koaa
Program Code Analysis
and Optimization

rexHorornr.rrap, aeoarcpnep, atr:acceu6lepaep, erinir rla :I pe,4arropnapH, apHail6l

riranxanarap, nHHr€pnep xaxe $opuarrayuu.nap). KouruurropnapalH xlq{hlc
napauerpaepi, rorHKaflH( \arerep MeH aprblK KoarH ra6y o.(icrepi reprreleai
Xaaner, K3runeH )Iq\,Ihrc icrey KapacrhrpHnarH; oatafuasar,Iparug
rexHoror[rraplEr (oJraaHyall{ opblHgHnuruxuu xe 6ip rprrepniluepi 6epineai.

B K)'pce lBy.rarorc, TexHonoruH Ir [porpaMM]GIF I'rEcrpyMelmapnf, !,'L aHarx3a

l otrr[Mrcaqxu nporpaMMsoro xoaa (arprya.nrrute rexHo,'lol-Hll, orJIa.(gI{Ku'

arcacceM6nepH, peAalcrophl 6rtapnux Qafuoa, cneutalurrre 6a6atlorexn,
nxrrephr r.r r[opnaarrporuuxlr). H3y.{alorc, flaPaMerphl pa6oru xolnmrropoa,
c[oco6Lr Haxoxreuu Jloruqecrtrx ouu6ox t't JtmtrHero r<ora. Paccuarpxaarorcr
pa6ora c naMrrLK), x3[IeM; ,[arorc, HeKoropLre Kprrepnx ueaecoo6pa:xocrr
npllMeHeHI{, orIrHMH3Hpyloqrc( TexHonorxtr.

The course covers technologies and software tools for analyzing and optimizing
software code (virtual technologies, debuggers, disassemblers, binary file editors,

special libraries, linters, and formatters). We study the parameters of the compilers,
how to find logical errors and unnecessary code. The work with memory and cache is

considered; some criteria for the feasibility of using optimizing technologies are

Mn
6 ceu t6 / S€mester 6

)l(OO KoMnoHeBTi / BV3oncruI KoMrIoH€HT / Univers com nent
Ecenrey xyf,erepiriu
anflapaTTblt(
xa6aur(rai{acrI xsHe
Bl{pTyarlay
T€XHOrOrt{trapLI
AnflaparHoe o6ecflegeHrie
BLI'IrlcJlHTEJILHbIX CIICTEM

1l TexHoJIOrrul
BlrpryanH3auuH
Hardware of
Computational Systems
and Virtualization
Technologies

Onepaunr.nur xy erep
xeHe onaptrhlH

4ayinci:airi
OuepauuoHH6re cxcreMLI
r lx 6e:onacHoctl
Operating Systems and OS
Security

5 Kypcra xx6epr<x.rluucrun 6e,rri.ni rypnepi, oaapau xlaere acupy aaicrepi
(apacrhrpbrna,6r xaue xircrereai. t]ar[prsrr< cor capalrlaMacH npoueciuiH
uo,qem4epi rraeu xereruepi (ourey, ra;raay, uIrOpnbIK Aanen4erue.nepai ycuxy), oHua
iurinae KpHMlHanlcrlrxara Kapchl i3aeptri aHLIKray, corra aeperrep.ait
(on.[aHHJryLrH (aMTaMac6I3 ery, ecefl xacay vece.nelepi repae.nexeai. CaH,(bl( cor
capa[TaMachrHhrH yuix rexipr6e.uepi. ep re:ex4e (on.laxuJ'raruH caHAI'IK Teprey

xypri:y rypa.naapu KapacrLrpblna,qbl.
B Kypce paccMarp[Balorc, r.r x.naccrQuqr,rpynrc, E3Becrxhle BH,(hl

xa6epnpecryurenn , cnoco6tt tx peanrcaufiH. I43y'{arorc, MoAe,Ttl ll 3TanLl

npouecca urQpoBo cy.qe6uof, ?xc[epr[3Lr (o6pa6orra, aHaJIr{3, rlpeacraBJleuxe

ur$poBLrx aoxa3ar€nLcrB), aK,uoqeu EorlpocLl o6HapyxeHx, cJIeaoB

alrrlKp[Mr]HaJILtcrItKH, o6ecne.reHH, np[MeHl{Mocr[ ,[aHHLIx B cyAe, cocraBJleHru

orqera. PaccMarplrBarorcf, Jlyqttrl,te npalcrtlxn u[rQpoBo[ cy,qe6uofi 3xcneprr3ll,
Hnc'r?yMenrH npoBeaerurr uxt[porux paccreaoBaH[fi Ha xaxaoM gTane.

The course examines and classifies the known types of cybercrimes, the ways of
their implementation. The models and stages of the digital forensic examinarion
process (processing, analysis, presentation of digital evidence) are studied, including

the issues of detecting traces of anti-miminalism, ensuring the applicability of data in

court, and compiling a repoft. The best practices of digital forensic exPertise, tools for
conducting digital investigations at each stage are considered.

Llropnu(
KPIIM },I HAJI fiCTI{KAHf,I tI
nerirgepi
Ocsogu qnrDpoao

rplrM rHanHcrrlxll
Digital Forensics
Foundations
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Kounuotepli r xane
TeJIer(oMMy Htl XaUH-f,JIBl K

xyf,enep
I(ouunorep xrte n
T€JIEXOMMYHNKAqHOHHBIC

ceTu
Computer and

Telecommunication
Systems

KoMn60repniK aKnaparrbl
(opiay TexHonoruf, JIapbI

TexgororHr-r 3autrrbl
KoMrlrorepHofi
xnrlopuaunn
Technologies of Computer
lnformation Protection

A$rapar xeHe xoaray
Teoptlrchr
Teopul nrQopuaunr I
xolt[poBaHtl,
Information and Coding
Theory

5 flas aKraparrhl( xy e,repai TexHtlxaJlH( (aMTaMacLI3 ery YIrrlH

rerer(oMMyHnxaqr Jru(, xouru,rcreprit< xy elepli, xe,rirep,li lqpyabl xeHe

idHMAacrbrpyaErH Teop[rJIhI( neri:aepir 3epAeneyai, aKnaparrLl( xYfienep MeH

TexHororfif,Jlapra apHanraH annaParrhlK [PorpaMManH( nrar$opuarx na laaarY
xeHe raHray 6s.lirinae xaci6r Iqrrpemepgi ra,rurrracrxpyau, xeci6[ aKnaparrhlK

Me,[eHnerri KaJ6lnracrhlpyAhl (aMTaMachI3 ereai. Olapaa renexoMMyHHI(aqH'JlLt(

xY eAe a(napar{bl KoPfay,{EtH @IMAaCT6IpyUHnHK-KYKbIKTbI( r€xHlll(urhll(,

rpunrorpaQuuun xane 6ac(a Aa saicrepi ycurnulrau; xa6u( coluey cnrualaapnH

a.qicrepiH (oca aJIraHAa, rexH[r(a]rblK apganap 6ofibIHUJa al([apamLlq rapaJlllfl

xeryiHeu roprayra KarhlcrH MeceJIeJIep ayKr,IMbI Kapana'aH.

,llrcunnruxa o6ecne.{HBaer ll3yqexle reoper[qecKux ocHoB lrocrpoeH[, l
oPtaxx3aurr KoM[broTepHLIx cHcT€M, Ceretr l, TeJreKoMMyHHKaUHfi .U.lL' nOCTpOeHIl',

TexHHqecKoro o6ecneqexn-a ruQopmaulonrolx crcreM, rfopvxpoaaxne

npoQeccnouamrux KoMnereHq[fi B rlacrH Hc[oJlL3oaaaxr a au6opa annaparHo

npofpaMMnofi uartpopult 4la nxr[oprtraunoHHllx cacreM tr Texrronorufi,

Qopurpoaaure npotleccronalrno rHQopMauxoHHofi Kynbryphl. B llot
npeacraB,'realr opraH[3aIrxoHHo-nPaBoBLIe, TexI {qecxle, xprnrorpat$uvecxle I
apyrne Meroabl 3aulrrH r,tH(DopMaurr B TeJIeI(oMMyHlxaq[oHHhIx cHcreMal

paccMarpxBaerc, rpyr Bo[pocoB orHoclrerLHo rauuru lxQopuaurx or yreqxn no

TexHHqec(ltM KaHaraM, BKIIroqa,I MeTOAEI 3aKpLITlr{ peqeablx cHrHarIoB.

The discipline provides study of theoretical bases of creation and organization of
computer systems, networks and telecommunications to build technical support of
information systems, the formation of professional competence in the use and

selection ofhardware and software platforms for information systems and technology,

formation of professional information culture. They present organizational and legal,

technical, cryptographic and other methods of protecting information in a

telecommunication systemi a range of issues regarding the protection of information

llom leakage through technical channels, including methods of closing speech signals,

is considered.

Kounr,torepair xoue
TeJIeI(OMMyHll(aqrrrJlhlI(
xyfi eJep!iri Kayirci3airi
6e3onacHocrb
xOMlltrcTePHbIX ll
TE]IEXOMMYHUKAUXOHHLIX

ceTe

Security of Computer and

Telecommunication
Systems

i0
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Kr6eprayinci:airreri
xa6apgapau 6ru apmupy
no86ImeHlre
OCBEIOMJICHHOCTI' B

rr6ep6eronacxocrn
Cyber Security Awareness

5 Kr6eprayinci:airri xaurauacu: ery yuix cryaerrrrepait 6i;rivix xe{etrry raHa

eMec, coHBrMeH (arap oJrapaa Kaxerri aar,qu.lapau KarrHmacrtrpy Ma{Er:gu. fler ep
rlpri cuexaprlbep uen xaraafi.napau arepyre, xo6iper 6i"liu arryra xaHe xaJrrrbr

rn6eprayirnepai K:uratr aHLrKrayra xoHe omH KanaF xayan 6epyre 6orarut{urua
rycixyre xouerreceai. Keaeci MaceJreJrep 6olfuxrua xa6apaaprurru aprrupy
(apacrLrpLUrarf,r: naponh.qepai nalhanaHy (rcypy, ayxcur'a xxiliri, xlpae,rinir xaxe
6ayincis,qix); aHrrBl,rpycrLl( ropray; 6efraur,Ic arau.qapaaH ?neKrpoHrH(
flouraraprbrH nafiaa 6olyu xege (ocLrMuaJraprH atrry; nHTepHerri [ai.[anaHy;
cnau; e.neyverrir lttl(eueptr, rrrecererepi; rHu]rlerrrrepre xayan 6epy xeue r.6.
Kypc amx MorynLAeH rypa4u: xr6epxayimep ryparsr uerirri npaxrura.ruK
a(napar; 3r.rrHALr nporpaMManap; LrKrr{Man (anaycLr3 [porpaMMa]rap 

^reH 
Oair.qap;

oKuranaprLr reprey neri:aepi; rfmurxrre xayan 6epy xoHe aruur attflapar
ro:aepixae 6ap.nay; xopnoparorix layinci:aix: ocan,[HrTap,ahr 6aruray xaue
cepreprepai ropray.

,{lu o6ecneveuru ru6ep6e:onacaocua Bari(Ho He roJr6l(o pacruxprrh 3uaHr,t,
cryaeHToB, xo r rlopuxpoaarb y Hro( HyxHHe nasuxn. ArlcuxurHa rroMoraer
ocBorrrr pa3Hue cueHapnfi 6 cwryatltrr, rroJr)Alirb 6oarure :naarfi fl florurrb, xar(

onperen rb l,t pear[poBarb Ha pac[pocrpaHeuHbre xn6epyrpo:u. Paccuarproaercr
[oBLrueHue ocBeaoMJreHHocTn B oTrrorueHr.rx cJreayroqu Bo[pocoB: r{cnoJrL3oBaH}re

napoaef, (col.qauxe, qacrora cMeH6r, cJroxHocrl u 6eaonacxocrr); aHTxBupycHa,
3aruHTa; rrorBJreHHe 3JreKrpoHHhrx rrHceM or He3HaxoMhrx ffoaei u orKphrrHe
aroxexu ; ltcnoJlh3oBaHHe rHTepHera; c[aM; Bo[pocH couianbHofi Erfl(eHepnfti
pearrrpoBaHre Ha liHul,t.(eHT6r r r. a. Kypc cocror{r u3 uecrfl Mo.ryre : ocHoaHf,re
npaKrlrrecrne cBeaeHru o xr6epyrporax; BpeAoHocHLre nporpaMMlr; rroreurrraJtr,Ho
HexeJIareJrLHEre rrporpaMMLr r $afilu; ocHoBLr paccJreaoBaHn, HHunlIeHToB:
pearnpoBaHne na $nururr fi pa3BeaKa B orKpbrrbrx Hcroqarrxarx; xopflopar[BHa,
6esonacuocru: xoHTponb yr3Br.rMocrei r 3arurra cepBepoB.

To ensure cybersecurity, it is important not only to expand the knowledge of
students, but also to form the necessary skills in them. The discipline helps to master
different scenarios and situations, gain more knowledge and understand how to
identiry and respond to common cyber threats. Awareness raising on the following
issues is being considered: use of passwords (creation, ftequency of change,
complexity and security); anti-virus protection; the appearance of emails from
strangers and the opening of attachments; Intemet using; spam; social engineering
issues; incident response, elc. The course consists of six modules: basic practical
knowledge of cyber threats; malware; potentially unwanted programs and files;
fundamentals of incident investigation; response to phishing and open source
intelligence; corporate security: control of rulnerabilities and protection ofservers.

A(naparrr,r(
rayincirairxe xipicue
BseaeH[e s
an$opuauronxyro
6e:onacsocrr
Introduction to
lnformation Security
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AKnaparrur
r<ayinci:airreri xacaxau
uxreruercr e,(icrepi

5 Arnaparru4 4ayinci:,(ime (AX) xacanqrr urrreruerrriq o:exririri. Xenixirt
xayinci:airi xefle aKnaparrLlK xayinciraix orflranapLrHf,rH uorrnoparr i caracuH,[a
KonaaHLUlarbIH xacaHAbt tlHTeJlrert a.[icrepiHe rxoJry, coHbrH iruigae

AtrcKperri MareMarnra
,[ucrperna.r r'rarer',rarrlra
Discrete Mathematics
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Mero,[br llcKyccrBeHHor-o
rHIqIIJICKTA B

anQopr'rau.roHxofi
6e3ooacHocrIl
Artifi cial Intelligence for
lnformation Security

vyrruarenrrix xyfierep, eaaipic epexelepi, Eerec reopeMaclr, HetrpoHrEr(
xe.ni.nep xeae ripex Bemopnx( Mauuxanapu 6epi,rrru. Xeri,rix ura6yua4ap ruex
ayxTrgnapaf,r axurray yuix MartraHaJrhrK ottf,try anropr{rMrepir ronaaxy
(apacrbrpbrnaaEr. Miae:-ry.nurrx mnlay rexHonorlrnapbrH xeHe naiiqaflaHy
xar,qallnap6rHa seri:aeares 6o.rxar'a,qr ftrrAayrH flafiraraHarLlH aKnaparr6r(
rayinciraix ureruimaepi reprrerryae.

PereBaHtHocrL lrcKyccrBeHHoro HrrreJrneKTa B nHQopr'rauroxHo 6elonacnocrn
(I{E). np[Bo.qrflc, o6:op uerogoa r{cKyccrBeaHoro [HreJurerm, Ecflonf,3yeMlrx B

o6nacrn ceregoi 6e:onacnocrn I MoHHTop[Hra co6urafi I4E, B ToM trrcJre

MHoroarcmHHe cxcreMLl, [poryKrlrior{Hhre [paa[na, TeopeMa Earec4 HetrpoHrGre
cerr r Memr onopHLlx Ber(mpoB. PaccMarprBaerc, [plrMeHeHHe aJrropr{TMoB
Malxl,HHoro o6yveHnr ,qjta o6aapyxean.r cer€Bhrx araxlr aHoMarntr. Hryvarorcr
perueHrl.fl no I,IE, flpro{eHrloque rexHolrorua fioBe.qeHqecxoro asarlma H

[peAHKrnBHoF aHanrrllKH no cqeHaprlrM [cnoJrL3oBaHHr.
The relevance of artificial intelligence for information security (lS). An overview

of artificial intelligence methods used in the field of network security and monitoring
of lS events, including multi-agent systems, production rules, Bayes' theorem, neural
networks and suppon vector machines is given. The application of machine learning
algorithms for detecting network attacks and anomalies is considered. IS solutions that
use behavioral analysis technologies and predictive analytics based on use cases are
being studied.

Pyhon ri,rixae
nporpaMMarray
flporpauu rpoaaxue xa
Buxe Python
Programming in Python

5 IIax crerauorpatlnrxu{ seri:ri yrbIMAapLIH, crerauorpa$rr.ruK xyftenepAiH
rcayincirairiri4 Heri3ri rarep.nepix. coHLrMeH xarap raripri 3aMaHr6r

ru6eprua6yrrnaapaaru cremuorparluruu rycixyre r',rynxin,4ix 6epeai. arnaparru
KoprayabrH creraHorpaQrlanux elicrepin Ko,raary aaraurapun 6epeai.

At.l,ctlttstral.a [o3BoJlrer [oH[Marb ocHoBHbre noxrrr.r creraxorpaQnn,
ocrroBxLre yr?o3hr Ogonacnoctx crerauorpaQrvecxxx cucreM, Tal(xe
creranorpaQrco B coBpeMelHbrx rr,r6eparaxax, Aaer HalBbrxr [puMeHeHIl,
creranorparlrvecrlr( Mero,(oB 3aur[TLr unr[opuaqun.

The discipline allows you to understand the basic concepts of steganography, the
main security threats to steganographic systems, as well as steganography in modem
cyber attacks, gives the skills to us€ steganographic methods of information
protection.

7 ceMecrp / 7 ceMecrp /Semester 7
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KpxrnorpaQnalur
xaTraMaJrap

Kpnnrorpar!uvecxre
npoToxoJrhr
Cryptographic protocols

5 fles ocu cara,(arH ueu.nexerrix xeHe xanLrKapanLrK craH.(aprrapMeH
rpxnrorpaQur.nur xarraManapahr raaray MeH crxreraeyai{ (oJraaElrcrarhr
recinAepi ryparu 6i.niu anyra r,lpaxiugir 6epe4i. IIen a4rrapaflrr rropray yruix
xprmorpaQrlr,rur xarraMarapahr Kor,qaHy ca.IracErH,(a 6i.niu r'rer Aaralrnapalr
nrepy,ui r<aurarrracu: ereAi,3auaHayE (opianraH aruraparTri( TexHonor[rnaplLl
,ry?brc Konlarry npraunmepin aavuryra uxnal ereni.

Kparrroro r ur
Kpr,rnrolo rar
Cryptology

Koumorepaix xane
TEIICKOMMYHI{KAqI{fi LI K
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bl xruua.n.aurrap
TeopHrcbl xaHe
MATEMATH XAI hI K

crarrrcTl{ xa
Teoplu reporrnocrHocrei
T MATEMATHqECKZI'

CTATIICTtlI(A

Probability theory and
mathematical statistics

CreraHorpaQn.n
a.nroprrm,qepi xsae
(Ypan]lspbI

AnroprrMH H cpeacrBa
creranorpar!nn
Steganography Algorithms
and Means

KoMnBoTep,'riK a(naparru
(opfay TexHonor[rJraphr
TexHororrr 3aurtLl
KoMrcrorepHoE
nxr[opuauru
Technologies of Computer
Information Protection



,{tcuumrna no3BoJlrer npxo6pecru 3HaHu, o cyulecrBylourlD( no,[xoaax x
aHaJr[3y u cHHTe:y KpulTrorpaQrrecxxx npomKonoB, c rocyAapcraeurblMll L

Mex.e/HapoaHLrMH craHrapraMH B 3ro, o6nacrH.,(ncunuuua o6ecneq[Baer
npxo6pererre 3HaHHF u yMeH[tr B o6racrH ,cnorE3oaaxu-r rprnrorpaQuvecxrx
npororonoB ar, 3au[TLI urQopuauux, cnoco6crayer ocBoeHnro ttpxHlulnoB
Kopp€KTHoro [prrMeHenx, coBpeMeHHsIx 3aruuueHHblx nat$opuaqronnrx
TexHoror[ .

Discipline allows you to form a basic knowledge of existing approaches to the

analysis and synthesis of cryptographic protocols, with national and intemational
standards in this area. Discipline ensures the acquisition of knowledge and skills in the

use of cryptographic protocols to protect information, contributes to the development

ofthe principles ofthe correct app lication of modern secure information technologies

xyFenep
Kounrtorepxue u
TEJIEKOMMYHI,TXAUIIOH HLIC
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Axnaparrur
xayinci:airriu ay.urru
xaH€ 6ac(apy
Ay.unr n ynpanneuxe
nuQopuauuoHroI
6e:onacnoctuo
lnformation Security Audit
and Management

5 flan annapa, rur rayincirqix aygmiH (AK) xypri3yai{ ryprepiH, npat<rhranbl(
edcrepi ues Kypalr.{apH rypa.mI 6iniure He 6oJryra MYMxiH.[i[ 6eperi. xeHe

axnaparrHK xayinciraix ayarririn ueri'rri yruuaapuu. aKnaparrLrx xayincirairri
@rM.qacrLrpya6u{ yp.(icrir reciriu, ypAicrep MeH xldenepaiu cana

MexeaxMenriHiH qruaix uoaeriniH tta3MyHLIH 3eprelleyre nryuxinair 6epeai.

A[cunnnrHa rro3BoJrrer floJryqrrL 3HaH[, o BUrax, [patmlltlecx[x Meroaax I'r

cpeAcrBax rrpoBeaeHu, ayarra nut[opuauronnofi 6e:onacHocru. ayawra
nxQopuawoxao 6e:onacsocru, Tp€H!,oBoro norxora K opraHlBaql{[
fiH0opMauloHnotr 6e3oflacHocrll, coaepxatn unx.lIx.Iecxo Mo.[enx MeHeD(MeHTa

KaqecTaa trpoueccoB x cucTeM.
The discipline allows you to gain knowledge about the types, practical methods

and means of conducting an information security audit. and audit of information
security, the trend approach to the organization of information security, the content of

Kounrrcreprix aKnaparru
Kopfay TexHororHrnaPbl
TexHonoflfl 3arlttrrbt
KoM tILrorepHo tr
nxQopuaurr
Technologies of Computer
Information Protection
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3nrn xe.nripyrui
flporPaMMa]rbr(
(aMTaMaAaH (OpfaHy
3aunra or aperoaocuoro
nPorpaMMHoro
o6ecneqeuuc
Protection against
Malicious Software

6 flax :H.[H,(hr nporpaMMaJlap, oaapall aHLIKray aaicrepi xaxe :nruu
nporpaMMarrapaaH Kopray agicrepi rypalrr 6i,rir,rai arryra r'ryuxixair 6epe,(i. IleH
BrlpycrapaLrH ryprepiu xounuorepre eHy xoJILrMeH aHll(rayra, xYMHc neH

rayincisgirxe ecep eryre, 3n HAbl trporpaMMalapaux rlp,repiu. BtlpycrapMeH
xypecy 3aicrepin, Br{pyc xy enepiHilr 3Bo:Ilou}trcbtH 6byre, 3rrHAf,I
[porpauMaJrapaaE ropray a.oicrepin anurra 6i.lryre, 3xrlubl flporpauManaprax

ropray e4icrepix raxipr6eae Koraauyra uyuxiH.[ix 6epeai.

fucuururrua [o3Borrer npro6pecrn 3HaHI,t o BperoHocHLIx nporpaMMax,

cnoco6ax nx o6napyxetrr tl MeroAax 3atrr[rLt or BpeaonocHrlx nporpaMM.

Axcunnnl,IHa no3BoJrr.tr onpeaearrL BIl,qLr BtrpycoB no cnoco6a:r.t rpoHnxuoBeHr{.f, }D(

B (oMnbrorep E Blrn Hxlo ra pa6ory r 6e:onacsocr6 3Harb pa3HoBHAHocrIl

BperoHocHLrx rporpaMM, uerom,I 6opr6u c BI{pycaMH, 3BoJIIouEo BHpycHLIx

CflCTEM, YMETb OITPEAEJIHTb METO,&I 3AITIHTLI OT BPEAOHOCHHX TPOTPAMM, [P[MEH']Ib
Meroabr 3auIHTbr oT BpeaoHocHbrx nporpaMM Ha rIpaKTuKe.

The disci line allows to uirc knowle about malicious

Kounrroreprix xaue
TqleKoMMyHIlKatl],trJrH(
xyfte,repain r<ayinc irai ri
Ee3oIIacHocrb
xoMnLnTePHErx H

TeJrexoMMynrrKaunoHHLlx

ceref
Security of Computer and
Telecommunication
Networks

IluOpnH(
KpHM I{HaJIHCTT{r(aHbr tI
ueri:aepi
OcxosH rludposofi

the cvclic model ofquality management ofprocesses and systems.
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methods of their detection and methods of protection against malware. The discipline
will allow you to determine the types of viruses by the way they penetrate into the
computer and affect the work and security, know the types of malicious programs,
methods of dealing with viruses, the evolution of virus systems, be able to determine
methods of protection against malicious programs, apply methods of protection
against malware in practice.

Kp gM tj HaJI HCTI{Krl

Digital Forensics
Foundations
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,(eperrepai raraay
eaicrepi
Mero.qBI aHanma aaErGrx
Data Analysis Methods

5 IIau ueaiuerrep xHLrrrrhrr H,qarH aH6r( eMec 3aluLrnHKrapaEr aHbI(Tay

,uarrhr;rapbrH rrepyre r,ryvriaaix 6epeai. Ylres xe,reuai Aeperrep apacllHra xexe
o(uraJrap apacLr[[arLr (arHHacraprH i:4ey aaicrepiu. MareMarrxalrhl( crarllcrl{I€
a,licrepix Nrepy. flax aeperrep.ui tanaay eaicrepin. uoaelsaepi uex anroprrn'l,4epix.
ya([rr KarapJraphr MeH Kllacrepney aaroprruaepix, Hef,poruu( xe,ri.nep ueu
Jrorrcru(aJrhr( perpeccH, anroprrM/Iepix xaae r.6. :eprreyre nryr'rxiaaix 6epe,ui.

AficurnnlHa no3BoJlrer npao6pecrn HaBLlxH IIo BLtrBrIeHHIo HeaHEIx
3axoHoMepHocre a aa6opax ragxux. Ocaoenne MeroaoB flo[cxa B3arx'{ocBr3efi

MexA/ oraeJrbnhrMr co6urx.rux cpe,{u 6o,rrruro< o6reMos aaHrslx, }reroa6l
MareMarfl.rec(ofi crarllcrHKlt. Aucqurunaa [o3BoJI]rr ,3yqrrb MeroaBt, MoaeJru rl
aJrfopr{IMLr aflarru3a AaHHErx, anroprrMLr BpeMeHHErx praoB Ir xJlacTepl{3aux[,
anrcprrMhr HetrpoHHbrx cere r ,'IorHcr[qecxo perpeccfln t-l TA.

The discipline allows you to acquire skills in identifoing implicit patterns in data
sets. Mastering methods for finding relationships between individual events among
large amounts of data, methods of mathematical statistics. The discipline will allow
you to study methods, models and algorithms for data analysis, time series and

clustering algorithms, neural networks and logistic regression algorithms, and so on.

Ma'reMarrka
Mareuarura
Mathematics

blKr[MaJr,uHKrap reopn cu
xSHe MATeMOArrarLIt(
cTaTxc]'{ra
Teopu Bcporrlrocmoqr€ x
MareMaTlttecxut cTatllcTl,tra
Probability theory and
mathematical statistics

A(naparru( (ayirtci3.(iKreri
xacax,tu rnrerurcrr e,uicrepi
Mcroa6r xcKyccrBeHHotD
HIITEIIETIa B

xH(bopMauxoxHoF
6e3onacHoqrH
Anifi cial Intelligence in
Information Security

Tau,aay 6of, r,rxrua KoMrroHerrrep / I(ounouenrur rlo Bbr6opy / Optional Components

KN TK
NA KB
PD EC

KoprarmH auraparru(
xyfi e,rep.ui e:iprey xexe
rlatrranaHy
Pa:pa6orxa r
lxcII,]TyaTaqn
3AI{XIIICHHhIX

uurf opuaquoxurrx cucreu
Secure lnformation
Systems Development and

Operation

5 flau crygexrrepre rayinciaairri KaMraMacLr3 eryaeri xopvarreri-rexsrra.luK
xeHe Meroar.rxirrrbr( rqpmrrapm ca xec (opranraH a(flaparrbr( xyfie,repai e:ipley
xeHe (on.qaHy, a(naparrbr( xyfieait xexe xounorerrrepir irip,rey xali.nu 6i,'tiu
6epy xeHe caiKec r,a}(raLuaprhr (aJrhrrrracrHpyra 6arxrra,qraH. fler aKnaparru(
xyfte,repAin aaMy rapxLrH, aruraparrbr( xyierepain KopranyblH 6aranay
oJrrrreMrxaprraplrH, a(flaparrhr( xyfie nayincirairiniq r<arepi ryciairin, KoprirJrraH
aKnaparrLr( xyfieHi eriprey re:eq4epig xeue osu Konaarytrhr KapacrhlpaAll.

flpeAuer xanpaareH Ha Qopr'flrpoaanue y cryaeflroB 3HaHAfr ta HaBBIXoB B

o6nacru pa:pa6orx[ ]r g(cn;D/araul nst}opuaqroxsux crcr€M B 3aur[rrleHHoM
EcnoJrHeHHU, oraeJrbHlrx xoMnoHelrroB nuQopua4roxxux cxcreM, c ) IeroM
Tpe6oBarrnfi HopMarnBHo-TexHrqecxotr u Meroaxqecxo AoxyMerraqfiu [o
o6ecneqesno 6e:onacxocrrl rurtlopuau.m. Paccuarpnratorcr IrcropHt pa3Brru,
nuQopuauroxrux cxcreM, r(paTeprrn oueHxx 3ault,tluertxocrx rxtlopua4,rom+x
cHcreM, rrorrrrle yrpo:u 6e:onacuocrr uxtlopt'launoxH[Ix c[creM, 3Tarrlr
patpa6orxx :auuutexxux xxQopuauroHHhrx cucreM rr lo( gxcruryaraurr.

The subject is aimed at the formation of students' knowledge and skills on the

Kounuorepaix arnaparrx
(opf ay rexHoJrorrrrJrap6r
Texgo,toral lautrru
I(oMnhloTepHo
nuQopuaqrr
Technologies of Computer
Information Protection

AKnaparrLrK xyfi enep,{iq
npor?aMMaJlH(
xounouerrrrepixirl
rqayincir,qiri
6e3orlacHocrb
nporpaMMHLlx
KOMNOHCHMB

nsOopvaurosnrx cncreu
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development and operation of information systems in a secure design, individual
components of information systems, taking into account the requLements of
normative, technical and methodological documentation to ensure information
security. It considers the history of the development of information systems, the
criteria for assessing the security of information systems, the concept ofthreats to the
security of information systems, the stages of development of secure information
systems and their operation.

Security of Software
Components of
Information Systems

39

40

KII TK
NA KB
PD EC

KN TK
[A KB
PD EC

Oalt rALr( xy enepri
KPHMIT HAULIK TAJUIAY

Kpm'{ rranlicrH.recKHtr
axanrr: t[afiaoaux cxcreu
File Systems Forensic
Analysis

5 Kypcra eprypai rfafi:raur< xyf,erepairt cnnarraMaraphl; (LInMLIcrLrK-

npoqeccyajuhlK cHnarraru (caxauf) AanenAeMeJlepAi alry Ma(carLIH,[a (HJIMHCTLIK

T€prey 6apHcLrH.ua caH.[Lr( (ypHnrEnapaHq +af,nrLlK xyfierepiuer xlorruc icrey
epexe.nepi. e,aicrepi uex KypirnJrapu xaxe aeperrep.ui xarn.ura xe.rnipy reprreleai.
I{xr[pnux cor capamaMacu npouecixin rricri noae.nuaepi ueH xerexrepi
sepmereai; onur{ inix,qe Kpr.rMl.rHarncruxala rapcu iraepai aHHKray, xLIHaJITaH

.(eneraeMerep ryparu ecen xacay uacerelepi.
B Kypce m) rarorc, xaparrepncrlKu pa3rnqHBlx Qa .norux crJcreM; [paBIrJI4

MerorM h cpeacrBa paooru oailnoBhrMH cHcreMaMH uHopoBblx ycrpoficrB nplr
[cnoJIL3oBaHnx [D( B paccJreroBaruo( rrpecrynnerlrf, aJra rto,ryrleHrul (urt[poaux)
AOKa3aTenbCTB ymnOBHO-npOUeCCyaJILHOrO xaparrcp4,ll,r'L BOCC'IaHOBJI€HIi!

Aannux. Hsyrarorc, coor8ercrByroqrne MoaeJrr{ H 3TarIBI llpouecca uxopoBotr
cyae6Ho 3r(cneprrnu; BKruoqa, Borlpocbl o6xapyxearu cneaoB

aHr[KpHMHraJlucrrrKH, cocraBJreHx, ort{era o co6paxnux goKa3areJllcrB:x.
The course examines the characteristics of various file systems; rules, methods

and tools for working with file systems of digital devices when using them in crime
investigations to obtain (digital) evidence of a criminal procedural nature, for data
recovery. The relevant models and stages of the digital forensic examination process

are studied, including the issues of detecting traces of anticriminalism, compiling a

report on the collected evidence.

OrepauunHK xyrenep
xeHe onapaLlH
rcayincirairi
Onepauroxxr,Ie crcreurr
u ro< 6e:onacnocrl
Operating Systems and
Their Security

IInOpnH(
I(pUlr{I{Han xCTHXaHLI H

xeri:lepi
Ocnoau quQpoaofi
r(prrM HanI{cT[KH
Digital Forensics
Foundations

A(naparrbrI(
r<ayincirairriu
craHlapTTapBr MeH

uopuaruarix-rynuKrxr
xeri:.qepi
Crangapru u
HOpMaTtlBHO- npaBOBLIe

ocnorn uxrfopuauaorxoi
6egonacgocrt
Information Security
Standards and Regulatory
Bases

5 Kypcra arnaparrutx xayincisair caJlacHH,qarhl 6apnblK MaMaa.(apra (axerri
aKnaparruK r<ayinciraixriH c'IaruIaprrapH vex uopuar uarix- ryxrrxr ur Heriraepi

ryparu ua,riuerrep enri:i.nrer. Xan6rI<apan6r(, ynrrHK xaHe ouepxacimix
craH.qaprrap, coHAai-aK Intemet-KayblM,[acrhlK rueu6epixae a:ip,renrex
epexure.nirrep KapacrLrphrnaabl. A(-xrr 6yry Kareprepine xapcu ic-xauru xacay
Ma(carLrH.{a (opray K}?aJrAap6r rerueuaepiuiu IqpaMH Hra annaparrhr (oprayaLlrl
nporpaMMaflH(-aflflaparrbr( xeHe rexHHxanbr( I(+PanAapHMeH x]"!.lhlc icrey xerirlge
raxerri aKnaparru( Kayinci:aix calacuH,[arH crarutaprrap (apacrLlpLuraarl.

B rypc rxlrovexu cBeaeHr{, o craHraprax H HopMarHBHo-npaBoBLIx ocHoB

uuQopr'raunounofi 6e:onaorocur. PaccMaT plmarorc, Mex,q/Hapoaxlle,
HauLIoHanbHLIe tr flpoMhr[ureHglre craH,aaprLl, a ral(xe cneuu$uxauaa,
pa:pa6oranuue B paMxax lntemet-coo6qecrBa. I43flalorc, craHAapru r o6racrn
uur[opuauxonxo 6e3o[acnocr4 seo6xo.qnuxe npt,t pa6ore c [porpaMMHo-
annaparHlrMr,r r,t TexHrrqec(LtMlt cpeAcrBaMx raqrru unSopuaqxn B cocraBe

A(naparrbrl(
rayincirairria ayarru
xaue 6acrapy
AyA[r H ynpaureHre
ruQopuauroHHoI
6egonacHocrlto
Information Security Audit
and Management
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xoMflJIeKCOB CpeACTB 3aI{[TEI C IIeJILIO npOTIIBOIe CTBI'i' yrPO3aM Hapy[reHl-r' I4B.

The course includes information on information security standaxds and regulatory
Iiamework required by all information security professionals. Will studied

tntemational, national and industry standards, as well as specifications developed

within the Intemet community are considered. The standards in the field of
information security are studied, which are necessary when working with software,

hardware and technical means of information protection as part of complexes of
protection means in order to countsr information security threats

41 KII TK
NAKB
PD EC

Eacr,rn ripyli recrirey
Tecr[poBaHrie Ha

ITpoEr-rruroBeHne

Penehation Testing

5 fIeH 3Trrxan6r( xaxnHrrili nerir4epin urepyre, a(flaparru4 xyfierep4iu
ocirrAlrr$aphrH irgey uaraaH,{apuu aaf,pJ'Iayra apHaJrraH. Oxy nernxecilrae cryaerr
6rrryi ruic: AKnaparrslK xyienep nayincirairiuit MoAenb,lepiH 3eplrey
npuaqrmepix; rr.r6epura6yu.naap,ur,IrI TaKcoHoMrrrcLIH xeHe onapaht icre acutpy

crreHapr.rfirepiH KanHmacrLlpy Ma(carLIHAa (onaaIrELIryEIH; tlopen:uxa neri:aepiH,
xori4e 6orry xene oHAarH acrLlprlln xyMuc i:4epix ra6y raci;rgepiu.

Alcqnruuua nperHa3HaqeHa AJUI ycBoeHIUI ocHoB 3T}ltlHoro xaKxHr4
fiorroroBrlr cneq]IarlrcroB rro loucry yr3BxMocretr un$opuauuounux cncreu. B
pe3yJrbrare E3yqeHrrJr cryAert aoJrxeH 3HarL: npru Irrubl xccreAoBaHnf Mo.qenetr

6eronacnocu uur[opMaqxoHHLrx ctrcreM; TarcoHoMl.ffo xu6eparax 14 ee npxMeHeHue

x :a4ave Qopur4oBaHr{, cqeHapueB Ir( [poBeaeHfi.f,; ocuoau t[opeu:uxr, cnoco6Lr

o6napyxenux cre4or npe6uaanur n cxpllTotr AesrerEHocr[ B ceru.
The discipline is intended for mastering the basics of ethical hacking, training

specialists in finding vulnerabilities in information systems. As a result of the study,

the student should know: the principles of research of security models of information
systems; the taxonomy of cyber attacks and its application to the task of forming
scenarios for their conduct; the basics of forensic science, methods for detecting traces

of and hidden activities in the network.

OnepaqrrnH( xyf, enep xeHe
onapaErq \ayirlci3airi
Onepauronuue caurevu u
nx 6€3onacHocrL
Operating Systems and Their
Security

Crpum riraepiuae
nporpaMManay
flporpaMM[poBaHr.re sa
crpxmoBLD( ,3Er(ax
Programming in Script
Languages

42 KIl TK
rIAKB
PD EC

Eacun ripyai aru4ray
xene alAun a:ry xyfie,repi
Cucreuu o6napyxenur a
lpe[oTBparrleHx,
BropxeHutr
Intrusion Detection and
Prevention Systems

5 IIoH KoM[Llorepnix xyfieniq (ayincb.uiriHe tura xe,rripyi u]'lurir rruaau
apererrepai armtqray yuiu aKlaparr;IK xY eae 6acun ripyai axu(ray xeHe ITJIAIIH

a,ry xy enep.Ui KonaaHy rypiIrILI 6inir'rai aryra ruyuxiuaix 6epe4i flen
rounrroreplir xyfiere EeMece xenire py(carchl3 xipy rlaxrilrepia aHblKray HeMece

oJrapAr,r pY(carcEr3 6ac(apy, ocar KH3Merrepre (apcH xeniriK [a6yLlnaaP,
ronxeriuainirri aprrhrpyra 6arurralran ua6yxl4ap, rr,raqu:au Qafi,laapra
py(carcbr3 I(or xerni:y, coHraft-aK 3[if,HrEt flporpaMManhl( xaca(raMa epexerrepiH
ar{brKray rar,Elrapun a"rryra uyuringix 6epe4i.

Atcum,'rnna no3BoJrrer npno6pecru 3HaHI{, EcnoJrb3oBaHln cucreM

o6napyxeua.r u flpeaorBpar{eHlrt aral( B I.rHQopMauEoHHo c[creMe ,lL{,
o6xapyxena-a BpeaoHocxofi axrr,tBHocrl-I, Koropa, Moxer Hapyu]rrr 6e3o[acHocrL
KoMllErorepHoft c[creM6r. A[cu[ruII{Ha [o3Borrer noJryq]rrtL HaBLIKLI BLIflBreHht

r$arroa neaaropmoBaHHoro aocry[a B xoMfiLlorep]ryo cucreMy I{JIH cetr ru6o
HecaHxul,IoHr{poBaHHoro ynpaBJleH[r, llMl.l, ceTeBEIe ararut npoTIrB

Kopranr.aH a$raparrEr(
xyferepai e:iprey xaue
naIranaHy
Parpa6orra n
3KCrLnyaTaull-f,

3aulltueHHbIx
uaSopruaqrorunx cucreu
Secure Information
Systems Development and
Operation

I{nQpmr4
Kpr.rMxHaJlrcTuxaHhrrI
HC

Taxray 6o urura rounouerrrep / KoMnoHeHTLI [o Br,l6opy / OPtional Com pon€nts

O EHy 708-01-21 Kararor aucq[[JIItH Iro o6pa3oBarerr,Hoi nporpanrr're. Hlga.rrue aropoe



cepBEcoB, aT:x[, HanpaBJreHHLre Ha [oBLIuIeHHe np]lBltnerfi, HeaBToptEOBar]HEIF

AocTy[ ( Ba(HBIM oallnaM, a Taro(e A€ cTBrUt BpeloHocHoro nporpaMMHoro
o6ecne.r€Hr-rr.

The discipline allows to acqufue knowledge of the use of systems for detecting
and preventing attacks in the information system to detect malicious activity that can
compromise the security of a computer system. The discipline allows to acquire skills
in identirying facts of unauthorized access to a computer system or network or
unauthorized management of them, network attacks against yulnerable services,
attacks aimed at inffeasing privileges, unauthorized access to imponant files, as well
as actions of malicious softwa.re

Ocuoeu qrQporofi
KpxM I{HaJr r{cTr-rx I{
Digital Forensics
Foundations

43 KN TK
NA KB
PD EC

Xe.rLrix xaxe uo6x.nrai
xplrMl{Ha[llcTnxa
Csresa, x uo6xnrHa,
{opernrn<a
Network and Mobile
Forensics

Kypc xeri.rrix xase uo6urai rq?LrarLIrIaprhrrl apqpri npaepixir.l
crrnarraMalrapLrH :eprrefiai. Onap,r6r rantrayAa ryhrH,[altrhrH KtcrruHKTap,[hrH
xarrr,r acnerrirepi uex rypaepi epexmelexeli. A(napar aJry xaHe (ypbutrhrJrapAr,r

:eprrey yuriu ap8atrhr K+?annap, coHra -aK yrurrr 6afuanuc nex xerirepai ralaay
rpoqe,rypiuapH, 6afi,raxuc nposaiaep-nepixiq peai repnereai. Axnaparru cayarru
xxHay xefle reprey ecerrrepiu aaliuruay uecelelepi KapacrLtpbtaa.[hl

B K1,?ce rcfralorc, xapamep[cr[(H pa3JlrrqHHx rLInoB cereBbrx r.r uo6lrarnrrx
ycrpotrcrB. Buaerrorcr cne4.rrlnvecrr.re acnerru r ar4u rpygnocre ,

Bo3HI.IKaIoIuIr( Ilptl ttx aHanme. Hry.rarorcr clleqllarrbrrEre r,rHcrpyMelmLl An
rlBleqeHlr, rxQopuauan n uccJreAoBaHr.r.,r ycrpotrcrB, a raxxe flpoue,ryplr aHarr[3a
comBofi cBr3n H ceref, ponb [poBail.{epoB cB,3n. PaccMar?nBarorc, Bo[pocLr
rpaMorHoro c6opa rr$opMauru r, [oAroroBKn orqeroB paccne.qoBaHrfi.

The course examines the characteristics of various types of network and mobile
devices. The specific aspects and types of difiiculties that arise in their analysis are
highlighted. Special tools for information extraction and device research are studied,
as well as procedures for analyzing cellular communications and networks, and the
role of communication providers. The issues of competent information collection and
preparation of investigation repons are considered

LhOpnbr K

Kpr{M u HarI flcrr.i raHLr H

xeri:aepi
Ocnoau ux$poaoI
Kpl{M}|HaJr t|crr.r K tl
Digital Forensics
Foundations

Onepaqru.nu 4 xyferep
xeHe onap]lLrH
rayinci:airi
Ouepaquoxxue crcteux
u ro< 6egonacxocrt
Operating Systems and
Their Security

AKnaparrsr( Kayinci3Ai( (a$eApacbr orbrpbrcbrHAa (apacrbrpr,rJr.(6r xeHe 6exiriaai
Paccuorpeno H yrBepxAeHo Ha 3aceAaHrrH KaQeAphr un![opuarluonHofi 6e3onacHocru
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