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The catalog of disciplines educational program 6B06306-Information Security Systems for the students of the 2022 year admission

IMonnin
umkci /Hpken [Monuin aTaybl / Kpenur / Kpickawa annorauus/ IpepexBusutTep/
Ne | mucumnamuuel | Hassanune qucuummmnbi / | Kpeaur/ KpaTkasi anHoTauus / MpepexBU3ATEHY/
/Cycle of the Name of the course Credit Annotation Prerequisites
course
1 cemectp /1 cemecTp / Semester 1
KOO xomnonenTi /By3oBckuii komnonent / University component
1 BIT 2KOOK MareMaTHKa 8 [ToH CBI3LIKTBIK anre0pa, aHATHTHKAIBIK reoMeTpHs, Oip koHe Ken alHbIMaibl -
B/l BK MaremaTtHka dyHKimManapabie anddepeHIHANIBIK KIHe HHTETPAIIbIK ecenTeyepiHii ecenTepid
BD UC Mathematics IEINYAiH Herisri [aribUTapblH  KANBLINTACTHIPYFa JKOHE ONapAbiH  JAiCTepiH
MPaKTHKANBIK ecenTep/i Menryie Koanyra MyMKiHik Gepei.
JlucuumnuHa mo3poisieT (GopmupoBaTh 0a3oBble HABBIKM pEIICHHsA 3ajad
nuHeiiHol  anreBphl, aHanUTHYeckoil  reoMeTpud, IHpdepeHUMANLHBIX W
HHTETPATbHBIX HCHHCIEHUH (YHKIHH OJIHOH W MHOTHX MEPEMEHHBIX M MCMO/IB30BATh
MX METOJBI [71s PEIeHHs MPaKTHYECKHX 3a/1au.
Discipline allows you to form basic skills in solving problems of linear algebra,
analytical geometry, differential and integral calculus of a function of one and many
variables and use their methods to solve practical problems.
2 | BII2KOOK Ecenrey xyiienepitin 5 I[ToH ecenTey XyiiejepiHiH annapaTThiK KAMTaMachl MEH apXHTEKTYPAChIH, OHbIH
BJ1 BK annaparTbiK NaMYBIHBIH HETi3ri Ke3eHuepiH, oTOachUIapbiH, THITEPiH, ecentey xKyiienepinin
BD UC #a0/IbIKTaMackl XaHe HETI3ri KyphUIFBLIAPLIHBIH KYPBUIBICH MEH JKYMbIC Kacay NPHHLMITEPIH 3epTTeyre
BUpTYaJJay GarpiTTanFaH. LIMdpibik  JOTHKIGIK  J€Hredf, MHKpPOApXWTEKTypa  JeHreiii,
TEXHOJIOTHAIaphl KOMaHIATbIK apXHTEKTypa M[EHreii, omepauusnbiK yHeHiH neHreii, accemOnep

AnmnapatHoe obecrneueHue
BLIYHCIIMTENBHBIX CHCTEM
W TEXHOJIOTHH

JeHreiti, ocel AeHreiinepAiH (YHKUMOHAIIBIK €PEKINETIiKTepi MEH ©3apa JKYMBIC
’acay MeXaHH3MJIepi KapacTbIpbUIFaH.
JIMcuMmnuMHa  HampaBleHa Ha

H3Y4YCHHE alnapaTrHoro obecrieueHHs M
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BHUPTyaJIH3aLHH
Hardware of

Computational Systems

and Virtualization
Technologies

apPXMTEKTYPhl BEIYMCIHTEILHBIX CHCTEM, OCHOBHBIX 3TallOB €r0 Pa3BHTHA, CEMEHCTB,
THIOB, NPHHLUMIIOB MOCTPOEHHS H (QYHKIMOHHPOBAHHA OCHOBHBIX YCTPOHCTB
BEIYHMCIMTE/BHBIX CHCTEM. PaccMmaTpuBaloTca UMQPOBOH, JOTHYECKHH YDPOBEHb,
YPOBEHb MHKPOApXHMTEKTYPhl, YPOBEHb apXHMTEKTyphl Habopa komaHi, YpPOBEHb
ONEPALMOHHOM CHCTEMBI, YpoBeHb accembrepa, (yHKUMOHaNbHBIE OCOOEHHOCTH H
MEXaHH3MBbl B3aUMOJCHCTBUSA JaHHBIX YPOBHEH.

The discipline is aimed at studying the hardware and architecture of computing
systems, the main stages of its development, families, types, principles of construction
and functioning of the main devices of computing systems. The digital logic level,
microarchitecture level, instruction set architecture level, operating system level,
assembler level, functional features and mechanisms of interaction of these levels are
considered.

2 cemecTp / 2 cemecTp / Semester 2

KOO komnonenTi / Byzosckuii komnouneHnT / University component

3 | BITKOOK
bJ1 BK
BD UC

JIMCKpeTTi MaTeMaTHKa
JduckpeTHas MaTeMaTHKa

Discrete Mathematics

5

[lon KenTereH KOChHIMIIANapia OPBIH anaThlH JHCKPETTi KYpBUIBIMIAp
KacHeTTepiH yipeHyre MyMKiHaik Gepeni, aran aiTkaHja, IHCKPETTi MaTeMaTHKa -
KOMIIBIOTEPJIIK JKOHE AaKNapaTTBIK TEeXHOJOrHAIapibl (TEOpHAILIK HHpOpMaTHKE,
ANTOPUTMIEP TEOPHACHI, KOATAY TEOPHACH], KONJaHOAnbl MaTEMaTHKANBIK MOHE
POrpaMM allbiK KAMTaMachl3 €Ty ), SJKOHOMHKAIBIK €CeNTep/i ey YIIiH, IMCKPETTi
WMHTALMAIBIK MOJENbEY YIOiH YHpeHy i Heri3i 6ombin Tabbiiaas!.

JIHCUMIUTHHA TO3BOJIAET M3YYHTh CBOMCTBA NMCKDETHBIX CTPYKTYDP, KOTOpbIE
HMEIOT MECTO B MHOTOYHCIEHHBIX TPHJIOKEHMAX, B YaCTHOCTH, IMCKpETHad
MareMaTHka ABifeTcs 6a30i I M3y4eHHs KOMIBIOTEPHBIX H HH(pOPMAIHMOHHBIX
TeXHONOTH  (TeopeTHdeckas HMH(pOpPMATHKa, TEOpHA  AIrOPUTMOB, TEOPHA
KOJHPOBAHMA, CO3[aHHE MPHKIAJHOTO MAaTeMaTHYecKoro M IMpOrpaMMHOI0
obecrieueHus), JUIs pelleHHs JKOHOMHYECKHX 3ajJad, Ui  JUCKPETHOro
MMHTALIMOHHOTO MOJIEIHPOBaHH.

Discipline allows you to form the basic knowledge of the properties of discrete
structures that take place in numerous applications. In particular, discrete mathematics
is the basis for studying computer and information technologies (theoretical computer
science, theory of algorithms, coding theory, creating applied mathematical and
software), for solving economic problems, for discrete simulation

MaremaTtHka
Marematuka
Mathematics

2 cemecTp / 2 cemecTp / Semester 2

Tanaay Golibinma komnonerTrep / KomnonenTsl no BeiGopy / Optional Components

4 | BITK
BJl KB
BD EC

C++ TimiHIe

nporpamMmanay
ITporpaMMHpoOBaHKe
a3bike CH++
Programming in C++

Ha

8

IMoH pepexTepAiH CTAHAAPTTHl THOTEPIH , KOHCTAaHTanap,  aWHBIMaNbLIap,
onepauMsiiap, Oip enmeMai koHe KemelmeMIi MacCHBTED, KOPCETKIITEpdi OKbIN
yi#ipenyre aphanrad. C++ nporpaMmanay TifiHAe NMporpaMMaiblK KamMTama Kypyfa
MYMKiHIiK Gepeni.

JIMCUMIUIMHA [pelHa3Ha4YeHa [UIA M3Y4YEHHs CTaHJApTHBIX THIOB [JaHHBIX,
KOHCTAHT, TEPEMEHHBIX, OMNepalHi, OMHOMEDHBIX H MHOTFOMEPHBIX MAaCCHBOB,
ykasatenedl. Ilo3onut paspabaTeiBaTe nporpaMMmHoe ofecneyeHHe Ha A3bIKe

MaremarHnka
MaremMaTHKka
Mathematics

JluckpeTTi MaTeMaTHKa
JluckpeTHas MaTeMaTHKa
Discrete Mathematics
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MpOrPaMMUPOBAHHSA Ci#+

Discipline is designed to study standard data types, constants, variables,
operations, one-dimensional and multidimensional arrays, pointers. Allows you to
develop software in C ++ programming language.

BI1 TK Konpnaubansi 8 Mathematica, Maple, Sage, MATLAB/Octave nakerrepine kipicne Gepizeni. | MatemarHka
B/ KB MpOorpamMmMalapibiy Kpuntorpadusaisik — TypneHaipynepre —6ainaHbicThl  ecenTeynep mypri:sineni MaremaTHKa
BD EC TaKeTTepiHAe Bynapmen karap rpa(])nxa.rmx uaTepdedcTi Kypy MYMKiHAiKTEpi 3ep'rrene111 Mathematics
nporpaMmarnay Conpaii-ax, Kypcra opTyphi Oackapy »oHe Goykay cananapbiHIa KeHIHEH
ITporpaMMHpOBaHHE B KOJLIAHBUIATBIH EPeKTepAi CTaTUCTHKANLIK ©Hueyre aphanran SPSS/PSPP, R JMcKpeTTi MaTeMaTHKa
makKeTax NPUKIATHBIX MaKeTTepi 3epTTesieli; THITIK TaNCHIPMaap WIEMTin KepceTilesi. JluckpeTHas MaTeMaTHKa
TporpamMm Jlaetcss BBenenwe B makeThl Mathematica, Maple, Sage, MATLAB/Octave. | Discrete Mathematics
Programming in Software I1pOBOAATCS BHLIYMCIIEHHS, CBS3aHHBIE C KPHUNTOrpadHYeCKUMH NMpeobpa3oBaHHAMH.
Packages TIpy 3TOM M3y4alOTCA BO3MOXHOCTH CO3aHUs rpauyeckoro nHTepdeiica. Takke B
Kypce M3ydarTcd MaKeThl MUIs CTATHCTHYECKOH 06paboTKH NaHHBIX SPSS/PSPP, R,
KOTOpBI€ HAXOJAT IIMPOKOE NPHMEHEHHE B PaslMYHbIX OOJACTAX YNpaBlEHHA H
MPOrHO3MPOBAHUS; PEIAIOTCS THIIOBBIE 3aa9H.
An introduction to the Mathematica, Maple, Sage, MATLAB/Octave packages is
given. Calculations related to cryptographic transformations are performed. At the
same time, the possibilities of creating a graphical interface are being studied. The
course also studies SPSS/PSPP, R statistical data processing packages, which are
widely used in various areas of management and forecasting; typical tasks are solved.
3 cemectp /3 cemectp / Semester 3
KOO xomnonenTi / BY3oBckuii kommnoHenT / University component
BIT 2KOOK Kubepkayincizmikke 5 KypcTa aknapaTTRIK Kayinci3mikTi KamTamachi3 eTy[iH yHbIMAacThIpyuisuleiK, | Ecenrey xylenepiHix
BJ BK Kipicrne TEXHHKAIbIK,  NPOrPaMMAIBIK,  KPHITOrpagusaiblk  SJICTepl  KamThlalibl. | annaparThik
BD UC Beenenue B KubepkayinTepiiH Typiepi, ONapIblH YPAiCTepi; aKmapaTThl KOpray wyheciniy | :xabapIKTaMachl KaHe
kubepbe3onacHoCTh opTYpai HeHreinepinueri ocanjBIKTap, aknapaTThiK KaTepiiep KoHe ONaplbl 6HALY | BHpTyaJlaay
Introduction to Tscumepl 3USHIBI TpOrpaMManbiK KamTama; mabybuiaapasiH, Gy3sin KipyJiepJiH | TEXHOIIOTHAIaphI
Cybersecurity Ke3/iepi MeH Typnepi kapacTsipbiiazbl. JKenine xane aepbec KOMITLIOTEPMEH JKYMbIC AnmnapaTHoe ofecnie4yeHHe

icTey, aKnapaTTBIK TeXHOJIOTHANAP Kypa/liaphiH Makijianany epexenepi 3epTTeneii.

B Kypce OCBENIAIOTCS OpraHW3allAOHHBIE, TEXHHYECKHE, MPOrpaMMHEIE,
KpunTorpadudeckne Meroipl obecniedeHHA HH(OPMALMOHHOH OE30MACHOCTH.
PaccMaTpuBaloTcl BHIOBI KHOEpyrpo3, MX TEHOEHIIMH; YS3BHMOCTH Ha Pa3fMYHBIX
YPOBHAX CHCTEMBI 3aIIMTHI MH(OPMALWH, HHPOPMAUHOHHEIE PHCKM M CIOCOOBI MX
06paboTKH; BPENOHOCHOE NpOrpaMMHoe obecrneveHHe; WCTOYHMKHM M BH/BI aTak,
B3I0MOB. M3ydaloTcs NpaBuia IOBEJEHHA B CeTH, OOpalleHHs C NEPCOHATBHBIM
KOMIIBIOTEPOM, MCTIOTB30BAHMSA CPENCTB HHGOPMALIMOHHBIX TEXHOIOTHH.

The course covers organizational, technical, software, and cryptographic
methods for ensuring information security. The types of cyber threats, their trends,
vulnerabilities at various levels of the information security system, information risks
and methods of their processing, malicious software, sources and types of attacks and

BEIYHCIIHTENbHBIX CHCTEM
M TEXHOJIOTHH
BUpPTYaIH3alHH
Hardware of
Computational Systems
and Virtualization
Technologies
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hacks are considered. The rules of behavior in the network, handling a personal
computer, and using information technology tools are studied.

7 | BI1KOOK
bJ1 BK
BD UC

ANropuTMIED KoHE
JIEPEKTEP KYPBLUIBIMAAPLI
AJNIrOpUTMBI H CTPYKTYPhI
JAHHBIX

Algorithms and Data
Structures

«AJTODHTMIED JKOHE [EPEKTEP KYPBUIBIMBI) KypChl JEPEKTEPAIH Heriari
KYpbUIbIM/IapbIH, COHBIH imiHae GainampicThl THnTepai (TisiMaep, aramrap,
rpaduKTep) KoHe KypHedi KOHTEHHEp TypiepiH (MaccHBTep, acCOLMATHBTI
MacCHBTEp, CTEKTEp XKOHE Ke3eKTep) KaMTHIbl. Afaul KypbUIBIMIApbIH CYpPBINTAY,
i3ney, eHaey YWiH €H MaHBI3Jbl AITOPHTMAEP TaljaHajbl. «AITOPHTMIEP KIHE
JIEpEKTEP KYPBUILIMBDY Kypehl NporpamMmanay/ibie Gapiibik cananapblH KaMTHTBIH €H
KEeH TapajFaH ecenTep KIAcTapblH LIELTyAiH alropuTMJepiH KapacThpabl: i3ney
KOHE CYPhINTay, IpadMKIbIK allrOPUTMIED MEH CaH/bIK allrOPHTMIEP.

B kypce «ANTOPHTMBI M CTPYKTYpPbl A@HHBIX)» pacCMarpHBalOTCA OCHOBHBIC
CTPYKTYpbl JAHHBIX, B TOM YMCI€ CBS3aHHble THIbI (CIMCKH, NepeBbs, rpadei) M
CNOKHBIE KOHTEHHEPHBIE THIIBI (MacCHBBI, ACCOLMATUBHLIE MAaCCHBBI, CTCKH M
ouepenH). AHAIM3HPYIOTCA Haubosee BakKHble ANTOPHTMBI COPTHPOBKH, IIOHCKa,
06paboTkH APEBOBMAHBIX CTPYKTYP W Ap. B kypce «ANropuTMbl H CTPYKTYyphbl
[aHHBIX» OCBENIAIOTCH AITOPHTMBI pellieHus Hanbonee MHPOKO paclpOCTPaHEHHbIX
KJIACCOB 3alad, MOKPHIBAIOIIMX IPAaKTHYECKH BCH 06/1acTh MPOrpaMMHPOBAHHMA:
TOMCK W COPTHPOBKA, YHCIIEHHBIE ATOPHTMbI H ITOPHTMBI Ha rpadax.

The Algorithms and Data Structures course covers basic data structures,
including related types (lists, trees, graphs) and complex container types (arrays,
associative arrays, stacks, and queues). The most important algorithms for sorting,
searching, processing tree structures, etc. are analyzed. The Algorithms and Data
Structures course covers algorithms for solving the most widespread classes of
problems that cover almost the entire field of programming: search and sorting,
numerical algorithms and algorithms on graphs.

JIMCKpeTTi MaTemaTHKa
JIuckpeTHas MaTeMaTHKa
Discrete Mathematics

Tanpay 6ofbIHIIA

Komhouemep / KomnonenTsl no BeiGopy / Optional Components

8 | BIITK
BJ1 KB
BD EC

Python Tininne
rporpamMmManay
[TporpaMMupOBaHHe Ha
a3bike Python
Programming in Python

5

Python HyckaceiH TaHjay, kypanaap. CHHTaKCHMC, INApTThl KOHE LMK
onepaTropiapel, JKONAAp, AEPEKTEP KYPhUIbIMBI, CO3MIKTEp, hailiiapMeH KYMBIC,
ofbekTire GarbITTANFaH NporpaMManay IEMEHTTEepl, NakeTTep MeH MOYJbIepai
KongaHy 3eprreneni. Kiaccukambik anroputmaep Oepinenmi. [IladnanaHyibiHbiH
rpapukansik uHTEpeiiciH Kypy, Python cueHapwiinepin biHFaIBI icke KOCY
Macenenepi 3epTTene/li. AKNapaTThik Kayincisik canachinaa KOJaHbIaTbIH Y iHIli
Taparn KitanxaHanapsl KapacThIpbLIa/bl.

PaccmatpuBaloTcs  BOmpochl  BhiGopa BepcuM Python, HHCTpYMEHTallbHBIX
cpeacTs. M3yyaioTcs CHHTAKCHC, ONEPATOPhl YCIOBHS M LIMKIIBI, CTPOKH, CTPYKTYpbI
JlaHHBIX, cloBapH, paGorta c daiinamMu, 31eMEHTbl OOBEKTHO-OPHEHTHPOBAHHOTO
NpOrpaMMHMPOBaHKA, HCTIONB30BAHHE NAaKeTOB M Momynei. JlaloTes KlacCH4eckHe
anropuTMbl.  W3ydaroTcs  BOTPOCE  CO3J@HMs  rpadHyeckoro uHTephekica
nosnp3oBaTens, ynobHoro 3amycka Python-ckpunros. PaccMaTpHBarOTCA CTOPOHHHE
6M6IHOTEKH, MPUMEHHMBIE B 00,1aCTH HHPOPMALMOHHO#H 6€30N1acHOCTH.

C++ tininne
nporpammManay
[TporpaMMHpOBaHHE Ha
a3pike CH+
Programming in C++
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The issues of choosing the version of Python, tools are considered. We study
syntax, condition operators and loops, strings, data structures, dictionaries, working
with files, elements of object-oriented programming, and the use of packages and
modules. Classical algorithms are given. We study the issues of creating a graphical
user interface, convenient launch of Python scripts. We consider third-party libraries
that are applicable in the field of information security.

9 | BIITK
B/l KB
BD EC

Java-na obbexTire
GarpITTaNIFaH
nporpaMmanay
O6BEKTHO-
OpHEHTHPOBAHHOE
NporpaMMHpOBAHHKE Ha
Java

Object-Oriented
Programming on Java

[Ton Java ofapbl [OeHredjeri nporpaMManay TijliH naijanaHa OTBIpBII,
NMPaKTHKA/IBIK €CENTepAi Memry Herisri Jarapliapbii anyra, o6bekTini-6arbiTTanFaH
nporpaMManay TEXHOJOTHACHIH MEHrepyre, MAMETTEP/li OHAeY alropuTMIepi MeH
OPTYP/i  KYpPBUTHIMAAPBIH, MpOrpaMMmanay oJiCTepiH KOJjaHy aHe rpadHKaibik
naiipananymsl  HMHTepdeiiciH  JKy3ere  acwipyra, obbekTini-6aFsITTANFaH
nporpaMManayibiH Herisri TecinaepiH nadjanaHyra, aepektep 6a3achiHa KOCBLTY
ymin JDBC TexHONOrusAchlH MaifanaHy yuIiH Ken arbiHibl KochiMmanap med GUI-
uHTepdeiicTepai Kypyra MyMKiHIik Gepeni.

JIMCLMIUIMHA T03BOJIAET MPHOGPECTH HABBIKM PELIEHHA NMPaKTHYECKHMX 3a1ay C
HCMONB30BAHHEM f3bIKA MPOTPAMMHMPOBAHMA BLICOKOIO YPOBHA Java, OCBOEHHE
TEXHONOTHH OOBEKTHO-OPHEHTHPOBAHHOTO MPOrPAMMHPOBAHMA, HCIOJB30BaHHE
paiiMYHBIX ~ CTPYKTYp M  anroputMoB  00paloTkM  JaHHBIX,  METOMOB
NpOrpaMMHMPOBAHMA M Pealn3aly rpaduyeckoro nojb3oBaTesbekoro HHTEpdeiica,
HCNOJb30BaTh OCHOBHEIE MPHEMEI 00BEKTHO-OPHEHTHPOBAHHOIO MPOIPAMMHPOBAHHA;
co3fgaBaTh MHoronotodnsie npwiokeHus W GUI-uHTepdeicsl, HCMONB30BATH
texnonoruio JDBC wis co3nanus NoAKmoYeHHs k 6a3e JaHHbIX.

Discipline allows you to get the skills to solve practical problems using a high-
level programming language Java, mastering the technology of object-oriented
programming, using various structures and algorithms for data processing,
programming methods and implementing a graphical user interface, use the basic
techniques of object-oriented programming; create multi-threaded applications and
GUI-interfaces, use JDBC technology to create a connection to the database.

C++ Tininge
nporpamMmalay
[TporpaMMHpOBaHHE Ha
sa3bike CH++
Programming in C++

4 cemecTp /4 cemecTp / Semester 4

KOO komnouenTi / BY3oBcknii komnoneHnT / University component

10 | BIT XKOOK
B/l BK
BD UC

OnepauuAabIK KyHesep
xone OX kayincizairi
OnepaluHOHHBIE CHCTEMBI
u HezonacHocTs OC
Operating Systems and
Operating Systems
Security

5

Ton onepauMsiIbIK Xyieaepai Kypy NPHHLIMOTEPIH KOHE TYHKbIPhIMIAMAIBIK
HeriszepiH, ypaicrepai Gackapy aicTepiH, Kypaijapbl MeH alrOpPHTMIEPiH, kKa/bl
JKOHE ONepalMsANbIK  Kydenepaeri eHrizy-umbiFapynsiH  Gasanmsik  Ginimaepid
KalBINTacThIpyFa apHanFaH. [IoH aKnapaTThiK-ecenTey yhenepinaeri epexenepui,
aKnapaTThiK Kayilci3Aik camachlHAarkl CTaHJapTTap MEH ePEeKIIENKTepAl 3epTTeyre
MyMKiHIik Gepeni.

JIMCUMIITHHA TMpeJHa3Ha4YeHa Ui M3YYEHHA MPUHLMIIOB MOCTPOEHHS H
KOHLENTYalIbHbIX OCHOB OMEPALMOHHBIX CHCTEM, METO/IOB, CPEICTB H allOPHTMOB
yIpaBieHHs MPOLECCAMH, TaMATBIO H BBOJIOM-BbLIBOJIOM B ONEPAIIHOHHBIX CHCTEMAX.

Ecenrey #yiienepinin
anmnaparThik
#ababIKTaMachl AoHe
BHpTyaljay
TEXHOJIOTHAJIAPbI
ArnmnapatHoe obecniedeHHe
BBIYHCITHTENBHBIX CHCTEM
M TEXHOJIOTHH
BHPTYJIH3aLIHH
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JIMCLIMIUIMHA MO3BOJIAT H3YYHThb IOJIOKEHHA B MHPOPMALMOHHO-BBIYHCIHTE/IbHBIX
CHCTeMax, CTaHIapThl M creuuduKkalmuy B 061acTH HHPOPMAIMOHHOH GE30MacHOCTH.

Discipline allows you to form a basic knowledge of the principles of construction
and conceptual bases of operating systems, methods, tools and algorithms for
managing processes, memory and input-output in operating systems. Discipline will

Hardware of j
Computational Systems

and Virtualization
Technologies

allow to study the situation in information and computing systems, standards and | AknapaTThiK
specifications in the field of information security. Kayincizmikke Kipicne
Beenenue B
HH(OPMAIIHOHHY IO
bezonacHOCTh
Introduction
11 | BIT2XKOOK KpunrtorpatusHbiH Kazipri kpunTorpagusHblH Herisin KypalThiH MaTeMaTHKaiblK —annapar | MaTemaThka
BJ1 BK MaTeMaTHKANBIK Heri3aepi 3epTTeneni. CaHaap TEOPMACHIHBIH 3JIEMEHTTEPi, ChI3LIKTBIK anrebpa, anreGpansik | Maremaruka
BD UC MareMaTHIECKHE OCHOBBI KypbUTBIMAAp KpHITOrpadusHbiH GackiM kenminik GemiMaepiH MeHrepyre KamerTi Mathematics
KpHInTorpapHu Kenemae 3epTreneni. MaTepHan  3epPTTENETIH  MaTEMATHKAIBIK HETi3AepaiH
Mathematical Basics of KkonaaHbankl MOHIH ecKepe OTIphin Gepinesi: anroput™Maep MeH KpunTorpadusansik | JIMCKpeTTi MaTeMaTHka
Cryptography KapabaibIp/apblH KPANTOrpadHsAIbIK KaCHETTEPi CHNATTANFaH XoHE TYCIHIIPIITeH, JuckpeTHas MaTeMaTHKa
oNlap MaTeMaTHKAaHBIH 3€PTTeNin OThipraH 6eniMAepiHiH KOJIaHBUTYbIH HAKThI Discrete Mathematics
KepceTei.

W3yuaeTcs MaTeMaTHYeCKHil anmapar, Jekamuii B OCHOBE COBPEMEHHOH | bIKTHMaabKTap
kpunTorpadguu. M3ydaloTcs NEMEHTBI TEOPHM YMCEN, JIMHEHHOH anreGphl, | TEOPHACH KOHE
anreGpaHueckue CTPYKTYpbl B oGbeMe, HEOOXOIMMOM /1A yCBOEHHS OONBIIHHCTBA | MaTeMaTHKaIbIK
pasnenoB kpunrtorpapun. Marepuan jaeTci C Y4€TOM MPHKIAAHOIO 3HAYEHHMA | CTATHCTHKA
M3yuaeMBIX ~ MaTeMaTM4eCKHX  OCHOB:  ONHChiBAlOTCA W obbAcHmoTes | Teopus BEPOATHOCTHOCTEN
KpUnTOrpapMueckde CBOWCTBA AITOPHTMOB H KPHNTOrpadpHYECKHX NPHMHTHBOB, | H MareMartHyeckas
HarA[HO JIEMOHCTPHPYIOLIHE MPUMEHEHHE H3YUaEMBIX Pa3/eioB MaTEMaTHKH. CTATUCTHKA

The mathematical apparatus underlying modern cryptography is studied. The | Probability theory and
elements of number theory, linear algebra, and algebraic structures are studied to the | mathematical statistics
extent necessary for mastering many sections of cryptography. The material is given
taking into account the applied value of the studied mathematical foundations: the
cryptographic properties of algorithms and cryptographic primitives are described and
explained, which clearly demonstrate the application of the studied sections of
mathematics.

12 | BI12KOOK blkTumanasikTap TNoH KOMGHHATOPHKAHBIH HETi3ri 2eMeHTTepiH, BepHyuiM cxeMachiHaarsl wekTi | MaremaTnka
B/l BK TEOPHACH KIHE TeopeManapiibl,  YNECTIpYAiH  MaHbI3Abl  3aHABUILIKTApblH, — MaTeMaTWkaibik | MarematHka
BD UC MaTeMaTHKaJIbIK CTATHCTMKAHBIH HEri3ri YFBIMIAphiH 3eprreyre Mymkinaik Gepemi. Byn op Typai | Mathematics
CTATHCTHKA ecenTep/i wemy yiuiiH bIKTUManIbIKTap TEOPHACHL MEH MAaTeMaTHKAIIbIK CTATHCTHKA
TeopHs BepOATHOCTHOCTEH canachlHJarel TEOPHAILIK GUTIMII KONJaHyFa kIHE BIKTHMAIIbIKTap TEOPHACH MEH
u MaTeMaTHyecKas MaTeMaTHKAIBIK CTATHCTHKA €CENTepiH 3€pTTeyliH anmapartsl MeH OMIiCiH JYphIC
CTaTHCTHKA TaHjay narasuiapeiHa e Gosyra MyMKiHaik Gepeni.
Probability theory and JIMCUMIIMEA _MO3BOJIAET M3Y4HTh OCHOBHBIE 3JIEMEHThl KOMOMHATODHKH,
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mathematical statistics

npenenbHbie TeopeMbl B cxeMe bBepHymid, Haubonee BakHbIC  3aKOHBI
paclpeNeNenni, OCHOBHbIE IOHATHA  MaTeMaTHueckoi  cTaTHCTHKH.  [laeT
BO3MOKHOCTh TNPHMEHATh TEOPETHYECKHE 3HAHMA B TEOPHH BEPOATHOCTH H
MaTeMaTHYecKod CTATMCTHKH [UIf peIIeHHs DPa3MuHbIX 3a]a4 W HMETh HaBbIKH
npaBHIILHOTO BHIGOpA anmapaTta H METOJ@ MCCIEN0BaHMA 3a/la4 TEOPHH BEPOATHOCTH
H MaTeMaTHYECKOH CTATHCTHKH.

The discipline allows you to study the basic elements of combinatorics, limit
theorems in the Bernoulli scheme, the most important laws of distributions, the Basic
concepts of mathematical statistics. This makes it possible to apply theoretical
knowledge in the field of probability theory and mathematical statistics to solve
various problems and have the skills to correctly choose the apparatus and method of
studying problems in probability theory and mathematical statistics.

Tanpay GolibIHIIA

kxomnonerTTep / KomnonenTsi o BeiGopy / Optional Components

13 [ BIITK
Bl KB
BD EC

CKpHIT Tinjepinae
mporpaMmanay
[IporpaMMHpOBaHHKE Ha
CKPHITOBBIX A3bIKax
Programming in Script
Languages

5

Bysl KypcTa cueHapHillik nporpamMmaay TUIAEpiH KOJAaHy, aBTOMATTaH/IbIPY Abl
KAMTAMachi3 €Ty JKoHe TNaiJalaHyWbiiap >KYMBICHIHBIH THIMIIIICIH apTThIpY
MakKcaThiHa oNnapibl 9pTYPJi KOJJaHOGalbl JKyHenepre e€Hrisy TeXHONOrHANaphl
sepTTeneni. Unrepdeiictep MeH KiTanmxaHanapibl KONJaHy 3epTrelel. Kytienix
JoHE KONJAHGAbl MPOrpaMMaibik KaMTaMaHsl d3ipliey, OnepalMaIbiK KyHenepin
ecenTepiH aBTOMATTAH/BIPY, CEPBUCTEPAl IaMbITY KOHE YJECTipiireH 6aKrmapaTThik
Ky#Henep yIliH cLueHapHii TULIePiH KONIaHy MbICAIAaphl KeTipUIreH.

B [aHHOM Kypce H3ydalOTCs TEXHOJIOTHH NPHMEHEHHS CKDHITOBBIX A3BIKOB
NPOrpaMMHPOBaHMsA, BCTPAHBAHMA HMX B DPasM4HbIE NPHKIAJHBIE CHCTEMBI JUIA
ofecriedenuss  ABTOMATH3aLMH M NoBbimeHus  d¢dexTuBHOCTH — paboThl
nonsioBateneif. Msywaiorca uHTepdedicel M npuMenenwe OGubnmotek. Jlalotca
MPHMEpbl HMCTIOJIb30BAHHA CKDHIITOBBIX A3BIKOB 1A paspaboTKH CHCTEMHOTO H
NPHMKJIaJHOTO NPOrPaMMHOTO ObeCTieYeH s, aBTOMATH3alMH 3a]a4 ONepaLHOHHBIX
cHcTeM, pa3pabOTKH CEPBHCOB H PACTIPENENEHHbIX HHYOPMALIMOHHBIX CHCTEM.

This course examines the technologies of using scripting programming
languages, embedding them in various application systems to ensure automation and
improve the efficiency of user work. The interfaces and application of libraries are
studied. Examples of the use of scripting languages for the development of system and
application software, automation of operating system tasks, development of services
and distributed information systems are given.

JlMckpeTTi MaTeMaTHKa
JIuckpeTHas MaTeMaTHKa

Discrete Mathematics

14 | BITTK
bJl KB
BD EC

AKmapar KoHe KoJTay
TEOPHACHI

Teopus uudopmaliii |
KOIHPOBaHMA
Information and Coding
Theory

AKnapaTTap *oHe KOATAay TEOPHACHIHBIH HETI3ri YFbIMIapbl MEH TeopeMalapsl,
op TYPIIi THITTEri KOATAP/bIH CHNaTTaMaNapsl, OHTAHIBI KoHE Keaeprire TO3IMILTIKTI
KoATay Typaihl TyciHik; OaiiiaHbiC KaHalIapblHBIH  Herisri  QopMaibabl-
MaTeMaTHKAIbIK MOJIEJIbIEpi KoHe ONap/bl CAaHIBIK CHNATTay JMICTEpl, KOATaY/IbIH
JoHe JEKOATAy/IbiH HEri3ri MpUHLUMNTEP] MeH dicTepi 3eprrenred. Marepuan GitiM
Gepyli TepeHIETy koHe AKNapaTThl TachIManjiay MeH TYPIEHIIpyIiH 3aMaHayW
TEXHOJIOrMAIAPbIH Kacay MEH KOJIaHy JafblIaphiH any yuiH Gepinrex.

M3y4aloTcs OCHOBHBIE TOHATHA M TEODEMbl TEOpPHM WH(OpMAlMH M

MaremaTuka
MartemaTHka
Mathematics

blkrumanasikrap
TEOPHUACHI
MaTeMaTHKaJIbIK
CTATHCTHKA

KIHE
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KOIMPOBAHHA, XapaKTEPUCTHKH KOJOB Pa3HOrO THMA, MOHATHE ONTHMAILHOrO H
MOMEXO0YCTOHYMBOTO KOJIHPOBAHHA;OCHOBHBIE (OPMATLHO-MATEMATHYECKHE MOJCIH
KAHAIOB CBA3H M CrocoObl HX KOJIHYECTBEHHOrO OMHCAHHA, OCHOBHBIE MPHHLMIbLI H
crnocoGbl KOTHPOBAHKS M IEKOAMPOBaHHsA. MaTephan naeTcs [UIA yrayOneHns sHaHui
W  TOJYd4eHHs HABBIKOB pa3pabOTKM W TPHMEHEHHA COBDEMEHHBIX TEXHONOTHH
nepenayd ¥ npeobpazoBaHuA HHOOPMALIHH.

The basic concepts and theorems of information and coding theory,
characteristics of codes of different types, the concept of optimal and noise-immune
coding; basic formal-mathematical models of communication channels and methods
of their quantitative description, basic principles and methods of coding and decoding
are studied. The material is given to deepen knowledge and acquire skills in the
development and application of modern technologies for the transfer and
transformation of information.

Teopusi BepOATHOCTHOCTEH
" MmareMarHyeckas
CTAaTHCTHKA

Probability theory and
mathematical statistics

15 | KBITTK
OOl KB
GCD EC

Kacinkepnik xoHe 6u3Hec
[MpeAnpHHAMATENLCTBO H
buzHec

Entrepreneurship and
business

Mon ym 6arbiTThl KaMTHIbl: OW3HecTi Gackapy, KbI3METTIH IKOHOMHMKAILIK,
aNeyMETTIK JKIHE IKOJIOTHAIBIK afchl; GH3Hec uaes xoHe GH3HEC XKOCMAp/Ibl 1aMBITY;
NoHHIH Herisri GarbiTTApBIHBLIH Gipi peTiHAe CTYAEHTTEpAi KeKe KayamKepulilikke,
LIHTANAHBIPYFa, HMHHOBAlUMAILIKKA, TAIMbIHBICKA JOHE KOFaM  alIbIHIAfbl
JKayankepuiiiikke yiperei.

JlaHHBIA KypC BKIIOY@eT TPH HanpaBieHHA: OH3HEC aJMHHHCTPHPOBAHHE,
3KOHOMHKA, COLMATBHBIE W FKOJIOTHIECKHE DPaMKH KH3HEIEATENLHOCTH; OH3HEC Hies
u paipaborka GusHec miana. Ocoboe 3HavyeHWe B Kypce YACNACTCS BaKHOCTH
(opMUpPOBaHKS TAKWX MO3HIMHA, Kak MEpPCOHAIbHAs OTBETCTBEHHOCTh, MOTHBALIWA,
JlyX WHHOBALMH, MIOGONBITCTBO H OTBETCTBEHHOCTH Nepe]l 06IeCcTBOM.

This course includes three directions: Business administration, Economics, social
and ecological framework of life; Business idea and business plan development. The
special value in this course is given to the importance of forming such positions as
personal responsibility, motivation, the spirit of innovation, curiosity, social
responsibility.

16 | KBI1 TK
OO/1 KB
GCD EC

Cpibaiiiac  eMKOPJIbIKKA
Kapchbl MAJIEHHET
AHTHKOpPYIILIHOHHASA
KyJneTypa

Anti-corruption culture

"Cpifaiiiac  JKEeMKOpNBIKKA  Kapchl ~ MOJEHHeT'  MoHi  "aKmapaTThik-
KOMMYHHMKALUMANBIK TexHosjorusnap" GarbiTel GiniM amymbiiapaa Ke3  Kered
chifaiiac JKEMKOPJBIK KepiHicTepiHe MysjieM Te30eymilikTi KalbiNTacThipyFa
GarsiTranFan. "Kaszakcran-2050 "CTpaTeruschl KalbiNTacKaH MEMIIEKETTIH iKaHa
casicu GarbiThl" chibaiiac )eMKOPIBIKTH YITTBIK Kayincimikke Tikenen kayin-karep
IapeKecine KkoTepei.

JlucunruiHHa « AHTHKOPPYUHOHHAsA KyJbTypa» HarpasJIeHHA
« MH(pOPMAIMOHHO-KOMMY HUKALIMOHHbIE TEXHOJIOTHM» MpH3BaHa CHOPMHpOBATL Y
06y4aIOMMXCA HYJIEBYIO TEPIMUMOCTD K JIIOGBIM KOPPYTIIHOHHBIM NposBIeHHAM. Kak
m3BecTHO cTpaterus «Kaszaxctan-2050»: HoBbll NONHTHYECKUA KYPC COCTOABLIErOCH
rOCYJapcTBa» BO3BOMMT KOPPYMLMIO B PAaHr TNPAMOH yrpo3bl HALMOHANBHOH
6e30MacHOCTH.

The discipline "Anti-corruption culture” of the direction "Information and
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Communication Technologies" is designed to form students" zero tolerance for any
corruption manifestations. As is well known, the strategy "Kazakhstan-2050": A new
political course of the established state "elevates corruption to the rank of a direct
threat to national security.

17 | XKBII TK
OOJI KB
GEDEC

Luppnsik
TeXHOJIOTUsAJIap bl
cananap 6o¥ibiHIIa
KOJLIaHy

L{udpoBbie TEXHONOTHH
10 OTPAC/IAM NMPHMEHEHHHA
Digital technologies by
branches of application

KypcThl oKy Gapbichiiaa GiliM amymibl aknapatTapibl i3fey, cakray, OHIeEY,
KOpray KoHe Taparyja UM(PIBIK TEXHONOIMAHbI, OPTYPJi aKNapaTTeK KaHE
KOMMYHHKAIMATBIK ~ TEXHOJIOTHUIAPAbl  KOJIaHy —K9HE  TIPLILTIKTIH opTYpi
cananapbiuia Kacinkepiik Gimimai konpana OGury. CoHbiMeH KaTap CaH/IBIK
TEXHOJIOTHANAP *OHe UMQPIBIK IKOHOMHMKA Typambl TYCIHIK, WAQPIBIK YKiMeT,
uuppasik  GusHec, UMQPIBIK  MHHOBALMANAp, CaHIBIK  TEXHOJIOTHANapia
KONJAHBUTATBIH  JkacaHibl  MHTEJUIEKT MOJENbAEpi  MeH  oicTepi, Kok
JIOTMCTHKAChIHAAFBl LMQPIbIK TpaHchOpMalMA OChl MaTepual CTYIEHTTepre
APIBIK  TEXHONOTMsIApAsl cananap OOHBIHIDA —KonjaHynarsl OimiM  MeH
JaFabLIapasl Mrepy yuiH Gepinei.

Ilpy W3ydeHHH Kypca oOydaroImMHCs HOMKEH YMEThb NPHMEHAThH uupoBbie
TEXHOJIOTHH, pa3lH4YHbie HHGOPMAUHOHHbIE W KOMMYHHKALHOHHBIE TEXHOIOTHH B
MOMCKe, XpaHeHHH, 00paGoTke, 3aUMTE W PAcNpOCTPAHEHHH WHOOPMALMH H
MPUMEHATD npeANpHHUMATENBCKHE 3HaHHA B PasTHYHBIX cepax
JKH3HEIeATeNbHOCTH. KpoMe TOTo, KOHLENUMsA LUH(BPOBBIX TEXHONOTHA W 1HdpOoBO#
IKOHOMHMKH, [IM(PPOBOE MPABHTENLCTBO, LM(BPOBOH Gu3Hec, UM(POBbIE HHHOBALMH,
MOJENH MW METOAbl MCKYCCTBEHHOTO HMHTEIUIEKTa, HMCHOjb3yeMble B LM(pPOBBIX
TEXHONOTHAX, LMdpoBas TpaHCHOPMALHA B TPAHCTIOPTHOH JIOTHCTHKE 3TOT MaTepHal
Gy/eT NpeloCTaBNEH CTyJAEHTaM [UIA NPHOGPETEHHs 3HaHMH M HABBLIKOB B 00J1aCTH
NpHMeHEHHA LHGPOBBIX TEXHOJIOTHHA.

When studying the course, the student must be able to apply digital technologies,
various information and communication technologies in the search, storage,
processing, protection and dissemination of information and apply entrepreneurial
knowledge in various spheres of life. In addition, the concept of digital technologies
and the digital economy, digital government, digital business, digital innovation,
models and methods of artificial intelligence used in digital technologies, digital
transformation in transport logistics, this material will be provided to students to
acquire knowledge and skills in the application of digital technologies

AKNapaTThiK KaHE
KOMMYHHKAUMAIIBIK
texHosnorusnap/Mudopma
LIMOHHO-
KOMMYHHKalHOHHbIE
texHonoruu / Information
and communication
technology

18 | KBII TK
OOl KB
GCD EC

Ickepnik puTOpHKa
JHenopas puTOpHKa
Business rhetoric

[ToH HAKTBI MiHIETTEpre KON KETKi3y YIIiH KBI3METTIK CallaHblH op TYpJIepiHje
anamiap apacklHua THIMAI XkoHe ceHiMII coiieyai kyprisyre GarbiTTanFaH. ITon 3
ofibiH  GiImipyre, cayaTThl JMAIOr, MOHOJIOT, TiKipranactap —Xyprisyre,
KOMMYHHMKATHBTIK JaFIbilap MEH MAalIbIKTap/bl, UIEUIEHIK ©HEpAl MEHrepyre,
WemeHAiK OMIbIH KOMMYHHKATHBTIK HHETIH TyCiHyre MyMKiHzik 6epeni.

JIMCIMIVTHAA OPHEHTHPOBaHa Ha BefieHHe YPPEKTHBHON M yOeaHTeNIbHOH peun
Meily JIOABMH TpH PasIHYHBIX BHOAX CayxeGHOH coepbl WA JOCTHKEHHA
KOHKPETHBIX 3aia4. JIMCUMIUIMHA TO3BOJIAET HAYYMTHCH BHIPAXaTh CBOM MBICIH,
BECTH TIPaMOTHBIH JHAJIOr, MOHOJOT, JIMCKYCCHM, obnagath KOMMYHHKaTHBHBIMM
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YMEHHAMH H HaBBIKAMH, OPATOPCKMM MCKYCCTBOM, TOHHMATh KOMMYHHKaTHBHOE
HaMepeHHe opaTopa.

Discipline is focused on maintaining effective and persuasive speech between
people in various types of service areas to achieve specific tasks. Discipline allows
you to learn how to express your thoughts, conduct a competent dialogue, monologue,
discussions, have communicative skills and abilities, oratory, understand the
communicative intent of the speaker.

19 | 3KBIT TK
00/1 KB
GCD EC

DKONIOTHA Heri3jiepi XoHe -

Tipminik kayincizairi
(OCHOBBI 9KOJIOTHH H
6e30nMacHOCTH
KHUIHENEATEJILHOCTH
Fundamentals of ecology
and life safety

By/l MoHHIH MakcaThl eHOeK koHe eMip TIPHILUIriHiH Kayincis koHe 3MAHCHI3
#arJaibid Kypy/Ibl, OHAIpICTIK %abAbIKTap/bl MOHTAX/AY KOHE NaianaHy KesiHue
Kayincisfgik mapanapbiH CakTaylbl, XalbKThl JKOHE OHIPICTIK NEPCOHANIBI,
lIapyambUIBlK  JKYprizy —oOBEKTiNEpiH BIKTHMal cainjapiaH, aBapHalaplaH,
anaTTapJaH, anaTTapiaH kopray OOWbIHIIA TOTEHINe JaFjainapia cayaTThl WELIM
kabbLay bl koHe Ooskay /il YHPEHY #aHe olap/IbiH CaJlJaphbiH KOH.

JIMCUMIUIMHA MO3BOJAET (HOPMHMpPOBaTh HABBIKM coO3JaBaHuA GesonmacHoro H
6e3BpeIHOro YCIOBHH TPya W KH3HEIEATEIbHOCTH, cob/oaaTh Mephl He30nacHOCTH
IPH MOHTa/Ke M 3KCILTyaTallHi MPOM3BOJACTBEHHOIO 06OPYAOBaHHSA, MPOrHO3HPOBATH
M NPMHUMAThH IPAMOTHBIE PEIUEHHS B YCIOBHAX YPE3BBIYAHHBIX CHTYALMH 110 3allHTe
HaceNleHHs M MPOM3BOICTBEHHOIO MepcoHana, OOBEKTOB XO3AHCTBOBAHHMA OT
BO3MOXKHBIX TOC/IEJICTBMI, aBapil, kaTacTpod), CTHXHM H JIMKBHOMPOBATb HX
MoCNeJCTBHA.

Discipline allows you to form basic skills for creating safe and harmless working
and living conditions, observe safety precautions during installation and operation of
production equipment, predict and make competent decisions in emergency situations
to protect the population and production staff, facilities from possible consequences,
accidents, disasters, the elements and eliminate their consequences.

20 | XKBII TK
00J1 KB
GCD EK

PyxaHH kaHFbIpY
PyxaHH KaHreIpy
Rukhani Zhangyru

Byl NoHAI OKBITY KameTTulri Gapibik Kasipri 3aMaHrbl Kayin-katepiep MeH
xkahaHnaHy ChIH-KatepiepiH eckepe OTBIPbIN, Ka3aKCTaHABIKTAPIBIH DYXaHH
KYH/BUIBIKTAPBIH KaHFBIPTYFa OaFbITTalfaH KoHe KOFaM/IbIK CAHAHBI KAHFBIPTY IbiH,
Gocekere  KabGineTTiNikTi, MparMaTH3MAi  AAMBITYIBIH, YITTRIK  GipereimikTi
cakTay/blH, a3aMatTapiblH OiliM MEH CaHaChlHBIH ALILIKTBIFBIH TaHbIMaljayIblH
MaHBI3/IbUIBLIFBIH aTal KOpCeTe .

HeobxomuMocTs 00ydeHHs OaHHOM AMCUMIUIMHBL 00YyClOBJ€HA TEM, 4YTO OHa
OPMEHTHPOBaHA Ha BO3POXKICHHE TYXOBHBIX LEHHOCTEN Ka3aXCTAHLEB C y4eTOM BCEX
COBPEMEHHBIX PHCKOB M BBI30BOB mofaiv3auMd W [OIYEPKMBAET BaMHOCTH
MOJEpHM3ALMH OOLIECTBEHHOTO CO3HAHMA, PAa3BHTHA KOHKYPEHTOCHOCOOHOCTH,
MparMaTM3Ma, COXPaHEeHHA HALMOHAIbHOM HMICHTHYHOCTH, MOIMYJISPH3AUMH KylbTa
3HAHHA W OTKPBITOCTH CO3HAHHSA TpajiaH.

The need to teach this discipline is due to the fact that it is focused on the revival
of the spiritual values of Kazakhstanis, taking into account all the modern risks and
challenges of globalization, and stresses the importance of modernizing public
consciousness, developing competitiveness, pragmatism, preserving national identity,
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popularizing the cult of knowledge and openness of consciousness of citizens.

21

KBIT TK
OOJ1 KB
GCD EC

Ickepunik MaeHHeT
KyasTypa nenosoro
obuieHus

Business culture

[ToH ickepnik *ka9He KociOM KapbIM-KaTblHACTA CTAHIAPTTHl JK9HE CTaHAApPTTHI
eMec MiHAeTTepai memyre, KacibM 3THKa MeH KaciOM KBI3METTIH TajanTapbiH
KONJAHYFa, OHBIH HOPMATHBi, OpPBIHIBUILIFBI MEH MAaKCATTHUIBIFBI TYPFLICHIHAH
cedneymi Tanjayra, aye3la koHe kaizbama ceiineyneri KaTemikTep MeH
KEMIILTIKTEPA *O0KFa MyMKiHAiK Geperi.

JIMCLMIUIHHA MO3BOJISET pellaTh CTAHAAapTHelE H HECTaHIApTHBIE 3aJa4d B
J1EJI0BOM H npogeccHoOHAILHOM ob1IeHHH, MPUMEHATH TpeboBaHHA
Npo()eCCHOHATLHON ITHKH U NPO(eCCHOHANLHOM IEATENEHOCTH, aHATH3HPOBATh PEYb
C TOYKH 3PEHHS €e HOPMATHBHOCTH, YMECTHOCTH H LENecooOpa3sHOCTH, YCTPaHATh
OKHOKH ¥ HEJIOYETHI B YCTHOW M MTHCBMEHHOM pEUH.

Discipline allows solving standard and non-standard tasks in business and
professional communication, applying the requirements of professional ethics and
professional activity, analyzing speech from the point of view of its normativity,
relevance and expediency, eliminating errors and omissions in oral and written
speech.

5 cemecTp /5 cemecTp / Semester S5

KOO komnouenTi / BY3o0Bcknit koMmnoneHT / University component

22

BIT KOOK
BJ1 BK
BD UC

Jepexkrep 6azanap xaHe
onapIbIH Kayincisairi
ba3bl AaHHBIX H MX
6e3onacHOCTb
Databases and Their
Security

5

Kypc ap Typii manimertep 6GazaceiHa Gap akmapaTTel KOpFaybl KaMTaMachl3
eTyre OaFbITTA/FaH TeXHHKAMNBIK Kypangap MEH yHbIMIACTHIPYIUBUIBIK IHapaiapiblH
KHUBIHTBIFBIH 3eprTeiai. ManiMerTep 6a3achlH KOpFayra KOHE KYIHS aKnapaTThIH
Kayincizmirin kamMTaMacel3 eTyre apHaiFaH KerTereH MporpaMMalblK IHEITiMIEp,
ManimerTep Ga3achiHia CakTajlaTelH KayinTep, MajiMeTTep Ga3achiHBIH KayiMncCi3mirin
fackapyIbIH Herisri NpUHUMOTEpPI, KOpFauFaH MasliMeTTep 6aszachiH Kypy acrekTinepi
#oHe T. 0. 3epTTeneni.

B Kypce M3y4yaeTcs COBOKYIHOCTb TEXHHYECKHMX CDEJICTB M OPraHHM3alMOHHLIX
Mep, KOTOpas HanpamieHa Ha obecredeHHe 3alHThl HHPOPMALKH, MPUCYTCTBYIOLIEH
B pa3HooOpa3Hbix Oa3ax naHHbIX. M3ydaloTcs MHOXKECTBO MPOTPAMMHBIX peLIeHHH
JUiA 3alMThl 6a3 gaHHeiX W obecnedeHus Oe3omacHOCTH KOH(HAEHUHANbHOH
vHGOPMALMH, Yrpo3sl, XpaHsalmedca B 6a3ax [aHHbIX, OCHOBHBIE TPHHLIMIIEI
ynpasyieHds 6e3onacHocTeio BJI, acnekTsl co3nanms 3aMmEnHbIX Bl 1 T.11.

The course examines a set of technical tools and organizational measures that are
aimed at ensuring the protection of information present in a variety of databases. We
study a variety of software solutions for protecting databases and ensuring the security
of confidential information, threats stored in databases, the basic principles of
database security management, aspects of creating secure databases, etc

JuckpeTTi MaTeMaTHKa
HduckpeTHas MaTeMaTHKa
Discrete Mathematics

AKnaparThiK
Kayincismikke kipicrne
Beeneuue B
HH(OPMALIMOHHY O
6e30MacHOCTh
Introduction to
Information Security
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PD UC

KoMmbloTepik #aHe
TENEKOMMY HHKALMAIBIK
KyiHenep
KoMnerOTEPHBIE H

[loH cTyOeHTTEpre KOMBIOTEp Keliniepi *aimbl GiniM Gepyre koHe onapMeH
AKYMBIC JKacay JaFfiblIapblH KaublmtacTeipyra OarpiTranrad. Ilon  kommbioTep
JKeNnepiHiH 1aMy Tapuxbl, Kasipri Ke3leri aknapaT aiMacy TeXHOJOTHAIApLI, el
TOTIONIOTHACH! TYCIiHiri, JepexkTepii TabbicTay OpTAachlHa KO/DKETIMAIIK Tociamepi,

Ecenrey kyienepiHiy
annapartTblK
#abIbIKTaMachl #oHE
BHpTyanaay
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TeNeKOMMYHHKAIIHOHHbIE
CETH

Computer and
Telecommunication
Systems

KMIbIOTEp KefliciH 6ackapy Karuaanapel, JKeaiepaeri KOMMYTHLINA KoHE Garpapnay
Tociepi, KOMIBIOTEPAIK *Keinep knaccupukauuacsl, OS] sTanonmbl MOJEN XKoHe
ousi  TCP/IP  mpoToKonbiMeH GainaHbichl, HEPApXMANBIK Keli MOJENiHHIH
nenreiiepiHie aknaparTel kepceTy okaiinbl aknapatr Gepeni. Kasipri Ke3zeri
KOMIBIOTEPNIK  KeNiepai Kypy JarFibLiapblH  KaIbINTacThipyFa OarblTTanfad
Taxipubenik TancelpManap KapacTbIpbUIFaH.

[peaMeT HanpaBieH Ha (HOPMUPOBAHHE Y CTY/IEHTOB 3HAHWH M HAaBbIKOB PaGOTHI
C KOMITBIOTEPHBIMH CETAMH. PaccMaTpHBAIOTCA MCTOPHH Pa3BHTHA KOMIBIOTEPHBIX
ceTeli, COBPEMEHHbIE TEXHOJIOTHH MEpelad JaHHbIX, OHATHA CETEBOH TOMOIOTHH,
MeTO/bl JI0CTyNa K Cpejie Nepeayy, MPHHIMIBI YIPABJIeHHA KOMIbIOTEPHOH CEThIO,
MeTObl KOMMYTAIIMH H MaplupyTH3alHH B CETAX, KJIACCH(HMKALMH H HasHAYEHHA
KOMITLIOTEPHBIX CETEH, CTPYKTypa 3TanoHHo# Moaenu OSI, ee cBA3b C yPOBHAMH H
6asoBeIMH mpotokonamu creka TCP/IP, ¢opMbl npeactapieHus HHQOPMAUMH Ha
pasHBIX YPOBHSX HepapXWu ceTeBod Mmozend. [IpeaycMOTPEHO BBHIMOIHEHHE
NpakTHYeCKHX paboT HampaBieHHbIX Ha (OPMHMPOBaHWE HABBIKOB MOCTPOCHHS
COBPEMEHHBIX KOMITBIOTEPHBIX CETEH.

The subject is aimed at developing students' knowledge and skills on working
with computer networks. It considers the history of the development of computer
networks, modern data transmission technologies, the concepts of network topology,
methods of access to the transmission medium, principles of computer network
management, methods of switching and routing in networks, classification and aims
of computer networks, the structure of the OSI model, its relationship with levels and
basic protocols of the TCP/IP stack, forms of information presentation at different
levels of the network model hierarchy. It provides practical tasks aimed at developing
the skills of building modern computer networks.

TEXHOJIOTHANAPHI
AnnapatHoe obecneyeHue
BBIYHCIIMTENBHBIX CHCTEM
M TEXHOJIOTHH
BHPTYalH3alHH

Hardware of
Computational Systems
and Virtualization
Technologies

OnepauHAIbIK KYHenep
xane OX kayincizairi
OnepalHOHHBIE CHCTEMBI
u 6ezomacHocTe OC
Operating Systems and
Operating Systems
Security

24 | KI1)KOOK
M1 BK
PD UC

Kpunronorus
Kpunronorus

Cryptology

KpunTonorusHeiH ~ Macenenepi MeH ogictepi 3eprreneai.  KnaccHkanbik
wndpnap, arbIHIBIK, CHMMETPHATIBIK, aCMMMETDHANIBIK ~ AlTOPHTMIEP,
KpUNTOrpadUANbIK  Xdli-QYHKIMANAD KOHE 3JIEKTPOHABIK UHQPIBIK KoJrTanba
cxemanapbl. JIMMNCTIK kpunrorpadus snementrepi. Kpuntorpausisik GepikTik
yFbIMbl.  CHMMETPHAIBIK IH(QPIApALIH  KPHIITOAHANH3I (TiaiH  CTATHCTHKAIBIK
CHNaTTaManapbl, KHiTIKTI Tanaay, AMddEpeHIMANIbl, ChI3bIKTHIK, anreOpanbik).
ACHMMETPHAIBIK KPHNTOXYHeNepAiH KpHIToaHanusi ((paxropusaums, AMCKpETTi
norapumaep, UTMNCTIK  Kuchiktap). Lllndpnay pexuMIEpiHiH — OCANABIFEL.
[IporpaMMabIK iCKe ackipyJiap JoHe Kypaljap.

W3yualoTcs 3a1a44 B MeTo/pl kpunTosiorun. Knaccuueckne WH@psl, MoTOYHbIE,
CHMMETPHYHbIE, ACHMMETPHYHbIE ATTOPHTMBI, KpHNTOrpaduyeckue X3mm-GyHKUHK H
CXeMbl  JNeKTPOHHOH  LMPOBOH  TOAMMCH.  DJEMEHTH  JIUIHITHYECKOH
kpunrorpaguu. [ToHATHE KPUNMTOCTORKOCTH. KpHITTOaHANH3 CHMMETPHYHBIX mudpoB
(CTaTHCTHYECKHE XApPAKTEPUCTHKM A3bIKA, YACTOTHBIA aHayu3, nuddepeHInanbHbI,
NMHHelHBIH, anreOpawdeckuii). KpunroaHanus acHMMETPHYHBIX KDHITOCHCTEM
((paKTOpH3aLMs, AMCKPETHbIE JIOrapHMBI, LTHNTHYECKHE KPHBBIE). YA3BHMOCTH

Axnapar }oHe KoaTay
TEOPHSACHI

Teopus uHGOpPMALHH H
KOJMPOBaHHUA
Information and Coding
Theory

KpunrorpausHbiH
MaTeMaTHKaJIbIK Heri3aepi
MarteMaTH4eCKHE OCHOBBI
Kpunrorpaduu
Mathematical Basics of

Cryptography
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peskumoB mudpopanus. [[porpaMMHbIE PEANTH3ALMH U HHCTPYMEHTapHH.

Problems and methods of cryptology are studied. Classical ciphers, stream,
symmetric, and asymmetric algorithms, cryptographic hash functions, and electronic
digital signature schemes. Elements of elliptic curve cryptography. The concept of
cryptostrength. Cryptanalysis of symmetric ciphers (statistical characteristics of the
language, frequency analysis, differential, linear, algebraic). Cryptanalysis of
asymmetric cryptosystems (factorization, discrete logarithms, elliptic ~curves).
Vulnerabilities of encryption modes. Software implementations and tools.

Tanaay GolibIHIIA

komnoHerTTep / KoMmonenTsl no Buibopy / Optional Components

25 | B TK
BJl KB
BD EC

ByYATTHIK TEXHOIOTHAIAP
#oaHe 3artap UHTepHeTi
ObnavHble TEXHOJIOTHH H
Hurepuet Bemei

Cloud Technologies and
Internet of Things

5

IMonzi oKy GaphICBIHIA CTYJEHTTEp KeIeN YChIHBIIATLIH JKIHe eH a3 maijanaHy
IIBIFBIHAAPbIMEH IIBIFAPBUIATBIH HeMece npoeaiaepre HYriHeTiH
KOHDUIYpaLMANAHATBLIH €CENTeY PeCyPCTaphIHBIH JKalMbl MyJIbIHBIH (arbUill. pool)
tananTapsl GoMblHma GapiblK Kepae KOHE BIHFAJIbI KOMKETIMII KellinepMeH
KaMTaMacels eTyai GUIaipeTiH aknapaTThbiK-TEXHOJIOTHAIBIK KOHLEMUMAIAD CHAKTHI
GYNTTRI ecenTeysiep Typalbl Kajllbl Mariymar anaiasl. Marepuwan cTyaeHTTEpre
AKMAPATTBIK TEXHONOTMAIAP/Abl JaMBITYIbIH THIMAI GarbiThl peTiHIe 6ynTTHI
ecenTeynepaii urepy GoifbiHima 6i1iM MEH IaF AbIapap! Urepy yuiiH Gepiiesi.

B npolecce M3yyeHHs AMCLHMIUIMHBI 06ydaiolyecs MOMy4aloT MOHHMAHHE o6
06la4yHbIX BBIYHCIEHMAX, Kak MH(OPMAIMOHHO-TEXHOJOIMHUECKOH KOHUEMLHH,
noApasyMegaomleli ofecrneyeHHe NoOBCEMECTHOTO M yI0OHOro CeTeBoro A0CTyna rno
Tpe6opanuio Kk 0o6memy mymy (aHra. pool) KOHQHIYpHDYEMBIX BBIYHCIHTEILHBIX
pecypcoB, KOTOpble MOTYT ObITh ONEPaTHBHO NPEAOCTAaBIEHB M OCBOOONIEHBI C
MHHMMANbHBIMH KCIUTYaTallMOHHBIMH 3aTPaTaMH MK 0OpallleHHsIMH K POBaH/EpY.
Matepuan fgaetcs s NOJMYy4YEHHA CTy[A€HTaMM 3HAHMH W HABBIKOB IO OCBOEHHIO
obJlayHBIX ~ BBIYHCIEHMH  kaKk  2(QQeKTHBHOr0  HamnpaBleHHA  Pa3BHTHA
HH(OPMALMOHHBIX TEXHOIOTHH.

In the course of studying the discipline, students gain an understanding of cloud
computing as an information technology concept, which implies providing ubiquitous
and convenient network access on demand to a shared pool of configurable computing
resources that can be quickly provided and released with minimal operating costs or
calls to the provider. The material is given to provide students with knowledge and
skills in the development of cloud computing as an effective direction for the
development of information technology.

KoMIbIOTEPIIK KIHE
TENEKOMMY HHKaLMATIBIK
KyHenep
KoMmnsloTepHbie H
TeJIEKOMMYHHKAIIHOHHBIE
ceTH

Computer and
Telecommunication
Systems

26 | BIITK
B1 KB
BD EC

KomnbroTepiiik aKknapaTTel
KOpPFay TEXHOJIOrHANIapkI
TeXHOIOTHH 3alHThI
KOMITBIOTEPHO#M
uH(pOpMaUMH
Technologies of Computer
Information Protection

Kypcta akmapaTThl pYKCaTChi3 aly/lblH, NaAdanaHylblH, KapHalaylbiH,
GypManaybiH, ©3repTy/iH, 3epTTey/liH, *Ka3yablH HEMece XKOIObIH all/IbIH ally/IbiH
OHIpIiCTIK  k9HE  MpPOrpaMMAalbiK-TEXHONOTHANBIK ~ Kypaijapbl — CHNATTaifaH.
AKNapaTThl KOpFay/blH TEXHOJIOTHSUIBIK HEri3Jepi, aknapaTTsl Kopraylbl xkobanay,
TEKCEpY KOHE METPOJNOTMANBIK KaMCBI3AHIBIPY HEri3fepi 3eprrenedi. AKnapaTThl
KYKBIKTBIK ~ KOpFay,  aKkmapaTThik  Kayincismikti — BepudHKauuamay  koHe
TEXHOJIOTHANBIK KAMCBI3JAHIBIPY HEri3fepi, Kynus aknapar KeslepiHe pYKCaTChl3
KOJI JKETKI3yTe KapChl ic-KMMBLI MaceIeNnepi.

AKNapaTThiK
Kayinciszikke Kipicne
Beenensue B
HWH(OPMALIHOHHYIO
6e30macHOCTh

An Introduction to
Information Security
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B Kypce M3NaraloTcs INPOM3BOACTBEHHBIE M MPOIPAMMHO-TEXHOIOTHYECKHE
CpelcTBa MPEJOTBPAIUEHUS HECAHKIIMOHHPOBAHHOIO HCHOJIL30BAHUA, PacKpbITHA,
HCKaKEHHA, H3MEHEHHs, WCCJIEJOBAHMA, 3aMMCH HIIH YHHUYTOKEHMS HHPOPMALMH.
M3y4aloTci  TEXHOJIOrMYECKME  OCHOBBI  3alllUThl  MHGOPMALMH,  OCHOBBI
NPOEKTHPOBaHHA, BePHOHKALMH M METPOJOrHYeCKOro obecrneveHus 3allHThbl
unpopmaumu. [lpasosas 3ammMTa WHPOPMALMH, OCHOBbl BEpHQHKALMH H
TexHoJoruyeckoro obecnedeHns HHQOpManMOHHOH GesonacHocTH, npobieMsl
NPOTHBOAEHCTBHA HECaHKLHOHUPOBaHHOMY AOCTYITY K HCTOYHHKaM
KOH(HIEHIHALHOH HHOpPMALIMH.

The course describes the production and software and technological means to
prevent unauthorized access, use, disclosure, distortion, modification, research,
recording or destruction of information. The technological bases of information
protection, the basics of design, verification and metrological support of information
protection are studied. Legal protection of information, the basics of verification and
technological support of information security, problems of countering unauthorized
access to sources of confidential information.

Ecenrey xkyiienepidin
annaparThiK
#abIbIKTaMachl AKaoHe
BUpTyaiaay
TEXHOJIOTHANAPEI
AnmnapartHoe obecneyeHue
BBLIYHCITHTEIbHBIX CHCTEM
H TEXHOJIOTHH
BHPTYaJIH3alHH
Hardware of
Computational Systems
and Virtualization
Technologies

27 | KITTK AKNapatThiK xKy#Henepain Kypc aknapaTThik »yienepaiH Kayincisairi yFuiMaapeiH, KocimopbiHAapabiH | KomnbioTepnik aknaparTbi
[11 KB NporpaMMaJibIK, aKnmaparThiK SKyHenepi KOMIOHEHTTEPiHiH OCalJbIKTAapblH 3EPTTEYAi KaMTHIbL | KOpFay TeXHOJOTHsAIaphbl
PD EC KOMIIOHEHTTEPIiHIH Kopranran nporpamMmanay Herisgepi KapacTslpbUIalibl; KOMIBIOTEPNIK BHpYCTapAaH | TeXHOJIOTHH 3alllUThI

Kayincisairi KOpFaHy;  KOMIbIOTEpiepAeri, keprimikri  skeminepmeri koHe  GaHnaHbiC | KOMIIBIOTEPHOH
besonacHocTb KypanjapbiHIarsl aKMapaTThl KOPFay[blH [POTpaMMalbik Kypanaapsl. AKnapar | MHGOpMauuu
MPOrpaMMHBIX Kayinci3uirine, KOpranaThlH aKTHBTEpre TOHETiH KayinTepain kikTenyi, connait-ak | Technologies of Computer
KOMIOHEHTOB (aBTOMATTAHBIPbLIFAH) aKNapaTThiK KyHenepe akmapaTTsl Koprayabl kamTamackls | Information Protection
HH(OPMALIMOHHBIX CHCTEM eTy amicTepi MeH pacimMaepi 6epinesi.
Security of Software Kypc mpeaycmatpuBaeT u3ydeHue NoHATHH GezonmacHocTd uH(opMaumonHbix | Python Timinze
Components of CHCTEM, YA3BHMOCTEH KOMIIOHEHTOB HH(OPMALMOHHBIX CHCTEM MPENNPHUATHHA. | mMporpammanay
Information Systems PaccMaTpHMBalOTCS  OCHOBBI  3AIIMINEHHOIO TPOrpaMMHpOBaHHMs; 3amMTa OT | [IporpaMmupoBaHue Ha
KOMIBIOTEPHBIX BHDYCOB; MNpOrpamMMHbie CpEACTBA 3almiuThi WHGopMamuu B | s3bike Python
KOMITLIOTEPAX, IOKANBHBIX CETAX, M cpecTBax cBs3u. JlaloTes knaccudukamuu yrpos | Programming in Python
6e30nacHOCTH HHGOPMALIKH, 3allHIIAEMbIX aKTHBOB, a TAKXKE METOJIbI H MPOLELYPbI
obecrniedeHns 3amMThl MHGOPMALMH B (aBTOMAaTH3MpPOBaHHBIX) HH(poOpMauHOHHBIX | CKpHMNT Tinaepinae
CHCTEMAX. nporpaMmarnay
The course provides for the study of the concepts of information system security, | [lporpaMMHpoBaHHe Ha
vulnerabilities of enterprise information system components. The basics of secure | CKpMNTOBBIX A3bIKAX
programming; protection against computer viruses; software tools for protecting | Programming in Script
information in computers, local networks, and communications are considered. | Languages
Classifications of threats to the security of information, protected assets, as well as
methods and procedures for ensuring the protection of information in (automated)
information systems are given.

28 | KIITK [IporpaMMabIK KOAThI Kypcta nporpaMMaibik KOATHI TAIJayFa KoHe OHTallaHabipyra apHanrad | C++ TimiHze

NI KB Tajjiay AKoHe TEXHONOIMANAP MEH TNpOorpaMMaliblK  Kypanjap  OKbIThUIabl  (BHPTyaljbl | porpaMmanay
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PD EC OHTalIaH/IbIpY TexHonoruanap, nebarepiep, auzaccembiepnep, exinik ¢ain penakropaapsl, apHaiibl | [IporpaMMHpoBaHHe Ha
AHaTH3 M ONTHMH3ALHA KiTanxaHanap, JTHHTepjiep #oHe (opMarTaywbiiap). KoMnuisTopiapabiH Kymeic | s3bike CH++
MPOrpaMMHOIo KoJa napameTpiepi, NOrMKabIK KaTelep MeH apTelk KoxTel Taby oamictepi seprrenmeni. | Programming in C++
Program Code Analysis Xannen, K3IMMeH  KyMBIC  iCT€Y  KapacThipbliafbl;  OHTAMIAHABIPATBHIH
and Optimization TEXHOJIOrHANAPAbI KOJIIaHY IbIH OpbIHBLIBIFRIHBIH KeHGip kpuTepHiinepi Gepineni. Python Tininge
B Kypce H3y4aroTCs TEXHOJOIHH H NPOrpaMMHBIA MHCTPYMEHTAapHH Ul aHallW3a | mporpaMmanay
M ONTHMH3ALMH MPOrPaMMHOrO Koja (BHpTyalbHble TEXHONOIMM, OTnamduku, | [IporpaMmupoBanue Ha
nu3acceMbriephbl, penakTopsl GuHapHeix  (aiinos, cneuwanbheie  Gubauorexw, | s3bike Python
nuHTepsl W (opMaTHpOBIIMKHM). H3yuatoTca napameTpel paGoTel koMnuisTopos, | Programming in Python
cnocobel HAXOKAEHHA JIOTHYECKMX OWMOOK M JWIOHero kona. PaccMaTpHBaroTcs
pa6oTa ¢ NaMATBIO, KJIEM; JAKOTCS HEKOTOpble KpHTepHHM UenecoobpasHocTH | CKpHMT Tinaepinae
MPUMEHEHHA ONMTHMH3HPYIOLIMX TEXHOJIOTHM. nporpamMmManay
The course covers technologies and software tools for analyzing and optimizing | [lporpaMMuipoBaHHe Ha
software code (virtual technologies, debuggers, disassemblers, binary file editors, | cKpHNTOBBIX f3bIKax
special libraries, linters, and formatters). We study the parameters of the compilers, | Programming in Script
how to find logical errors and unnecessary code. The work with memory and cache is | Languages
considered; some criteria for the feasibility of using optimizing technologies are
given.
6 cemecTp / 6 cemecTp / Semester 6
KOO komnonenTi / BY30Bcknii komnoneHnT / University component
29 | BIT KOOK Hudpasik 5 KypcTa KHGepKbUIMBICTBIH Genrini Typiiepi, onapael ysere achipy amictepi | Ecenrey xyiienepinin
bJ] BK KPUMMHATHCTHKAHBIH, KapacThipbiiafbl kaHe kikrenedi. Lludpabik coT capanTamackl IPOLECIHIH | anmaparThik
BD UC Herizaepi MoJeNbepi MEH Ke3eHAepi (6Haey, Tanaay, UMGPILIK Ao/1eaeMeNepi YCbIHY), OHbIH | KabAbIKTaMackl #aHe
OcHoBBI LH(POBOH iminge KpUMMHAJIMCTHKara Kapchl i37epli  aHBIKTay, COTTAa [€PEKTEPAIH | BHpTyanjaay
KPAMHHAJTHCTHKH KOJIIaHBUTYBIH KAMTAMachi3 €Ty, ecen skacay Mocenesiepi sepaeneHei. CaHIbIK COT | TEXHONOTHANAPbI

Digital Forensics
Foundations

capanTamachiHbiH, Y31iK TaxipubGenepi, ap Ke3eHJe KONIaHLUIATHIH CAH/LIK Teprey
KYPrizy Kypangapsl KapacThipbLia/bl.

B Kkypce paccMaTpHBAalOTCA M  KNacCH()UUMPYIOTCA  M3BECTHBIE  BHIbI
kubeprpecTymieHuii, cnocobel Mx peanusaudd. M3ydaioTcs MOJend M 3Tarlbl
npouecca HAQpoBoH cyneOHON skcnepTH3bl (06paboTka, aHaiW3, NPENCTABICHHE
UHPPOBLIX  [OKA3aTeNbCTB),  BKIIOYad  BOMpPOChl  OOHapykeHWs  CleloB
AHTHKPUMHHAIHCTHKH, oDecrieyeHns MPUMEHHMOCTH JIaHHBIX B CyJe, COCTABIEHHA
oTueta. PaccMaTpMBaloTCs INydluWe NPakTHKH LM(PoBOH CyneGHOM SKCTEpTH3BI,
HHCTPYMEHTBI POBEIeHHs LH(POBLIX paccleJoBaHHi Ha Ka)XI0M JTare.

The course examines and classifies the known types of cybercrimes, the ways of
their implementation. The models and stages of the digital forensic examination
process (processing, analysis, presentation of digital evidence) are studied, including
the issues of detecting traces of anti-criminalism, ensuring the applicability of data in
court, and compiling a report. The best practices of digital forensic expertise, tools for
conducting digital investigations at each stage are considered.

AnmnaparHoe obecrieueHHe
BBIYHCIIUTENIbHBIX CHCTEM
M TEXHOJIOTHH
BUPTYAIH3aLHH

Hardware of
Computational Systems
and Virtualization
Technologies

OnepauMsibiK KyHenep
#QHE ONap/ibiH
Kayincisairi
OnepauHOHHbIE CHCTEMBI
1 ux 6e30MacHOCTh
Operating Systems and OS
Security
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KoMmnbloTepiik koHe
TENEKOMMYHHKAUMAIIBIK
xyhienep
KoMmnbloTepHbie U
TEJIEKOMMYHHKalUHOHHbBIE
ceTH

Computer and
Telecommunication
Systems

30 | KITXKOOK
IJ1 BK
PD UC

KoMmnbloTepiik xoHe
TENeKOMMY HHKALIHAIBIK
JKyienepiH Kayincisairi
Be3onacHOCTh
KOMITLIOTEPHBIX H
TeNeKOMMY HUKaIIHOHHBIX
ceTei

Security of Computer and
Telecommunication
Systems

o aknapaTTRIK JKyWelepii TEXHMKalbIK  KaMTaMachls €Ty  YIliH
TeNEKOMMYHUKALIMANBIK, KOMMNBIOTEPIIK JKYHesnep/i, Kesinepai Kypyael iaHe
YHBIMJIACTRIDYIBIH TEOPHAJIBIK HETi3NepiH 3epAeleylli, aKnaparThik Kyhenep MeH
TeXHONIOTHANApFA apHA/IFAH ArNapaTThiK MPOrpaMMalbiK MiaTopMaHbl nainanany
*KoHe Tamuay Gesirinue kacibH Ky3blpeTTep/i KalbilTacThipy/ibl, kacibH aKnapaTThik
MOJEHHETTi KaNBINTACTBIPYAbl KamTamachis eTefi. Onapaa Te/leKOMMYHHKAlHAIBIK
Ky#ele aKknaparThl KOpFayIblH YHBIMAACTBIPYIIbUTbIK-KYKbIKTBIK, TEXHHKAIIBIK,
KpHnITOrpaUABIK XkaHe 6acka 1a 9icTepi YCHIHBUIFaH; #abbiK Coliney CHrHallapbit
oicTepiH KocCa aifaHia, TEXHHKANbIK apHaiap OOHbiHIIA AKMapaTThIH Tapaibin
KEeTyiHEH KOpFayFa KaThICThl MOCceJie/iep ay KbIMbl Kapana/bl.

JlncumninHEa obecneyMBaeT H3ydeHHE TEOPETHYECKHUX OCHOB MOCTPOEHHA H
OPraHM3alMH KOMILIOTEPHBIX CHCTEM, CETEH M TEJeKOMMYHHKAIHH 1A MOCTPOEHHS
TexHW4Yeckoro  obecriedenns  MHQOPMALMOHHBIX  CHCTeM,  (OpMHpOBaHHE
npogeCcCHOHANBHBIX KOMIETEHIHI B YaCTH MCMOJB30BaHMS M BbIDOpa amnmapaTHO
nporpaMMHO#  iarGopmel  A1A  MHQOPMALMOHHBIX  CHCTEM H TEXHOJIOTHH,
dopmupoBanne  npodeccHOHATbHOH — MHGDOPMALHOHHOH  KYJILTYPBI. B Hux
NpeJCTABIEHbH OPraHW3aLHOHHO-NPABOBBIE, TEXHMYECKHE, KpUNTOrpaduueckue M
JpyrHe MeTOABbl 3aUIUTBl HHOOPMAUMH B TENEKOMMYHHKALMOHHBIX CHCTEMA,
paccMaTpMBAETCS KPYT BONMPOCOB OTHOCHTENBHO 3aUIMThI HHOPMALIMHK OT YTEUKH 10
TEXHHYECKHM KaHajlaM, BKJIHOUYas METO/IbI 3aKPBITHA PEYEBBIX CHIHAJIOB.

The discipline provides study of theoretical bases of creation and organization of
computer systems, networks and telecommunications to build technical support of
information systems, the formation of professional competence in the use and
selection of hardware and software platforms for information systems and technology,
formation of professional information culture. They present organizational and legal,
technical, cryptographic and other methods of protecting information in a
telecommunication system; a range of issues regarding the protection of information
from leakage through technical channels, including methods of closing speech signals,
is considered.

KoMnsioTepiiik aknapaTThl
KOpFay TEXHOJIOrHAJIaphl
TexHOJIOrHH 3aIIHUThI
KOMITBKOTEPHOH
uH(opMalHK
Technologies of Computer
Information Protection

AKmnapat *oHe KoITay
TEOPHACHI

Teopus uHbOpPMALIMH H
KOJAMPOBaHHA
Information and Coding
Theory

KomMmnbloTepiik xkoHe
TeIeKOMMYHUKaLHMANBIK
KyHenep
KoMmbloTepHble H
TeNeKOMMYHHKAIIHOHHBIE
CeTH

Computer and
Telecommunication
Systems

Tanaay Golibiniua KomnonerTrep / Komnonentsi no BeiGopy / Optional Components
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KIT TK
MJ1KB
PD UC

Kubepkayincizmikreri
xabapaapbIKThl apTTHIPY
[TosbieHne
OCBEIOMJIEHHOCTH B
kubepbe3onacHOCTH
Cyber Security Awareness

Kubepkayinci3ikTi kaMTaMackl3 eTy YIIiH CTyAeHTTep/iH 6iniMiH keHeHTy FaHa
eMec, COHBIMEH KaTap oJlap/la KaXeTTi AarAbuiap/bl KajlblITaCThIPy MaHbI3/bl. [1oH op
TYpJi ClieHapuiinep MeH Karjainapael urepyre, kebipek 6iniM amyra koHe Karbl
kubepkayinrep/i kanai aHbIKTayra *koHe oraH Kajail xayan Oepyre 60IaThIHIBIFBIH
Tycinyre kemekteceni. Keneci macenenep GoiibiHma xabapaapiblKThl apTTIpy
KapacThIPbUIA/BI: Napobaep/i nakaanany (Kypy, aybIChIM JKHIMITI, KypAETITK jKoHe
KAyinci3mik); aHTUBHUPYCTBIK Kopray, OeHTaHbiC ajamMaapiaH 92JeKTPOHJBIK
nolTanapAablH nakina Gosybl #oHe KOChIMINATApAbl ally; MHTEPHETTI NainanaHy;
chaM; QJIEYMETTIK HHKEHEPHA Mocellesiepl; HHUMAEHTTepre ayan Oepy #oHe T.6.
Kypc antel MoayableH Typajel: kubepkayinmep Typajibl Herisri MpaKTHKAIBIK
aKnapaT; 3MsAH/Abl MPOrpaMMaliap; bIKTHMal Kajiaycel3 MporpaMManap me daitinap;
OKMFanapiel Teprey Herissiepi; ¢umunHrke sxayan Oepy JkoHe allbiK akmapar
Ke3iepiHne Oapnay; KOpPNOPAaTHBTIK Kayincizfik: ocanabiKTapabl Oakbuiay iKoHe
ceppeplepi Kopray.

Jlna obecnevenus kubGepbe30MacHOCTH BaXKHO HE TOJBKO pacIlMpATL 3HAHMA
CTY[EHTOB, HO W (OPMHDOBATh Yy HHX HYy)KHble HaBBIKH. JIMCLIMIUIHHA TMOMOraet
OCBOHMTb Pa3Hbl€ CLIEHAPHH M CHTYalLMH, NMOJYYHThL GOnblle 3HAHMH M NMOHATH, Kak
OMpeNeNaTh W peardpoBaTh Ha paclpocTpaHeHHble KHOepyrpo3sl. PaccmatpuBaeTcs
MOBBIIIEHHE OCBEAOMIICHHOCTH B OTHOWICHHH CJICAYIOIIHX BOITPOCOB. HCIIOJIL30BAHHE
naposieH (co3gaHMe, 4acToTa CMEHBI, CIOKHOCTh M 0€30MacHOCThb); aHTHBHPYCHas
3aluuTa, MOABJICHHWE 3JICKTPOHHBIX [MHCEM OT HE3HAKOMbIX moaen M OTKPBITHE
BJIOXKEHHH; HMCMONb30BAHHE WHTEPHETA; ClaM; BOIPOCH COLMANBLHOH HHKEHEPHH;
pearupoBaHHe Ha WHLUMAEHTHI H T. A. Kypc cOCTOMT M3 miecTH MoAyieH: OCHOBHbIE
HpaKTHYECKHE CBEJEHHA 0 KHOepyrpo3ax; BPeOHOCHBIE NMPOrPaMMBI; MOTEHIHAIBHO
HeXesaTelbHble MporpaMmbl M (aiiibl; OCHOBBI pacclieIOBaHHA HHIHMIEHTOB,
pearnpoBaHMe Ha (MIIMHT M pa3Belika B OTKPBITHIX HMCTOYHHMKAX; KOpIOpaTHBHAas
6€30MacHOCTL: KOHTPOJb YA3BUMOCTEH H 3alllMTa CEPBEPOB.

To ensure cybersecurity, it is important not only to expand the knowledge of
students, but also to form the necessary skills in them. The discipline helps to master
different scenarios and situations, gain more knowledge and understand how to
identify and respond to common cyber threats. Awareness raising on the following
issues is being considered: use of passwords (creation, frequency of change,
complexity and security); anti-virus protection; the appearance of emails from
strangers and the opening of attachments; Internet using; spam; social engineering
issues; incident response, etc. The course consists of six modules: basic practical
knowledge of cyber threats; malware; potentially unwanted programs and files;
fundamentals of incident investigation; response to phishing and open source
intelligence; corporate security: control of vulnerabilities and protection of servers.

AKnapaTThIK
Kayincizaikke Kipicne
Beenenve B
HH(OPMALIMOHHYIO
6e30nacHOCTDb
Introduction to
Information Security
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KIT TK

I KB
PD UC

AKnapaTThiK
Kayincizaikreri xacaH/Ibl
MHTEJUIEKT dM1icTepi

AxmnaparTeik Kayincizgikre (AX) »kacaHIbl WHTEIEKTTiH e3ektiniri. XemiHiy
Kayinci3iri »oHe aknapaTThiK Kayinci3flik OKMFaJapblHBIH MOHHTOPHHTI callachlHIa
KOJIIAHBIATHIH  JKacaHJbl  MHTEJUIEKT  9JicTepiHe  INOJy, COHBIH  immiHjae

JHcKpeTTi MaTeMaTHKa
JuckpeTHas MaTeMaTHKa
Discrete Mathematics
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MeTo1bl HCKYCCTBEHHOTO
MHTEJIEKTa B
MH(pOpPMaLIHOHHOH
6e3onmacHOCTH

Artificial Intelligence for
Information Security

MyJIbTHareHTTIK Kylenep, emuipic epexenepi, beilec Teopemachl, HeHpOHABIK
KeJlinep KoHE TipeK BEKTOPJbIK MaluHanapsel Gepinren. Xeninik mwabysingap MeH
aybITKyNapbl aHBIKTay YIUiH MAallMHAJIBIK OKBITY alrOpMTMAEpIH KOJJaHy
KapacThipbllafbl. MiHe3-KYIBIKTBl Tanfay TEeXHOJIOTHANAPbIH MKoHE nNaHjanaHy
JKar[ainapelHa HerizfenreH OoJpkamibsl Tanjaydbl MaijanaHaThiH - aKNapaTThik
Kayincizzik memimaepi sepTreye.

PeneBaHTHOCTB HCKYCCTBEHHOIO HHTEJIEKTa B HHPOpMaUMOHHOH Ge30NMacHOCTH
(UB). IlpuBoauTCcs 00630p METOAOB MCKYCCTBEHHOIO HHTEJUIEKTA, HCIOJbL3yEMBIX B
obrnactn cereBoil Oe3omacHOCTH M MOHMTOpMHra cobwiTwii UMb, B TOM uuche
MHOIrOareHTHbIE CHCTEMBI, MMPOAYKUHOHHBIE NMpaBHia, Teopema baileca, HeHpoHHbIE
CeTH M METOI ONOPHBIX BEKTOPOB. PaccMarpuBaeTcs NpHMEHEHHE AITrOPHTMOB
MalHHHOro oby4eHus Ans oOHapyKeHMs CeTeBhIX aTak M aHoManui. HM3ywaiorcs
pemenua no HDB, mnpuMeHAlOmME TEXHONOTHH T[OBEJEHYECKOrO aHalW3a M
NIPETMKTUBHOM aHATMTHKH [0 CLIEHAPUAM HCIIONB30BAHHA.

The relevance of artificial intelligence for information security (IS). An overview
of artificial intelligence methods used in the field of network security and monitoring
of IS events, including multi-agent systems, production rules, Bayes' theorem, neural
networks and support vector machines is given. The application of machine learning
algorithms for detecting network attacks and anomalies is considered. IS solutions that
use behavioral analysis technologies and predictive analytics based on use cases are
being studied.

blkTuManasikTap

TEOPHACHI AaHe
MaTeMaTHKaIbIK
CTaTUCTHKA

Teopus BEpPOSTHOCTHOCTEH
H MareMaTHyeckas
CTAaTHCTHKA

Probability theory and
mathematical statistics

Python Tininne
nporpaMmaiay
[IporpamMmmupoBaHHe Ha
a3eike Python
Programming in Python

33 | KITTK CreraHorpagus ] [Ton creraHorpausaHbIH Heri3ri YFbIMIApbiH, cTeraHorpadHAnbIK Kyienepaid | KoMmeroTepsiik aknapaTTbl
11 KB AMTOPUTMIEP] KoHE Kayinci3giriHin ~ Herisri  karepiepiH, COHbLIMEH  Karap  Kasipri  3aMaHFbl | KOpFay TEXHOJIOTHAJIAPHI
PD UC Kypaiaapsl kubepabysinapaarel creraHorpadMsHel TyciHyre MyMkinaik Gepeni, akmapaTTel | TeXHONOIHH 3alIMTHI
AJITOPUTMBI M CpEACTBA KOpFay iblH cTeraHorpadMsaIbiK 9ficTepiH KOJIAaHy Aafabuiapbi Gepeni. KOMITBIOTEPHOH
creraHorpagHH JIMCUMIUIMHA T1O3BOJIAET [IOHMMATh OCHOBHBIE [MOHATHA cTeraHorpauu, | MHGOpMaLMHK
Steganography Algorithms OCHOBHBIE  yrpo3bl  Oe3omacHOCTH  creraHorpaguueckux  cucreM, Takke | Technologies of Computer
and Means creraHorpauio B COBpPEMEHHBIX KHOepaTakax, JaeT HaBbikM npuMeHeHus | Information Protection
cTeraHorpapMueCKuX METOJOB 3alIHTHI HH(POPMALIHH.
The discipline allows you to understand the basic concepts of steganography, the
main security threats to steganographic systems, as well as steganography in modern
cyber attacks, gives the skills to use steganographic methods of information
protection.
7 cemecTp / 7 cemecTp /Semester 7
KOO komnonenTi / BY3oBcknii komnonenT / University component
34 | BI12XOOK Kpunrtorpausisik 5 IToH ochl canagaFkl MEMIEKETTIK JKOHe XalblKapalblk CTaHaapTTapMeH | Kpumronorus
BJ1 BK XaTTamanap KpunTorpapuaNblK XaTTamajnapibl Tanjay MeH CHHTe3JeyldiH KoajaHeicTarbl | Kpumronorus
BD UC Kpunrorpapuueckue Tocinmepi Typaisl OimiM amyra MymkiHmik Gepenmi. ITon akmapattel kopray ymin | Cryptology
MPOTOKOJIBI KpHnTorpaguaANeIK xarTamanap/bl KONIaHy canackiHaa OiriM MeH JaFabuiapisl

Cryptographic protocols

urepyii KamMTamachi eTefli, 3aMaHayH KOpFalFaH aKMmapaTThiK TEeXHOJIOTHANApIbl
JAYPhIC KOJIIAHY MPHHLMITEPIH JaMBITYFa bIKNAI eTe/I.

KoMnsroTepiik xaHe
TeJIEKOMMY HHKALIHAJIBIK
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JlucuMnixHa no3BosiseT NpHoOpecTH 3HAHHA O CYINECTBYIOLIMX MOAXOJaX K
aHalM3y M CHHTe3y KpHrTorpa¢M4ecKHx MPOTOKOIOB, C TOCYNapCTBEHHBIMH H
MEXIyHapOIHBIMH CTaHIapTaMH B 9ToH obmactu. Jlucuuniuba obecneunBaet
npuobpeTeHke 3HAHWH M yMeHMH B OGNacTH HCMONB30BaHWA KPHNTOrpaduuecknx
MPOTOKOJIOB /Ul 3AlIMThI MHGOPMALIMK, CIOCOOCTBYET OCBOEHHIO MPHHLIMIIOB
KOPPEKTHOIO  NPHMEHEHHWs  COBPEMEHHBIX  3AIIMIIEHHBIX  MHPOPMALHOHHBIX
TEXHOJIOTHH.

Discipline allows you to form a basic knowledge of existing approaches to the
analysis and synthesis of cryptographic protocols, with national and international
standards in this area. Discipline ensures the acquisition of knowledge and skills in the
use of cryptographic protocols to protect information, contributes to the development
of the principles of the correct application of modern secure information technologies.

KyHenep

KomneioTepHbie 1
TENeKOMMYHHKaLIHOHHbIE
CEeTH

Computer and
Telecommunication
Systems

35 | KI1KOOK AKMnapaTTbIK IloH aknmapaTThiK Kayincizaik ayautin (AK) yprisydiH TypnepiH, npakTHKanbiK | KoMmbioTepik aknapaTTsi
1 BK Kayinci3miKTiH ay MThI omicTepi MeH Kypanaapbl Typaisl GiniMre ue Gomyra MyMmKiHaik Gepeni. oHe | KOpFay TEXHOJOTHA/IAPSI
PD UC #oHe backapy aKmapaTThiK KayilCi3fik ayJMTiHIH Herisri YFeIMAApbIH, aKNapaTThiK Kayinci3fikti | TexXHOMOrHH 3allMThI
AYIMT ¥ yTIpaBlieHHE YHBIMAACTHIPYABIH  YPAICTIK  ToCUmiH, ypaicTep MeH kyHelepaiH cama | KOMIbIOTEPHOH
MH(POPMAIMOHHOH MEHEKMEHTIHIH WHKIAIK MOJAEiHIH Ma3sMYHbIH 3eplelieyre MyMKiHaIK Oepei. uHpOpMaLMH
6e30nMacHOCThIO JIMCUMIUIMHA TIO3BOJIAET MOMYYMTh 3HAHMA O BHAAX, npakTudeckux Mertomax H | Technologies of Computer
Information Security Audit CpeicTBax TNpoBeleHHA ayauTa HH(opMaumMoHHOHM Ge3onmacHoctH. M aymura | Information Protection
and Management nHopMaLMOHHOH  0€30macHOCTH,  TPEHIOBOr0  MOAXOJAa K  OpPraHM3aLHH
HHPOPMALIHOHHOM Ge30MacHOCTH, CONEPKAHNA LIMKITHIECKOH MOJIENH MEHEKMEHTa
Ka4ecTBa MPOLIECCOB M CHCTEM.
The discipline allows you to gain knowledge about the types, practical methods
and means of conducting an information security audit. and audit of information
security, the trend approach to the organization of information security, the content of
the cyclic model of quality management of processes and systems.
36 | KITKOOK 3usAH KenTipyui [IoH 3WAHABI MpOrpamMMaiap, Ofapibl aHBIKTay oficTepi oHe 3MAHIBI | KoMmmbroTepiik koHe
I1J1 BK MporpaMMabIK nporpaMManapiaH Kopray ajicrepi Typanbl GutiMai anyra mymkingik Gepeni. IToH | TeneKOMMYHHKaLHAIBIK
PD UC KaMTamMaJaH KopraHy BUDYCTapAbiH TYPJEPiH KOMIMBIOTEPre €Hy JKOJNBIMEH aHbIKTayFa, MKYMbIC MeH | kyienepain kayincizmiri

3aiKTa OT BPEAOHOCHOIO
MPOrPaMMHOTO
obecneyeHus

Protection against
Malicious Software

Kayincismikke ocep eryre, 3WsHbl MporpaMManaplblH TYPJAEpiH, BHUPYCTapMeEH
KYpecy omicTepiH, BHpyC iKYHenepiHiH  3BOMOLMACBIH  Oinyre,  3HSHIBI
nporpaMMaiapiaH Kopfay a/icTepiH aHbiKTaih Olmyre, 3usH/bl NporpaMmanapias
KopFay aaicTepi Taxkipubele konmaHyFa MyMKiHaik 6epei.

JIMCUMIIIMHE MO3BOMAET MPUOOpPECTH 3HAHHA O BPEJOHOCHBIX MPOrpaMMax,
cnocobax ux oOHapyKeHMs M METoJaX 3allMThl OT BPEIOHOCHBIX IPOrPaMM.
JHMCUMIUIMHA MO3BOJIMT ONpPEENATh BUAB BHPYCOB IO cnocobam MpOHHKHOBEHMS MX
B KOMIIBIOTED M BIMAHHIO Ha paboTy M 6€30IacHOCTb, 3HaTh PAa3HOBMIAHOCTH
BPEJOHOCHBIX TpOrpaMM, MeToAkl GOpbObI C BHPYCaMH, 3BOJIOLUMIO BHPYCHBIX
CHCTEM, YMETh OMpEJEIHTh METOIBI 3alllHThl OT BPEJOHOCHBIX MPOrpamMM, NMPHMEHATh
METOIbI 3AIHTEI OT BPEJOHOCHBIX MIPOrPaMM Ha MPaKTHKE.

The discipline allows you to acquire knowledge about malicious programs,

Be3onacHocTh
KOMIIBIOTEPHBIX H
TeNeKOMMYHHKAIIHOHHBIX
ceTen

Security of Computer and
Telecommunication
Networks

L{udpasix
KPUMHHATHCTHKAHbIH
Heriznepi

OcHOBBI THGPOBOH
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methods of their detection and methods of protection against malware. The discipline
will allow you to determine the types of viruses by the way they penetrate into the
computer and affect the work and security, know the types of malicious programs,
methods of dealing with viruses, the evolution of virus systems, be able to determine
methods of protection against malicious programs, apply methods of protection
against malware in practice.

KPHMHHATHCTHKH
Digital Forensics
Foundations

37 | KITXKOOK Jepekrepai Tanaay 5 [MoH ManiMeTTep JKHUBIHTHIFBIHIAFI AHBIK €MEeC 3aHABUILIKTapIbl aHbIKTay | Maremarnka
1] BK spicrepi JaF/bIIaphii Wrepyre MyMKiHaik Gepenmi. Y/KeH kenemii mepekTep apachiHia xkeke | Maremaruka
PD UC MeTo/Ibl aHAIH3a JaHHBIX OKMFJIap apachlHJaFkl KATHIHACTAPIBI i3€y OiCTepiH, MAaTeMaTHKAIbIK cTaTHcTHka | Mathematics
Data Analysis Methods apicrepin urepy. Ion aepekTepi Tangay o4icTepiH, MOJeNbAEpPi MEH ATOPHTMEDPIH, Bl UMALILKTaD  TEOPHSCH
yakbIT KaTapiapbl MeH KJacTepiey 'a.nropmmnepiu, HEUPOHIBIK KeJinep MeH " Mzrcuamianmx
JIOTHCTHKA/IBIK PErPECCHs AJITOPHTMIEPIH koHe T.6. 3epTTeyre MyMKiHIik Gepei. S —
JlucumuniuHa 103BoNAET MPHOOPECTH HABBIKH 1O BBIABIEHHIO HEABHBIX | Teopus BepoSTHOCTHOCTEH M
3aKkOHOMepHocTed B HaGopax maHHbIX. OCBOGHHE METOMNOB MOHCKA B3aWMOCBA3EH | maremarHueckas CTATHCTHKA
MEXKIY OTAeNbHBIMH COOBITHAMH cpend OoibIMX 00BEMOB MaHHBIX, METOMHBI | Probability theory and
MaTeMaTHYeCKOi CTATHCTHKH. JIMCUMIUIMHA NO3BOJIMT H3YYHTh METObI, MOZeNH M | mathematical statistics
AJIrOpHTMbI aHa/Ik3a JaHHBIX, IrOpHTMBI BPEMEHHBIX PAJNOB H KIaCTEpH3allHH, o = i
aNrOpHTMbl HEHPOHHBIX CETEH M JIOTHCTHIECKOM PErpeccrH M TA. AKNApaTTLIK KayincisaikTeri
The discipline allows you to acquire skills in identifying implicit patterns in data | CaHb! HHTEMIEKT SCTEPT
sets. Mastering methods for finding relationships between individual events among HM;L?&':K:';K;’ SRIREE
large amounts of data, methods of mathematical statistics. The discipline will allow HH(OPMALIHOHHOH
you to study methods, models and algorithms for data analysis, time series and | gesonachocru
clustering algorithms, neural networks and logistic regression algorithms, and so on. Artificial Intelligence in
Information Security
Tanaay GoiibiHia komnonerTrep / KomnonenTsl no BeiGopy / Optional Components
38 | KITTK Kopranran aknapaTThiK 5 [loH CTymeHTTEpre KayincismikTi KamMTaMacki3 eTyJeri HOpMaTHBTI-TEXHHKAILIK | KoMmeloTepiik akmaparThl
[1J1KB AyHenepai a3ipiey xkaHe K9HE METONMKAIBIK KyKaTTapFa Cofikec KOpFallFaH aknaparThiK KyHenepai o3ipney | kopray TeXHOJNOTHANApBI
PD EC nainanaHy J9HE KOJIaHy, aKnapaTThK JKyHeHIiH Xeke KOMIOHEHTTepiH idipney aimel 6iniM | TeXHONOrHH 3alIHThI

Pa3paboTka 1
3KCIUTyaTalHs
3allMLIEHHBIX
MH(GOPMALMOHHBIX CHCTEM
Secure Information
Systems Development and
Operation

Gepy KoHe colKeC JaHFABLTApAbl KalbimTacTelpyra GarbiTranrad. IToH akmaparThik
JKy#enepmiH Jamy TapXblH, aKmapaTThlK OKyHenepliH KopramyblH Oaramay
oJIIIEMIIAPTTAPBIH, AKMApaTTHIK *XYHe Kayinci3miriHiH katepi TYCIHIriH, KoOpranraH
aKMapaTThIK XKYHeHi 33ipiey Ke3eHAepiH XoHe OHbl KOJIIaHy bl KapacThIpabl.

[lpeamer HanpasneH Ha (OPMHpOBAaHME Y CTYICHTOB 3HAHWH M HABBIKOB B
obnacTH pa3paboTKH M 3KCIUTyaTaluWH WHG)OPMALMOHHBIX CHCTEM B 3aLIMIIEHHOM
MCTIONIHEHHH, OTJENBLHBIX KOMIIOHEHTOB MHGOPMALMOHHBIX CHCTEM, C YYeTOM
TpebOBaHHWi HOPMATHBHO-TEXHHYECKOM H METOIMYECKOH [OKyMEHTalMH IO
obecrnieuennio Ge3onacHocTH WH(opmaumu. PaccMmaTpuBaloTCA HMCTOPHA pa3BHTHA
HHOOPMALIMOHHBIX CHCTEM, KPHTEDHM OLEHKH 3allHIIEHHOCTH WH(OPMAaIMOHHBIX
CHCTEM, TIOHATHE Yrpo3bl 6e30macHOCTH MH(POPMALMOHHBIX CHCTEM, 3Tallbl
pa3paboTky 3aMHUIIEHHBIX HHPOPMALIMOHHBIX CHCTEM M HX KCILTyaTallHs.

The subject is aimed at the formation of students' knowledge and skills on the

KOMIIBIOTEPHOH
uHpOpMaLHH
Technologies of Computer
Information Protection

AKnaparTbIK Kyienepain
MpOrpamMMa’tbiK
KOMIOHEHTTEPiHIH
Kayinci3airi

BesonacHocTs
MPOrpaMMHBIX
KOMITOHEHTOB
MH(OPMALMOHHBIX CUCTEM
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development and operation of information systems in a secure design, individual
components of information systems, taking into account the requirements of
normative, technical and methodological documentation to ensure information
security. It considers the history of the development of information systems, the
criteria for assessing the security of information systems, the concept of threats to the
security of information systems, the stages of development of secure information
systems and their operation.

Security of Software
Components of
Information Systems

39 | KITTK DaiinblK Ky Henaepi Kypcra soprypni  ¢ainawik  KkydenepfiH cHIaTramManapbl; KbUIMBICTHIK- | OnepauMabIK Xyiienep
11 KB KpMMHHAJIILIK Tanaay MPOLECCYANIBIK CHITATTarkl (CaHIBIK) AdJieieMeNnepi aly MaKcaTbiHIa KbUIMBICTBIK | JKOHE OJIap/IbiH
PD EC KpuMuHanHCTHYECKHH Teprey GapbIChIHIA CaHIBIK KYPbUIFbUIAPAbIH (ainabik KyHenepiMeH KyMbIc icTey | Kayinmcisairi
aHau3 (paiNoBBIX CHCTEM epexkenepi, oHiCTePi MeH Kypalliapbl koHe JepeKTepAi KalllblHa KenTipy 3eptreneni. | OmnepalMOHHBIE CHCTEMBI
File Systems Forensic [ludpasik COT capanTamMackl MpOUECIHIH THiCTI MojJenpaepi MeH KeleHfepi | u Hx Ge3omacHOCTh
Analysis 3epTTeNe/i; OHBIH illiHjle KPHMMWHAIWCTHKAara Kapchl i3Aepai aHbIKTay, »HHanraH | Operating Systems and
JIaNieNieMernep Typalibl €Ce skacay Moacenenepi. Their Security
B kypce H3y4aloTCs XapaKTEPHCTHKH paziMYHBIX (ailoBLIX CHCTEM; IPaBHIA,
MeTolbl M cpenctBa paGoTel (ainoBHIMH CHCTeMaMH IMQPOBLIX ycTpoHcTe npu | Iudpibik
HCIONBE30BAHHHE HX B PacciieIOBaHHAX MPECTYIUIEHHH INA Moiy4YeHHs (UH(PPOBBIX) | KPHMHHAIHCTHKAHBIH
JOKa3aTeNbCTB  YTOJNOBHO-MPOLECCYANBHONO — XapakTepa, /UIs  BOCCTAHOBJIEHMsA | Heriszmepi
NaHHBIX. M3y4aloTcs COOTBETCTBYIOILIME MOJENM W 3Tambl npouecca lMdposoii | OcHOBBI HH(pPOBOH
cynebHoi 3KCHEePTU3bI; BKJIIOYasA BOTIPOCH obGHapy KeHHA CNeloB | KPUMHHAJIMCTHKH
AQHTHKPUMHHATACTHKH, COCTABIICHHS OTYETa O COOpaHHBIX JOKa3aTeIbCTBAX. Digital Forensics
The course examines the characteristics of various file systems; rules, methods | Foundations
and tools for working with file systems of digital devices when using them in crime
investigations to obtain (digital) evidence of a criminal procedural nature, for data
recovery. The relevant models and stages of the digital forensic examination process
are studied, including the issues of detecting traces of anti-criminalism, compiling a
o report on the collected evidence.
40 | KITTK AxnaparThiK Kypcka aknaparTelk Kayincizuik canachiHAarsl 6apibiK MaMaHIapra KakKeTTi | AKnapaTThik
InaKB Kayinci3mikTiH aKnaparTelK Kayinci3aikTiH CTaHZapTTapbl MeH HOPMATHBTIK-KYKBIKTHIK HETI3ZIEpl | KayiMCI3iKTIH ay AMThI
PD EC CTaHJapTTapbl MEH Typaibl MOJIMETTEp €HrizinreH. XalbIKapalblK, YITTBIK J9HE OHEPKACINTIK | *koHe Hackapy

HOPMAaTHBTIK-KYKBIKTBIK
Herizaepi

CraHaapTsl H
HOPMATHBHO-IIPABOBBIE
OCHOBEI HHGQOPMaIIHOHHOM
6e3onacHOCTH

Information Security
Standards and Regulatory
Bases

craHjaprrap, coHgai-ak  Internet-kaybIMAacThIK  wieHOepinae  93IpJEHreH
epekuienikTep KapacTeipbiiansl. AK-Hbl 6y3y KaTepnepiHe Kapchl ic-KMMBUI Xacay
MaKcaTbIHa KOpFay Kypajjapbl KelIeHJEepiHIH KypaMblH/a aKrmaparThl KOpray/biH
NpOrpaMMaJIbIK-alnapaTThiK JKoHe TEXHHKAIbIK KYpalJapbIMeH KYMBIC icTey ke3inae
KaKeTTI aKMapaTThIK Kayinci3ik canachblHaarkl CTAHAAPTTap KapacThIPhLIa/ibl.

B kypc BKIIOYEHBI CBEIECHHA O CTaHIapTaX M HOPMAaTHBHO-NPABOBBIX OCHOB
HH(OpMaLMOHHOH 6€30MacHOCTH. PaccmarpuBaloTcs MEKITy HApO/IHbIE,
HALMOHAJbHBIE M MPOMBIIUIEHHBIE CTAHAAPTH, a Takke CHEHU(HKALMH,
pazpaGotaHHele B paMkax Internet-coobmectsa. M3ywatorcs cranmapTel B 06acTH
uHpopMauuoHHOH OezonmacHOCTH, Heobxoaumbie Tpv paboTe € MPOrpaMMHO-
annapaTHeIMH M TEeXHHYECKHMH CDEeJCTBAMH 3alllHThl MH(OpMAalM¥ B coCTaBe

AyIOUT K ynpaBlieHHE
HHGDOPMALIMOHHOH
6€e301acHOCTbIO
Information Security Audit
and Management
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KOMILIEKCOB CPEJICTB 3alHTHI C LENBI0 MPOTHBOAEHCTBHSA yrpo3aM HapymeHus Hb.

The course includes information on information security standards and regulatory
framework required by all information security professionals. Will studied
International, national and industry standards, as well as specifications developed
within the Internet community are considered. The standards in the field of
information security are studied, which are necessary when working with software,
hardware and technical means of information protection as part of complexes of
protection means in order to counter information security threats.

41 | KITTK Baceim Kipy i Tectiney 5 IIoH STHKANBIK XaKHHITIH HEri3gepiH HMrepyre, akmapaTThiK kyHenepiin | Onepauusisik xyHenep #oHe
]I KB TecTUpoBaHHe Ha OCAIBIKTAPBIH 1316y MaMaHIaphiH faspiayra apHanrad. OKy HOTHKECIHIe CTyAeHT | ONapABIH Kayincisairi
PD EC MPOHUKHOBEHHE Ginyi Tmic: AxnmaparTelK Kyienep Kayinci3miriHia ~MomenbaepiH  3epTTey OnepauyoHHble CHCTEMEI M
Penetration Testing MPHHIMNTEPIH, KubGepmabybiiaapabH TaKCOHOMMACHIH JKOHE ONapibl iCKe ackpy g"g:;‘i’:a%“‘;g;s e
clieHapHIIIEpIiH KANbINTaCThIPY MAaKCaThIHAA KONJAHBUTYBIH; (OPEH3HKa HEri3lepiH, Stfcurityg e
Keliae 6oy #oHe OHAAFbl aCTRIPTHIH JKYMBIC i3nepin Taby Tocinaepin.
JIMCUMNIMHA TNpelHa3Ha4YeHa [UIs YCBOGHMA OCHOB OSTHYHOTO XaKHHIA, | Ckpunr Tinaepinie
NOATOTOBKM CHELMATHCTOB I10 IMOUCKY YA3BHMOCTeH WH(GOPMALMOHHBEIX CHCTEM. B | nporpammanay
pesynbTaTe M3y4eHHsA CTYACHT AOIDKEH 3HATh: NPHHIMITBI MCCIeAOBaHHH Mopneneit | IMporpaMMHpoBaHHe Ha
6€30MacHOCTH MH(OPMAIIHOHHBIX CHCTEM; TAKCOHOMHIO KHOEpaTak H €€ NMPHMEHEHHE | CKPHITTOBBIX A3bIKax
K 3aja4e (JOPMHDOBAHHA ClLIEHADHEB WX NMPOBEJEHHS; OCHOBHI (opeH3ukH, criocobpi | Programming in Script
oBHapy KeHHs CJIe0B MpebbiBaHMs H CKPBITOH JEATENbHOCTH B CETH. Languages
The discipline is intended for mastering the basics of ethical hacking, training
specialists in finding vulnerabilities in information systems. As a result of the study,
the student should know: the principles of research of security models of information
systems; the taxonomy of cyber attacks and its application to the task of forming
scenarios for their conduct; the basics of forensic science, methods for detecting traces
of presence and hidden activities in the network.
Tanaay Goiibinma komnoHerTrep / Komnonentsi no Beibopy / Optional Components
42 | KIT TK Bacein Kipy/i aHbIKTay 5 [ToH KOMIBIOTEPJiK KYHeHiH Kayincismirine 3usH KenTipyi MYMKiH 3uaAHAbl | KopfamraH aknaparThik
1 KB #KOHE aJIBIH ay KyHemepi opeKeTTep/li aHBIKTAY YILIiH aKMapaTTHIK Kyiene Gackin Kipyli aHbIKTay *oHe alfblH | XKyienepai a3ipiey xoHe
PD EC Cucrembl 0OHapyKEHHS H any okyHenepai xonmaHy Typansl OimiMpi amyra MyMkiHmik Oepeni . IlaH | naipamany

NpeaoTBpalleHus
BTOPIKEHHH

Intrusion Detection and
Prevention Systems

KOMIILIOTEPJTIK JKYWere HeMece 3Kellire pyKcarchi3 Kipy (akTilepiH aHBIKTay HeMece
onapjsl pyKcatchis Oackapy, ocan Kbl3MeTTepre Kapchl JKemimik mabysliaap,
KOIKETIMIAUTIKTI  apTTeipyra OafeiTranFaH ImaGyeingap, MaHbi3ael  aligapra
PYKCATCHI3 KOJI JKETKi3y, COHIali-aK 3UAH/bl IPOrpaMMAabIK XKacakraMa JpeKeTTepiH
aHBIKTAY JaFIBUIaphIH aTyFa MYMKiHZik 6epei.

JMCUMIUTAHA TO3BOJAET NPHOGPECTH 3HAHHWA HCTIONB30BAHHMA CHCTEM
oOHapy:KeHHs ¥ TpefoTBpalleHHs aTak B HHGOPMAlMOHHOH cucTeMe A
0OHapy:KeHHA BPEAOHOCHOW aKTHBHOCTH, KOTOpas MOXET HapyIIUTE Ge30MacHOCTh
KOMIBIOTEPHOH CHCTeMbl. JIUCLMIUIMHA MO3BOIAET MOJTYYHMTE HABBIKH  BLISBICHHA
(akTOB HEAaBTOPH30BAHHOTO NOCTYNA B KOMITBIOTEPHYIO CHCTEMY MM CeTh JHGO
HECAaHKIMOHHPOBAHHOIO YIpaBJieHHs HMMHM, CETEBbIE AaTAKH MPOTHB YA3BMMEIX

Pazpabotka u
9KCIUTyaTalHs
3alMIIEeHHBIX
HH(OPMALIMOHHBIX CUCTEM
Secure Information
Systems Development and
Operation

Ludppasix
KPHMMHHAIMCTHKAHBIH
Heri3zepi
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CEPBHCOB, aTaKH, HalpaBlicHHbIE HA TOBHIMIEHWE NPHBWIEIHH, HEABTOPH30BAaHHBIH
JOOCTYyNl K BaXHBIM (aiinaM, a Takke MIeHCTBMA BpEIOHOCHOIO IPOrPamMMHOI0O
obecredyeHus.

The discipline allows to acquire knowledge of the use of systems for detecting
and preventing attacks in the information system to detect malicious activity that can
compromise the security of a computer system. The discipline allows to acquire skills
in identifying facts of unauthorized access to a computer system or network or
unauthorized management of them, network attacks against vulnerable services,
attacks aimed at increasing privileges, unauthorized access to important files, as well
as actions of malicious software

OcHogbl UHDPOBOH
KPUMHHAITHCTHKH
Digital Forensics
Foundations

43 | KIITK Keminik xoHe MoOHIbAI Kypc okemimik skoHe MOOHIBAI  KYpBUIFBLIApABIH  OpTYpai  Typnepinin | Llugpsik
[TAKB KPHMHHAITUCTHKA cHraTTamManapbid 3epTredai. Onapasl Tanjayna TybIHAAWTBIH KMbIHIBIKTApOBIH | KPUMHHAITHCTHKAHBIH
PD EC CereBas U MOOHIIbHAA HAKThl acrekTilepi MeH Typiepi epekmeNeHe[i. AKnapar amy koHe KYphUIFbLUIApABl | Herizgepi
tdopeH3HKa 3epTTey YINiH apHaibl Kypaniap, coHai-ak ysiel GaiinaHuic neH xeninepai tangay | OCHOBBI LH(POBOH
Network and Mobile npouemypanapsl, Gainanbic mpopaiinepnepinid pesi 3epTrenesni. AKnapaTTbl cayaTThl | KPHMHHATHCTHKH

Forensics

JKUHAY XOHe Teprey ecenTepiH JaibIHIAY MaceNeepi KapacTeIPhIIaib!

B kxypce M3y4aloTcs XapaKTEPHCTHKH Pa3IMYHBIX THIIOB CETEBbIX W MOOMIBHBIX
ycrpodicts. Beinensrorcs  crneumdudyeckHe acnekThl M BMIBI  TPYIHOCTEH,
BO3HMKAIOIMX TIPH MX aHajuie. H3ydaloTca cChelMUaibHbleé WHCTPYMEHTHI [
W3BNEYEeHHs HH(OPMALIMKH W HCCIIeJOBAaHMS YCTPOMCTB, a TakkKe MpOoLEedyphl aHAIH3a
COTOBOH CBA3M M ceTei, poib npoBaimepoB cBa3M. PaccmaTpuBaloTcs BOIpOCH!
rpaMoTHoro c6opa HH(OPMALIMK ¥ NIOATOTOBKH OTYETOB pacciieloBaHHi,

The course examines the characteristics of various types of network and mobile
devices. The specific aspects and types of difficulties that arise in their analysis are
highlighted. Special tools for information extraction and device research are studied,
as well as procedures for analyzing cellular communications and networks, and the
role of communication providers. The issues of competent information collection and
‘preparation of investigation reports are considered

Digital Forensics
Foundations

OnepauusnsiK xyienep
MOHE OJIap/IbIH
Kayinciziri
OnepalMOHHbIE CHCTEMBI
U ux b6e3onacHoOCTh
Operating Systems and
Their Security

AKnaparThiK Kayincizaik kadeapachl OThIPBICBIHIA KAPACTHIPBULIbI XKaHe GeKITisl
PaccMoTpeHO M yTBEpKIEHO Ha 3acejaHuH Kadeapsl ”HGOpMAIMOHHON 6e30macHOCTH
Considered and approved at the meeting of the Information Security Department

Kyni / nara / date
JL.K.Carpibanguna

(ATtsi-keni/OHO/Name)

403, 2022 x

R 7
(noanwch/Konel/signature)

ama / mpotokon / Record No 4

19 03 2022
(nara/kyni/date)

® EHY 708-01-21 Karanor aucuumuius no obpaszoBarenbHO#i nporpamme. M3nanue sropoe




