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Ilonnin
uK /
Iuxa ITonuin aTaysi / Kpeaur / Kpickama anHoTauus/ IIpepexBusutTep/
Ne | mumenun- | Hassanwe qucuummanbt / | Kpenur / Kparkas anHoTanus / IIpepexBu3HTH/
JIHHBI Name of the course Credit Annotation Prerequisites
/Cycle of
the course
1 cemectp /1 cemecTp / Semester 1
KOO xommnonenTi / BY3oBcknii komnonent / University component
BIT XKOOK | AkajieMusiIbIK #xa30a 5 AKaJieMHSUIBIK XaT JOKTOPAaHTTapFa ©3iHiH FhUIBIMH MATiHJEpiH
BJ1 BK AKajieMHYeCcKOoe IMHCEMO KypBUIBIMJIayFa JkoHe (opmaTrayra, FRUIBIMH cajaja jkasdaina
BD UC Academic writing ’KoHE aybi3Ia COHey Jar/IbUIaphIH JaMbITyFa MYMKIHIK Oepei.

TeopusIBIK MaTepHal XoHe NPAaKTHKAIBIK TarchkipManap Oimim
alynIbUIapra FRUIBIMH CTHJIBJIH TULLIK KypajlapblH MEHrepyre,
©3iH/IiK FRUIBIMH MITIHIAEPII KYpy JoHe jxobaiay JarabliapblH
KETULIpyre, 3epTTeylIire FhUIBIMH MATIH KbICKA, CEHIMJII JKoHE
e3re 3epTTEyLIiep YIIH bIHFaIbl OosaTelHIal eTin jkasyra,
COHai-aK HH(OpMAIHIIBIK TEXHOJIOTHsIAp MEH
kuOepKayincizgik GOMBIHINA FHUIBIMH TEPMHHOJIOTHSHBEI Olryre

@® EHYV 708-01-21 Karayior JucuuiuimMy 1no odbpasosaTensbHoil mporpamme. M3nanue tperse




JK9HE KOJLIaHyra KBMCKTCCC}Ii

AxaneMHuecKoe MHUCBMO MO3BOJIAET JIOKTOpAHTaM
CTPYKTYpHpPOBATh H (JOPMATHPOBATH CBOH COOCTBEHHBIE HAYYHBIC
TEKCTBI, pPa3BHBAaTh HABBIKA IHCBMEHHOH H YCTHOH peYeBOH
JIeSTeILHOCTH B Hay4HoM chepe. TeopeThyeckui MaTepHal H
[paKTHYECKHe 3aJaHusi TNOMOTYT 00ydJalommumes  OBJIAJETh
S3bIKOBBIMH CPEJICTBAMH HAy4HOro CTHJIA, COBEPIICHCTBOBATH
HaBBIKM CO34aHMs M OoQOpMIIEHHS COOCTBEHHBIX Hay4YHBIX
TEKCTOB, HAy4UUTh MCCIIENOBATENs ITHCATh TAKAM 00pa3oM, yTOOBI
Hay4HBIH TeKCT ObUI KpaTKuM, YOEAMTEeIbHBIM H ya06HO
OpraHM30BaHHBIM I IPYTHX HCCIEJoBaTeNeH, a TakKe 3HaTh U
[PHMEHSTh HAy4HYIO TEPMHHOJOTHIO MO HH(OPMAIHOHHBIM
TEXHOJIOTUAM U KubephHe30macHOCTH.

Academic writing allows doctoral students to structure and format
their scientific texts, develop writing and speaking skills in the
scientific field. Theoretical material and practical tasks will help
students to master the language tools of scientific style, improve
the skills of building and designing their own scientific texts,
write a scientific text so that it is concise, reliable and convenient
for other researchers, as well as know and apply scientific
terminology on information technology and cybersecurity

Tanaay Golibinma xomnonerrep / KoMnoHeHThbI o Bbibopy / Optional Components

bIT TK
bJ1 KB
BD EC

KoMmpioTepiiik ~ JKeJiep
MEH JKENTK Xarramanap
Kayincizzairi/
bezonacHocTh
KOMIIBIOTEPHBIX CETeH H
CETEBBIX IPOTOKOJIOB/
Security of  computer
networks and network
protocols

5

Ilom  kemimik  Kayinmcismikti — 3epTreyre  OaFbITTaiFaH,
ayTeHTH(UKALMAIBIK ~ aKmaparTel — CaKray — JK9HE xibepy
Kypainapbl Men aaictepin, TCP/IP xeninepingeri mabybuiiap/asl
Ky3ere — acklpy  MeXaHH3MJEpiMeH, kel aboOHEeHTTepiH
HICHTHOHKALMAIAY JKOHE —AayTeHTH(QHKalHsIay IbIH Heri3ri
XaTTamMalapbIMEH TAHBICTHIPAJBL, KOPFaHBIC MEXaHW3M/Epi MEH
JKENUIK Kayinci3AikTi KaMTaMachl3 €Ty KypaljapblH KOJJaHy
JIaFbUIapbIH YHpPeTeIi.

JICIMIIHHA HAlpaBlieHa Ha W3ydEHHE CETeBOH 6e30MmacHOCTH,

AKnapaTThIK
Kayinci3makKTi
KaMTaMachl3 €Ty
TEXHOJIOTHAIAPbI
Texnonoruu
obecneyeHus
HH(OpPMaIMOHHOM
6e3onacHOCTH
Providing Information
Security Technologies

® EHY 708-01-21 Katanor qucuuims no obpasoBareibHol nporpamme. M3janne TpeThe




3HAaKOMHT CO CpE/ICTBAMH H METOJaMH XPaHEHHA H IepeauH
ayTEHTH(HKALMOHHOH HH(pOPMALMK, MEXaHH3IMAMH PeaH3aluy
arak B ceTax TCP/IP, ocHOBHbIMH NPOTOKOIaMH UIEHTH(DUKAITHH
M ayTeHTH(QUKaUMM abOHEHTOB CETH, NPUBHBAET HABBIKH
NPUMEHEHHS 3allATHBIX MEXaHH3MOB M CPEICTB ObOecredeHus
ceTeBoif Oe30IMacHOCTH.

The discipline is aimed at studying network security, introduces
the means and methods of storing and transmitting authentication
information, the mechanisms for implementing attacks on TCP /
IP networks, the basic protocols for identifying and authenticating
network subscribers, and instills the skills to use protective
mechanisms and network security tools.

BIT TK
BJ1 KB
BD EC

Kayinciszik xyiienepin
Tectiney/TectupoBanue
cucreM besonacHocTH/
Testing safety systems

IIoH Kayinci3aik xy#enepin Tecriney, yibiMaap/biH, o6beKTinep
MEH JKYHeNepJiH aKnapaTTBIK KayilCi3[iriH KamTamachl3 eTy
OJIICTEPIH 3epTTeyre GarbITTaIFaH.

HokTopanTrap KyieHiH KayilcCi3mirin TecTiley CTpaTersiChIH
’Kacay JKOHE ICKE achlpy, KOCBIMILNANApAbl KOpFayra, XaKepiik
mabysuiiapAad, BHPYCTapllaH JKOHE KYNHS MoJiMeTTepre
PYKCATChI3 KOJI XKETIMAUTIKTEH TYBIHIAHTHIH KaTepiepai Taijay
JlarIbUIapbiH UTEpei.

JlMcuMIUIMHA HanpaBjieHa Ha M3yYEHHE METOMIOB TECTHPOBAHHS
cicreM  OesonacHoctH,  ofecnedeHus — MHMOPMAIMOHHOM
GesonacHocTH opranuzaimi, 06bEKTOB M cHCTeM. JIOKTOpaHTHI
NPHOOPETYT HaBBIKM pa3pabOTKH M pealM3aldu CTpaTerHy
TECTHPOBAaHHA  0OE€301acCHOCTH  CHCTEM, aHajW3a  PHCKOB,
CBS3aHHBIX C OOECIEYEeHHEM LEJNOCTHOrO IOAX0Ja K 3alluTe
NPHIIOKEHHSA, aTaK XaKepoB, BHPYCOB, HECAHKIHOHHPOBAHHOTO
JIOCTyna K KOH(pHIEHIIHATBHBIM JIJaHHBIM.

The discipline is aimed at studying the methods of testing security
systems, ensuring the information security of organizations,
facilities and systems. Doctoral students will gain the skills to

AKnaparThIK
Kayinci3mikTi
KaMTaMachI3 eTy
TEXHOJIOTHSIApEI
TexHonoruu
obecnieuenus
HH(pOpMaITHOHHOM
6e3zonmacHOCTH
Providing Information
Security Technologies

® EHY 708-01-21 Karanor aucuumims no obpasosatensHol nporpamme. U3nanue TpeThe




develop and implement a system security testing strategy, analyze
risks associated with providing a holistic approach to application
protection, hacker attacks, viruses, and unauthorized access to
confidential data.

2 cemectp / 2 cemecTp / Semester 2

KOO xomnonenti / BY3oBcknii komnonent / University component

BII FeuibiMu 3eprey aicTepi
KOOK | Meroasr Hay4HBIX
BJI BK | uccnenoBaHui

BD UC | Science research methods

5

Kypc akmapaTTBIK TEXHOJIOTHsJIAp —CallaChIHAarbl — FBUIBIMH
3epTTeylep  HOTHXKENEpiH  TanjaymblH  SiCTepiH THIMI1
naiiflaanyra, aKmaparThl 137ey, OHIey JKOHE KubepKayincizak
TEOPHSITBIK-O/TiICHAMAIIBIK, JKOHE IPAKTHKANbIK ACHEKTICIH OKBI-
yiipenyre  GarprrTanraH.  Homwmkecimpe OimiM - amymbuiap
TEOPHATBIK KOHE KOIJAaHOGanbl NCHreHe TOKIPHOENK XKOJIMEH
aIbIHFAH FRUIBIMM (DaKTiepAi i37ey HOTHIKENEPIH OHIEY KOHE
FRUIBIMH  KOPBHITBIHABUIAD  YINH  SMIOMPHKIBIK  6a3aHbl
KanbIITACTHIPYBI,  FBUIBIMH  TYXXbIphIMIAManapra  CoHKec
IIpaKTHKAIBIK MAJTIMETTEP/I TYCIHAIpY Il YHpeHesl.

Kypc HampasieH Ha 3(Q(eKTHBHOE HCIONB30BaHHE METO/OB
aHanM3a pe3yJIbTaTOB HAy4yHLIX HCCIeJ0BaHMi B 00IacTH
MH(GOPMAIIMOHHBIX ~ TEXHOJOTMH,  H3yYeHHE  TEOPETHKO-
METOJONOTHYECKMX M  NPAaKTHYeCKHX  AacCleKTOB  ITOHMCKa,
obpaboTku mHbopMauun H kubepbesomacHocTH. B pesynbrare
obyvalolmuecss Ha TEOPETHYECKOM M TPHKJIAJHOM yPOBHE
HAy4YaThCs BBIABIATE 3aKOHOMEDHOCTH TEXHOJOTHH IOMCKa
uaGopManm W 0OpabOTKH pe3y/bTAaTOB IIOMCKA HAyYHBIX
(axTOoB, TOMyYaeMble ONBITHBIM  IyTeM, (OpPMHPOBATH
SMIIMPHYECKYIO 6a3y Ay Hay4HBIX BHIBOJIOB, MHTEPIPETHPOBATH
NpaKTHYECKHe JaHHbIE COTJIACHO HAYYHBIM KOHIENIIHAM.

The course is aimed at the effective use of methods for analyzing
the results of research in the field of information technology, the
study of theoretical, methodological, and practical aspects of
information retrieval, processing and cybersecurity. As a result,

FouibiMu 3epTTEy
omicremeci xoHe R&D
MeTtononorus Hay4YHBIX
uccnenosanmii # R&D
Research methodology
and R&D
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students learn to form an empirical base for scientific conclusions
and processing the results of searching for scientific facts
obtained at the theoretical and applied levels, to interpret practical
data in accordance with scientific concepts.

XKOOK

T1J1 BK
PD UC

AKIapaTThiK Kayinci3miKTi
6ackapy Xy#enepin xkobanay
IIpoekTHpOBaHHE  CHCTEMBI
yHIpaBJIeHHs
uHGOPMALHOHHOH
6e30MaCHOCTBIO

Designing Information

Security Management System

[loH KoOCIMOPHIHAAFEl AKHAapaTTHIK  Kayinci3mik Kyitenepin
xKobanay/ibIH 9MiCTepi MEH TACINJEPiH OKBITA/bl. AKNApaTThIK
Kayincismik ToyekemmepiH Oaranay omicTepl, HMHIMICHTTED
ClieHapHiiepiH ~ Mozenbiey  3€PTTENe. KacinopbIHHBIH
aKIapaTTHIK Kayilnci3mirin 6ackapy »yHeNnepiHiH apXUTEKTypachl,
onapiel cepTH(HMKATTay TajanTapbl, COHJAH-aK Kayincizaik
JKyHenepin kobamay —YIIIH — [IPOrpaMMalibik  KOCHIMINAnap
KapacThIPLIAIbL.

JIuCIMIIAHA W3yd9aeT METOJbl W NpPHEMBbl IPOEKTHPOBAHHS
cucreM  HMH(OPMAIMOHHOH  6€30MacHOCTH  IIPEIIPUSATHL.
M3ydeHBI  METONbl  OUEGHKH  DHCKOB  MH(OpPMAIHOHHOH
6€30MacHOCTH M  MOJEJIMPOBAaHUA CIIEHAPHEB HHIHJICHTOB.
PaccMaTpuBarOTCs  apXHTEKTypa  KOPIIOPAaTHBHBIX — CHCTEM
ynpaeneHns WHGOPMALMOHHOH 6e30macHOCTbI0, TpeboBaHUS K
MX cepTU(HUKAIMK, a TAKKE MPOTPAMMHBIE NPHIIONKEHUS I
IIPOEKTUPOBAHMS CHCTEM OE30MaCHOCTH.

The discipline studies the methods for designing information
security management systems on an enterprise. Methods of the
information security risks assessment and incidents modeling are
investigated. We consider the architecture of the information
security management system of the enterprise and requirements
for their certification, as well as software applications for the
security systems design.

AKnaparThIK
Kayinci3aikTi 6ackapy
Ympasnenue
uH(pOpMaIMOHHOH
6e30macHOCTEIO
Information
Management

Security

Tangay 6oiibinma xomnonerrep / KoMnoHeHTHI 110 BbIGopy / Optional Components
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KIT TK I

PD EC

[{u¢pasik hopeH3HKa
I{u¢posas popeH3HKa
Digital forensics

[luppneik  GdopeH3Hka Kypchl capalTamMachiHbIH Heri3JIepiH,
LA PIBIK Ao7IeNIep/ KUHAY dICTEPiH XKIHE OJap/bl Kasai eHjey
KEPEeKTITiH, yaKsITIIa mepTabaHaap/ibl naiijaaaHsIn,
KuOepKayinci3AiKTiH XPOHOIOTHSIBIK KOpIHICIH KaHTa KypYIbl,
cauplK, apredakTinepal Tanmay — apKbuUIbl mabysul  i371epiH
AHBIKTAY/Ibl KApacThIPaJIbL.

B Kypce H3I0XKeHbl OCHOBBI IH(POBOH (OPEH3UKH, METOTHKH
cbopa UHGPOBBIX YIMK H NOpPAAKA obpallieHHs C HHMH,
BOCCO3/IaHHS XPOHOIOTHYECKOH KapTHHBI HHITHJIEHT
kn6epbe30MacHOCTH € TOMOIIBIO METOK BPEMCHH, BBLIBJICHH
CJIeIOB BTOPKEHHS MOCPEACTBOM aHAIA3a LM (POBBIX apredakToB.

The course outlines the basics of digital forensics, methods of
collecting digital evidence and how to handle them, recreating a
chronological picture of a cybersecurity incident using time
stamps, identifying traces of an invasion through analyzing digital
artifacts.

KIT TK IT/1
KB
PD EC

Kayin-xarep/i 3epTrey
MUccrenoanue yrpos
Threat research

KayinTepai 3epTTey MaruCTPaHTTap/bl TAKTHKAJIBIK, OTICPAlMAIIBIN
KOHE CTpaTerdsUIblK  JIeHTernepae kubepkayinrepai  Oaprnay|
aFIpIIapbIMEH JKOHE KayilCi3[ik KoMaH/alapbiHbiH THIM/IUTITTH
apTTBIPY, Karepiepii nonipek Taby, MHIMACHTTEpre THIM/IIPEK
opeKeT €Ty JKoHe YHBIMABIK XabapHapibIKThl apTThIpy YIIiH
KaskeTTi Kkocibu mebepikieH KababIKTauIbl. e3repMeni Kayir
manamadT.

WccnenoBanue yrpo3 MPENOCTaBseT JOKTOpaHTaM —HABBIKH
pa3Beaku  KuOepyrpo3 Ha TaKTHUYECKOM, ONCPATHBHOM M
CTpaTerMyeckoM YPOBHAX M MPO(DECCHOHAILHOE MAacTepCTBo,
Heobxomumoe Ui TioBbimeHHs  A(QEKTHBHOCTH TPy
6e3onacHOCTH, Oojee  TOYHOTO  IIOMCKa  yrpos,  boiee
>Q(GEeKTHBHOrO ~ peardpoBaHWs Ha HMHIMACHTBL, a  TakKe
[IOBBIIIEHHMS OCBEIOMJIEHHOCTH OpraHu3alui 00 usmenmomemca}

manamadgTe yrpos.
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Threat research will train PhD student in the tactical, operational,
and strategic level cyber threat intelligence skills and tradecraft
required to make security teams better, threat hunting more
accurate, incident response more effective, and organizations more
aware of the evolving threat landscape.

KIT TK Kubepxkayincizaik 5 Byn mnom kuOepKBUIMBICTBUIBIKTAH KOpFay YIOiH  YJIKEH

ITJTKB MaKcarTapsl YLIiH JepeKTep/li, KOFapbl OHIMII €cenTeysepii >KoHe JepeKTepii

PD EC JlepeKTepi Tajiay HHTEJUIEKTYa//Ibl  Tajgaybl (KOHE MALIMHAIBIK OKBITY/IbI)
AHanu3 JaHHBIX JUIA LETeH naijananyael 3eprreyre OarbrtranmraH. byn kypc 6apisik
kubepbezonacHOCTH MaceneNnepai KaMTyra *oHe JKeTKUIIKTI pecypcTapibl YChIHyFa
Data analysis for MYMKIiHZIK O6epeTin Ka3ipri 3aMaHfbl TOCUIIEPMEH MKOHE THIMZI
cybersecurity purposes S/licCHAMaMeH TaHBICTHIPA/IBI.

JlucuuMniMHa HanpaplieHa Ha MCCIENOBAHHE HCIIOJIL30BAHHUS
GOJIBIIMX JJAHHBIX, BbICOKONPOH3BOIMTEIBLHBIX BHIYMCICHHH H
HHTEJUIEKTYallbHOIO aHaju3a JaHHBIX (M MalIMHHOrO oOyueHHs)
IUIs 3alllMThl M0Jib30BaTeNned oT KubepnpectyruieHuid. JlaHHbIi
KypC I03BOJIS€T 03HAKOMHTBCA C COBPEMEHHBLIMH I1OJIXO/IAMH H
>QDEKTHBHOH METOJONOrHH, MO3BOJISAIONIEH OXBAaTHTL BCE
BOIIPOCHI H 06ECNEYHTD 10CTaTOYHBIE PECYPCHI.

The discipline focuses on exploring the use of big data, high-
performance computing, and data mining (and machine learning)
to protect users from cybercrime. This course introduces you to
modern approaches and an effective methodology that allows you
to cover all issues and provide sufficient resources.

® EHY 708-01-21 Karanor qucuuiuivg no obpasoparenbHoi nporpamme. M3nanune tpetbe




KIT TK

[T KB
PD EC

ITOCTKBaAHTTHIK,
kpunrorpabus
ITocrkBanTOBas
KpHnTorpaus
Post-quantum cryptography

[Ton akmapaTThl KpunTOrpadHsIbIK KOpFay/blH KOJJaHBICTaFbI
Ky#enepiHiH CeHIMJILTIrIMeH KOHE KoJ11aH0abl
KpunTOrpadusHEH ~ ©3€KTi ~ MoceleNepin  i3AeCTIpyMeH,
KpUNTOXYyitenepai o3ipney NPHHIMNTEPIH JKOHE  JKOFaphl
Kayinci3/lik xarraMaliapblH, KpUNTOrpaQHsIbIK XaTTamanapra
apHaJIFaH CajlalblK CTaHJAapTTap/bl MakaasaHyMeH HalnaHBICTBI
Macenenepai 3eprreyre GarprrTanrad. JIOKTopaHTTap FBUIBIM MEH
TeXHWKaJa [OCTKBAHTTBIK  KpUrTorpadus  anropHTMIEpPIH
KOJIJIaHy [afabpuiapbiHa He 00sia/ibl.

JIMCUMIUIMHA HampaBjieHa Ha H3yYEHHE BOIPOCOB, CBA3AHHBIX C
HAIEKHOCTBIO  JCHCTBYIONIMX CHCTEM  KpHNTOrpapu4eckon
3aIUTH HHGOPMAIIMH M IOMCKa PELIEHHH aKTyalbHbIX NpobieM
PHUKTaHON KpHITOrpadUu, MCIONB3Ys IPHHIHMNLL Pa3spabdOTKH
KPHIITOCHCTEM W  NPOTOKONOB  3aBHIIEHHOH  CTOHKOCTH,
TIPOMBIILIEHHbIE CTAHAAPTHl KPUNTOTpaQuIecKHX MPOTOKOJIOB.
JloKTOpaHTHI NPHOOPETYT HAaBBIKM pPa3pabOTKH H TPHMEHEHHA
aITOPHTMOB IIOCTKBAHTOBOH KPHIITOrpaQuu B HayKe U TEXHHKE.

The discipline is aimed at studying issues related to the reliability
of existing systems of cryptographic information protection and
finding solutions to pressing problems of applied cryptography,
using the principles of developing cryptosystems and protocols of
high security, industry standards for cryptographic protocols.
Doctoral students will gain skills in applying algorithms of post-
quantum in science and technology

AKnaparThIK Kayinci3ik kadeapachl OTBIPBICHIHAA KapaCThIPBLIILI JKIHE GexiTinai
PacCMOTPEHO M YTBEPKIECHO Ha 3aceaHHH Kadepbl HHbOPMALHOHHON 6e30MacHOCTH
Considered and approved at the meeting of the Information Security Department
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