
APPROVED BY
Member of the Management Board - Vice
Rector for Academic Affairs
NJSC (L.N. Gumilyov ENU>

YTBEPXAAIO
HAO (EIIY n*r. JI.H. fyux,'rena>>
rlren Ilpao,reuun-Ilpoperrop no
aKaAeMrrqecKItM BonpocaM

> KeA(

D af

BEKITE
<<,'I.H.

K MaceJreJlep6ac(ap
6oiisru

6aen E.O.

\

The catalog ofdisciplines educational program <8D06306lnformation Security Systems)) for the students ofthe 2022 year admission

J\!

IIeHHirl
uux.ni /
Uux.n

ancqIIn-
JIIIHbI

/Cycle of
the course

Kpequr /
Xpequr /
Credit

(rrcKalra anxoraqun/
Kparxan annoraq[c /

Annotation

llpeperrn:urrep/
Ilpepernu:nrr/

Prerequisites

I ceuecrp /l ceuecrp / Semester I

)I(OO xorrrnoneHri / BY3oscrrlft rounosenr / University component

I EII )I(OOK
EA BK
BD UC

AxaneMflrrHK xas6a
Axa,reusqecroe nrcslro
Academic writing

5 AxaAerrrr,rq.:Ibr( xaT AorcropaH'raapra o3iHitl f6rJrr,IMI,I MerlH,qeptH

rqpsrJrbu,uayra xaue $opruarrayr4 rBlrbrltu caula,4a xa36a[a
xeEe ayhBrtra coftney AarAsuaprlH AtubrryFa MyN{KiHniK 6epeai.
Teopurnrq Marep[nn xene lpaKrrrKllnrltq TalcbrpMarap 6iriM
a[yr]rbrJrapfa rburbrMr,r crsmaiH'riuix rqparaapblH MeHrepyre,

eginAir rsurnru rueriugepai I+py xeue xo6anay AarAErnapbIH
xeringipyre, :eprreyruire FbrrlblMll trrerin Ksc4a" cenirra.qi xene
o:re :epr-reyrrinep luiu rr{raftnu 6orarrru,qaft eT in xaryra,
conAa.fi-a( nurlopuaqnrnrrtq TexuoJlorfitnap MeH

rur6ep4ayinci:4ix 6ofirmura FsIJIsIMH TepMLIHoJIorurHsI 6i-rryre
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Ilanniu arayst I
Hagnaslre,qncuun:russr /

Name of the course



crpyr(rypHpoBarb u (bopMar[poBaTL oBOII co6crBeHHEIe HayqHhle

TeKCTIJ, pa3BHBarb HaBbI(I',I IIIICEMeHHOfi H ycTHOi peqeBofi

AeflTenbHocr[ B HayqHofi coepe. TeoperErlecKHfi Marep}lall u

lpaKruqecKr,re 3a/La]I.us noMoryT O6yqalouEMc, oBnaaeTb

,3hIt(oBLrMU Cpe.qcTBaMH Hay{loro crun, coBepueHcrBoBarb

HaBbI(I{ CO3Aan}r' I,I o(bopMneHlt co6cTBeHHbrx HayqHh[x

TEKCTOB, HAYTIfiTb IICCJIEAOBATEJI' NI,ICATb TAKI'IM O6PA3OM, qTO6LI

Hay.tr{blft rel(cr 6bln (parKlrM, y6eAurenLHLrM Ir yAo6Ho

opftrHr{3oBaHHLIM AJt Apyr[x [ccneaoBaTenefi, a TaKXe 3HaTb I{

[p[MeHsrb HayrIHyIo repMI'IHoJTOTHIO IIO HH(bOpMaIIUOHHbTM

TexHororurM u l(Il6ep6e3onacHocrl'I.

Academic writing allows doctoral students to structure and format

their scientific texts, develop writing and speaking skills in the

scientific field. Theoretical material and practical tasks will help

studenls to master the language tools of scientific style, improve

the skills of buitding and designing their own scientific texts,

write a scientific text so that it is concise, reliable and convenient

for other researchers, as well as know and apply scientific

terminology on information technology and cybersecurity

no3BolseT ,qoKTopalITaM

xeHe (on 4aHyfa xeuexreceai

Axaaerr.r,lecxoe nHcLMo

6oiurnua KoMnoHerrep / Konnouenru no ru6opy / Optional ComponentsTarqay
A(uaparm,Il(
K,ayincisaimi
(aMTaMac6I3 eTy

TexHonorxrnaphl
Texnoaoruu
o6ecrIeqeHn.s
auQopuaqnoruofi
6egonacnocru
Providing Information
Security Technologies

flen xeainir Kayi[ci3Ailci 3eprreyrc 6arlrrraanan,

ayrenrutf urcauur-nsIr a$Iaparrbl caKray xane xi6epy

rqpar.qapbl ueu egicrepin, TCP/IP xorilepiH4eri ura6yu'rlqapAbl

)I(t3ere acblpy MexaHlr3M,uepiMeH, xeni a6onenrrepin

ujeurusuxauaenay xene ayrenrutfuxaqusrayar'ut uerieri

xaTraM&,rap6rMeH TarGrcTbrpaAbr, KopraHBIC uexauuslu4epi rlreu

xeninir r<ayincisairri (aMTaMacbI3 ery I(YparAapbIH KorAaIry

aararuraprnr Yft pere.ui.

Axcqnnausa HanpaBnena Ha I'I3yrIeHI'Ie cerenofi 6e:onacaocru,

5Kor"rnuoreplir xelineP
uen xerinix xarraManap

Kayirci3Airi/
Eegonacnocrr
KoM[lIorepHED( cerefi s
cereB6D< npororolon/
Security of computer
networks and network
protocols

ETI TK
6A KB
BD EC

2
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3Ha.I(OMlrT CO CpeACTBaMr,r r.r MeToAaMU XpaHeHrry x nepeAarrfi
ayTeHTr,rom(aqlroHHofi nHoopMarll[, MexaHr,r3MaMH pe{rnx3arIH[
aTaK B ceTrx TCP/P, ocHoBHbrMr, [poToKoJrtM[ H,qeHTnO]rKarIx[
r.r ayTeHTr,r(brraquu a6oHeHToB CeTlr, npr,IBl,tBaeT HaB6rKr,r

npaMerreHr{, 3arqLrTHbD( MeXaHrr3MOB r,r CpeACTB O6ecneqeH[,
cereBofi 6egonacsocru.

The discipline is aimed at studying network security, introduces
the means and methods of storing and transmitting authentication
information, the mechanisms for implementing attacks on TCp /
IP networks, the basic protocols for identifring and authenticating
network subscribers, and instills the skills to use protective
mechanisms and network security tools.

3 BI] TK
6A KB
BD EC

I(ayincis4ir xyfi eaepiu
recrirey/Tecruponanae
cucreu 6egonacsocru/
Testing safety systems

5 fleH (ayincisaix xyielepia :recr:i.ney, S:ErM.(apa6rE, o6serriaep
ueu xyfienepAi{ a(naparru( 4ayincie.qiriu KaMTaMacbr3 ery
e4icrepin 3epmeyre 6arrrrralrau.

.{orropanrrap xyfieniq 4ayincis4iriu recriley crparerarcbrH
xacay xaHe icxe acupy, (ochrMrrranap,qhr (oprayra, xaxeplix
uta6yrugap4aH, Bxpycrap.qaH xeHe Kgrx, ueaiue'rrepne
pg(carcBr3 Kol xeriurAi:rirreu ryrnr4afirrrn 4areplepgi raagay
Aar,uErnapHrr urepegi.

,{lrcqannlrra Ha[paBJreHa Ha r,r3yrreHr.re MeroAoB TecrypoBann,
clcreM 6esonacnocru, o6ecneqexuc uut[opuauuouuofi
6esonacHocru opranusallxft, o6rerros r4 cucreM. loxropanrrr
npuo6peryr nanuxu paapa6orroi a peaJru3arlfit,t crparerrirl
Tecrr.rpoBauruI 6egouacuocra cucreM, auaJr[3a pxcxoB,
cBr3aHH6rx c o6ecue,{eHreM rlenocrHoro [o.e(oAa K 3aurr,rre
Ilpl,lnoxeHn, ararK xaxepoB, Br{pycoB, HecaHxrlrroHrrpoBaHHoro
4ocryua rc ronQuAeHrlwrnlubrM aaHHBIM.

The discipline is aimed at studying the methods oftesting security
systems, ensuring the information security of organizations,
facilities and systems. Doctoral students will gain the skills to

A4naparrrry
4ayiucisgirri
(aMTaMachB eTy
TexHoJrorIlrnapri
Texnonoruu
o6ecneqenr,rg
unQoprraaquonnofi
6esonacHocra
Providing Information
Security Technologies
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develop and implement a system security testing strategy, analyze

risks associated with providing a holistic approach to application
protection, hacker attacks, viruses, and unauthorized access to

confidential data.

2 ceuecrp I 2 ceMecrp / Semester 2

XOO rcounoHeuri / BV3oncrcnfi rounonenr / University component

f srmnulr reprrey
saic'reueci NeHe R&D
Mero4onorua HayrrHLrx

ucc:reAonanr.rfi r,r R&D
Research methodologY
and R&D

Kypc a$Iaparabr( TexHoJrorlltJrap caJracEIHAarEI rLutr,1r1

3eprreynep Herl{xeJreprH ran4ayAblll eAlCTeplH rI'IlM,qr

nafi.qanarryra, a(naparrr,I ir4ey, oq.4ey xene ru6epKayincisair
reoplrsarr4-eaicHtlMilJrbr( xeHe IrpaKrHKaJIlu( acnerriciu oKr'm-

yfipeuyre 6arrrrralran . HaruxecisAe 6inirra alrymblnap

reoplrrJrr,r( xeue (or.qan6ann 4eqrefi4e texiprl6enir xoJrMeH

aJrhruraH rbrJIBIMx rf axrinepai ia4ey uerlrxeaepiu ougey xeue

f6rJrr,rMI.I (OpEITr,rHAbrnap Fuin 3MrrI{p}I(aJrEI( 6aganrt

r(aJrErrrracrBrpyAbl, fLIJIbIMu rYxblp6lMAaManapfa cafixec

npaKrr{(anlr( Menirrrer, epai TYciHAipyAi WpeHeAi.

Kypc nanpaureu ua :@t|erruBHoe lIcIroJrB3oBaHIae MeroAoB

alarrt3a pByJIr,TaroB HayalHhrx I'IccJIeAoBaHuf s o6racru
un(fopuaqaouurn< rexuolorufi, E3yqeHlre reoperr'I(o-

MeroAoJrorurlecKxx E npaxTr'IqecKr{x acneKToB nolrcKa,

o6pa6otr<u rnifopuaqltu tt xu6ep6esonacnocrr'I. B pe3ynr'Tare

o6yvaroqnecr Ha reoperrrqecKoM I4 rrpl'IKJIaAHoM ypoBHe

HayqaTLc.s BblrBJrrrb 3aKoHOMepIrocTI{ TexHoJroruu notrcKa

unrfopuaqur,r n o6pa6orrn pe3yJrrTaroB rror-tcl<a HayqHr'rx

i[arroa, nonyqaeMLle onbrrHBu nyreM, rfopuuponat'
9M[[puqecKyro 6azy atltr^ HayrIHLrx BbIBOAOB, I'IHTepnperrrpoBarr,

lpaKT[qecKr4e AaEHbIe corJlacHo HayrIEbIM KOHIIeIUI{,M.

The course is aimed at the effective use of methods for analyzing

the results of research in the field of information technology, the

study of theoretical, methodological, and practical aspects of
information retrieval, processing and cybersecurity. As a result,

5fi,usnrra :eprey egicrepi
Mero,(rr HaYrIHbrx

ficcre.qosaHI.Ift
Science research methods

EII
xooK
EA BK
BDUC
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Arnapamr(
4ayincisgixti 6ac4apy
Ynparaenue
uuQopuaquouuofi
6egonacHocrrIo
Information SecuritY
Management

flss recinopun4aru a(naparrbl\ xayincisair xyfielepiu
xo6anayaurH agicrepi ueu racil4epin o(brraAbl. AKnaparm(

4ayincisgir reyerergepiu 6aranay e4ictepi, EEIIuAeHTrep

cqeuapufirepiu MoAenb,uey :eprrelegi. Kaciuoprrurrrrl
a$raparr6( (ayiucigairin 6ac4apy xyienepiriq apxr'IreKTypacbl,

onap4u ceprr,r$x(array raranrapbl, conAafi-a( xayiucirAix
xyfiorepiu xo6a:ray yliu [porpaMM.urbl( (ocbulxaJrap

(apacrblpbrJIa,qbl.

,[ucquuruna u3yqaer MeroAbI H [pIreMLI npoeKTrrpoBaHlrs

cr,rcreM nrtlopua[uonnofi 6elonacnocru [pea[pvrr]r''
I,I:yvenu MeroArI oIIeHKu pl{c(oB uut[opuaquonxoi
6esonacHocr r,t Mo,qenupoBauxs cqenapneB I{HIII'IAeHToB'

Pacclrarpaaatorcr apxl'ITerrypa KoprroparlrBlrrfi crrcreM

ynpaBneuls Irutloplraaqlrouuo 6egonacnocrrro, rpe6oranu.r x

nx ceprut[uraqlu, a raxxe [porpaMMuble [pI'IJroxeHIl' ,uJl'

rrpoeKTr.rpoBaur.r, clrcreM 6egonacnoc'ru.

The discipline studies the methods for designing information

security management systems on an enterprise. Methods of the

information security risks assessment and incidents modeling are

investigated. We consider the architecture of the information

security management system of the enterprise and requirements

for their certification, as well as software applications for the

security systems design.

5A(naparrrr( r<ayincisAiKrt

6ac4apy xyfi erepiu xo6alaY
flpoerruponauue cEcreMLI
ynpaBJreHIls

nntfoplraquouuofi
6egonacnocrr,ro
Designing Information
Security Management System

KII
xooK
NIBK
PD UC

5

students leam to form an empirical base for scientific conclusions

ald processing the results of searching for scientific facts

obtained at the theoretical and applied levels, to interpret practical

data in accordance with scientific concepts.

Taxaay 6oisruma rounoxerrep / Kouuonenru no rrr6opy / Optional Components
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xpoHonoruqecKoi KapTHHbI

ocTI{ C IIOMOIqbIO MeTOK BpeMeH

e course outlines the basics of digital forensics, methods o

ilacts

aeneJraePAl

HenHbIHbI 3Aac It eplKA11 capanraMKypcbIJII,II( peH3Qo0p
eaHxa OJIe KAJIAIIIHAAI PAbIcrepxHHaypnbrK,l

TI aitlateMaKr,ruIa pra6auaapartvIH,

l3AeplaprerlraxriaepAi

TA AbIc H KAI.IKE (}?yOJIH oTHCIbIKKTI ptHrrflc6 3.41 rl xpo(aep v
ura6yunap(brJr[,IranAay

METO3H KI,lH1tBOBLr UH peSo(,po
HMHHIjg. CHeo6ITHNI-IK Paulopr.ql(aUH vtfponsrxpa

ocpeacrBoM

BA,

RBbIXur$34AH qlrII ([axroapTeTO Hg 0poBo BEA pxeH

di

ti

tlrecreadhan e ngho toandev denctalcc tlo ng
ln tUScn d tCNurlfo bersec tyal ctureo c cyhrono p

dialan ZInthron AS ono an vftrac ughed ntam ngfyps

brKrayAbl (apacTr,rpaabr.

Kypce H3noxeHLl ocHo

cco3.qaHH,
6ep6esonacu

5

5

Qpru< rfopeusura

Sporar r[opeHaura

-(arepal 3epTrey

ccJreaoBaHlre yrpo3

igital forensics

research

6 TK NA

DEC

AhuapbueH xase (ayincig,qix xouanaalapr'IHblH Tu

4arep,'repAi 4eniper ra6y, I'lguxaeHTrepre rI'IlMAlpe

lplrnu4u4 xa6ap4aplrr4rsl aprrblpy Yu
erri xaci6lr ure6eplirnex xa6Arr(raiau. e3repMeJll (ayr

ccJreaoBaHl{e yrpo3 [peaocTaBJrreT AOKTOpaHTaM H

BeAKfi xu6epyrpos Ha raKTuqecKoM, o[eparI'IBHoM

eo6xoauuoe Nrl floBLIureHI'L
6oree roqHoro floxcKa YrPo3,

Kay

IIoaruM AhIapcTpaHT'rAI 3ep'meyv rrrep
l(Il IrepAlbr(TETI,ICI AeHre 6epfinepaeeH cTpa

ocBe,qo

aeaH HTLI,IIHIIHABAHT,ICrooKTI-IBH pearlrpo
eEH'IOA I-I3M Io6I-aHH3aUIlOCTHHHMJlEAA opBI,ItI]EHo

pTrbrpy,

aOr

onacHocrH,

eTy xeHe

npotfeccuonalsHoe MacrepcrBoaTefuqec(oM ypoBl{rx I-I

eiftferrxnuocru rPY

7 TK NI

DEC
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them,

TAKT}IKAJI bIK,

yrpoj.



research will train PhD student in the tactical, operational
strategic level cyber threat intelligence skills and tradecra

uired to make security teams better, threat hunting mo
curate, incident response more effective, and organizations mo

ware ofthe evolving threat landscape.

8 KN TK
NI KB
PD EC

5
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Kn6eprqayiucir4ix
Ma(carrapLr yruix
aeperrepai ranaay
Anaras ganxrrx arc ueaefi
ru6ep6e:onacuocru
Data analysis for
cybersecurity purposes

Ey.n rraH xr6eprqruruucrrr.nrngraH (opray yuriH ynKeH

.qepemepai, xorapu oriuri ecenreyaepAi xeue 4eperrep4i
nHTelneKryanAhr rarn.qayABr (xeue uaurxaaarrx or<rrryarr)
flafiAaranyAhr 3eprreyre 6arnrrranrras. Eyn xypc 6apmu1
uaceneaepai KaMryra xane xerririxri pecypcrapar,r ycbrayra
rr,ryr'rxir4ir 6eperiH rcaaipri 3rlMaHrb! reciagepueu xeue rniuai
aAicnauauen raubrcrLrpaghr.

.{ncqunruna HanpnBJreHa rra uccJreaoBaurre [cnoJrL3oBauri,
6olrutux aaHBbIx, Bbrcor<ottpolt3BoaarerBlrrx shrqrcaeHufi u
rnTeJrJreKTyanlHoro aHaJru3a AaHHbD< (r lrauruxxoro o6y.ieHns)
Ars 3arrlrrTLr nomaonarelefi or xr6epnpecrynleuxfi. ,{aunrni
Kypc [o3Bon eT o3Har(oMrT6cx c coBpeMeHHLrM[ noaxoaaMr{ H

a$tlerrusnofi Mero1oJrom[, no3Bonffoqen oxBarxTb Bce
Bonpochl u o6ecneqHrr Aocrarortrrue pecypcLr.

The discipline focuses on exploring the use of big data, high-
performance computing, and data mining (and machine leaming)
to protect users lrom cybercrime. This course introduces you to
modem approaches and an effective methodology that allows you
to cover all issues and provide sufficient resources.



KTI TK
rII KB
PD EC

5 flen a4napar, rr rplrurorpat[urlrbl( (oprayAElr{ (onqaublcrarbr

xyfieaepixiu ceHilrr,qiririMeH xeHe (ottrqas6anu

xpunrorpa$rrnru o:erri uecelenepiu i:4ecripyueu,
rpr.rrrroxyienepai esipney npauqunrepin xeHe xorapbl

4ayincis4ir xaraaMaJraprlH, xpr'rmorpa![urlbr( xarraManapra

apHarnraH crlnanrr( crturaaprrapar,I naiAalarryrr'ren 6afilanrrcrrr
ueceneaepgi 3eprreyre 6arurrranran.,,{ormpanrrap TbIJIrIM MeH

rexrrrrKa,ua [ocrlGalrrrbll( xpnnrorpa(plr alropurru4epiu
(orlaHy aarAbmapblua rre 6olaart.

Aucuranmana HanpaBJreHa Ha Ir3yqeHI'Ie BonpocoB' cBr3asHBrx c

rraAexHocrBlo Aefic'rnyrouux cucreM rpanrorpat[nvecxoi
3a qIrrEI unlpoprr.raquu u no cKa peurenufi aICyaJIrHErx npo6:reu

npr,rruraanofi rpunrorpa1|rlu, ucnoJlr,3y, np[ErII'I[hr pa:pa6orrlr
Kpr,r[TocrrcreM x rIporoKoJIoB aasBlueHuofi crofircocrtl,

lpoMb xnennrle crarlAaprhr xpunrorpatfr'rvecruIx [poroKoJroB.

.{oxropanru npuo6peryr xanrmrl pa:pa6or(r{ l,r rpxMeueHllf,
anropr{rMoB nocrrnauroaofi xprlnrorpai[ur n Hayre I'I rexHu(e.

The discipline is aimed at studying issues related to the reliability
of existing systems of cryptographic information protection and

finding solutions to pressing problems of applied cryptography,
using the principles of developing cryptosystems and protocols of
high security, industry standards for cryptographic protocols.

Doctoral students will gain skitls in applying algorithms of post-

quantum in science and technologY

A(uaparru( rqayircisaiK ra(beApacrl orblp
Paccuorpeuo n yrBepxAeno Ha 3aceaasuq

brclrH.(a (apacrlrpruurr xene 6er<iri:rAi
xaQeapu rHQoprraauraouuo 6elonacsocrn

Considered and approved at the meeting ofthe Information Security Department
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9 flocrrearTrbrK
Kpnrrrorpa(bu,
flocrrsau, ona,
xpxurorpa$ur
Post-quantum cryptography


