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No | Tlomnig [TonHiHaTaYBI / Kpemur / Kpickarma anHOTaIHS/ [Ipepexsusurrep/
oMK /
Huknan HaszBanue aucuuninussl / Kpenut / Kpatkas annoranus / IpepexBu3uTHI/
CLIUILIH
HBI Name of the course Credit Annotation Prerequisites
/Cycle
of the
course
1 cemectp /1 cemecTp / Semester 1
KOO xommnonenTi / BY3oBckuii komnonenT / University component
1 | BII Maremartuka 1 8 bByn moH anamuTHKanelKk anreOpa JKOHE  CHI3BIKTHIK
KOOK | Maremaruka 1 TEOMETPHS €CENTepiH IIeNly JaFAbUIapblH  MEHTepy,
BJI BK | Mathematics 1 MPAKTUKAIBIK ~€CENTepi IIeHly VIIH aHAJIUTHKAIBIK
BD UC anredpa JKOHE CBI3BIKTBHIK T'€OMETPHUS OICTEPiH KOJIIaHY
JIaFIbIIaphIHA UEJICHYTe MYMKIH/IIK Oeperti.
JucuunimHa TMO3BOJISIET NMPUOOPECTH  HABBIKUM pEIICHHS
3aja4 aHAUTHYECKON anreOphl W JIMHEWHOW TI'eOMETPHH,
UCHONB30BaTh ~ METOABl  AHAJIMTUYECKOW  anreOpbl H
JIMHEHON Te€OMETPHH Ui PELICHHS TPaKTHUECKUX 3a/1ad.
Discipline allows you to form the basic skills of solving
problems of analytical algebra and linear geometry, use the
methods of analytical algebra and linear geometry to solve
practical problems.
2 | BII dusnka 5 [Mon Ka3zipri 3aMaHFbI )KAPATHUIBICTAHY FHUIBIMBIHBIH HET131
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KOOK
B/l BK
BD UC

®dusnka
Physics

peTinLe (1)I/I3I/IK3HI)IH peJ’IiH 3CPTTCII JKOHC KOPCETC OTLIPHIII,
e3iHiH OemikTepiH OipTyrac OipikTipeTiH ipreni Kypc. bymn
KypcC MCXaHHKa, MOJICKYJIAaJIbIK (1)1/13141(3 JKOHEC
TCPMOJMHAMUKA, OSJICKTPMAaru€Tu3dM, MCXAHHUKAJIBIK KOHC
JJICKTPMArHUTTIK TepOeJicTep »OHE TOJNKBIHIAP, ONTHKA,
ATOMJIBIK YKOHE SAPOIBIK (pr3uKa OemiMaepid KaMTHIBL.
JucuumnnuHa TpeacTaBiseT co0od  (pyHmIaMEHTaIbHBIH
KypcC, CHI/IHLIﬁ B CBOUX qacTix, I/I3y‘{aIOHII/II>'I u
JIEMOHCTPHUPYIOIIUN pONb (PU3UKKM Kak OCHOBBI BCETO
COBPEMEHHOI0 €CTECTBO3HaHUA. JlaHHBI Kypc BKIIOYAET
TaKkue pasfenbl Kak MeXaHWKa, MOJEKyspHas (usuka u
TEpMOAUHAMHKA, OJCKTPOMAarH€TU3M, MEXaHHYCCKUE U
SJICKTPOMArHMuTHBIC KoneOanus u BOJIHBI, OIITHKA, aTOMHAaA
U siiepHas pu3nKa.

Discipline is a fundamental course, one in its parts,
studying and demonstrating the role of physics as the basis
of all modern natural science. This course includes such
sections as  mechanics, molecular physics and
thermodynamics,  electromagnetism, mechanical and
electromagnetic oscillations and waves, optics, atomic and
nuclear physics.

2 cemecTp / 2 cemectp / Semester 2

KOO xomnonenri/ B

Y3oBckuii komnonent / University component

WKOOK
BJI BK
BD UC

Maremaruka |
Maremaruxa Il
Mathematics 11

5

[lon MaTemaTWKaHBIH KapamablM eceNTepiH 3epTTey
Q,Z[iCTepi MEH almnapaTblH OdypbIC TaHaay JdarAbLIapbIH,
OpTYpJi MaTeMaTUKAIBIK MOJEIBACPAI KYPY AaFIdbUIapbIH
MEHrepyre MyMKiHJIIK Oepei.

Huctunnuaa no3BoiisieT GopMupoBaTh 0a30Bble  HABBIKA
MPaBUILHOTO BBEIOOpa ammapara ¥ METOJla HCCIEIOBAHI
HpOCTGfIH.IPIX 3aa4 MaTCMAaTHUKHU, HaBbIKaAMU IMOCTPOCHUA
Pa3IIMYHBIX MAaTEMAaTHYCCKUX MOHeHeﬁ.

Discipline allows you to form the basic skills of the correct
choice of apparatus and method of research of the simplest
tasks of mathematics, the skills of building various
mathematical models.

Marematnka 1
Maremaruka 1
Mathematics 1

Tannay 00ii

pIHIIa komnonerTTep / KomnonenTsl mo Buioopy / Optional Components

4 |[BIITK
BJI KB

C++ Tininge nporpammanay
[IporpaMMupoBaHne Ha S3bIKE

8

[lon nmepekrepniH cTaHAAPTTHI THNTEPiIH , KOHCTaHTalap,

allHpIMaNIbLIAP, ornepauysiap, O0ip emmemzi KoHE
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BD EC

C++
Programming in language C++

KOIeJIIIeM/Ii MacCUBTEP, KOPCETKIIITEPAl OKBI YHPEHYTe
apranrad. C++ mporpammanay TutiHAe OaFmapiaMaibIK
KaMTama KypyFa MyMKiHIIK Oeperi.

,}:[I/ICHI/IHJ'II/IHEI npeaHasHaucHa IJjid HU3YUYCHHA CTAaHAAPTHBIX
THIIOB [JAHHBIX, KOHCTAaHT, IICPEMEHHBIX, ornepanuu,
OOHOMEPHBIX W MHOI'OMEPHBIX MAacCCHUBOB, yKasaTeneﬁ.
[lo3Bonut paspabaTbiBaTh MporpaMMHOe OOECTICYCHHE Ha
sI3bIKE TTporpaMMupoBanus C++.

Discipline is designed to study standard data types,
constants, variables, operations, one-dimensional and
multidimensional arrays, pointers. Allows you to develop
software in C ++ programming language.

5 | BII TK
BJ1 KB
BD EC

Temenri JeHrenae
mporpaMMainay Tinaepi
IIporpamupoBanue Ha S3bIKE
HU3KOT'O YPOBHS

Programming in low-level
language

IIon aBTOMATTap TEOPUSCHI, MMpOrpamMmanay, OnepalusIbIK
Kyhenep, KaOOblK KOH(PUTYpAIUACHI, JKaj > KaFaaubl,
KoMaHjaanap, Oackapy Oepiimici, OKuFajlap KE3eKTLIiri,
OonmpipMay, KYTIIETeH JKaraaiiap, KYPBUIFbLIaP/IBIH
PCaKIUACHL JKOHE OPEKEeT €Ty TaOBICTBUIBIFBI OOWBIHIIA
oimimuai MHTETpalusIai bl JKOHE Accembnepne
mporpaMManay  TiliH =~ YHpeHyre, TpaHCISATOPIAPIbIH
KacueTTepiH TyciHyre Herizgenaren C-mporpaMmanapist
oHTainanaeipyra, C MeH AccemOsepae >KOFapbl THIMII
IporpaMmainapasl Kypyra apHajiFaH.

I[I/ICI_II/IHJ'II/IHa HUHTCIpUPYCT 3HAHUA IO TCOPUH aBTOMATOB,
porpaMMHPOBaHUIO, OIepanuoOHHLIM cucreMam,
KoH(pUTrypanuu 000pyAOBaHUs, Nepelaud yIpaBiICHHUS H
npeaHasHauCHa IJId U3YYUCHUSA A3blKa NPOrpaMMHPOBAHUS
Ha accemOepe, ontumusaiyu C-nporpamMm, dasupyrorieecs
Ha IIOHUMaHUE€ CBOWCTB  TPAHCIATOPOB,  CO3AAHUS
BbIcOKO3(dexTHBHBIX nporpamMm Ha Cu u accemOiiepe ¢
ydyeToM 3HaHUs paloTel anmapatHod uacthu OBM n
MOACIIUPOBaHUA CPEACTB BBIUMCIIMTEIbHON TEXHUKHU.

The course integrates knowledge in automata theory,
programming, operating systems, control transfer. The
course is designed to study programming languages in
assembler, and C-programs based on understanding of the
characteristics of the translators. It helps students to develop
highly efficient programs in C and Assembly languages,
including knowledge in hardware operation and simulation
of computer equipments.
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3cemectp /3cemectp / Semester 3

KOO xommnouenti / BY3oBckuii kommonent / University component

YKOOK
BJI BK
BD UC

JluckpeTTi MaTeMaTHKa
JluckpeTHas MaTeMaTHKa
Discrete Mathematics

5

IToH KemTereH KOCHIMITIAJIApAa OPBIH alaThIH ITUCKPETTI
KYpbUIBIMAAp KAacHUETTepiH YHpeHyre MYMKIHAIK Oepeni,
aTam aWTKaHJa, ITUCKPETTI MaTeMaTHUKa - KOMITBIOTEPIIiK
JKOHE aKnapaTThIK TEXHOJIOTUSTIAPIbI (TCOPHSITBIK
nHpOpPMATHKA, ATOPUTMIEP TEOPHSCHI, KOJATAY TEOPHACHI,
KOJ'II[aH6aJ'II)I MAaTCMATUKAJIBIK JKOHC IMPOrpaMm  aJIbIK
KaMTaMachl3 €Ty), SKOHOMHKAJBIK €CenTepii MIemry YIIiH
(KOMOMHATOPITBIK Tanaay, rpadrap TEOPHSICHI,
KOIDKCTPeMaNbl  MocellellepJi  MIenry),  JUCKPETTi
AMUTAIMSUTBIK MOZENBACY YIIH YHPEHYIIH Heri3l OOIbI
TaOBLIAJIBI.

I[I/IC]_[I/IHJII/IHEI MO3BOJISICT HU3YUYUTH CBOMCTBA JUCKPETHBIX
CTPYKTYp, KOTOpPBIE HMEIOT MECTO B MHOI'OYHCICHHBIX
NPpUIIOKCHUAX, B YaCTHOCTHU, HAOHUCKPETHAd MaTeMaTHKa
SABIICTCA Oaszoi JUITA HU3Yy4YCHUSA KOMITIBIOTEPHBIX u
WH(POPMALMOHHBIX TEXHOJIOTHH (Teoperuueckas
nH(OPMATHKA, TEOPUS ANTOPUTMOB, TEOPHsI KOJTUPOBAHIS,
CO3JaHUC MMPUKIIAAHOTO MAaTEMATUYICCKOI'0 U IPpOTrpaMMHOI'0O
oOecrieueHus1), JUIsl PEIICHUS SKOHOMHUYECKHX 3ajad, s
JAUCKPETHOTO UMHUTAIIMOHHOTO MOACINPOBAHU .

Discipline allows you to form the basic knowledge of the
properties of discrete structures that take place in numerous
applications. In particular, discrete mathematics is the basis
for studying computer and information technologies
(theoretical computer science, theory of algorithms, coding
theory, creating applied mathematical and software), for
solving economic problems, for discrete simulation.

Maremartnka 11
Maremaruka 11
Mathematics II

Tanpay 0oit

piHIIA KoMnoHeTTTep / KommonenTsl mo BeIGopy / Optional Components

7 [BIITK
B/l KB
BD EC

Java TUTIHE 00BEKTIre
OarpITTaNFaH MporpaMMmanay
OOBEKTHO-OpPUEHTUPOBAHHOE
MporpaMMHUpPOBaHUE Ha Java
Object-oriented  programming
on Java

5

[on Java xorapsl AeHreini nporpaMmmanay TUTiH naiaanaHa
OTBIPBIT, MPAKTUKAILIK €CeNTepAi MIemy JaFablIapbiH
MEHrepy, 00BEKTiTI-0aFbITTaTIFaH Iporpammanay
TEXHOJIOTHSACHIH OKY, MOIIIMETTEpAl eHJEY auropuTMmiepi
MEH OpTYpJi KYpBhUIBIMIApbl MakanaHy, Hporpammanay
o/icTepiH koHe TpadUKaNbIK MainanaHymbl UHTEpQerciH
XKY3€ere acelpy, OOBEKTiNi-OarbITTaIFaH MpOorpamMMaiayiblH
HETi3r1 TOCUIIEPIH maijanany; nepekrep 0a3achblHa KOCBLIY
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ywin JDBC TexHOnOrusichlH maiinanany, Kel aFbIHJbI
KOCBIMITIAJIap MCH GUI-unarepdeiicrepai KYPY
JarapUiapblHa e 00IyFra MyMKiHAIK Oepei.

JucuunnuHa mMO3BOJSIET NPHOOPECTH HABBIKM PEILCHHS
MPaKTUYECKAX  3aJa4  C  HCIONb30BAaHUEM  sA3BIKA
MIPOrpaMMHUpPOBAaHUA BBICOKOTO YpOBHS Java, OCBOEHHE

TEXHOJIOTHU 00BEKTHO-OPUCHTHPOBAHHOT O
MPOrPaMMHUPOBaHUs, HCIIOJIB30BAHUE PA3IUUHBIX CTPYKTYP
u aJITOPUTMOB 00paboTKH JAaHHBIX, METO/IOB

OpOTPaMMHUPOBaHHUS W pealu3aluu  rpaduuecKoro
MOJIb30BATENILCKOTO HHTepdeiica, MCIOIb30BaTh OCHOBHBIC

MIPUEMBI 00BEKTHO-OPHUEHTUPOBAHHOTO
IPOrpaMMHUPOBaHUS; CO37aBaTh MHOT'OTIOTOYHBIE
NIPUIIOKECHUS u GUI-unrepdeiicol, HCIIOJIb30BaTh

texHomoruto JDBC s cosmanms momkimrodeHus K 0Oasze
JNaHHBIX.

Discipline allows you to form basic skills in solving
practical problems using a high level Java programming
language,  mastering  object-oriented  programming
technology, using various structures and algorithms for data
processing, programming methods and implementing a
graphical user interface, using basic object-oriented
programming techniques; create multi-threaded applications
and GUI-interfaces, use JDBC technology to create a
connection to the database.

8 | BII TK
BJ1 KB
BD EC

Anroputmaey J)KOHE
mporpaMMainay Tiiaepi
AIIFOpI/ITMI/BaHI/IH u SA3BIKU
MIPOrpaMMHUPOBAHUSA
Algorithmization and

programming languages

ITon C TiniHiH Heri3ri omepaTopiiapbIHbIH CHHTaKCHCI MEH
CEMaHTHKACBIH JKOHE KYPBUIBIMABIK MpOrpaMMaliayibiH
HETi3ri MPUHIMITEPIH OlTy, OpTYpJi aNropUTMIEPAiH
KYPBUIBIMIBIK CXEMaJapblH JKacay; OpTYpJi JepeKTep.i
OHJIEY oIICTepi MEH JITOPUTMIEPIH iCKe achlpy YILUiH
mporpaMManap — Kypy;  TalchlpMaHblH  TaJlanTapbiHa
OalIaHBICTHI KaXKETTI  JIepeKTep KYPBUIBIMIAPBIH
YHBIMAACTBIPY, MoceJeNepAl ey YIIiH aaropuTMIAepAiH
THIMIUIINIH ~ TajgayasiH — e3mik  omictepi; C  TimiHzge
KOMIIOHEHTTEp MEH MOJYJIbAEP KYpyFa MYMKIHJIIK Oepeti.

JucuuninuHa mo3BoJsieT MOJMYYUTh 3HAHUSI CHHTAaKcHca U
CEMaHTHKH OCHOBHBIX ONEpaTopoB si3blka CH U OCHOBHBIE
TIPUHIHIIBL CTPYKTYpPHOT'O MPOTPaMMHUPOBAHUS,
pa3pabaTbiBaTh CTPYKTYpHBIE CXEMBl  Pa3IMYHBIX

@& EHY 708-01-19 Karayor tucuuIuiie o o0pa3oBarelibHOI nporpamme. M3ganue Bropoe




AJITOPUTMOB; COCTABJIATL MPOrpaMMbl IJid pCaiu3aliun
METOJOB W QJITOPUTMOB OOPaOOTKHM Pa3IMYHBIX ITaHHBIX;
OpraHu3oBaTb B 3aBUCHUMOCTH OT Tpe60BaHPII>'I 3aJa4uu
HGO6XOI[I/IMI)IG CTPYKTYpPbhI JaHHBIX, OBJIAACTbL METOAAMU
aHanm3a dS(PQPEKTHBHOCTH aNTOPUTMOB pEIICHHUS 3ajad;
CO3J1aBaTb KOMIIOHEHTBI U MOAYJIU Ha A3BIKC Cu.

The discipline allows you to form the basic knowledge of
the syntax and semantics of the main C operators and the
basic principles of structured programming, to develop
structural diagrams of various algorithms; draw up programs
for the implementation of methods and algorithms for
processing various data; organize, depending on the
requirements of the task, the necessary data structures,
master the methods of analyzing the effectiveness of
problem solving algorithms; create components and
modules in C language.

9 |BIITK
BJ1 KB
BD EC

KpunrorpagusHbig
MaTeMaTHKAJIbIK HETi3epi
MareMaTuyeckue OCHOBBI
kpunTorpadhun
Mathematical basics
cryptography

of

[Ton xpunrorpadusIbIK OMICTEPAlI OHE OCBHI JJIiCTEpi
MpaKkTUKaAa ICKEe achlpy MBICANJAPHIHBIH KOMETriMeH
aKIapaTThl KOPFay/IbIH Heri3ri MIPUHIATITEPIH
KaJIBIIITACTBIpYTa OarpiTTanrad. Ilon CUMMCTPUAIIBI KOHE
ACCUMMETPHSIIBI KUITTepMEH KPUNTOTPapHSLTBIK
ANTOPUTMIIEPAl KYpy TMPHHIUNTEPiH, MPOTPaMMAbBIK JKOHE
aIrapaTTbhIK JKy3ere ACBIPBUIBIM apacCbIHAarbl
aBIPMAIIBUTBIKTEI OKBIN OlTyre MyMKIiHIIIK Oepe/ii.
Hucuumnnuna HaIpaBjI€Ha Ha U3y4YeHue
OCHOBOIIOJIArarOIUX MNPHUHIUIIOB 3alllUThI I/IH(i)OpMaLII/II/I C
MOMOIIBI0  KPUNITOTpapUUECKHX METOJ0B U TPUMEPOB
pcann3annu STHUX METOJO0B Ha IIPAKTHKE. I[I/ICLII/IH.HI/IHa
II0O3BOJIMT HU3Yy4UThb MPUHIHAIIBI MMOCTPOCHUA
KpI/IHTOFpa(I)I/I‘-IeCKI/IX AJITroOpuTMOB C CHUMMCTPUYHBIMU U
HECCUMMETPHUYHBIMU KIIFOYaMU, pa3ianyue MEXOYy
NpoOrpaMMHBIMU U allllapaATHBIMU pCaJIN3al[UsAMU.

Discipline allows you to form the basic knowledge of the
fundamental principles of information security using
cryptographic methods and examples of the implementation
of these methods in practice. Discipline will allow to study
the principles of constructing cryptographic algorithms with
symmetric and asymmetric keys; the difference between
software and hardware implementations.

Maremaruka 11
Maremaruka 11
Mathematics II
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10

BII TK
B KB
BD EC

KpunrorpadusHeH TeOpHsIbIK-
CaHIBIK dJicTepi
TCOpCTI/IKO-‘lI/ICJ'IOBI)Ie MCTOABI B
Kpunrorpahuu
Theoretical-method methods in
cryptography

I[lon  anroput™paepain  Kypaemninirine  Oara  Oepy,
CUMMETPHSIIBIK JKOHE aCHMMETPHSIIBIK KPHUITOTPAPHUSITBIK
QITOPUTMIAEPII OYPHIC KOJNJaHy, KOWBUIFaH TalChIpMaHbI
(hopMannay, KpUNTOAHAIU3 E€CENTEPIH KO JKOHE OJapibl
[IeTTy JKOJNIAphIH KOPCETy, THUNTIK KPUNTOTPadUsIIBIK
ANTOPUTMIEPAl CHHTE3[EY MEH Taljiay/la KOJAAHBUIATHIH
HET'13r1 MaTeMaTHKAJIBIK 9JIICTEP/Ii KOJaHyFa OaFbITTAJIFaH.
I[I/ICHI/IHJ'II/IHa HallpaBJICHA Ha MOJY4YCHUC 0a30BBIX HABBIKOB
OLICHKHU CJIOXHOCTHU aJIIrOpUTMOB, KOPPEKTHO IPUMEHATH
CUMMETPUYHbIE M aCHMMETpPUYHBIE KpunTorpaduyeckue
QMropuT™Mbl,  (OpMaNM30BaTh  IIOCTABJICHHYIO  3ajauyy,
BBIINIOJIHUTE ITIOCTaHOBKY 3a/la4 KpUIITOAHAIM3a W YyKa3aTb
nmoaxoanrl K HX PCHICHUIO, HCIIOJIb30BaTb OCHOBHBIC
MAaTe€MaTU4€CKUEC MCTOAbI, IMPUMCHACMBIC B CHHTC3C U
aHaJIM3€ TUMOBBIX KPUNTOTPaPUIECKUX allTOPUTMOB.
Discipline allows you to form the basic skills of assessing
the complexity of algorithms, correctly apply symmetric and
asymmetric cryptographic algorithms, formalize the task,
perform the formulation of cryptanalysis tasks and specify
approaches to solving them, use the basic mathematical
methods used in the synthesis and analysis of typical
cryptographic algorithms.

Maremaruka 11
Marematnka 11
Mathematics II

4 cemectp /4 cemecTp / Semester 4

KOO xommnounenTi / BY3oBckuii komnonent / University component

11

BII
KOOK
BJI BK
BD UC

Kommbroteprik akmaparTsl
KOpray TCXHOJIOTUSACHI
TexHomornu 3alIHUThI
KOMITBIOTEPHOM HHPOpMaIN
Technologies of protection of
computer information

5

[lon akmapaTThl pYKCATCBI3 KOJI KETKi3yJIeH KOpFayJIbIH
TEOPUSUTBIK ~ HETi3/IepiH  OKBI  YHWpeHy, HOPMAaTHBTIK
Ky>KaTTapbl OKBINI-YHpEeHy  TociiuepiH MEHrepy,
CTYJICHTTEplIE  PYKCAaTChI3 KON  JKETKi3ylleH Kopray
JKYMECIHIH  JKEKe  DJIEMEHTTEPIH, COHJaW-aK  JKaJIIbl
KOpFaHbIC KeIIeHiH ob0anay OOWBIHIIA JaFabuiapbl
KaJbIITACTBIPDYFa  OarpITTanFaH. [IoH  KIIACCHKaJbBIK
MOJIENIBACP/IL: TUCKPEIMSITBIK JKOHE MaHJATThI, COHJA-aK
Kayilci3mik cascaTblH CHIIATTAayIdblH (opMasibabl TiNiH
yiipeHyre MyMKiHAiK Oepei.

Jucnunmina OpPHEHTHPOBaHA Ha MOJTy4eHUE
3HAHUH 3alIUTHl MHPOPMALMH OT HECAaHKUMOHUPOBAHHOIO
JOCTyHa,  OBIAACHUS  MOAXOAAMH K  HU3YYCHHUIO
HOPMATHUBHBIX JIOKYMEHTOB, ()OPMHUPOBAHHS Y CTYACHTOB
HaBBIKOB TI0 NPOCKTUPOBAHMIO KaK OTJCIBHBIX IEMEHTOB

AKnapatThIK-
KOMMYHHKAIUSUITBIK
TEXHOJIOTHsLIIAp
WudopmanmonHo-
KOMMyHI/IKaHI/IOHHBIe
TEXHOJIOTHH

Information and communication
technologies
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CHUCTEM 3allUThl OT HCCAHKIMOHHUPOBAHHOT'O AOCTYIIA, TaK U
KOMIUICKCAa 3aliuThl B IICJIIOM. I[I/ICLII/IHJ'II/IHa IIO3BOJIUT
HU3YUUTHb KJIIACCHYECKHUEC MOIOCIN: I[I/ICerHI/IOHHOI\/'I n
MaH):[aTHofI, a TaK¥XKe (I)OpMaJ'ILHOFO SA3bIKA  OIIMCaHUs
TTOJTUTHKH O€30TIaCHOCTH.

Discipline allows you to form a basic knowledge of
information protection from unauthorized access, mastering
the approaches to the study of regulatory documents, the
formation of students' skills in designing both individual
elements of protection systems against unauthorized access,
and the complex of protection in general. Discipline will
allow to study classical models: discretionary and
mandatory, as well as a formal language for describing
security policy.

Tannay 00ii

pIHIIa koMnonerTTep / KomnonenTsl mo BuI6opy / Optional Components

12

BII TK
BJl KB
BD EC

Hudpneik cynbaTexHuka
HudpoBas cxeMoTexXHUKA
Digital circuitry

5

[Ton cynmbaTexHUKaHBIH KapThUTal OTKI3TIIITI PHOOpIaphI
MEH JJeMeHTTepi Typambl OinmiM; CysibaTeXHUKaHBIH
3JIeMEHT 0a3achl Typalibl KaJlllbl MAIIMETTED (pe3ucTopiiap,

KOHJICHCaTopIap, JMOITAp, TpaH3HCTOpIIAP,
MHKpOCcXemaiap, ONTORJIEKTPOHUKA JNIEMEHTTEPI);
MUKpOCXeMalapAarblUIOTHKAIBIK JNIEMEHTTEp  MEH
JIOTUKAJIBIK, xobanay; (GYHKIMOHAITBI TYHiHACD
(memmdparopnap, mmdparopiaap,  MyJIbTHILIEKCOpIIAp,
JeMYJIbTHILIEKCOpIIap, 1 pIIsI KOMITapaTopJiap,

cymmaropiap, TpHUITEpiiep, PperucTpiep, CUYETUHKTED);
BUC/CBUC Heri3ingeri ecte cakTay KYpbUIFBICHI;, HU(PIIbI-
AQHAIOTTHIK O KOHE aHAJOTTHI-IU(PIBI  TYPICHIIpTiIITEp
OKBITYFa MYMKIH/IIK Oepeii.

JucuunnuHa  MO3BOJISIET MO YHUTh 3HAHUS 0
MOJTYTTPOBOJHUKOBBIX npudopax u 3IIEMEHTaX
CHCTEMOTEXHHUKH, OOIINX CBEJICHUN 00 3JIeMEHTHOH Oase
CXEMOTEXHUKH  (PE3WCTOPBI,  KOHJEHCATOPBI,  JIUOJHI,
TPaH3UCTOPBI, MUKPOCXEMBI, JIEMEHTHI ONTO3NEKTPOHHUKH);
JIOTHYECKHE JJIEMEHThl M JIOTHYECKOE MPOCKTHPOBAHHE B
0asucax  MHKPOCXEM; (yHKIIMOHANBHBIE  Y3JIBI
(memmgparopsl, mudpaTopsl, MYJIBTHUILIEKCOPBI,
JeMYJIBTUILIIEKCOPBI, HU(PPOBBIE KOMIIAPATOPHI, CYMMAaTOPHI,
TPUTTEPBI,  PETHCTPbI,  CYETUYUKH);  3ANOMHHAIOIIHE
ycrpoiictBa Ha ocHoBe BUC/CBUC; - mndpo-ananorossie u

dusnka
dusnka
Physics
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aHAJIOTO-1IM(POBEIC MPEOOPA30BATEIIH.

Discipline allows you to form a basic knowledge of
semiconductor devices and systems engineering elements;
general information about the circuitry element base
(resistors, capacitors, diodes, transistors, microcircuits,
optoelectronics elements); logical elements and logical
design in chip bases; functional nodes (decoders, encoders,
multiplexers, demultiplexers, digital comparators, adders,
triggers, registers, counters); memory devices based on LSI /
VLSI; - digital-analog and analog-digital converters.

13

BI1 TK
BJl KB
BD EC

DNEeKTPOHUKAIAFbI Ti30eKTep
TEOPHUSICHI, CUTHAIAAD MEH
IpoLecTep

Teopuu uenei, CHrHaJIbI U
IMPOLCCCHI B 3JICKTPOHUKE
Circuit theories, signals and
processes in electronics

Ilon Ti30ekTep TEOPUSCHIHBIH HETi3Ti YFBIMAAPBIMEH,
TapMOHHKAIIBIK TepOeINicTep PEeXHUMIHAE TYPAKThl TOKTHIH
ANEeKTp TI30EKTEepiH ecenTey 3aHmapbl MEH oIiCTepiMeH,
ANIEKTP Ti30EKTepiHIeri PEe30HAHCTHIK KYOBUIBICTAPMEH,
e3apa MHAYKIUS KYOBUIBICTApBIMEH TaHBICYFa, DJEKTP
Ti30eKTepiH/eri oTIeNi MpoecTep MEH CUTHAIAAPAbI OKBII
yiipenyre OarpiTranFad. [loH  »xapThulall  ©TKI3TIlI
acmanTapiablH, KYIICHTKII, WMIYJIbCTIK, JIOTUKAJBIK,
OUGPIBIK  JKOHE  TYPICHIIPTIMITEPAIH  KYMBIC  ICTEY
MIPUHIUTITEP] OOMBIHIIA OLTiMITI MEHTrepyTe, COHBIMEH Karap
OJlapAbl JJMEKTP TEXHHUKAIBIK, 3JIEKTPOMEXAHUKAJBIK JKOHE
SHEPTeTHKAIBIK JKaOIbpIKTapaa KOJNAAaHyFa  MYMKIHIIK
Oepeni.

JucuuiuiiHa HanpaplIieHa Ha W3yYEHHE TEOPUM LENEH,
3aKOHAMH U METOJaMH pacdera OJJIeKTPUYECKUX Iernen
MIOCTOSIHHOT'O TOKAa, B PEXXKHUME I'apMOHHYECKHX KOJICOaHMH,
PE30HAHCHBIMH  SIBICHHSAMH B  DJIEKTPHUYECKHX  IICTISIX,
SIBIICHUSIMU B3aMMHOW WHIYKIMU. J[MCIMIUIMHA MO3BOJSET

OBJIAJIETh 3HAHUAMU 1o HpUHLUIIAM paboThI
TIOJIYIIPOBOJHUKOBBIX pubOpOB, YCUJIUTEIIBHBIX,
HAMITYJIbCHBIX, JIOTUYECKUX, U(POBBIX U
npeoOpasoBaTeneif, a Takke WX NPUMEHEHUS Ha
3IEKTPOTEXHUYECKOM, JJIEKTPOMEXaHUYECKOM u

JHEPreTHYECKOM 000pyIOBaHHH.

Discipline allows you to form the basic knowledge of the
theory of circuits, the laws and methods for calculating
electrical circuits of direct current, in the mode of harmonic
oscillations, resonant phenomena in electrical circuits,
phenomena of mutual induction. Discipline allows you to

dusuka
dusnka
Physics
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master the knowledge of the principles of semiconductor
devices, amplifying, pulse, logic, digital and converters, as
well as their application to electrical, electromechanical and
energy equipment.

Tannay 6oiibinma KOO komnoneri / By3oBckuii komnoHeHT no Boioopy / Optional University Components

14 | XXBbII Kacinmkepiik skoHEe OHM3HEC 5 [Ton ymr OarpITTBI KaMTHIBL: OW3HECTI OacKapy, KbI3METTIH
TK [IpeanpuarMaTEenLCTBO U SKOHOMHKAJIBIK, OJNEYMETTIK JKOHE OKOJOTHSIIBIK asiChl;
ool ouzHec Ou3Hec ujaes XoHE OW3HEC >KOCHapIbl NaMBITY; IOHHIH
KB Entrepreneurship and business HeTi3ri OarbITTAPBIHBIH Oipi peTiHAE CTYICHTTEPIl KEKe
GCD JKayarKepIIiTikke, BIHTAJAHABIPYFa, WHHOBAIWSJIBIKKA,
EC TaJIMBIHBICKA JKOHE KOFaM aJlIbIHAAFbl JKayalKepIILTiKKe

yiipereni.
JanapIii Kypc BKIIIOYaeT TpPHU HampaBleHUS: OW3HEC
AIMUHUCTPUPOBAHUC, 3KOHOMMUKa, COoIIMaJIbHbIC u

OKOJIOTUYCCKHUE pPaMKHU KU3SHCACATCIILHOCTU, 6H3HGC naeAa nu
paszpabotka OmsHec twana. Ocoboe 3Ha4YeHHWE B Kypce
yIenseTcs: BAXXHOCTH (POPMUPOBAHHS TAKHX MO3WIMH, KakK

MepCOHAIbHAS OTBETCTBEHHOCTD, MOTHBAIHA, X
WHHOBAIWH, JFOOOMBITCTBO U OTBETCTBEHHOCTh TEpen
0O0IIECTBOM.

This course includes three directions: Business
administration, Economics, social and ecological framework
of life; Business idea and business plan development. The
special valuein this course is given to the importance of
forming such positions as personal responsibility,
motivation, the spirit of innovation, curiosity, social
responsibility.

15 | XKbII Hudpabik TEXHOIOTUSIIAP BT 5 Ilon  Kommany  camamapsl  OoiipiHma  Kasakcran
TK catajap OOMBIHIIA KOJIIaHY PecniyOnukaceinbie «L{udpasik Kazakcran» MemitekeTTik
ooz LludppoBsie TeXHONOTHH TTO NPOrpaMMachlH EHJIIPY JKOHE JKy3ere achIpyIblH Herisri
KB OTpaCIIsiM IPUMEHEHUS Ke3€HJIEPiH, AEKTPOH/IBIK KbI3METTEPIi KOPCETY/IiH CaHIbIK
GCD Digital technologies by branches wiaTopmanapbia, 9pTypii Kocioum cananapiaa udpPIIbIK
EC of application aKnapaTThl OHIIPYIiH TYPIi 9AiCTepiH KapacThIpabl.

JlucuuninHa paccMaTpuBacT OCHOBHBIE ATAIlbl BHEAPEHMS
n peammzanmu  ['ocymapctBeHHodt  mporpammbel  PK
«Iudposoii Kazaxcran», nudpossie iaThopMbl OKa3aHUs
AJIEKTPOHHBIX YCIYI, pa3IuyHble CIOCOObl 00padoTKU
nudpoBoit mHbDOPMAIIN B Pa3IUIHBIX TPO(HECCHOHATHHBIX
o0jacTax.
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The discipline examines the main stages of implementation
and realization of the State Program of the Republic of
Kazakhstan "Digital Kazakhstan", digital platforms for the
provision of electronic services, various ways of processing
digital information in various professional fields.

16 | JKBII
TK
00]1
KB
GCD
EC

Ickepmik puTopuka
JlenoBas putopuka
Business rhetoric

[lon HakThl MiHAETTEpre KOJ JKETKI3y YIIiH KBI3METTIK
callaHBIH op TYpJEpiHAC anamiaap apacblHIa THIMII >KoHE
CeHIMIi ceiineyni xyprisyre OarbiTTanrad. [IoH e3 oifbIH
Oinmmipyre, cayaTrThl JAWaior, MOHOIOT, TiKipTamacTap
KYprizyre, KOMMYHUKATHBTIK JaFbUIap MEH MAIIbIKTAP.IbI,
MICIICHAIK ~ ©HEpAI  MEHrepyre, IICHICHIIK  OWJIbIH
KOMMYHHKATHBTIK HAETIH TYCiHyTre MyMKIHIIK Oepeti.
JlucuuriiHa OpueHTHpOBaHa Ha BeneHHue 3(dekTuBHON U
yOeIUTEeNbHON peur MEXIy JIIOABMHU NPU PA3TUYHBIX BHIAX
ciyxeOHOM cdephl IS JTOCTHXKEHHS KOHKPETHBIX 3ajad.
JIMCIUIITIHA TO3BOJISIET HAYYUTHCS BHIPAXKaTh CBOM MBICIIH,
BECTH TPaMOTHBIH AMAJIOT, MOHOJIOT, TUCKYCCHH, 00NagaTh
KOMMYHUKAaTUBHBIMU YMCHUAMHU W HAaBbIKaMH, OPAaTOPCKUM
HCKYyCCTBOM, IIOHAMAaTh KOMMYHHKATUBHOE HaMepeHHe
oparopa.

Discipline is focused on maintaining effective and
persuasive speech between people in various types of
service areas to achieve specific tasks. Discipline allows you
to learn how to express your thoughts, conduct a competent
dialogue, monologue, discussions, have communicative
skills and abilities, oratory, understand the communicative
intent of the speaker.

17 | KBII
TK
00]1
KB
GCD
EC

Okoyorusi  HeTi3Jepi  JKOHE
TIPIIUTIK Kayinci3airi

OcHOBBI 3KOJIOTHH u
6e3omacHOCTH
KHU3HEESITEITbHOCTH
Fundamentals of ecology and
life safety

Byn moHHIH MakcaThl €HOEK JKOHE eMip TipIIUITiHIH
Kayilci3 JkKoHe 3USIHCHI3 JKarnailblH KypyaAbl, OHZIIpicTIK
XKaOABIKTapAbl MOHTAaXAAy >KOHE TMaijanaHy Ke3iHjae
Kayilci3aik — ImapajapblH  CaKTay[bl, XaJbIKThl  JKOHE
OHJIIPICTIK TepCOHAIIIBI, [IapyanbIIbIK, KYprizy
OOBEKTUIEpiH  BIKTUMaJl  cajjapiaH, aBapHsUIapAaH,
amarrapjaH, anarrapJaH Kopray OOHbIHIIA TOTEHIIe
JKargainapna — cayaTThl  IICIIIM — KaObUIAAyIbl — KOHE
OoiKayabl YHpEeHy >KoHE OJlapAbIH CAJIAAPBIH JKOIO.

Jucuunnuaa no3sosiseT GOpMUPOBATh HABBIKM CO3JaBaHUS
OesomacHoro W  0e3BpeIHOr0  yCIOBHA  Tpyda U
KHU3HEICSITEIBHOCTH, COOM0IaTh Mephl 0€30IaCHOCTH MpHU
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MOHTaXKeE n OKCILTyaTalluu IMPOU3BOJACTBECHHOI'O
000pymOBaHU, MPOTHO3UPOBATh M MPHHUMATH TPAMOTHBIE
peuiceHuA B YCIOBUAX ‘Ipe3BI;I‘IafIHbIX CI/ITyaLII/Iﬁ 10 3aIuTe
HacCJICHUA M TMPOU3BOACTBCHHOI'0 IMCpPCOHANIA, 00BEKTOB
XO3SMCTBOBAHUSI OT BO3MOXHBIX IIOCIEJACTBUM, aBapuii,
I(aTaCTpO(b, CTUXHHU U JIUKBUIAUPOBATH UX ITOCICIACTBUA.
Discipline allows you to form basic skills for creating safe
and harmless working and living conditions, observe safety
precautions during installation and operation of production
equipment, predict and make competent decisions in
emergency situations to protect the population and
production staff, facilities from possible consequences,
accidents, disasters, the elements and eliminate their
consequences.

18 | XKBII
TK
00]1
KB
GCD
EK

Pyxanu >xaHfrbIpy
Pyxanu >xaHreipy
Rukhani Zhangyru

Byn moHIl OKBITY KaKeTTimiri OapiblK Kasipri 3aMaHfbl
Kayin-katepiep MeH >kahaHmaHy CBIH-KaTepliepiH ecKepe
OTBIPBIN, Ka3aKCTaHIABIKTAPABLIH pPYyXaHH KYHIBUIBIKTAPbIH
JKaHFBIPTYFa OarpITTaIFaH JKOHE KOFAaMIBIK CaHaHbI
JKAHFBIPTYJBIH, OoceKkere KaOiNeTTUTKTi, MparMaTu3MIi
JAMBITY]TBIH, YIITTHIK OipereimikTi CaKTaypblH,
asaMaTTapJblH OLTIM MEH CaHAChIHBIH  AIIBIKTHIFbIH
TaHBIMAaJIIAyIbIH MAaHBI3IBUTBIFBIH aTall KOPCETE/].
HeobxomumocTs o0OyueHus TAHHOU JOHUCLUILINHBI
o0OycioBleHa TeM, 4YTO OHa OpHUEHTHpPOBaHa Ha
BO3POXKJICHUE JYXOBHBIX IIEHHOCTEM Ka3axCTaHIEB C
y4ueTOM BCCX COBPCMCHHBIX PUCKOB n BbI3OBOB
FJIO68J]I/133HI/II/I U MOAYCPKHUBACT BAKHOCTH MOACPHH3AIUU
06HICCTB€HHOFO CO3HaHUs, pasBUTUA
KOHKypeHTOCHOCO6HOCTI/I, nparmaTrmusma, COXpaHCHUs
HaHHOHaHBHOfI HUJICHTUYHOCTH, MOIYyJdpHU3allluu KYJIbTa
3HaHUA U OTKPBITOCTHU CO3HAHUA I'paXXJdaH.

The need to teach this discipline is due to the fact that it is
focused on the revival of the spiritual wvalues of
Kazakhstanis, taking into account all the modern risks and
challenges of globalization, and stresses the importance of
modernizing public consciousness, developing
competitiveness, pragmatism, preserving national identity,
popularizing the cult of knowledge and openness of
consciousness of citizens.
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HKBII
TK
00]1
KB
GCD
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Ickeprnik MopeHUET
KynLTypa JIEJIOBOTO OOIIEHUS
Business culture

[lon ickepmnik >koHEe KociOM KapbIM-KaThIHACTA CTaHAAPTTHI
JKOHE CTaHJAPTTHI €MeC MIHJETTEepAl IIenTyre, Kacion 3Tnka
MEH Kociou KI)I3M6TTiH TaJlallTapblH KOJIAaHYyTd, OHbIH
HOpMaTI/IBi, OPBIHABUIBIFBI MCH MAaKCATTBUIBIFbI TYPFBICBIHAH
ceiineynl Tanaayfa, aybl3lIa JXoHe jkaz0amia ceuseyaeri
KaTeNIKTep MCH KeMIIUTIKTepi )KOI0Fa MYMKIHIIK Oepeti.
I[I/ICHI/IHJ'II/IHa IIO3BOJISIET peuiaTtb CTaHAAaPTHBIC n
HECTaHAApPTHBIC 3aJa4d B JACJIIOBOM H HpO(l)eCCI/IOHaJ'H:HOM
0o0IeHNY, TPUMEHATh TPeOOBaHHUS MPOPECCHOHATHLHOM
9THKH U MPO(eCCHOHATBHON AeATeNFHOCTH, aHATU3UPOBATh
pe€ub € TOYKHU 3pCHUA €€ HOPMATUBHOCTH, YMCCTHOCTH U
[1e7eCO00Pa3HOCTH, YCTPAHATh OMMOKH W HEAOYETHl B
YCTHOM U MUCbMEHHOU PEYu.

Discipline allows solving standard and non-standard tasks in
business and professional communication, applying the
requirements of professional ethics and professional activity,
analyzing speech from the point of view of its normativity,
relevance and expediency, eliminating errors and omissions
in oral and written speech.

Tannay 0oit

piHIIAa KomnoHeTTTep / KoMnonenThl mo BbIGopy / Optional Components

20

BII TK
BJ1 KB
BD EC

Web-koceimMirans! sxobanay
[IpoexTupoBanne Web
MPUIOKEHUN
Web-application design

5

[Ton BeO-KOCHIMIIATAPABI J3IpJICy HETI3AEepPiH MEHrepyre
OarpiTTanral. [lon Oenriney Tingepin (HTML, XML) sxone
OaitmanpicThl TexHoNorustiapael (CSS, XHTML, AJAX),
cepBepJe mporpaMMmanayjblH Herisri yreiMaapeiH (PHP,
JSF) vyiipenyre, cuenapuiinepi 6ap HTML xyxarTapbi
KYPY; CEPBEPIIiK KOCHIMIIIAIAP/IBI J)Kacay MYMKIHIIIK Oepeti.
JucuuninuHa OpUEHTHPOBaHA Ha IIOJyYCHHE  HAaBBIKOB
pa3paboTKu  BeO-NIpHIOKEeHUH. JIUCIMIDIMHA TIO3BOJIMT
u3yunth a3b1ku pasmetkn (HTML, XML) u texHonoruid,
ces3aHHbIX ¢ (CSS, XHTML, AJAX), ocCHOBHBIE TIOHSATHUS
mporpaMMupoBaHusi Ha cTopoHe cepsepa (PHP, JSF),
MPOTpaMMHUPOBAHHE Ha CTOpOHE KJIMEHTa c
HCIIONb30BAHUEM CKPUIITOBBIX S3BIKOB, co3gaBaTe HTML
JIOKYMEHTHI, cojieprKaIme MIPOCTHIE CIIEHApWH;
pa3pabateIBaTh CEpPBEPHBIC TPUITOKEHHSL.

Discipline allows you to form the basic skills of developing
web applications. The discipline will allow you to learn
markup languages (HTML, XML) and related technologies
(CSS, XHTML, AJAX), basic concepts of server-side

@& EHY 708-01-19 Karayor tucuuIuiie o o0pa3oBarelibHOI nporpamme. M3ganue Bropoe




programming (PHP, JSF), client-side programming using
scripting languages, create HTML documents containing
simple scripts; develop server applications.

21 [ BII TK
B KB
BD EC

Python tininge nporpamMmManay
[IporpammupoBanue Ha Python
Programming in Python

[lon kapamaiieiM KongaHOanmbl MporpamMMaiapAbl jkacay
YIIH KaXETTi MporpaMMaliayIblH HEri3ri YFbIMIapbl MeH
JNarapUIaphl, COHIAW-aKk OOBEKTUII-OaFBITTAIFAaH  KOHE
(YHKIMOHANBIK MPOrpaMManayisl KOJJaHy Typajibl OiTiMm
anyra MyMKiHZAIK Oepeni. [loH mporpaMmalibik KaMTamachl3
eTyIl a3ipiey TocimaepiHiH KenTypuiiirinae OarbiT TaOyra
MYMKIHIK Oepeti.

I[I/IC]_[I/IHJII/IHa MO3BOJISICT MOJYYHUTH 3HAHUA 06 OCHOBHBIX
MOHATHSIX M HAaBBIKAX MPOTPaMMHPOBAHUS, HEOOXOIMMBIX
JUIS  CO3/MaHUsl TPOCTEHINMX TPUKIATHBIX MPOrpamMm, a
TaKke  MNpUMEHEHHe  OOBEKTHO-OPUCHTUPOBAHHOE U
(yHKIMOHANBHOE MIpOrpaMMHUpPOBaHUSA. Jucuunnuna
MO3BOJIUT OPHEHTHPOBATLCSI B MHOTOOOpAa3HM MOJIXOJ0B K
pa3paboTKe MPOrpaMMHOTO 00eCIICYeHHUS.

Discipline allows you to form the basic knowledge of the
basic concepts and programming skills needed to create the
simplest application programs, as well as the use of object-
oriented and functional programming. Discipline will allow
you to navigate in a variety of approaches to software
development.

22 | BII TK
BJ1 KB
BD EC

Kubepkayincizik Herizaepi
OcHOBBI KHOEPOE30MaCHOCTH
Cybersecurity Foundations

[ToH akmapaTThlK KOFaMIarbl KayiIlCi3IiK Typajbl aJIlbl
TYCIHIKTEp1 JKOHE JIarabuiaplbl ajdyFa JKOHE aKHmapaTThIK
KayYITCi3iK TEXHOJOTUSJIAPBIH TYCIHY/l KaJBITACTBHIPYFa,
OapIibIK KBI3MET cayajapbIH/a KHOEepKayinCi3IiK
TYKBIPbIMJIAMAchlH ~ KOJIaHa  Oinyre, DIEKTPOHIBIK
KOMMYHHKAIUSJIAP apKbUIBI ©33apa OPEKETTECTIKTI KoHe
MOJIIMETTEPMEH alIMacy/Ibl JKY3€re achlpaThlH MEMIICKETTIK
JKOHE MEMIICKETTIK eMeC YHbIMIap MeH MeKeMeNlepaiH
aKIaparThl KOPFayJblH KYKBIKTBIK JKOHE MPOrpaMMalibIK-
TEXHUKAJIBIK ~ MOCEJNeJIepiH,  aKMapaTThIK  Kayilci3mik
HETi37IepiH kKoHE aJlaMMEH aKapaTThIK MPOLECTEPIiH o3apa
OpEKETTECYiH PEeTTeY/iH MPAKTHKAJIBIK dJ[ICTEPiH MEHrepyre
OarbITTaIFaH.

JlucuuiiHa HampaBiieHa Ha MMOJy4YeHHUE HABBIKOB U OOIIUX
MpencTaBiIeHnd o Oe3omacHOCTH B WH(GOPMAITMOHHOM
obmiectBe ¥ cHOPMUPOBATH TMOHMMAHUE TEXHOJIOTHIMA
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WHPOPMALMOHHONW  0E30HaCHOCTH, YMETh IPHUMEHSTh
KOHIIETIIHIO ~ KubOepOe3omacHOCTH BO  Bcex  cdepax
JACATCIIbHOCTU, HU3YUUTHb IIPaBOBLIC n nporpaMMHO-
TEXHHUYCCKHUE HpO6J'ICMI)I 3allIHUThI I/IH(I)OpMaLII/II/I
TOCYJapCTBCHHBIX M HETOCyAapCTBCHHBIX opraHmaum“I u
YUpEeXKIEHUH, OCYIIECTBISIONINX B3aNMOACHCTBHE U OOMEH
JaHHBIMHU  TOCPEIACTBOM  BJICKTPOHHBIX KOMMyHHKaHHﬁ,
OCHOB HMH(OPMAIMOHHON 0€30MaCHOCTH M MPAKTHYCCKUX
METOJIOB peryaupoBaHus B3aUMO/JICUCTBUMN
WHPOPMALIMOHHBIX POIIECCOB C YETIOBEKOM.

Discipline is aimed to obtain skills and general ideas about
security in the information society and to form an
understanding of information security technologies, students
will be able toapply the concept of cyber security in all areas
of activity, to study the legal and software and technical
problems of information protection of state and non-state
organizations and institutions that carry out interaction and
data exchange through electronic communications, the
basics of information security and practical methods of
regulation interactions of information processes with a
person.

23

BII TK
BJI KB
BD EC

KommbroTeprik Kayinci3mikTiH
TEOPHUSIIBIK HETi3/1epi
TeopeTuueckre OCHOBBI
KOMIIBIOTEPHO 0€30MacHOCTH
Theoretical bases of computer
security

[Ton akmapaTThl YCHIHYABIH MaTEeMaTHKAIBIK MOJEIbICPiH,
aKMapaTrThl TANAAY SAICTepiH, KPUITOJIOTHs, Kpunrorpadus,
KpUNTOAHANN3, WMAQpIapAblH OepiKTiriH, KyHhelepaiH
TYTACTBIFBIH  OKbIT ~ Oimyre,  KoaTaydpl, wmmdpiay
KYHeTepiHiH MOJIeNbJIepiH, KYITHS aKIapaTThl CakTay, i311ey,
TYPJICHIIPY, KaIIbIHA KEITIPY TOCUIIEPIH KOHE KOPFaJIFaH
aKIapaTThIK KYWEHIH CUMATTaAMAChIH aHBIKTayFa MYMKIHJIIK

Oepeni.
JlucumrinmHa 1mo3BONSIeT U3YYHTh MaTeMaTHIECKUE MOJIEITH
MpeICTaBICHHUS nHpOopMaIUH, METO/IbI aHanu3a

nHGOPMALIMK, OCHOBBI KPUOTOJIOTHUH, KPHUNTOrpaduH,
KpuIiITOAHAJIN3a, CTOﬁKOCTI/I LHH(prB, OECJIO0OCTHOCTHU CUCTEM,
KOJIMPOBAHWH, MOJICNIM CUCTEM HIH(POBaHUS, PacCCMOTPEThH
CIIOCOOBI XpaHeHus, TIOHMCKa, peoOpa3zoBaHus,
BOCCTAHOBJICHUS CereTHOfI I/IH(l)OpMaLII/II/I U OHNpeaACiIuTb
XapaKTePUCTUKH 3aIUILEHHON HHPOPMATHOHHON CUCTEMBI.
Discipline allows you to study mathematical models of
information representation, information analysis methods,

Kowmmsrotepiik aKIapaTThl
KOPFay TEXHOJOTUSICHI
TexHonornu 3aIUTHI

KOMITbIOTEpHON MHOpMayn
Technologies of protection of
computer information
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fundamentals of cryptology, cryptography, cryptanalysis,
cipher strength, system integrity, coding, encryption system
models, consider ways of storing, searching, transforming,
recovering secret information and determining the
characteristics of a protected information system.

5 cemectp /5 cemecTp / Semester 5

KOO xomnonenri / B

¥Y3oBckuii komnoneHT / University component
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BII
KOOK
BJI BK
BD UC

AKmapatTap KoHe KoATap
TEOPHSICHI

Teopus napopmanmu u
KOIUPOBAaHUSA

Information Theory and Coding

6

[lon akmapaT TCOPUSICBHIHBIH Heri3zepi OoWbIHINA 0a3abiK
OlUTIMIOI  KaNbIITaCTBIpYFa  KOHE  ONApABl  3aMaHayH
KOMITBIOTEPITIIK KYHEIepAl OHTAMIaHABIpyFa KOJIaHyFa
OarpiTTanrad. [loH akmapaTThl TapaTyAbIH JXOHE OHICY
OJIIICY/IIH 3aMaHayd TACULICPIH MEHrepyre; akmapaTThIK
KYHWenepal KypacTeIpyJa aklapaTrThl KOATAy ONICTEpiH
KoJJaHa 0iyre MYMKiHIIK Oeperi.

JvcuuiuiiHa OpUEHTHpPOBaHA HAa TOJYyYEHUE 3HAHUW IO
OCHOBaM TEOpHUH HHPOpPMAMK W WX TNPUMEHEHHIO K
ONTHMHU3AIMN  COBPEMEHHBIX  KOMIBTEPHBIX  CHCTEM.
JlucuMIimHa TO3BOJMT HM3YYUTh COBPEMEHHBIC CIOCOOBI
WU3MepeHus Tepenayd U o0pabOTKM WH(pOpMaNuH; yMeTh
MIPUMEHATh METOABl KOJUPOBaHUS WHGOPMAIUU TPH
pa3paboTke HHPOPMALIMOHHBIX CUCTEM.

Discipline allows you to form a basic knowledge of the
basics of information theory and their application to the
optimization of modern computer systems. Discipline will
allow studying modern methods of measuring information
transmission and processing; be able to apply information
coding methods in the development of information systems.

JuckperTi MaTemaTuka
JuckpeTHas MaTemMaTHKa
Discrete Mathematics

Tannay 00ii

pIHIIa KoMnonerTTep / KomnonenTsl mo BuI6opy / Optional Components
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BIT1 TK
BJI KB
BD EC

OnepanusuibIK XKyHenep KoHe
OJIAPJIBIH KayITCi3iri
OnepalmoHHbBIE CUCTEMBI B UX
0e30macHOCTh

Operating systems and their
Safety

5

[lon omepamusuIBIK JKyHenepli Kypy NPUHIMIITEPIH XOHE
TYKBIPBIMJIAMAIIBIK ~ HETI3JepiH,  ypaictephai  Oackapy
oficTepiH, Kypaigapbl MEH alrOpUTMICPiH, KaJbl >KOHE
OTIEPALIUSUIBIK KYHEJepJeri eHTI3y-IIbIFapyIbIH  0a3abIK
OUTIMIIEPIH KaNbIITACThIpyFa apHajiraH. [IoH akmapaTThIK-
ecenTey  JKyHWenepiHIeri  epexenepli,  aKmapaTThIK
Kayincizik callachIHIArbl cTaHgapTTap MEH
epeKIIeNIKTep Il 3epTTeyre MYMKIH/IIK Oepeii.

HucuunnuHa npeaHa3HadeHa A — M3YYEHHs NMPHHLMUIIOB

MNOCTPOCHUA W KOHLICHTYAJIbHBIX OCHOB OIICPallMOHHBIX
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CUCTCM, MCTOHNOB, CPCACTB U QAJTOPHUTMOB YIIPAaBJICHUSA

npoueccamu, IMaMATBIO n BBOJOM-BBIBOJIOM B
OINCPAIMOHHBIX CUCTCMAX. I[I/ICIII/IHJ'II/IHa TMMO3BOJIMT U3YYHThH
TTOJIOKCHUA B I/IH(I)OpMaHI/IOHHO-BLFII/ICJ'II/ITGJ'ILHI)IX

CHUCTEMaxX, CTaHHapTHl © CchenuuKarmuu B 001acTH
nH(POPMAITMOHHON O€30TIaCHOCTH.

Discipline allows you to form a basic knowledge of the
principles of construction and conceptual bases of operating
systems, methods, tools and algorithms for managing
processes, memory and input-output in operating systems.
Discipline will allow to study the situation in information
and computing systems, standards and specifications in the
field of information security.

26

BI1 TK
BJ1 KB
BD EC

OnepalusuibIK XKyHeIepaiH
KYpPBUTBIMBI MEH KOMITOHEHTTEPI
CTpyKTypbl 1 KOMIIOHEHTBI
OIICPAIMOHHBIX CUCTEM
Structures and components of
operating systems.

[lon mporpaMManaHaThIH JIOTHKAIBIK CHUIAaTTamanapbl Oap
MHUKpOCXeMallapJlaFbl JIOTUKAJIBIK CYI0anap/sl ko0anay
Typanbl 0a3anblK OUTIMIII KaJbITACTHIPYFa, OMEPAIUSIIBIK
KYHEeHIH JKEKeJlereH KOMIIOHEHTTEPiHIH  KYMBICHIH
UMHUTAUUSIIBIK J)KOHE MAaTEMATUKAJIBIK MOACIIBIACY )KY[_)ri3yre,
JKYWEHIH HeTi3ri mapaMeTpiepiH aHBIKTayFa KOHE OJIap.IbIH
HETi3iHA€ OHBIH THUIMAUIITT MEH KOpPFalybl Typajbl
KOPBITBIH/IBI JKacayFa MYMKIHIIK Oepeii.

I[I/ICI_II/IHJ'II/IHa IIO3BOJIACT C(l)OpMPIpOBaTB OCHOBHBIC 3HaHUA
O TMPOCKTHUPOBAHUUN JIOTUYCCKUX CXEM B MHUKPOCXEMaAX C
IpOrpaMMUPYEMBIMHA  JIOTUYECKUMHU  XapaKTEPUCTUKAMHU,
MIPOBOIUTH UMHUTALIMOHHOC u MAaTEMAaTU4YECKOEC
MOZACIIMPOBAHUC pa60TI>I OTACIIBbHBIX KOMITIOHEHTOB
OHepaHHOHHOﬁ CHCTECMBI, OIpeaAcCIATh OCHOBHBIC
nmapaMeTpbl CUCTEMBI 1 Ha UX OCHOBAaHUM ACJIATh BbBIBOALI O
(M9 3(1)(1)6KTI/IBHOCTI/I N 3allIMIIICHHOCTH.

Discipline allows you to form basic knowledge of designing
logic circuits in chips with programmable logic
characteristics, to carry out simulation and mathematical
modeling of the individual components of the operating
system, to determine the main parameters of the system and
on their basis to draw conclusions about its effectiveness
and security.

27

BI1 TK
B/l KB
BD EC

Kpunrorpagus xone
Kpunrorannay
Kpunrorpadus u

[lon xpunrorpadusuIbIK OmiCTEpHi MXKOHE OCBHI omicTepil
MPaKTUKaJa IKY3ere achlpy MbICAIAAPBIHBIH —0a3aibIK
OUTIMIH KaJIBINITACTHIPYFa, COHBIMEH KaTap KPHUITOTAIAy
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Kpunroananus
Cryptography and Cryptoanalysi

oficTepiH, KpUOTOTpaUsIBIK MBICANAAp KayillCi3Airin
Oaramay omicTepiH YHpeHy; KpUOTOTAIAay YIIiH IIPOrpaMM
IBIK KypalJapAbl JKOHE OJapAbl KYpy NpHHUUITEPIH,
o3ipney  KypajjapblH, KOJJaHy;  KpUOTOTpadusIIbIK
malbyspUIIapabl  MPOrpaMM  ajbIK  KY3ere achlpy, JKeKe
meniMaepai 93ipaey Kabinerine OarpITTaFaH.

I[I/ICHI/IHJ'II/IHa HaripaBJICHA Ha HU3YyUCHHUC
KpUNTOrpaUIecKuX METOAOB M IPHUMEPOB peau3anun
9TUX METOAOB Ha IPAKTHUKE, a TaK XK€ H3YUCHUE METOIOB
KpulToaHajinia, OLICHKU 0e30IacCHOCTH
KpUNTOrpaduIecKux MIPUMHUTHBOB; H3Yy4YCHHUE
MIPOrpaMMHBIX CPEACTB I KpUITOAHAINW3a U IIPUHIIAIIOB
WX  CO3/[aHus, CpeICTB  pa3pabOTKH, TNPUMEHEHHE;
mporpaMMHasl  peanu3alus KpUNTorpaduveckux —arak,
CIIOCOOHOCTPH BBIPa0OTATh COOCTBEHHBIE PEIICHMUS.
Discipline allows the formation of basic knowledge of
cryptographic methods and examples of the implementation
of these methods in practice, as well as the study of methods
of cryptanalysis, security assessment of cryptographic
primitives; the study of software for cryptanalysis and the
principles of their creation, development tools, application;
software implementation of cryptographic attacks, the
ability to develop their own solutions.

28

BII TK
BJ1 KB
BD EC

KBaHTTBIK 7KOHE DJIITUIITUKAJIBIK
Kpunrorpadus

KBaHTOBas 1 snnunTHUecKkas
Kpunrorpadpus

Quantum and Elliptical
Cryptography

[loH KBaHTTBIK J>KOHE OJIUIMITHKAIBIK KPHUIITOrpaHsIHBIH
QITOPUTMJIEPI MEH cXeMajlapbl Typaslbl 0a3zaibIK OimimMi
ayra, €cenrey HOTIDKEIEpiH CalbICTBIPYFa, TOKIpUOeIik
JKOHE SKCIIEPUMEHTTIK iCKE achIpy/Ibl 3epTTeyre, TOIIMILIITr
MeH KHOEepKayiIci3/irin Tekcepyre MyMKiHIIK Oepe/ti.
I[I/ICI_II/IHJ'II/IHa MMO3BOJISICT IMOJIYYUTH 0a30BbIE 3HaHUS 00
aJropuTtMax M CXeMaM KBAaHTOBOM M JJUIMNTHYECKOM
Kpunrorpadguu, CpaBHUBaTh pPE3YNbTaThl BBIYHCICHUH,
Hcciaea0oBaThb MPAKTHUYICCKYHO n SKCIICPUMCHTAJIbHYIO
pcains3anuro, MIpOBOJAUTH IIPOBEPKY CTOMKOCTH n
KrOepOe30macHOCTH.

Discipline allows you to form a basic knowledge of
algorithms and schemes of quantum and elliptical
cryptography, compare the results of calculations, explore
the practical and experimental implementation, to conduct
tests of resilience and cybersecurity.
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30 [ KII TK
]I KB
PD EC

KommbproTepitik akmaparTsl
KOpFay SficTepi jxoHe
Kypajigapsl

MeTobl U Cpe/iCTBA 3aIUThI
KOMIThIOTEPHON HH(OPMAITHH
Methods and means of computer
information protectio

5

[Ion KopramraH aBTOMATTAaHABIPBUIFAH JXYHENepai eHIey
JKoHe Taiimamanyma 0Oa3anbplKk JaFApuiapra ue Ooiryra
MYMKiHIiK Oepeni. [loH KopramraH aBTOMAaTTaHIBIPBUIFaH
KyWenepal KYpyAblH HETi3ri NPHHOWNTEpIH, 3aMaHayH
TCXHUKAJIBIK JKOHC TIIporpaMMm aJbIK aBTOMATTaHIABIPY
Kypangapeia JKobOanayna KOJNJaHBLUIATEIH CTaHIAPTTAP MCH
ozicTepi, Kayinci3aik )koHe KOopray JKyHenepiH anmnapaTThIK
JKOHE TPOTpaMM aiblK KaMTaMachl3 €TyMIH KypaMbIH
3epAeneyre MyMKIHIIK Oepeti.

JlucuMIinHa mo3BoJsieT MPHOOPECTH HABBIKU B pa3paboTKe
)51 SKCIUTyaTalliyi  3alllUIIECHHBIX ABTOMATHU3UPOBAaHHBIX
CHCTEM. I[I/ICI_II/IHJ'II/IHB. IIO3BOJIUT N3YYUTHOCHOBHBIC
MIPUHIHAIILI IMOCTPOCHUA 3alIUIIICHHBIX
ABTOMATU3UPOBAHHBIX CHUCTCM, CTaHAApPTbl W METO/BI,
HUCIIOIB3YyEMBIE  IIPU  MIPOEKTUPOBAHUM  COBPEMEHHBIX
TCXHUYCCKUX U TMPOrpaMMHBIX CPEACTB aBTOMATU3allWH,
COCTaB armapaTHOro M MPOrpaMMHOT0 00ECTICUCHUS CHCTEM
0C30IaCHOCTH 1 3aITUTHI.

Discipline allows you to build basic skills in the
development and operation of secure automated systems.
Discipline will allow to study the basic principles of
building secure automated systems; standards and methods
used in the design of modern hardware and software
automation, the composition of hardware and software
security systems and protection.

Kommprorepimik aKIapaTThI
Kopray TEXHOJIOTUACHL
TexHonoruu 3alIUThI
KOMIIBIOTEPHOU HH(OPMAITIH
Technologies of protection of
computer information

31 | KII TK
]I KB
PD EC

AKDaparThl KOpray
KyHenepinig

nporpaMMalibIK K9HC
almnapaTTbiK KaMTaMaChbl
[IporpammHo-amnapaTHoe
obecrieueHne CUCTEM 3aIlUTHI
nHpOpPMaLTUH
Hardware-software support of
information security systems

[lon 3amaHayu akmapaTTBIK TEXHOJIOTHSIIAPABI KOJAAHYFa
HETI3JICJITeH aKMapaTThl KOPFayJblH MPOrpaMMAaJbIK *KoHE
MIPOTPaMMAaITBIK-aIapaTThIK KypanjaapbIMeH KYMBIC
icTeyIiH Oa3aiblK NaFabUIapblH HMEMICHYre OarbITTalFaH.
Bepinren nmoHIi OKy Ke3iHIE CTYISHT KOpFay CajachIHIarbl
3aMaHayM TajlalTapra )KOHE jKaHa TEXHOJIOTHsJIapra jkayar
OepeTiH aKmapaTThl KOpFay KypalIapblH >K0Oalay/ibl,
KaMTaMachl3 €TY/Ii )KoHE KOJIJaHy bl 01Tyl THIC.

JucruruirHa HanpaBJieHa Ha MOTy4YeHNe 0a30BbIX HABBIKOB
paboThl ¢ MPOrpaMMHBIMH U TPOTPAMMHO-AINIAPATHEIMH
CpeICTBaMH 3aIlUThl HMH(OpMANWK, Oa3HPYIOIIUXCS Ha
HCIIOJIB30BaHAN COBPEMEHHBIX MHGOPMAITHOHHBIX
TexHojorui. [Ipu M3y4eHnn HaHHOUM MUCIUILTUHBI CTYICHT

Kommsrotepiik aKmapaTThl
KOpFray TE€XHOJIOTHSICHI
TexHomornu 3alllUThI
KOMIIbIOTEpHON MH(OpMarn
Technologies of protection of
computer information
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OOJDKCH YMETh IMPOCKTHUPOBATD, obecreynBaTh U MIPUMCHATH
cpencrsa 3aIUThI nHpOpMAaIHH, OTBEYAarOIIue
COBPEMCHHBIM Tpe6OBaHI/I$IM U HOBEHUIIIUM TEXHOJIOTUSIM B
00J1aCTH 3aIUTHL

Discipline allows you to form the basic skills of working
with software and hardware and software information
protection tools based on the use of modern information
technologies. When studying this discipline, a student
should be able to design, provide and apply information
security tools that meet modern requirements and the latest
technologies in the field of protection.

32

KIT TK
]I KB
PD EC

Kpunrorpadusibpik xarramanap
Kpunrorpaduyeckue
IIPOTOKOJIBI

Cryptographic protocols

[lon xpunrorpadusmelK  XaTTamanapisl Talday MeEH
CHUHTE3/IEYiH Ka3ipri TocimuepiMeH, OCBI  CcaJlaiarbl
MEMIICKETTIK ~ JKOHE  XaNbIKapalblK  CTaHIApTTapMEH
OolibIHIIA OimiM anmyra MYMKIiHZIK Oepeni. [IoH akmapaTTb
KOpFay YIIiH KpUNTOrpadUsiIbIK XaTTaMallapibl KOJIJaHY
calacelHIa OUTIM MEH ICKepINiKTI WrepyAi KamTamachl3
eTeJli, 3aMaHayl KOpPFaJIFaH aKIapaTThIK TEXHOJIOTUsIapIbl
IYPBIC KOJNJaHy IPUHITUITEPiH MEHTepyTe BIKITAl eTe/i.
I{I/ICHI/IHJ'II/IHa IIO3BOJISACT HpI/IO6peCTI/I 3HaHUA (6]
CYLIECTBYIOIIUX MOAXOAAaX K aHaJIu3y H  CHUHTE3Y
KpI/IHTOFpa(l)I/I‘IeCKI/IX IMMPOTOKOJIOB, C TOCYAApCTBCHHBIMHU U
MCKIAYHapOAHBIMU CTaHAapTaMHu B STOM o0JiacTH.
Hucnunnuaa o0ecreunBaeT NpUOOpETEeHHE 3HAHUN U
YMEHUII B 00JaCTH WCIOJIb30BAHUS KPHUITOrpadUIECKUX
MMPOTOKOJIOB I 3allUTHL I/IH(I)OpMaLII/II/I, CHOCO6CTByeT
OCBOCHUIO MIPUHIIAIIOB KOPPEKTHOT'O IIPUMCHCHUA
COBPEMCHHBIX 3alllUIIICHHBIX I/IH(i)OpMaHI/IOHHI)IX
TEXHOJIOTHUM.

Discipline allows you to form a basic knowledge of existing
approaches to the analysis and synthesis of cryptographic
protocols, with national and international standards in this
area. Discipline ensures the acquisition of knowledge and
skills in the use of cryptographic protocols to protect
information, contributes to the development of the principles
of the correct application of modern secure information
technologies.

33

KIT TK
]I KB

AKMapaTThIK Kayirci3aik
callaCBIHAAFbl MEHEKMEHT

ITon yitbiMaa axkmapaTThlK Kayirncizmikti (AK) Oackapy
ozicTepi MEeH KypalJapblH 3epAesey, coHaan-ak oenrini 6ip
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PD EC

MeHeKMEHT
nH(pOpMaAITMOHHON
0e30MmacHOCTH

Management of information
security

0o0BeKTiHIH akKmaparTelk Kayirmcizairin (AKJXK) ©Oackapy
KyWenepiH o3ipieyre, icke aceIpyFa, MaijanaHyra,
Tannayra, CyHeMeNjeyre OJKoHE IKeTUIAIpyre Herisri
Tocinaepni 3epaeneyre MyMmkinmik Oepemi. Ilon AK
OackapynblH Kasipri 3aMaHFbl TOCUIIAEpiH JXKOHE OJapbIH
namy OarbeITTapbiH, AK Oackapyasl periTaMeHTTeHTiH HeTi3Ti
cragnaprrapael, AK Oackapy TmpolecTepiH —a3ipiey
MPUHIUINTEPIH 3epAeieyre MyMKIHAIK Oepei.

I/ISyT{CHI/Ie JUCHUININHBI ITO3BOJIUT U3y4YUTb METOAbI U
CPEICTBA YIpaBJIeHUS HH(POPMAIIMOHHONW O€30MaCHOCTHIO
(MUb) B opraHuzanmuM, a TakKkXe H3y4Ye€HHE OCHOBHBIX
MMOAXO0B K pa3paboTke, peaau3aliy, SKCILTyaTaIluw,
aHaJIn3y, COIMPOBOXIACHUIO U COBEPHICHCTBOBAHWIO CUCTEM
ynpasicHus uHpopManmnoHHol Oe3omacHocThio (CYUDB)
Oonpe€aAcICHHOIO 0o0BeKTAa. I[I/ICI_II/IHJ'H/IHEI IO3BOJIMT HU3YYHTH
COBpPEMEHHBIE TOAXO0AbI K ynpasineHuto b u HanpaBiaeHUsIX
HUX pa3BUTHA; OCHOBHBIC CTaHAAPTHI, PETIIAMCHTHUPYIOIIHEC
ynpasieane Wb; mnpuHIMOBI pa3paboOTKH  IMPOLIECCOB
yrnpasinenus Ub.

Discipline allows you to form a basic knowledge of the
methods and means of managing information security (IS)
in an organization, as well as studying the main approaches
to the development, implementation, operation, analysis,
maintenance and improvement of information security
management systems (ISMS) of a particular object.
Discipline will allow studying modern approaches to
information security management and their development
directions; main standards governing the management of
information security; principles of development of
information security management processes.

6 cemecTp / 6 cemecTp / Semester 6

KOO xomnoneunri/ B
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BJl BK
BD UC

Hup sk curHanaapas eHaey 5

Hudposast 00paboTKa CUTHAJIOB

Digital signal processing

[loH aUCKPETTI CBHI3BIKTHI XKYHEIEepaiH — CAHABIK CY3TiIepaiH
TEOPHUACHIH,  COHJAM-aK  Tajjay,  €cenTey  JKOHE
OHTAMNAHIBIPY  9MicTepi MeH  oficTepiH  3epTTeyre
myMkiHgik Oepeni. Ilon CUC (KUX) xone HIUC (BUX)
TUNTEPiHIH  CAaHABIK  CY3TUIEPiHIH  JKYMBIC  icTey
NPUHIMITEPIH JKOHE €cenTey oJICTepiH OKBIN Oinyre,
porpaMMalblK ~ JEHTeWme Cy3rurepai  Kypa  Oimyre,

Hudpasik cyndaTexHuka
Hudposas cxeMoTexHUKA
Digital circuitry
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CUTHAJIAbIH CaHAYbIH KBAHTTAYAbIH KaTeJ'IiKTCpiH JKQHE CY3r 1
ko3 purmeHTTEpiH JKOHE cys3ri ITBIFBICBIHIAFBI
JOHTeJIeKTey LIybIH OaraiayFa MyMKiHIIK Oepei.
I[I/ICHI/IHJ'II/IHa IIO3BOJISACT C(I)OpMHpOBaTI) 3HaHHd B TCOpHUU
TUCKPETHBIX JIMHEHHBIX CHCTEM — MHU(POBBIX (QHILTPOB, a
TaK)X€ METOAOB M aHajlu3a, pacd€ra MW OITHUMHU3AlWH.
I[I/ICHI/IHJ'II/IHa MO3BOJIUT HU3YUYUTh M[PUHIHUIIBLI pa6OTI:I n
MeToAbl pacuera nudpoBbix GunsTpoB KMX n BUX Tunos,
YMETh CTPOUTH (QIIBTPEI Ha WPOTPAMMHOM YpPOBHE,
OLCHMUBATDH NOTPCUHIHOCTH KBAHTOBAHHA OTCYCTOB CUrHajla U
KOdQPHUIMEHTOB QUIBTPA U IIYMBI OKPYTJICHUS Ha BBIXOJE
¢ubTpa.

Discipline allows you to form basic knowledge in the theory
of discrete linear systems - digital filters, as well as methods
and analysis, calculation and optimization. Discipline will
allow to study the principles of operation and methods for
calculating digital filters of FIR and IIR types, to be able to
build filters at the program level, to estimate quantization
errors of signal samples and filter coefficients and rounding
noise at the filter output.

35 | BII Hepexrep 6a3zacbIHBIH 5 [lon nepextep 0a3achIHBIH TEOPHUACHI ayMarbl OOWBIHIIA
KOOK | Teopusicet OimimMai MeHrepyre *oHe JepekTep 0Oa3achlH >xo0aayiblH
Bl BK | Teopust 6a3 naHHBIX oMicC-ToCUIEpiH yHpeTyTe OarbITTaIFaH.
BD UC Database Theory JIMCUMIIIMHA ITO3BOJIUT OBJAAETh 3HAHUSAMH B O00JACTH
Teopur 0a3 JaHHBIX M HWMETh NPaKTHUYECKUEC HaBBIKU
MIPOEKTUPOBaHUS 0a3 TaHHBIX.
Discipline will allow you to master knowledge in the field
of database theory and have practical skills in database
design.
Tanpgay 6oiisiHma komnonerTTep / Kommonentsl mo Beioopy / Optional Components
36 | BII TK | Xyiienik nporpammanay 8 [Mon Accembiep TiIIH MEHrepyre >KoHE IPOrPaMMAIIBIK
bJ1 KB CuctemMHOE TTPOrpaMMHUPOBAHNE KaMTaMachl3 €Tyl TOMEH MAaIlIMHAJBIK JCHIei e a3ipieyre,
BD EC | System programming KM, >xyitenep MeH >keminepai Oackapy Kypambl MeH

MPUHIIUAIITEP],  ONEPANMSIIBIK  JKYHENIepHiH  Kypamjaac
OOJIIKTEpiHIH TaralbIHIAIYbI, ONEPAIMUIBIK SKYHEIepIiH
OpTYPJIi DIEMEHTTEPiHIH KYMBIC iCT€y MPHUHLMITEPI KOHE
OJIapABIH ©3apa OpEeKeTTeCyi, JKYHemeri yaepicTepmiH
OYJIiHyl MEH OHJeNyl Typasbl XYHEJICHIIPUITeH OlmiMaep i
ajyra MYMKIHIIK Oepei.
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I[I/ICHI/IHJ'II/IHa MNO3BOJIUT HU3Y4YUTH A3BIK ACCGM6J’Iep n
pa3pabaTeiBaTh TPOrpaMMHOE oOOecCIleUeHHE Ha HHU3KOM
MallMHHOM  YPOBHE, IMOJYYHUTbL CHUCTEMATU3UPOBAHHBIC
3HaHHWA O COCTaBe M MpUHLMIAX yrpaBieHus BM,
CHCTCMAaMH M CCTAMH, O HA3HAYCHHH COCTaBHBIX JacTen
OTICPAlIMOHHBIX CHCTEM, IPHHIOHMIAX (YHKITHOHUPOBAHUS
Pa3iIMYHBIX JJICMCHTOB OIICpAllMOHHBIX CHCTEM W HUX
B3aMMOJICHCTBUY, MMOPOKICHUN U 0OpPabOTKH IMPOIECCOB B
CHUCTEME.

Discipline will allow you to learn Assembly language and
develop software at a low machine level, to obtain
systematic knowledge of the composition and principles of
management of VMs, systems and networks, the purpose of
the constituent parts of operating systems, the principles of
functioning of various elements of operating systems and
their interaction, generation and processing in system.
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Kayimciz POTPaMMAITbIK
KaMTaMaHbI d3ipJiey

Pa3paborka 6e301acHOTo
MPOrPaMMHOT0 00eCTICUeHHUS
Secure Software Development

IToH axkmapaTThIK cuUnaTTamMayJapibl TY3€Ty XOHE KaJlllbIHa
KeNTipy Heri3fepiH, aKmaparTel KOpFay oficTepi MEH
KypalliaphblH, Kymusi  KyHenepaia MaTEMaTUKAJIBIK
KYPBUIBIMBIH, aKIapaTThl YCHIHY KOHE JKMHAY HETi3/IepiH,
Kayilnci3 mporpaMMmaiiblk KaMmMTaMaHbl d3ipiiey  Ke3iHje
PYKCaTChI3 KOl JKETKi3ylleH KOpFay ToCiIIepiH 3epTreyre
OarbITTAIIFaH.

}II/ICHI/IHJII/IHa OPHMCHTUPOBAHA HAa U3YUCHUEC NNTPUMCHACMOCTH
OCHOB KOPPCKOHWU MW BOCCTAHOBJICHUA I/IH(bOpMaIII/IOHHI)IX
XapPaKTCPpUCTUK, MECTOJ0OB U CPCACTB 3alllUThI I/IHCI)OpMaLII/II/I,
MaTE€MaTHYECKON CTPYKTYpBI CEKPETHBIX CHCTEM,
MpeJCTaBiICHUs U cOopa WHGOPMAIUK, CIIOCOOOB 3aIHUTHI
OT HCCAHKIMUOHUPOBAHHOIO A0OCTylla IIpU pa3pa60TI<e
0€e3011acHOT0 MPOrPaMMHOTO 00eCTIeUeHUsI.

Discipline is focused on the study of the applicability of the
fundamentals of correction and restoration of information
characteristics, methods and means of protecting
information, the mathematical structure of secret systems,
the presentation and collection of information, methods of
protection against unauthorized access in the development
of secure software.
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3usH KenTipymri
nporpaMManapial Kopray

[MoH 3ustHABI TpOrpaMMalap/ibl, OJapbl aHBIKTAY TICLIAEepi
MEH 3HSHIBI MpOrpaMMaaplaH KOpFay OAICTepi Typajbl

Kommnbrorepmik aKIMapaTThl
KOpPFay TEXHOJIOTHSICHI
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ToCUIAEpi MEH Kypasiapsl
MeTo/ibl ¥ CpeCTBa 3alIUTHI OT
BPEAOHOCHBIX IIPOrpaMM
Methods and means of
protection against malicious
programs

OUTiM XWHAaKTayFa MyMKiHIiK Oepexmi. [loH BUpycTapabIH
TYpJIEpiH, OJIApABIH KOMIBIOTEpPIre €HY TOCUIIepi KoHe
JKYMBICKA JKOHE KayilCi3NiKKe ocep erTyl OoiibIHIIa
aHBIKTayFa MYMKIHIIK Oepei; 3UsSHABI IpOorpaMMaliap/IbiH
TYpJIepiH, BHUPYCTapMEH Kypecy OIICTepiH, BHUPYCTHIK
KyHenepaig SBOJTIOITUSCHIH oimyre, SUSHIBI
mporpaMManapiaH KOpray oHicTepiH aHbIKTaii Oimyre,
3USIHIIBI TIpOTpaMMajIapJaH KopFay omiCTepiH ToxipuOese
KoJ/1aHa Oiyre MyMKIHIIK Oepei.

JlucumiiuHa — TO3BOJISIET  mpUOOpecTH 3HaHUA O
BPEIOHOCHBIX MpOTrpaMMax, Crocobax MX OOHapyKeHHS H
METO/ax 3allUThl OT BPEJOHOCHBIX MporpamMm. JIuCIuminHa
MO3BOJIUT ONpPENCNATh BHIB BUPYCOB TIO0 CIOCOOaM
MIPOHUKHOBEHUS MX B KOMIIBIOTEP U BJIUSHUIO HA paboOTy H
0e30macHOCTh, 3HaTh  PA3HOBHUJHOCTH  BPEIOHOCHBIX
IporpamMM, METOIsl OOpbOBI € BHPYCaMH, 3BOJIOIHIO
BUPYCHBIX CUCTEM, YMETH OIPCACIUTL METOJbI 3alllUTBI OT
BpCOOHOCHBIX IIpOrpamMm, HNpHUMCHATb MCTOJbI 3alllUThbl OT
BPEIIOHOCHBIX MPOTPaMM Ha MPaKTHKE.

Discipline allows you to form a basic knowledge of
malware, how to detect them and how to protect against
malicious programs. Discipline will allow you to determine
the types of viruses according to the methods of their
penetration into the computer and the impact on work and
safety, know the types of malware, methods of dealing with
viruses, the evolution of virus systems, be able to identify
methods of protection against malicious programs, apply
methods of protection against malicious programs in
practice.

TexHonoruu 3alllUTHI
KOMIIBIOTEPHOU HH(OPMATTHH
Technologies of protection of
computer information
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Kommnbrorepiik KpIMbICTap
YKOHE 3UAHBI IIpOrpaMMalibIK
KaMTaMa

KomneroTepHsle npecTymieHus
U BPENOHOCHOE IPOrPaAMMHOE
obecrieueHne

Computer crimes and malicious
software

I[lon  KOMIBIOTEpNIK  KBUIMBICTAD  MEH  3USHIBI
nmporpaMMaiapjibly  9pTYpJli  TypJepiH,  ToclaaepiH,
HBICAHZAPBIH JKOHE OJIApJBIH KOMIBIOTEPIK JKyHexe,
XKeJepe MPaKTUKAIBIK Tapalybl Typalbsl OuTiM aiyra
OarpiTTanFad. [[oH 3WSHIBI NMPOrpaMMaHBIH KayilTi TYpiH
JKOHE JKANIbl KOMIIBIOTED pECypCTapblHA 3aHChI3 KOJI
KETIMAUTIKTI aHbIKTayFa MyMKIHIIK Oepei.

HucuunnuHa HampaBieHa Ha IOJy4YeHHWE 3HaHUH O
Pa3HO00pa3HbBIX BU/IOB, C1oco00B, 00BEKTOB
KOMIBIOTEPHBIX MPECTYIUIEHUH M BPEJOHOCHBIX MPOTrpaMM
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Hn ux HpaKTquCKOﬁ PacnpoCTpaHsICMOCTH B KOMHI:IOTCpHOfI
CHCTEMC, CCTAX. I[I/ICI_[I/IHJ'II/IHa IIO3BOJISIET  OHPCHACIIATH
ONACHYI0 Pa3HOBUJHOCTb BPEJNOHOCHOW IIpOrpamMmbl H
HEINIPaBOMEPHBIN JOCTYII K peCypcaM KOMIIbIOTEPA B LIEJIOM.
Discipline allows you to form basic knowledge of various
types, methods, objects of computer crimes and malicious
programs and their practical distribution in a computer
system, networks. Discipline allows you to identify a
dangerous variety of malware and illegal access to computer
resources in general.

7 cemectp / 7 cemecTp /Semester 7

KOO xommnonenri / B

Y3osckuii kommonent / University component
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Curnangapzsl )ki0epy TEOpHUsCH
Teopus nepegayu CUTHAIOB
Signal transmission theory

6

[loH yakpITIIa XOHE XHIUIIKTIK cajlaiapia CUTHAJIAP.BI
YCBIHY TOCUIAEpiH, CHUTHAJAApABl TYPJICHIIPY OAicTepiH,
JETEPMUHUPIICHTEH  JKOHE  KE€3IEMCOK  CUTHAJIJApAbIH
cUNaTTaMalapblH OKbIN YipeHyre OarbiTTanrad. [loH
CUTHaJIIapAbIH METPOJIOTUSICHIH, CUTHAIIIapAbIH
MaTEMAaTUKAJIBIK MOI[CJ'II)IICpiH, CUTHAJIAApAbIH  bIABIpAY
OPUHIMNTEPIH, CUTHANJAPABI  Opayasl OKbII  Olmyre
MYMKIHIK Oepeti.

JucuuninvuHa OpHUEeHTHpOBaHA JUIS HM3YYEHHUS CIOco0OB
MPEJICTABJICHUS] CUTHAJIOB BO BpPEMEHHOM M YaCTOTHOU
06nacmx, MCTOA0B npeo6pa30BaHI/m CHUI'HAJIOB,
XapPAKTCPUCTUK JACTCPMHUHUPOBAHHBIX u CHy‘i&fIHBIX
CHUI'HAJIOB. JII/IC]_II/IHJII/IHEI MO3BOJIUT HM3Y4YUTH MCTPOJIOTUIO
CUT'HAJIOB; MATEMAaTUYCCKUEC MOJCIIN CUTHAJIOB; IMPUHIHIIBI
PAa3JI0KCHUA CUTHAJIIOB, CBEPTKY CUT'HAJIOB.

Discipline allows you to form basic knowledge of how to
represent signals in the time and frequency domains,
methods of signal conversion, characteristics of
deterministic and random signals. Discipline will allow to
study the metrology of signals; mathematical models of
signals; principles of signal decomposition, signal
convolution.

Lupdbik curHanmapasl eHIey
Hudposas 06paboTka CHTHATIOB
Digital signal processing

41 | KO
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Kacinopbinaarsl aKknapaTThIK
Kayinci3aiKTiH KeIeHIi
xKyhenepi

KoMmmninekcHbIe CHCTEMBI

[loH KOCIMOPBIHHBIH aKNapaTThl KOPFAyJIblH KeIleH.Ii
XKYHECIHIH KBI3METiH Xocmapiay, 0Oackapy, HOPMATHBTIK-
O/liCTEMETIK KamMTaMachl3 €Ty, TEXHOJOTUSUIBIK KYPBUIBIM,

TCXHOJIOTMAJIBIK KYPBUIBIM, KaIApJbIK KaMTaMacCbl3 CTY,

Kommnbrorepmik aKIMapaTThl
KOpFay TEXHOJIOTHSICHI
TexHonorun 3aIIUTHI
KOMITbIOTepHON MH(OpManyu
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3alIUTHl THPOPMAIH Ha
IpEaIpUATAN

Complex information security
systems in the enterprise

yaepicrepai MOJIEIb/IEY, olliCHaMaJbIK  HeTi3Iepi,
MIHJETTEP/i, MOHIH 3epTTeyTe apHaJFaH.

I[I/ICIII/IHJ'II/IHa npeaHasHavucHa IJIsd (I)OpMI/IpOBaHI/ISI 0a30BBIX
3HAaHUM O CYIIHOCTH, 3aJad, MCTOHOJIOTMYCCKUX OCHOB,
MOICIIUPOBAHUSA IIpoOLIECCOB, TECXHOJIOTHYCCKOTO
ITOCTPOCHUS, KaJApOBOTO  OOCCIEYCHHs, HOPMAaTHBHO-
METOANYECCKOI'O O6€CH€‘I€HI/IH, yrpaBJICHUA, MIIAHUPOBaAHUA
ACATCIIbHOCTU KOMIUIEKCHOM CHUCTCEMBI 3alllUThI
nHpOpMAITUX Ha TIPEIITPHUSITHH.

Discipline allows you to form a basic knowledge of the
nature, tasks, methodological foundations, process
modeling, technological construction, staffing, regulatory
and methodological support, management, planning of the
integrated information protection system in the enterprise.

Technologies of protection of
computer information

42

KII
KOOK
T1JT OK
PD UC

Jlepextep Oa3achiH KOpray
3amura 6a3 JaHHBIX
Database security tools

[on Oracle IBBXK Herizinae aepexTep 0a3ackl KylenepiHin
Kayincizairi Typanbl OimiM amyra MyMKiHAiK Oepemi. [lon
JepekTep OasayiapblH  0acKapyIblH Kasipri O KyHeciHiH
KYMBIC IPUHIMITEPiH OKbIn Oimyre, JIBBXK-na xopraynsin
MOJIETIb/Iepl MEH MEXaHH3MJIEPiH OKBII Olryre MYMKiHIIK
Oepeni; OeplireH TamanTapAbl €CKEpe OTBIPHIN, JCPEKTep
OazachlH Oackapy JKyHelepiH Kopray OOHBIHIIA THIMII
IIeTTiM/Il TaHJay KoHE HeTi3/leyre MYMKIHIIK Oepei.
JucuuniauHa no3BoJsieT MOJYYUTh 3HaHUS O 0€3011aCHOCTH
cuctem 0a3 manubix Ha ocHoBe CYBJI Oracle; Jucrmminaa
MO3BOJIUT M3YYWUTH HNPHUHIUIIBI pa6OTBI COBPEMCHHBIX
CHCTEM yHpaBiieHHUs 0a3zaMM AaHHBIX; HU3y4YeHHE MOJeNeH u
mexanm3moB 3ammtel B CYB/]; YMETb IIPOBOJUTH
000CHOBaHUE U BHIOOP PAIIMOHAIBHOTO PEIICHHS O 3alUTe
CHUCTEM YIpaBjieHus 0a3 JaHHBIX C YYETOM 3aJaHHbIX
TpeOOBaHMUIA.

Discipline allows you to form a basic knowledge of the
security of database systems based on Oracle database;
Discipline will allow to study the principles of work of
modern database management systems; the study of models
and mechanisms of protection in a DBMS; be able to carry
out the justification and choice of a rational solution for the
protection of database management systems with given
requirements.

Hepekrep 0a3aChIHBIH
TEOPHSCHI
Teopust 6a3 maHHBIX

Database Theory

Tanpgay 6oiibiHma kommnoHerTTep / KoMmonentsl mo Bei6opy / Optional Components
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Kommbrorepaix skeminep
Kayincizziri

Be3onacHOCT, KOMITBIOTEPHBIX
cere

Computer Network Security

[ToH KOMIBIOTEPIIK KENJIePAiH Kayilci3airi Tyjaalbl OuTimM
amyra MyMKiHAIK Oepemi. I[IoH akmapaTThIK Kayirci3mik
MiHACTTEPIH, aKIapaTThIK Kayincizaik PEKUMIH
KaJIBINITACTBIPY ~ JCHIEHiH, 3aHHAMAJBIK-KYKBIKTBIK JKOHE
oKiMIIUTIK AeHrewnepiniy epekmemikrepid, ISO/IEC 15408
Oaramay CTaHOAPTHIHBIH HETI3rl Ma3MyHBIH, TapaTbUIFaH
KyHenepain aKImapaTThIK Kayimcizairi OobIHIIA
CTaHJapPTTapbIH HETi3ri Ma3MyHBIH, €CENTEeYy Keiepinaeri
KayITNCI3MIKTIH HETI3rl CepBUCTEpiH 3epTTeyre MYMKIHIIK
Oepeni.

Hucuunnuna T03BOJISAET MPHOOpECTH 3HAHUA 0
0e30MmacHOCTH  KOMITBIOTEPHBIX ~ ceTeil.  JlucrummmHa
MTO3BOJIUT U3YYHTH 337a9¥ HH()OPMAIMOHHOHN 0e301MacHOCTH;
ypoBHH  (OPMUPOBaHUSA  peXUMa  HHPOPMAIMOHHOH
0e30macHOCTH; O0COOEHHOCTH 3aKOHOAATEIhHO-TIPABOBOIO M
aJIMUHHACTPATUBHOTO  ypPOBHEW; OCHOBHOE COJEpKaHUE
omenounoro  crangapra ISO/IEC  15408; ocHoBHOE
coJiepiKaHue CTaHJIapPTOB 1o UHGOPMAITUOHHOM
0e301MacHOCTH pachpeeNieHHBIX CUCTEM, OCHOBHBIE CEPBHCHI
6C3OHaCHOCTI/I B BBIUYUCIIUTCIIBHBIX CCTAX.

Discipline allows you to form a basic knowledge of the
security of computer networks. Discipline will allow to study
the tasks of information security; levels of information
security mode; features of legislative and administrative
levels; the main content of the evaluation standard I1SO / IEC
15408; the main content of standards for information security
of distributed systems, the main security services in computer
networks.

OnepauusiblK KyHenep KoHe
OJIapIBIH KayiNCi3iri
OHCpaHI/IOHHLIC CHUCTEMbI U UX
0e301acHOCTh

Operating systems and their
Safety
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TeJ’ICKOMMYHI/IKaLII/IHJ'ILIK
XKeJep Kayincizairi
BbesomacHOCTh
TCJIICKOMMYHUKAITUOHHBIX ceTeﬁ
Telecommunication networks
security

[IoH TEeNeKOMMYHUKANMSIIBIK —OKENNIEPIiH Kayilci3mirin
TypaJibl HeTi3ri OiTiMIl KaJlbITacTHIpyFa MYMKIHIIK Oepeni.
[MoH TENEeKOMMYHUKAIMSUIBIK — OKEJTUIEp/iH  aKmapaTThiK
Kayilci3mik  KayinTepiHiH  KJIacTapblH; aKInaparThIK
XKyHesepre Ke3leHCOK acep eTy cebenTtepi MEH Ke3ZepiH;
aKnapaTKa pyKcaTchl3 KOJ XKeTKi3y apHallapblH; aKNapaTThiH

KOJI YKETIMIUTITIHIH, TYTaCTHIFBIHBIH JKOHE
KYNVSUTBUIBIFBIHBIH HET13r1 KayinTepiH 3epTTeyre MYMKIHAIK
Oepeni.

N3ydeHre MUCHUIUIMHBI MO3BOJIUT CHOPMHUPOBATH Oa30BBIC
3HaHUSA O OE30MaCHOCTH TEJICKOMMYHUKAIIMOHHBIX CETEeH.

OnepanusiiblK KyHenep KoHe
OJIapJIbIH KayimCi3iri
OrnepaltnoHHBIE CUCTEMBI U HIX
0e301acHOCTh

Operating systems and their
Safety
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I[I/ICHI/IHJ'II/IHa IIO3BOJIUT HU3Y4YUTH KJIACChI yrpos
nH(OPMAITMOHHON 0€301MacHOCTH TEeNEKOMMYHHUKAITHOHHBIX
CeTel; MPUYMHBI U UCTOYHHKU CIyYalHBIX BO3JICHCTBUN Ha
I/IH(bOpMaIII/IOHHI)Ie CHUCTEMBI, KaHaJIbl
HCCaHKIIMOHHUPOBAHHOI'O ,I[OCTyrIa K I/IH(I)OpMaI_[I/II/I; OCHOBHBIC
YTPO3BI TOCTYIMHOCTH, IIEIIOCTHOCTH M KOH(MUACHINAITbHOCTH
nHPOPMALIUH.

Discipline allows you to form a basic knowledge of the
security of telecommunications networks. Discipline will
allow to study the classes of threats to information security of
telecommunications networks; causes and sources of random
effects on information systems; channels of unauthorized
access to information; the main threats to the availability,
integrity and confidentiality of information.
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AKnapatThl KOprayJIbIiH
KpunTorpadusIIbK 9micTepi
Kpunrorpapuueckue MeToabt
3alIUTH UHPOPMAIH
Cryptographic methods of
information protection

[lon akmapaTThl KOpPFAayAbIH KPUNTOTPaQUSIBIK 9aicTepi
Typanbl Heri3ri OimiMaepai KaJbIMTaCTBIpyFa MYMKIHIIK
Oepeni. [lon kapamaiibiM mudprapasl KOHE ONaPABIH
KAaCHUETTEPiH; KOMIO3ULUSHIIU(PIEPIi; amblK KiITTepMEH
mudpnay oKydenepiH; JkaObUTyFa JKaTaThlH — akmapar
TYpJIEPiH, OJapAblH  MOJENbAEpi MEH  KacHeTTepiH;
mmdprapaplH, KpunrorpadusuiblK OepikTiriH; mmbpraapabH
MOJIeTIb/IepiH; mudpiapra KOWBUIATBIH HETI3T1 TallanTapibl;
KETUMIpIreH  mudpiapapl; MUPpIapAblH — OepiKTiriH
KpUNTO Oaranayra TEOPHSIIBIK-aKIapaTThIK —aMaliapabl
3epTTeyre MyMKIiHIIK Oepesi.

HucnunnuHa mo3BojsieT (HopMHUpOBaTh 0a30BbIE  3HAHUS
KpUNTOrpaU4IecKux  METOJIOB  3allUThl  MH(OpPMAIIHU.
JMcuuninHa No3BOJIUT M3YYUTh MPOCTEHIINE MUPPBI U HX
CBOWCTBA; KOMIIO3MLMHU IIU(PPOB; CHUCTEMBbI MU(PPOBAHUS C
OTKPBITBIMH KJIFOYaMH; BHJIBI MH()OpMAIMHM, IOJUICKALIIE
3aKpBITUIO, MX MOJEIH H CBOMCTBA; KpHITOrpaduuecKas
CTOHKOCTh IIU(POB; MoJied  HUQPOB; OCHOBHBIE
TpeOoBaHMs K mH(pam; COBEPILECHHbIE IH(PBI; TEOPETHKO-
WH(POPMAITMOHHBIA TIOAXO0J K OIEHKE KPHUITO CTOWKOCTH
¢ poB.

Discipline allows you to form a basic knowledge of
cryptographic methods of information security. Discipline
will allow to study the simplest ciphers and their properties;
cipher compositions; public key encryption systems; types of

AknapaTTap KOHE  KoATap

TEOPUACHI

Teopuss ~ uHpOpMaLUH
KOJMPOBaHUS
Information ~ Theory
Coding

u

and
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information to be closed, their models and properties;
cryptographic strength of ciphers; cipher models; basic
requirements for ciphers; perfect ciphers; information-
theoretic approach to the evaluation of the crypto strength of
ciphers.
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AKMapaTThIK Kayirci3mik
ayJHTHI

Aynut uHpOpMaIMOHHON
Oe3omacHOCTH

Information Security Audit

ITon axmaparThlK Kayinci3mik ayautin (AK) sxyprizymin
TYPJIEPiH, TPaKTHKAIBIK SHIiCTEpi MEH Kypajaapbl Typaibl
Oimimre me Oomyra MyMKiHAiK Oepeni. IloH axmaparThik
KayilCi3AiK ayAWTiHIH HEri3ri YFBIMIApbIH, aKMIapaTThIK
KayINCi3MIKTI YABIMIACTBIPYABIH YPIICTIK TOCUTIH, YpIaicTep
MEH JKYHeJepiH cana MEHEPKMEHTIHIH IUKJIIIK MOJICITiHIH
Ma3MYHBIH 3epJieieyre MyMKiHAiK Oeperti.

JlMciumiuHa  TO3BOJIAET MPUOOPECTH  3HAHWS  BUJIOB,
MNPAKTUYCCKHUX METOAOB U CPCACTB IPOBCIACHUA ayauTa
uHpopmanmonHo Oe3onacHoctu (MB). Jucuunnnaa
MO3BOJIUT  HW3yYUTh  OCHOBHBIC  IOHATUS  ayaWTa
WHPOPMALMOHHON 0€30MacCHOCTH; TPOLECCHBIM IMOAXO0MA K
OpraHu3aluu WHPOPMAITHOHHON 0e30macHOCTH;
coJiepyKaHue IUKJINICCKON MOJICTH MEHE/DKMEHTA KauyecTBa
MPOIIECCOB U CHCTEM.

Discipline allows you to form a basic knowledge of the types,
practical methods and means of conducting an information
security audit (1S). Discipline will allow to study the basic
concepts of information security audit; process approach to
the organization of information security; the content of the
cyclic model of quality management processes and systems.
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AKITapaTThIK Kayilci3miKTiH
YHBIMAACTBIPYLIBUIBIK KQHE
KYKBIKTBIK KAMTaMachl
OpraHu3anoHHO-TIPaBOBOE
oOecriedeHue HHPOPMAITUOHHOMN
6e3omacHOCTH

Organizational and Legal
provisions of information
security

ITon aKIapaTThIK Kayincizmik OOMBIHIIIA ouTiM
KaJIBINTACTBIPYFa KOHE aKNapaTThIK KayilnTepidl, oJapibl
OeiiTapanTaHABIPYABl, aKMapaTThIK pPEeCcypcTapibsl KOpFay
mapajgapelH  YUBIMIACTHIPY  MOCEJENepiH,  aKMapaTThIK
KBI3METTI peTTeiTin HOPMATHUBTIK KYKaTTap/Isl,
KpUNTOrpadusHbl, KOMIBIOTEPIIK JKENIePAiH Kayirci3airin
KaMTaMachl3 €TyMeH OalylaHbICThI 0Oacka Ja Macenenepi
3epzeliey I OKbII OLTyre MyMKIH/IIK Oepei.

Jucuuriaa MO3BOJIAET chopMUpOBaTH 3HAHUSA
nH(OPMAIMOHHON  0€30MacHOCTH U U3ydcHHE
“H(OPMAIMOHHBIX YIPO3, MX HEUTpau3alui, BOMPOCOB
OpraHM3alMd Mep 3alluThl HHOOPMALMOHHBIX PECYPCOB,
HOPMAaTUBHBIX JTOKYMEHTOB, perIaMeHTHPYIOIIUX

@& EHY 708-01-19 Karayor tucuuIuiie o o0pa3oBarelibHOI nporpamme. M3ganue Bropoe




WHPOPMALMOHHYIO JESITeNbHOCTh, KpunTorpaduu, Ipyrux
BOIIPOCOB, CBSI3aHHBIX C oOecredeHneM Oe30MacHOCTH
KOMITBIOTCPHBIX CET eil.

Discipline allows you to form basic knowledge of
information security and the study of information threats,
their neutralization, the organization of measures to protect
information resources, regulatory documents governing
information activities, cryptography and other issues related
to ensuring the security of computer networks.
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AKIapaTThIK Kayilci3miKTiH
CTaHAAPTTaphI

CranaapTsl ”HOPMAITHOHHON
Oe3omacHOCTH

Standards of information
security

[lon axmapaTTBIK KayilCi3fik CTaHZapTTapblH 3epiAeley
OolibIiHIIA Heri3ri OimiMaepai KaJblNTacThIpyFa MYMKIHIIK
Oepeni. [lon akmapaTTBIK KayilcCi3AiKTi KaMTaMachkl3 €TyMeH
OaillaHBICTBl ~ CTAaHNAPTTApABl ; AKMApaTThl  KOPFay.bl
YHBIMIACTBIPY €pPEeKIICITiKTEPiH 3epTTeyre MYMKIHAIK Oepei;
aKIaparThl KOpray OOWBIHIIIA HOPMATUBTIK YKOHE OaCIIbUIBIK
KyKaTTapbl Tainjail Oury, onapra CaJbICTBIPMAaibl Taliay
JKacai Oimymai yipereni.

AvcumnnnHa nossonseT ¢opmuposaTb 6as3oBble  3HAHMA
CTaHAapToB MH(pOpMaMOHHOW Oe3omacHOCcTU. JucuuminHa
MO3BOJIUT M3YyYHTh CTaHAAPTHI, CBS3aHHBIE C OOECIeUeHUEM
WHPOPMALTUOHHON Oe3omnacHoCTH; 0COOEHHOCTH
OpraHu3alMy 3aIlIUThl MHQOpMAIMK; YMETh aHAIN3UPOBATH
HOPMAaTHBHBIE W PYKOBOJSAIINE JOKYMEHTHI TIO 3allHTe
nH(opManuy, 1aBaTh UM CPAaBHUTEILHBIN aHAIN3.

Discipline allows you to form a basic knowledge of
information security standards. Discipline will allow to study
the standards related to ensuring information security;
features of the organization of information security; be able
to analyze regulatory and guiding documents on information
security, give them a comparative analysis.

Kommsrorepik aKImaparThl
KOopray T€XHOJIOTHSICHI
TexHonoruu 3aIIUThI
KOMITBIOTEPHOI HH(OpMaIuu
Technologies of protection of
computer information
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Kayinciznik sxyiecin
BepuduKausay
Bepudukarus cucrem
0e30macHOCTH

Verification of security systems

ITon aKnaparThIK Kayincizaik KyHenepin
BepU(UKAIMAIAYAbIH HETI3rl 9icTepl Typaibl OLTIM aiyFa
OarpiTTanFad. [loH Kayinci3mik jkoHE >Kyhelepiai KOopray
KYHEJIepiHiH ~ ammapaTTbIK ~ JKOHE  MpOrpaMM  albIK
KaMTaMachl3 eTYIHIH KypaMblHa KIpeTiH Ka3ipri 3aMaHFbl
TEXHUKAIBIK OHE IMPOrpamMM allblK KypayJapjblH Herisri
napamMeTpyiepiH, Kayilci3Oik J>KoHe OKelJiepAai  Kopray
KyHesepiH yMbIMIACTRIPY oHE XoOajlay NpPUHLMIITEpiH,

Kommneroreprik aKmaparThl
KOpFray TE€XHOJIOTHSIChI
Texnonornu 3aIIUThI
KOMITbIOTEPHOH HHpOpMan
Technologies of protection of
computer information
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KeNmmepi  KOopray JKoHE  Kayilci3mik — KyHenepiHiH
apXUTEKTypackl MEH CTAaHAAPTTHl XaTTaMalapblH OKBII
Oimyre MyMKiHIIK Oeperi.

JucuurivHa HampaBlieHa Ha MONYYeHUE 3HAHUUW METOJOB
BepuduKkanuym cucteM HUHPOPMAIIMOHHON OEe30MacHOCTH.
I[I/ICIII/IHJ'II/IHa IMMO3BOJIMT H3YYUTHL OCHOBHBIC MapaMETPhbI
COBPEMCHHBIX TEXHUYCCKUX M IIPOrpaMMHBIX CPEACTB,
BXOoaAMIME B COCTaB almapaTHoro W IIporpaMMHOIO
oOecreueHusT CHCTEM OE30IaCHOCTH M 3alllUTHl CHCTEM;
ITPUHIAIIBL OopraHusanuu u IIPOCKTUPOBAHUA CHUCTEM
0e30MacHOCTH ¥ 3aIlUTHI ceTel; ApXUTEKTYpy U
CTaHAAapPTHBIC MPOTOKOJIbI CUCTEM 6630HaCHOCTI/I U 3alUThI
ceTeit.

Discipline allows you to form a basic knowledge of the
verification methods of information security systems.
Discipline will allow to study the basic parameters of modern
hardware and software, which are part of the hardware and
software systems for security and protection systems;
principles of organization and design of security systems and
network protection; architecture and standard protocols of
security systems and network security.
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AKnapaTThIK Kayinci3aikTi
Oaranay aicrepi

Metoabl OLICHKH
WH(OPMAITMOHHOM
0€30IMacHOCTH

Information security assessment
methods

[ToH aknapaTThIK KayilCi3aikTi OaraiayablH HEri3ri oaicTepiH
OKpINl OuTyre OarbITTanraH. [IoH akmapaTThIK KayilCi3miKTi
Oaramay oiCcTepiH, MKeNiJepJi Kopray JMoHe KayillCi3IiK
KYHeJNepiH MOAEeNbJeY oIicTepi MEH TEeXHOJOTHsIIAPhIH,
aKnaparThlK KayilcCi3JiK >KyHeJIepiHIeri OCayIbIKTapabl
i3ey oicTepi MEH KypajiapblH, JKeIIepai KOpFay >KoHe
Kayimcizmik — oKyienepiHgeri  oKIMIIJIGHAIpY  SAiCTepiH,
MOOWIIBJII aKMmapaTThIK JKyHenepal BepuduKanusiiay xoHE
Kayilci3MiriH KaMTaMachl3 €Ty epeKIIeTKTepiH, JKemaepi
KOpFray JKOHE Kayincizzik KyHenepiHig Jamy
TEHICHIIUSIIAPBIH OKBII O1TyTe MYMKIHIIK Oepeti.

JucuuninHa OpueHTUpOBaHa Ha (QopMupoBaHWEe 3HAHWUN
METOAOB  OLEHKM  HMHPOPMALMOHHOH  OE30MacHOCTH.
JucuunnuHa  MO3BOJUT  M3YYUTh  METOABI  OLIEHKH
WHPOPMAIIMOHHON 0€30MacHOCTH, METOJbI W TEXHOJIOTUH
MOJICJIMPOBAHHS CHCTEM OE30MacCHOCTH M 3allWThl CETel;
METOABl W CpEICTBA TOMCKA YA3BHUMOCTEH B CHCTEMax

Kommerorepmik aKIaparThl
KOpFay TeXHOJIOTHSICHI
Texnonorun 3aIIUTHI

KOMITBIOTEPHOI HH(OpMaITuu
Technologies of protection of
computer information
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“H(OPMAITMOHHOM 0e30MmacHOCTH; METO/IbI
AIMUHUCTPUPOBAHUA B CHCTEM 0€e30I1acHOCTA | 3allIUTHI
ceTed; 0COOGHHOCTH  oOecmedeHHs  OE30MacHOCTH U
BCpI/I(bI/IKaHI/II/I MOOMIIBHBIX I/IH(I)OpMaLII/IOHHBIX CHUCTEM,
TEHCHITUN Pa3BUTHS CUCTEM 0€30TIaCHOCTH M 3aITUTHI CETEH.
Discipline allows you to form a basic knowledge of
information security assessment methods. The discipline will
allow to study the methods of information security
assessment, methods and technologies for modeling security
systems and network security; methods and tools for finding
vulnerabilities  in  information  security  systems;
administration methods in security systems and network
security; security features and verification of mobile
information systems; Trends in the development of security
systems and network protection.
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