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Ne | TlonHin [TonninaTaysl / Kpeaur / Kpickaiua anHotanus/ [pepekpusurrep/
umiti /
[nxnnm Ha3sBanue aucuniuinHel / Kpeaunr / Kparkas aHnoTauus / [Ipepexen3uTsl/
CLMTUIH
HbI Name of the course Credit Annotation Prerequisites
/Cycle
of the
course - | [ o
1 cemectp /1 cemectp / Semester 1 o
S - KOO komnonenti / BY3osckuiikomnonent / Universitycomponent 4
1 | BII Maremaruka | 8 Byn noH  aHanuTHKanbiKk - anrebpa  KOHE  ChIZBIKTHIK |
AKOOK | Maremaruka | reoMeTpUs  €CenTepiH  llelly AarabliapbiH  MEHrepy, 5
BJ1 BK | Mathematics | NpaKTHKAIbIK €CENTepi ey YuliH  aHAIHMTHKATBLIK '
BD UC anrebpa koHe CbI3BLIKTLIK FEOMETPHUA OICTEPIH KOJI1aHy
JlaF/IbUIapbiHA HEeNeHyre MyMKiHAiK Gepei.
JIMCUMIUIMHA  MO3BOJIACTIIPHOOPECTH HaBBIKHPELIEHHA
jaj1a4 aHAIMTHYECKOH anreOpbl W JTHHEHHOH TreoOMETpHH,
MCMONB30BATE  METOALI  AHANUTHYECKOH  anrebpnl W
JTUHEHHON TeOMETPHH JUIA PELIEHUSA NPAKTHYECKHX 3a/1ay.
Discipline allows you to form the basic skills of solving
problems of analytical algebra and linear geometry, use the
methods of analytical algebra and linear geometry to solve
i practical problems. B ]
2 | BIT Du3nka 5 [ToH Ka3ipri 3aMaHFbl JKAPATHLILICTAHY FHUIBIMBIHBIH HETi3i |

® EHY 708-01-19 Karaior ancumnuims 110 obpasoareisHoi nporpavme. Hinanue sTopoe
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KOOK
B/ BK
BD UC

Dusuka
Physics

peTiHae (pHUIMKAHBIH POJIIH 3ePTTEN KIHe KOPCETe OTBIPBIM,
o3iHiH Genikrepin Gipryrac Gipikriperin ipreai kype. Byn
Kypc  MexaHuka,  MOJeKylanblK  (u3Mka  KoHe
TEPMOJAHHAMMKA, OJNEKTPMArHETH3M, MEXAHHKAILIK JKIHE
3NEKTPMArHUTTIK Tepbenicrep >kaHe TONKBIHAAP, OITHKA,
aTOM/IbIK JK9HE AApONbIK (hu3nka HesiMIepiH KAMTH/BL
Hucumnauua  npeacraenser  coboi  GyHaaMeHTANLHBIH
KypC, €IHHBIH B CBOHX YacTAX, M3IYYAOWHH M
NEMOHCTPHPYIOWHWA pob  (H3MKM Kak OCHOBBI BCErO
COBPEMEHHOIO ecTecTBO3HaHMA. [laHHbld Kypc BKIIFOYaeT
TaKHe pasjie/ibl KaKk MEXaHHKa, MOoJieKyaspHas (u3vka W
TEPMO/IMHAMHKA, J/IEKTPOMATHETH3M, MEXAHHYECKHE H
SNEKTPOMArHHTHbIE KonebaHHus W BOJIHBI, OMTHKA, aTOMHAaA
 AiepHas hu3uka.

Discipline is a fundamental course, one in its parts,
studying and demonstrating the role of physics as the basis
of all modern natural science. This course includes such
sections as  mechanics, molecular  physics  and
thermodynamics,  electromagnetism, mechanical and
electromagnetic oscillations and waves, optics, atomic and
nuclear physics.

2 cemectp / 2 cemectp / Semester 2

KOO xomnouenti/ BY3oscknitkomnonent / Universitycomponent

AHOOK
bJI BK
BD UC

Martemaruka Il
Maremaruka Il
Mathematics I1

3

Ilon matemaTHkaHblH  KapanakbiM  eCenTepiH  3epriey
S/iCTEPI MEH annapathiH JIypbiC TaHaay AarAbliapbiH,
apTYp/i MaTeMaTHKANbIK MOIENbAEPIAl KYPY AAFAbLIAPLIH
MeHrepyre MyMKiHaik 6epeai.

Jucumruinna no3BoaAeTHOPMHPOBATE HazoBbie
HaBBLIKHIIPABMUIILHOrO  BbiGOpa  anmapata W MeToaa
HCCIEIOBAHUA NPOCTEHIINX 3a1a4 MATEMATHKH, HABBIKAMM
MOCTPOEHHA PATTUYHBIX MATEMATHYECKHX MOJIENEH.
Discipline allows you to form the basic skills of the correct
choice of apparatus and method of research of the simplest
tasks of mathematics, the skills of building various
mathematical models.

MartemartHka 1
Maremaruka |
Mathematics 1

Tanay Godsinma komnonertrep / Komnouen st no seibopy / OptionalComponents

4 | BIITK
bJ1 KB

C++ TiniHae nporpaMmanay
[lporpaMMupoBaHHe Ha A3bIKE

8

[IoH nepekTepaid CTaHIApPTTBI THITEPIH , KOHCTaHTANap,
adHbIManbinap,  onepauuasap,  Oip enmwemai kaHe

® EHY 708-01-19 Karanor aucumniunn no obpasosare sHo# nporpamme. Hananue sropoe




BD EC

C++
Programming in language C++

KOMoleMai MacCHBTEp, KOPCETKITEPAl OKbIN YHpeHyre
apHantran. C++ nporpammanay Tininae Oaraapramanbik
KamMTaMa Kypyra MyMKiHjlik 6epeni.

JlucumMniuHa npeaHa3Ha4YeHa AIA M3yYeHHA CTaHAapTHBIX
THMOB JIaHHBIX, KOHCTAHT, TIEPEMEHHBLIX,  OMEpalMH,
OMIHOMEPHBIX H MHOIOMEpHBIX MaCCHBOB, YKa3aTesieH.
ITo3BoiMTpa3pabaTLIBATENPOrPAMMHOEOOECNIEYEHHEHAAZBIK
enporpaMMupoBaHusaC++,

Discipline is designed to study standard data types,
constants, variables, operations, one-dimensional and
multidimensional arrays, pointers. Allows you to develop
software in C ++ programming language.

5 | BITTK
BJIKB
BD EC

Temenri JieHrenne
nporpaMmaiay Tiiaepi
[TporpaMupoBanue Ha  A3bIKE
HHM3KOTO YPOBHSA

Programming in low-level
language

[ToH aBTOMATTap TEOPHACHI, NMpOrpaMmManiay, ONnepalHAIbIK
KyHenep, KabOablK KOHDHIYypaUMACHl, Kaj Karaabl,
komaHnanap, Oackapy Oepinici, OKufanap Ke3ekTiniri,
fonavipMay, KyTnereH s arjaiiap,  KypbUIFbUIAP/IbIH
PEAKIMACH KOHE opeKeT eTy TabhicThUIbIFbl HOHbIHIIA
Hinimai HHTErpauraIanibl AKoHE Accembniepae
nporpaMManay  TUTIH  YHpeHyre,  TPaHCIATOPAp/ibiH
KacMeTTepiH TyciHyre Herizaenred C-nporpammanapisi
oxTainanabipyra, C mex AccemGnepae sorapbl THiMII
nporpaMManapibl Kypyfra apHairaH.

JIHCUMNAMHA MHTEPHUPYET 3HAHHA NO TEOPHH aBTOMATOR,
NpOrpaMMHPOBAHHIO, onepalHoOHHBIM CHCTEMaM,
koHpurypauuu o6OpyaOBaHUA, MEpeayd YNpaBleHHA W
npejiHa3HayYeHa [UIA M3YYEHHA A3biKA MPOrPAMMHPOBAHHA
Ha accembaepe, ontumusaumi C-nporpamm, 6a3upyrouieecs
Ha  MOHWMAHME CBOWCTB  TPAHCAATOPOB,  CO31aHMA
BoicOKOd(pexTueHbIX nporpamm Ha Cu W accembnepe ¢
y4eroM 3HaHua paboTel annapatHod uacth OBM M
MOJIE/THPOBAHHUSA CPE/ICTB BbIYHC/IUTENLHON TEXHHKH.

The course integrates knowledge in automata theory,
programming, operating systems, control transfer. The
course is designed to study programming languages in
assembler, and C-programs based on understanding of the
characteristics of the translators. It helps students to develop
highly efficient programs in C and Assembly languages,
including knowledge in hardware operation and simulation

| of computer equipments.

® EHY 708-01-19 Karanor aucumniss no 06pasoparensHo# nporpamme. Hinauue stopoe
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3cemecTp /3;;mecrp / Semester 3

KOO komnouenti / BY3osckuiikomnonent / Universitycomponent

AKOOK
BJ{ BK
BD UC

JlMckpeTTi MaTemaTHKa
JlackpeTHas MaTeMaTHKa
Discrete Mathematics

5

[ToH kenTereH KocChIMIaiapna OpbIH anaThlH nucxperri | Maremaruxka I

KacHETTEPIH y#penyre MYMKIHAIK
Gepeni,atan  aiiTkaHma,  JMCKpETTI  MaTemaTHka -
KOMITBIOTEPTIK ~ YKOHE  AKMapaTThlK  TEXHOMOTHANApIbI
(TeOpHANBIK HHOPMATHKA, ANTOPHTMAEDP TEOPHACHI, KOATAY
TEOPHACHI, KONAAHOAIBI MATEMATHKAIBIK JKOHE MPOrpamm
anbiK KaMTaMachl3 €TY), IKOHOMHKAIBIK €CenTep/i Lieury
yuliH  (koMOGMHATOp/BLIK  Tanaay, rparap TEOPHACHI,
KOMIKCTpEMAAbl  MACceNenepai  weiny),  JAMCKpETTi
MMHTALHAILIK MOJENbACY YIUiH YHpeHydiH Herizi Gomwin
Tabbinabl.

JIMCUMIUIMHA TIO3BOJIAET M3YYMTBCBOHCTBA JIMCKPETHBIX
CTPYKTYpP, KOTOpbI€ MMEIOT MECTO B MHOIOYHMC/ICHHBIX
NPUIOKEHHAX,B  YACTHOCTH, JIMCKPETHas  MaTeMaTHka
apngerca  6a3zoH  UIS M3YUEHHMA  KOMIBIOTEPHBIX  H
HHBOPMALIHOHHBIX TEXHOIOrHH
MH(OPMATHKA, TEOPHA ANTOPHTMOB, TEOPHA KOIMPOBAHHA,
CO3/1aHHE NPUKJIAJHOTO MATEMATHYECKOTO H MPOrPaMMHOro
obecneyeHus), AN PEleHHT SKOHOMHYECKHMX 3ajay, s
JAMCKPETHOTO HMHTALIMOHHOTO MOJETHPOBAHHS.

Discipline allows you to form the basic knowledge of the
properties of discrete structures that take place in numerous
applications. In particular, discrete mathematics is the basis
for studying computer and information technologies
(theoretical computer science, theory of algorithms, coding
theory, crcating applied mathematical and software), for
solving economic problems, for discrete simulation.

KYpbiabiMIap

(TeoperHueckas ’

Maremaruxa 1
Mathematics I

Talumy Hoibinma komnonerrrep / Komnonentet no suibopy / ()ptlonalComponents

7 | BITK
B KB
BD EC

Java TiHAE obbekTire
DarbITTANFAH NporpaMmanay
O6BEKTHO-OPHEHTHPOBAHHOE
NpOrpaMMHpOBaHH1e Ha Java
Object-oriented ~ programming
on Java

S

[Tou Java AKOFapbl JICHreWIi MporpaMmanay TiliH naiaanaHa
OTBLIPBIN, MPAKTHKAILIK €CENTepal Lieury AaribinapbiH
MEHrepy, obbekTini-OarbITTaNFaH nporpamMmanay
TEXHONOIMACKLIH OKY, MAIIMETTEPAl OHJIey aIropHTMAEpi
MEeH 2pTYpii KypbUIbIMAApAbl Nainanay, nporpammanay
aicTepiH aHe rpaduKanbik naigananyiibl MHTEPQEHCIH
Ky3ere acripy, 061,ex'rini 6arbn1anraﬂ nporpaMmasayabiy

@ EHY 708-01-19 Karajor AMcunniny 110 obpasosarensHol nporpamme. Ussanue sTopoe
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BIT TK
B/ KB
BD EC

ywin JDBC TtexHonorusceiH nalinanany, Ker arbIHIBI
KOCBIMLIAIap MEH GUI-unrepdeticrepai KYpy
narapiaapeiHa ve 6omyra Mymkinaik Gepeni.

JMcuMriiHHa  nO3BONAETNPHOOPECTH HABBIKH  PELUEHHA
NPaKTHYEeCKWX  3aja4 C  MCHONB30BAHHEM  A3bIKa
NpOrpaMMHpPOBAaHHA BBICOKOIO YpOBHA Java, OCBOEHHE
TEXHONIOIHH 00BEKTHO-OPHEHTHPOBAHHOIO
NPOrpaMMHPOBAHHA, MCTIONB30OBAHHE PATHYHBIX CTPYKTYP
H aIrOPHTMOB obpaboTku JIaHHBIX, METOJ0B
MpOrpaMMHpOBaHMAs M peanusaluu  rpaduyeckoro
NOJIb30BATENLCKOTO HHTEp(dEHica, MCNONbL30BaTh OCHOBHbIE

MpHEMBI 00BEKTHO-OPHEHTHPOBAHHOTO
MPOIr PAMMHPOBAHHA; co3/1aBaTh MHOTOMNOTOYHbIE
MPHIOKEHUA u  GUI-unrepdeicst, MCMIOJIb30BATh
TEXHOJIOTHIO JDBC

JUTACO3IaHHATIONKITIOYEHHAKOA3e JaHHEIX.

Discipline allows you to form basic skills in solving
practical problems using a high level Java programming
language,  mastering  object-oriented  programming
technology, using various structures and algorithms for data
processing, programming methods and implementing a
graphical user interface, using basic object-oriented
programming techniques; create multi-threaded applications
and GUI-interfaces, use JDBC technology to create a
connection to the database.

Anroputmaey KaHe
nporpammaay Tiiaepi
ANrOpUTMH3ALMA M A3BIKH
NpOrpaMMHPOBAHHS
Algorithmization and
programming languages

w

[Ton C TiNiHIH Herisri onepaTopiapbiHbiH CHHTAKCHCI MEH
CEMAHTHKACBIH AKOHE KYPbUILIMIBIK [POrpaMMaiay/ibiy
HEri3ri NPUHUMNTEpIH Olly, ApTYpJai aIrOPHTMAEPAIH
KYPbUIBIM/IBIK CXEeManapbiH »acay, opTypii AepeKkTepai
OHIEY OICTEPI MEH ITOPHTMAEPIH ICKe achlpy YUiiH
nporpaMManap  Kypy:  TanchbipMaHblH  TanantapbiHa
HalIaHbICThI KKETTI  JEpeKTep  KypbUIbIMIApbiH
YHABIMIACTHIPY, Macenenepl ey YUuliH aaropuTMaepiiy
THIMAINIFH  Tangayabiy  e31aik  amictepi; € Tininzge
KOMIIOHEHTTEP MEH MOY/IbAEP KYpyFa MYMKiHAIK Gepei.

JIMCUMIUIHHA O3BONAETIIONYYHTB3HAHMA ~ CHHTAKCHCA M
CEMAHTHKM OCHOBHBIX OMepaTopoB A3bika CHH OCHOBHBIE
NPHHLATIbI CTPYKTYPHOTO MpOrpaMMHPOBAHHA,
pa3pabaTeiBaTh  CTPYKTYPHBIE  CXEMbl  pamIM4HbIX

® EHY 708-01-19 Karanor aucuunius o obpasosarensHod nporpamse. Hinanue propoe




rOPUTMOB; COCTaBIATH [POTPaMMBI JUIS  pEav3aluu
METONOB W alirOpMTMOB 00pabOTKM pa3nUyYHBIX JIaHHLIX;
OpPraHu3oBaTh B 3aBHCHMOCTH OT TpeboBaHMi 3ana4M
HeOOXOMMbIE CTPYKTYPhl JIAHHBIX, OBNANETh METOJAMH
aHaim3za 3hGEKTHBHOCTH aITOPHTMOB PELUEHHA 3ajay;
CO3/1aBaTh KOMIIOHEHTBI X MOJ1y/IH Ha A3bike CH.

The discipline allows you to form the basic knowledge of
the syntax and semantics of the main C operators and the
basic principles of structured programming, to develop
structural diagrams of various algorithms; draw up programs
for the implementation of methods and algorithms for
processing various data; organize, depending on the
requirements of the task, the necessary data structures,
master the methods of analyzing the effectiveness of
problem solving algorithms; create components and
modules in C language.

9 | BIITK | KpuntorpadusHbix

BJI KB | maTtemaTukaibiK Herizaepi
BD EC | MaTtemaTHueckue OCHOBBI
KpuriTorpauu
Mathematical basics
cryptography

of

ITon kpunrorpadusibiK 94ICTEPAl *2dHE OCBI daicTepl
NpakTHKaga ICKe achipy MbICAIApbiHbIH  KOMETiMeH
aKnapartTbl KOpFay/ibiH Herisri NPHHUMITEPIH
KanblracThipyra OarbiTTasirad. [1oH CHMMETpHsIbI KaHe
ACCHMMETPHAIIBI KUTTTEpMEH KpUnTorpahuaabiK
aNrOpUTMAEPAI Kypy NPHHLMITEPIH, MPOrPpaMMaIbiK KaHe
annaparThiK Kysere aChIPLUIBIM apachbiHAArsl
AMbIPMALIBLUILIKTBL OKbIN Giyre MyMkinaik Gepeni.
JIMCUMNIMHA HANPARIEHA Ha M3YYEHHEOCHOBONOIArAOLIMX
MPHHUMOOB  3aliuThi  MHOOPMALMH € MOMOLUBIO
KPHNTOrpaguUecKHX METONOB W TPUMEPOB pEaM3aliiK
9THX METOAOB HAa npakTuke. JIMCUMMIMHA MNO3BOIMT
M3yYMTh  NPHHUMMBL  MOCTPOEHHA  KPHMTOrpadH4ECcKHX
AITOPHTMOB C CHUMMETPHYHBIMH M HECHMMETPHYHBIMH
KJIIOYaMH;,  padid4yHe  Mekay  [POrpaMMHBIMH W
annapaTHbIMH pealH3alHAMH.

Discipline allows you to form the basic knowledge of the
fundamental principles of information security using
cryptographic methods and examples of the implementation
of these methods in practice. Discipline will allow to study
the principles of constructing cryptographic algorithms with
symmetric and asymmetric keys; the difference between
software and hardware implementations.

Maremartuka Il
Maremaruka |1
Mathematics I

® EHY 708-01-19 Karanor aucuuiuigg o obpasoarensHoi nporpamMme. Uinauue sropoe




10

BITTK
B/ KB
BD EC

KpunrorpadpuaHeIHTEOPHAIBIK-
CaHABIK aaicrepi
TeopeTuko-unCcI0BbIE METOBI B
Kpunrorpagumn
Theoretical-method methods in

cryptography

[low  anropurmuepaiy — kypaemtirine  Gara  Oepy,
CHMMETPHAJIBIK KOHE ACHMMETPHANBIK KPHITOIpaQHAIBIK
AITOPHTMAIEPAI AYPHIC KONAaHy, KOWBUIFAH TarchipMaHbl
dopmanaay, KpUNTOAHAIMI E€CENTEPIH KOK JKOHE ONapisl
ey JKOJNAAPLIH  KOpCeTy, THITIK KpUITOrpadMaisiK
ATrOPHTM/EPAI CHHTE3JeY MEH Taljlayla KOJJaHblIaTbiH
HEri3ri MaTeMaTHKANBIK 3/1iCTepi KonaaHyFa GarbiTTanraH.
Jlucumninna Harpar/ieHa Ha MoJIyYeHHE
6a30BBIXHABBIKOBOLIEHKH CIIOAKHOCTH anropuTMOB,
KOPPEKTHO NMPHMEHATH CHMMETPHYHBLIE H ACHMMETPHYHBIE
KpurrorpagHyeckue IrOPHUTMBI, thopmanuzopath
MOCTABIEHHYK) 3a7a4y, BBIIIOIIHKUTL TIOCTAHOBKY 3a]ay
KPHIITOAHA/IM3a M YKa3aTb MOAXOABl K HX PEUICHHIO,
MCTO/IB30BaTh ~ OCHOBHLIE ~ MAaTEMaTHYeCKHE  METO/bI,
NpUMEHseMble B CHHTE3e W aHaIW3e  THIIOBBIX
KPHITOrpah) HYECKHUX AJITOPHTMOB.

Discipline allows you to form the basic skills of assessing
the complexity of algorithms, correctly apply symmetric and
asymmetric cryptographic algorithms, formalize the task,
perform the formulation of cryptanalysis tasks and specify
approaches to solving them, use the basic mathematical
methods used in the synthesis and analysis of typical
cryptographic algorithms.

Maremaruka [l
Maremaruka Il
Mathematics [l

4 cemectp /4 cemectp / Semester 4

KOO komnouenTti / BY3osckuiikomnonent / Universitycomponent

11

BIT
KOOK
BJ1 BK
BD UC

KoMMeroTepitik aknapartbl
KOpFay TEXHOIOMMACHI
TexHonoruu 3amursl
KOMMBIOTEPHOH HHpOpMAIIMK
Technologies of protection of
computer information

A

5

[lon aknapaTTsl PYKCATChi3 KOJI JKETKi3yleH KOprayibiH
TEOPHANBIK  HEri3[IEPiH  OKbIM  YHPEHY, HOPMATHBTIK
KYAKATTapabl  OKbIM-yHpeHy  TACUIEpIH MEHTepy,
CTY/CHTTEPAE  PYKCATCbI3 KOJA  AKETKI3YAE€H  KOpFay
AKYHECIHIH  JKEKe  DJIEMEHTTEpiH, COHAaH-aK  JKasllbl
KOpFaHbIC KelleHiH kobanay OOHWbIHIIA AaFabLUIapabl
KanblmracTeipyra  OareiTrasiFan.  [loH  KJ1accHKanbik
MOJIENBAEPAI: JMCKPELMAJILIK KOHE MAHAATThl, COH/IAH-aK
Kayincizaik cascatelH cunartayasiH GopManbabl  TUTIH
y#HpeHyre Mymkinaik Gepei.

JIMCUMNAMHA OPHEHTHPORBAHA HA MOy YEHHEIHAHUHA 3aLUMUTEI
HH(POPMALIMH  OT  HECaHKIIMOHMPOBAHHOIO  /10CTYyNa,
OBNAJICHHA MOAXOJAMHM K  HM3YYEHHIO HOPMATHBHBIX
AOKYMEHTOB, (DOPMHPOBAHWA Yy CTYJEHTOB HaBBIKOB [10

AKnaparTblK-
KOMMYHHKALHABIK
TEXHONOTHANAp
HnpopmaumonHo-
KOMMYHHKALIHOHHBIE
TEXHOJION UK

Information and communication
technologies

® EHY 708-01-19 Karanor aucuuninud no oGpasopareaso# nporpamme. Hinanue sropoe

'




[IPOGKTHPOBAHHIO KaK OTJENbHBIX JMEMEHTOB CHCTEM
jauMThl OT HECAHKUMOHMPOBAHHOIO NOCTYyNa, TaK M
KOMIUIEKCa 3allMThl B 1LEJOM. JHCUMNIHHA [03BOJIHT
M3Yy4YHTh  KJACCHYECKME MONEIH: JIMCKPELMOHHOH M
MaHAATHOH, a Takke GOpPMATBHOrO A3bIKA  ONHCAHHA
MOJIMTHKH 6E30MacHOCTH.

Discipline allows you to form a basic knowledge of
information protection from unauthorized access, mastering
the approaches to the study of regulatory documents, the
formation of students' skills in designing both individual
elements of protection systems against unauthorized access,
and the complex of protection in general. Discipline will
allow to study classical models: discretionary and
mandatory, as well as a formal language for describing
security policy.

Tanaay Gokininma komnonertrep / Komnonents no seibopy / OptionalComponents

12 | BIITK | Uudpasik cynbarexHuka 5 ITaou cynBaTexHHKaHbIH KapThinad eTkizriwTi npudopnapel | Du3mka
BJIKB | [ludporas cxemoTexHuka MeH onementrepi Typanbl  OiniM;  CynGatexuukanbii | Pusnka
BD EC | Digital circuitry aemeHT Ga3achl Typanibl kannsl ManiMertep (pezuctopaap, | Physics

KOHJeHcaTopJIap, AMOATAp, TpaH3ucTOpAap,
MHKpOCXemanap, OMNTO3/IEKTPOHHKA 31eMEHTTEPI );
MMKPOCXeMalapiaFbUOr HKaiblK IEMEHTTEP  MEH
NOrHKanbIK  kobanay; dyHKkuHOHANABL  TYHiHAEp
(newmdparopnap,  wudpaTtopnap,  MyJbTHIIEKCOpAap,
NAEeMYJIBTHIIIEKCOpAap, unpsl KOMmnapartop/iap,

CymMMmaTtopiiap, TPHITEpiep, pErucTpiep, CHETYHKTEp);
BUC/CBUC Herisinaeri ecte cakTay KypbUIFbIChl; IH(PIIbI-
AHATOITBLIK  JKOHE aHAIOTThi-LUMPIBLI  TypAaeHaipriwTep
OKBITYFa MYMKIiHIK Gepei.

Jlucumnianta N03BOJIAETNONYYHTH 3HAHHMA 0
MOy POBOAHHKOBbIX npubopax H INEMEHTaX
CHCTEMOTEXHHKH; OOLIMX CBeleHMH 06 anemeHTHOH Oase
CXEMOTEXHHKH  (pe3MCTOpbl,  KOHIEHCATOpbl,  AMObI,
TPaH3MCTOPbl, MHKPOCXEMbI, 3/IEMEHTHI OMTO3/IEKTPOHHKH);
NIOTMYECKHE 7IEMEHTBI M JIOTMYECKOE IPOEKTHpOBaHHE B
fa3zucax  MHMKpPOCXEM; GYHKUMOHANBHEIE  Y3J1bl
(newmppaTopsl, wngpaTopel, MYJIBTHTUIEKCOPBI,
NEMYJTLTHILIEKCOPBI, LH(POBBIE KOMNAPATOPEI, CYMMATOPbI,
TPHUITEDbl,  PETMCTDBI,  CYETYHKH),  3aMOMHHAIOUIHE

@ EHY 708-01-19 Karanor aucumniaus 1o o6pazosarensHod nporpamme. Usaanue sropoe
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yctpoiicTtea Ha ocHose BUC/CBUC; - uudpo-ananorossie u
aHanoro-uupoesie rpeodpa3oBaTeliu.

Discipline allows you to form a basic knowledge of
semiconductor devices and systems engineering elements;
general information about the circuitry element base
(resistors, capacitors, diodes, transistors, microcircuits,
optoelectronics elements); logical elements and logical
design in chip bases; functional nodes (decoders, encoders,
multiplexers, demultiplexers, digital comparators, adders,
triggers, registers, counters); memory devices based on LSI /
VLSI; - digital-analog and analog-digital converters.
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BIT TK
BJ1 KB
BD EC

DiIeKTPOHHKA1aFbl Ti30EKTED
TEOPHACHI, CHTHAIAp MEH
npouectep

Teopwuu ueneit, curuansl U
MPOLIECCHI B 3IEKTPOHHKE
Circuit theories, signals and
processes in electronics

[Ton TizbekTep TEOPHACHIHBIH HEri3ri  yFeIMIapbIMEH,
rapMOHHKanblK TepbenicTep pekuUMiHAE TYpakThl TOKTBIH
aNeKTp Ti3beKTepiH ecemTey 3aHaapel MeH 9IicCTepiMeH,
SNEKTp Ti3beKkTepiHaeri pe3oHAaHCTHIK KyObUIBICTAPMEH,
03apa HHAYKUMA KYObUIBICTADHIMEH TaHbICyFa, 3JIEKTP
TisbeKTepinaeri eTneni npouecTep MeH CUrHalAapabl OKbIMN
yHpenyre  Oarbirranran. [low  kapTeiiail  eTKi3riu
acnanTapibiH,  KYIWIEHTKIUI, WMITYJBCTIK,  JIOTHKAIBIK,
UMDPABIK  JKOHE  TYPJACHAIPrilUTEPAIH  AKYMBIC  ICTEy
npuHUMNTEpi HokbiHIa OUTIMAI MEHrepyre, COHbIMEH KaTap
0J1ap/ibl HNEKTP TEXHUKAIBIK, IEKTPOMEXAHHKAIBIK JKOHE
SHEpreTHKanblK  KabiablKTapaa  KoJJaHyra  MyMKIiHJIK
Oepei.

JlMcuuniuna HarpaeieHa Ha M3YYEHHWETEOPHH LiENeH,
3aKOHAMH W METO/IaMH pacyeTa JNEeKTPHYECKHX LeneH
MOCTOAHHOrO TOKA, B PEAKMME rapMOHHYECKHX KonaeDaHuid,
PE30HAHCHBIMH  ABNEHHAMH B IEKTPUYECKHX  LIEMAX,
ABJICHHAMM B3aMMHON MHAYKUMH. [lMcumniavua no3sonser

OBNAJETE  3HAHHUAMM no NPUHLIKTTAM paboTbl
MOJYNPOBOAHHKOBBIX npubopos, YCHIIHTEIbHbIX,
HMITY/IbCHBIX, NIOTHYECKHX, UMpPOBBIX H
npeobpasoBarenedd, a TaKke WX [PAMEHEHHs Ha
EKTPOTEXHHYECKOM, IEKTPOMEXAaHHHECKOM u

JHEPreTHYeCKOM 000pY/I0BaAHHH.

Discipline allows you to form the basic knowledge of the
theory of circuits, the laws and methods for calculating
electrical circuits of direct current, in the mode of harmonic
oscillations, resonant phenomena in electrical circuits,

Duzuka
Duzuka
Physics
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phenomena of mutual induction. Discipline allows you to
master the knowledge of the principles of semiconductor
devices, amplifying, pulse, logic, digital and converters, as
well as their application to electrical, electromechanical and
energy equipment.

Tannay 6oisinma KOO xomnoneti / Byzopckui komnonensT no Bhibopy / OptionalUniversityComponents

14 | XKBII Kacinkepnik sxaHe Ou3Hec 5
TK ITpennpuHUMATEILCTBO H
(0101 Ou3HeC
KB Entrepreneurshipandbusiness
GCD
EC
15 | XKBII [{upabik TEXHONOrHANAP/IBI 5
TK casjanap OOHBIHILA KONJaHy
0101 Ludporsie TEXHONOr MM 110
KB OTPAc/IAM MPHMEHEHHUA
GCD Digital technologies by branches
EC of application

[Ton ymr GarbITTel KaMTHABI: OH3HecTi Gackapy, KBI3METTIH
JKOHOMMKAIIBIK, QJIEYMETTIK JKAOHE JKOJOIMAILIK aAChI;
Ou3Hec wuaes sxoHe OM3HEC *KOCMapibl AAMBITY; MNIHHIH
Herisri GarbiTTapbiHbii Gipi peTiHAe CTYAEHTTEepHi eke
JKayankepulinikke, bIHTATaHAbIPYFa, WHHOBAlMAIBIKKA,
TAINLIHBICKA JXKOHE KOFAM al/IbIHIAFBl JKayarKepilijikke

y#HpeTeai.
Jlanueiit  Kypc BKIIOYaeT TpH Hampaenenus: OuisHec
aIMHHHCTPHPOBAHWE,  JKOHOMMKA,  COlMANbHbIE W

IKOJIOTHYECKHE PAMKH KH3IHEAECATENbHOCTH; OH3HEC Haesd
pazpabotka Omshvec muiana. Ocoboe 3HayeHwe B Kypce
YAENAETCS BAKHOCTH (HOPMHPOBAHHA TAKMX MO3MLMH, Kak

MepcoHanbHas  OTBETCTBEHHOCTb,  MOTHRALMA,  AyX
WHHOBALIMH, /IOOONBITCTBO W OTBETCTBEHHOCTbH [EPE]
00LecTBoM.

This course includes three directions: Business

administration, Economics, social and ecological framework
of life; Business idea and business plan development. The
special valuein this course is given to the importance of

forming such positions as personal responsibility,
motivation, the spirit of innovation, curiosity, social |
| responsibility. o

[lon  konpany  cananapni  OokbiHina — Kasakcrad

PecnyGnukaceinbi «L{udpreik Kazakcran» Mewmiekerrik
NPOTPAMMACHIH EHAIPY KAHE JKy3ere achipy/blH Herisri
KE€3eHIAEPiH, JNEKTPOHIBIK KbI3METTEP/I KOPCETYIH CaH/bIK
riaropmanapheiH, apTypii kacibu cananapaa UMpAbIK
aKnapaTTsl OHAIPYAIH TYPi 9/IICTEPiH KapacTbipaisbl.

JlMcumnnMHa pacCMAaTPHBAET OCHOBHBIE 3Tallbl BHEIPEHHUA
M  peanmsaumu  [ocynapcteeHHod  mporpammel  PK
«[udpoeoii Kazaxcran», undpopbie niathopmel oxazaHus
MIEKTPOHHBIX YCITyr, Ppa3iuyHbie crnocobsl 06paboTku

| unpoBoi HHGOPMALIMK B PAVIHUHBIX MPOPECCHOHATBHBIX

® EHY 708-01-19 Karaior aucunriiny no obpasorare/iHoi nporpamme. Minanue rropoe



obnacrax.

The discipline examines the main stages of implementation
and realization of the State Program of the Republic of
Kazakhstan "Digital Kazakhstan", digital platforms for the
provision of electronic services, various ways of processing
digital information in various professional fields.
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KBIT
TK
00[1

GCD
EC

[ckepnik puTOpHKa
JlenoBas putopuka
Business rhetoric

[ToH HaKTbl MIHAETTEPre KOJI JKETKi3y YIiH KbI3METTIK
canaHblH 9p TYPJepiHAe ajaMiap apachkiHAa THIMAI JKoHe
ceniMai ceinieyai Kyprizyre Garbirranrad. [IoH 63 O¥bIH
Ginmipyre, cayarThl AMalOr, MOHOJOTL, MiKipTanacrap
KYPrizyre, KOMMYHHKATHBTIK Jar/1bljlap MEH MALUBIKTAp/bl,
WIelEHAIK  OHEpAi  MeHrepyre,  UIEWEHAIK  OHbIH
KOMMYHHKATHBTIK HHETIH TYCiHyre MyMKinaik 6epei.
JIMcuMniavHa OpHeHTHpoBaHa Ha BejieHHe G EKTHBHON M
yOeaHTENBHON peun MEeAUTY JIOIbMH NPH Pa3IHYHBIX BUAAX
cnyxebHON chepbl ANA NOCTHKEHHA KOHKDETHBIX 3aad.
JIMCUMITIHHA NO3BOJIAET HAYYMTBLCA BbIPAXKATh CBOH MBICIIH,
BECTH PAMOTHbIH AMANOr, MOHOJIOT, MCKYCCHH, obnanats
KOMMYHHKATHBHBIMH YMEHHAMH M HaBbIKAMH, OPAaTOPCKHUM
MCKYCCTBOM, [OHHMaTh KOMMYHWKaTHBHOE HaMEpeHHe
opatopa.

Discipline is focused on maintaining effective and
persuasive speech between people in various types of
service areas to achieve specific tasks. Discipline allows you
to learn how to express your thoughts, conduct a competent
dialogue, monologue, discussions, have communicative
skills and abilities, oratory, understand the communicative
intent of the speaker.

17

TK
010))

GCD
EC

DKONOrHA  Heri3aepi  JkKoHe
TipILiNiK Kayincizairi

OcHOBBI KOOI MH H
HezonacHoCTH
KHIHEAEATENBHOCTH
Fundamentals of ecology and
life safety

Byn nouHiH Makcatbl eHOek oHe eMmip TIpWTiriHiH
Kayinci3 oHe 3IMAHCHI3 JKAFNaHbIH Kypyabl, OHAIpiCTIiK
KabNBIKTApAbl MOHTaXHAy KoHE MaHaanady KesiHae
Kayinci3fAik wapanapeld  CaKTay[bl, XalbiKTbl  7KOHE
OH/IpICTIK NepCoHabl, WapyalsinbK — Kyprizy
ofBbeKTIEpIH  BIKTHMaN  cajllap/aH,  aBapHAJiap/aH,
anarrapjad, anarTapaad Kopray OoHbIHIIA —TOTEHIUE
karjainapaa  cayartel  wewmiM - Kabpingayael  kaHe
Bomkay bl YHPEHY K9HE O1apblH CaIaphbiH K010,

JlMcummniauHa no3BoaseThOpMHpPOBATs HABBIKH CO3JaBaHHA
HesonacHoro W Ge3speaHOro  ycioBWH  Tpyna M

® EHY 708-01-19 Karanor adcusniaus no odpazosarensHoi nporpamme. Usnanue sTopoe
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KH3HENEATENBHOCTH, cobmoaare Mepel Ge3onacHocTH npu
MOHTaxe H IKCTUTyaTalMu TIPOH3BO/ICTBEHHOTO
060pynoBaHHA, NPOrHO3HPOBaTh M TMPHHHMATh PAMOTHBIE
PeUIEHHA B YCIIOBMAX YPE3BBIYAHHBIX CHTYaUMH MO 3aliMTe
HacejleHHs W NPOM3BOACTBEHHOrO NEPCOHAIA, OOBLEKTOB
XO35HCTBOBAaHHA OT BO3MOXHBIX TIOC/IEACTBHH, aBapHii,
KaTacTpo(, CTUXHH H JIMKBHIHPOBATh HX IMOCJIE/ICTBHA.
Discipline allows you to form basic skills for creating safe
and harmless working and living conditions, observe safety
precautions during installation and operation of production
equipment, predict and make competent decisions in
emergency situations to protect the population and
production staff, facilities from possible consequences,
accidents, disasters, the elements and eliminate their
consequences.

18

TK
010)1

GCD
EK

PyxaHnu xangbipy
Pyxanu xaHreipy
Rukhani Zhangyru

Byn nonai okbiTy KawkerTiairi Gapabik Kasipri 3aMaHfbl
Kayin-katepiep MeH sahaHaaHy CbIH-KaTepriepiH eckepe
OTBHIPBIN, Ka3aKCTAHALIKTAPABIH PYXaHH KYHIBUIBIKTAPBIH
KAHFBIPTYFa  OaFbITTANIFAH  JKOHE  KOFAMILIK  CaHaHbI
KaHFLIPTYABIH, Oacexere kabineTTinikTi, nparMaTH3mai
JAMBITYIbIH, YJITTBIK HiperennikTi CaKTay/IblH,
azamatTapibiH  OiliM  MEH  CaHAaCbIHBIH  AIUBIKTBIFbIH
TaHbIMaNJay/IblH MAHBI3ALUIBLIFBIH aTar KOpPCeTeli.
HeobxonumocTs obyueHus JlaHHOW  JMCUMIUTMHBL
ofycnoeneHa TeM, 4TO OHAa  OpPHEHTHpOBaHa  Ha
BO3POA/IEHHE JIyXOBHBIX LEHHOCTEH Ka3aXCTaHUEB C
YYETOM  BCEX  COBPEMEHHBIX PHCKOB M BBI3OBOB
rnobanu3zaumMu M MOJYEPKMBAET BAXKHOCTH MOJEPHH3ALMH
0611ECTBEHHOTO CO3HAHMA, pa3BUTHA
KOHKYPEHTOCTIOCOOHOCTH, ~ MparMaTu3Ma,  COXpaHeHHS
HalHOHAILHOWH  WMIGHTHYHOCTH, TIOMYJIAPH3ALUMKH KylbTa
3HAHHA M OTKPBITOCTH CO3HAHUA Ipai/iaH.

The need to teach this discipline is due to the fact that it is
focused on the revival of the spiritual values of
Kazakhstanis, taking into account all the modern risks and
challenges of globalization, and stresses the importance of
modernizing public consciousness, developing
competitiveness, pragmatism, preserving national identity,
popularizing the cult of knowledge and openness of

® EHY 708-01-19 Karanor aucuumiud no obpazosare LHOH nporpamme. MU3aanue BTopoe




consciousness of citizens.
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AKBII
TK
0on

GCD
EC

I[ckepnik MageHHET
KyneTrypa nemosoro obuieHus
Business culture

[ToH ickepiik »oHe KACiOM KapbIM-KaTBIHACTA CTAHAApPTTHI
JOHE CTAHJAPTThl €MEC MIHAETTEepi wewyre, Kacibu sTnka
MEH KOCiOM KBI3METTIH TajlanTapblH KOJI1aHYFa, OHBIH
HOPMATHBI, OPbIHABUIBIFEl MEH MaKCATThUIbIFBI TYPFBICHIHAH
ceineyni Tanmayra, ayei3lia soue kasbawa ceineyneri
KaTeNikTep MEH KeMUIITIKTep/1i #0r0Fa MyMKIHAIK Depeni.
JlucumniMHa  NO3BOMAET  peliath  CTaHJapTHLIE M
HECTAHJAPTHBIE 3a/1a4M B JIEJIOBOM M PO(ECCHOHAIBHOM
obliennn, npuMeHaTh TpeboBaHuA MnpodeccHOHaNBHOM!
ITHKH W NPOECCHOHATIBHON NEATENEHOCTH, aHATM3HPOBATh
peYb C TOYKH 3PEHHA €€ HOPMATHBHOCTH, YMECTHOCTH M
UeNnecoo0pa3HOCTH, YCTPaHSThb OLIMOKM M HEJOYeTsl B
YCTHOH M ITHCbMEHHOW pEYH.

Discipline allows solving standard and non-standard tasks in
business and professional communication, applying the
requirements of professional ethics and professional activity,
analyzing speech from the point of view of its normativity,
relevance and expediency, eliminating errors and omissions
in oral and written speech.

Tanaay 6oibinma komnonerrrep / Kownowentsl no suibopy / OptionalComponents
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BII TK
BI KB
BD EC

Web-koceimMinanst xobanay
[IpoexTupoBanue Web
MPHUITOAKEHHH
Web-application design

[Ton BeG-KoChbIMWANApALl J3ipiey Heri3jiepiH MeHrepyre
Gareirranran. [lon Senriney tinnepin (HTML, XML) %ane
HainansicTel TexHonorusnapasl (CSS, XHTML, AJAX),
cepBepie Mnporpammanayabii Herizri yrbimaapbeid (PHP,
JSF) y#penyre,cuenapuiiniepi 6ap HTML kyxkarrapbin
KYpy; CepBepiik KoChIMILAnap/ibl )acay MyMKiHaik Gepeni.
JlucuuninuHa OpPHEHTHPOBaHa Ha
MOJIy4eHHEHABBIKOB pa3pabOTKH BeO-NpUIIOKEHHH.
JIMCUMIUTHHA TIO3BOJIMT W3Y4YHTh A3BIKH pazMeTku (HTML,
XML) u TexHonorui, caazanubix ¢ (CSS, XHTML, AJAX),
OCHOBHbIE (OHATHA MPOrpaMMHPOBAHHUA Ha CTOpPOHE
cepeepa (PHP, JSF), nporpammupoBanue Ha cTOpOHE
KIHEHTAa C  HCIOJIL30BAHHEM  CKPMITTOBBIX  A3BIKOB,
cosznaBate HTML nokymeHTel, coaepwkaluue MpocTbie
ClieHapuH; pa3pabaTeiBaTh CEPBEPHBIC MPHIOKEHUA.
Discipline allows you to form the basic skills of developing
web applications. The discipline will allow you to learn
markup languages (HTML, XML) and related technologies

@ EHY 708-01-19 Karanor aucunming no obpasosareibHoi nporpamme. Hinanue sropoe
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(CSS, XHTML, AJAX), basic concepts of server-side
programming (PHP, JSF), client-side programming using
scripting languages, create HTML documents containing
simple scripts; develop server applications.

21

BIT TK
BJIKB
BD EC

Python Tininne nporpammanay
[Iporpammupoeanue Ha Python
Programming in Python

[Ton kapanaieiM Koszaubaiiel TiporpaMMmanapipbl kacay
YUliH KaKeTTi NMporpaMManay/blH Herisri yrbiMAapsl MeH
NaFbIapel, CoHAaH-ak  oObekTini-GarbITTalFaH  KoHE
(hyHKUMOHANABIK [pOrpaMmMasiay/ibl KojjlaHy Typaibt OiliM
anyra MyMKiHaik Oepeni. [Tan nporpaMMaisik KaMTamMachi3
eTyai 23ipaey Tacinuepinid kenTypainirinae 6arwt Tabyra
MyMKiHaik Gepeni.

JIMCUMIUIHHA  NO3BOJIAETIIONYYHTB3HAHHA 00 OCHOBHBIX
MOHATHAX W HABBIKAX MPOrpaMMHPOBAHMA, HEOOXOAMMBIX
JUIA CO3JaHMA NPOCTEHIIMX NPUKIATHBIX [pOrpamm, a
TaKKe  NpUMeHeHHe  OOBEKTHO-OPHEHTHPOBAHHOE  H
(yHKUHOHAIBHOE nporpaMMupoeaHus. JucuminHa
MO3BOJMT OPHEHTHPOBATHECA B MHOrooOpa3uu MMOIXOIOB K
pa3paboTke NPOrpaMMHOro obecrneyeHHA.

Discipline allows you to form the basic knowledge of the
basic concepts and programming skills needed to create the
simplest application programs, as well as the use of object-
oriented and functional programming. Discipline will allow
you to navigate in a variety of approaches to software
development.

22

BITTK
B/IKB
BD EC

Kubepkayincizik Herisaepi
OcHoebl kHOepHE30MacHOCTH
Cybersecurity Foundations

[lon aknapaTThiK KOFamJarbl Kayirnci3liK Typajibl JKaribl
TYCIHIKTEPAl KOHE Nar/iblUlapibl anyfra jKaHe aKnapatrTbikK
Kayinci3aik TeXHOJIOTHANapbiH TYCIHYAI KanbINTacThipyFa,
Gapabik KbI3MeT cananapbiHia kubepkayincizaik
TYKbIPBIMAGMAChiH  KoJilaHa  Oilyre,  21N€KTPOHJIBIK
KOMMYHHMKALMA/Iap apKbUIbl ©3apa JPEKETTECTIKTI JKIHE
MaJlIMETTEPMEH aMacy/lbl KYy3ere achipaTbiH MEMIIEKETTIK
AKIHE MEMIIEKETTIK eMeC YHbIMAAp MeH MeKeMenepiH
aKnapaTTsl KOpPFayAblH KYKBIKTBIK JK9HE IpOrpaMMalibiK-
TEXHHKAILIK ~ Maceie/epiH, aKnaparThlK  Kayincizaik
HEri3epiH )oHe aJlaMMeH aKMapaTTbiK MPOLECTEPAIH 63apa
apeKeTTeCyiH PeTTey/iH NPAKTHKANBIK dICTEPIH MEHIepyTe
OarbITTanFaH.

JlMcumnIuiMHa HanpaBiieHa Ha MOyYeHHe HABBIKOB M 001IMX
npencTaBieHuid 0  6e30macHOCTH B MHGOPMALMOHHOM

® EHY 708-01-19 Karanor aucuununs no obpasosarensHoit nporpamme. Hinanue sropoe
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obutectBe M CcHOPMMPOBATH MMOHMMAHWE TEXHOIOTHH
HHPOPMALMOHHOK  §e30MacHOCTH, yYMETb  NPUMEHATH
KOHlenuuMio  kuOepbezonacHocTH  BO  Beex  cepax
NEATE/IbHOCTH, HW3YYHTh [MPABOBBIE M  MPOTPAMMHO-
TEXHUYECKHE npodieMbl 3AUMTE undopmamu
roCyNapCTBEHHBIX W HEroCyJapCTBEHHBIX OpraHH3allui M
YUPEAKICHHH, OCYIIECTBNAIOIIMX B3auMOJEHCTBHE M 0OMeEH
JNAHHBIMH  TTOCPE/ICTBOM  JJIEKTPOHHBIX  KOMMYHHKALIHH,
OCHOB HMH}OPMALMOHHOH 0€30MacHOCTH W NMPAKTHYECKHX
METO/0B pEry/IMpoBaHus B3aUMONIEHCTBHH
HWHGPOPMALMOHHBIX MPOLIECCOB € YETOBEKOM.

Discipline is aimed to obtain skills and general ideas about
security in the information society and to form an
understanding of information security technologies, students
will be able toapply the concept of cyber security in all areas
of activity, to study the legal and software and technical
problems of information protection of state and non-state
organizations and institutions that carry out interaction and
data exchange through electronic communications, the
basics of information security and practical methods of
regulation interactions of information processes with a
person.

23 | BIITK | KoMnbioTepnik Kayinci3aikTiy
BJIKB | Teopusibik Herizaepi
BD EC | Teoperuyeck1e OCHOBBI

KOMINBIOTEPHO#H Be3onacHocTu
Theoretical bases of computer
security

wn

[Ton akmaparThl YCBIHY/BIH MAaTEMaTHKAILIK MOIE/bAEPIH,
aKnaparTbl Tanjay aficTepiH, KpHITONOrua, Kpunrorpadus,
KpHrToaHanus, wuppaapasin  OepikTiriv, KyHenepaix
TYTacTifblH  OKbil  Oinyre,  koatayabl,  wudpnay
AYHenepiHiH MoebAePiH, KYIHA aKnapaTTsi cakTay, i3aey,
TYp/IeHAIpy, KalnblHa KEATIPY TACINJAEpiH KaHe KOpFanraH
aKnapaTThiK KYHEHIH CHIIATTAMACHIH AHBIKTayFa MYMKIHIIK
Hepeni.

JlMcumMminga no3BoNseT M3YYHTb MaTEMaTHYECKHE MOJETH
MpeACTaBIEHHA aHopmaumH, METO/IbI aHanu3a
uHpOpMALIMK, OCHOBBI  KPMNTOJIOrMH, KpHIrTorpadus,
KPHUITOAHATN3a, CTOHKOCTH WIH(POB, LETOCTHOCTH CHCTEM,
KOAMPOBaHHH, MOJEIH CHCTEM LWHM(DPOBAHUA, PACCMOTPETH
cnocobbl XpaHeHHH, MoMcKa, npeobpazoBaHuA,
BOCCTAHOB/IEHUA CEKPETHOH MH(OPMALMM M ONpe/Ie/IuTh
XapaKTEPUCTHKH 3AUIMILEHHOH HHOOPMALIMOHHON CHCTEMBI.
Discipline allows you to study mathematical models of

Komnetotepaik aKnaparThl
KOpFay TEXHOIOTHACKI
Texunonoruu 3aLUHTbI
KOMMBIOTEPHOH HH(OpMaLMH
Technologies of protection of
computer information
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information representation, information analysis methods,
fundamentals of cryptology, cryptography, cryptanalysis,
cipher strength, system integrity, coding, encryption system
models, consider ways of storing, searching, transforming,
recovering secret information and determining the
characteristics of a protected information system.

5 cemecTp /S cemectp / Semester 5

KOO komnonenti / BY3osckuiikomnonenrt / Universitycomponent
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bI1

KOOK
bJ1 BK
BD UC

AKrnapaTTap KaoHe KoATap
TEOPHACHI

Teopua uugopMaumu u
KOJMPOBaHHA

Information Theory and Coding

6

[Ton aknapar TeOpHACHIHBIH Herizaepi OoHbiHma OazanbiK
GiniMai  KaNBINMTACTBIPYFA  JOHE  Ofapibl  3aMaHayH
KOMMOBIOTEPNTIK JKyHeNepai OHTainaHAbIpyFa KOJIaHyra
GarpiTTanFad. [loH aknapatTel TapaTyAbiH KOHE ©HIeY
o/eyiH 3aMaHayH TACU/IepiH MEHrepyre; aKnapaTTbiK
KyHenep/li KypacTeipyaa aknapaTTel KOATAy 9iCTepiH
Konaaxa 6iyre Mymkinaik Gepeni.

JIMcuMruivHa OpHEHTHpOBaHa Ha  MOJy4YeHWe3HaHHHTIO
OCHOBaM TEOpHH HMHDOPMALIMH M HMX TPHUMEHEHHIO K
ONTHMHU3ALMH  COBPEMEHHBIX  KOMIMBTEPHBIX  CHCTEM.
JIMCUMINIIHHA MO3BOJIMT M3Y4YHTh COBPEMEHHBIE CIOCOOBI
W3IMepeHus nepenayd W 06paboTkM MHDOPMALMH; YMETH
NMPHMEHATH  METOAbl  KOJAMPOBAaHHA HWH(GOPMALIMH  NpH
pa3zpaborke HHPOPMALIHOHHBIX CUCTEM.

Discipline allows you to form a basic knowledge of the
basics of information theory and their application to the
optimization of modern computer systems. Discipline will
allow studying modern methods of measuring information
transmission and processing; be able to apply information
coding methods in the development of information systems.

JIMckpeTTi MaTemaTHKa
JluckpeTHas MaTemaTHka
Discrete Mathematics

Tanaay Goibinma komnonertrep / Komnounentst no suibopy / OptionalComponents

25

BII TK
BJIKB
BD EC

OnepaumsibiK Ky#enep KoHe
oJ1apAbIH Kayinci3airi
OnepatyuoHHBIE CHCTEMBI H HX
He3onacHoCTh

Operating systems and their
Safety

b}

[Ton onepauMsnbiK *)yHenepai Kypy NPHHUMITTEPIH ¥KaHE
TYKbIPpbIMAAMANIBIK ~ Heri3gepid,  ypaicrepai  Dackapy
J/liCTEpiH, Kypanjapbl MeH alrOpUTMAEpPIH, MKa/bl *KoHe
OnepaLMsIbIK KYHenepiaeri eHrisy-1slfrapy/asiH 6a3ansiK
Hinimaepi kaisinracTeipyra apHanrad. [lon aknaparTeik-
ecenTey  KyHenepiugeri  epexenepai,  aKnaparThik
Kayincisik canachlHAAFbI CTaHAapTTap MeH
epeKuIeNniKTep/i 3epTTeyre MyMKiHiK Oepeni.

JlucuMIMHA TpeAHA3HAYeHa JUIS  M3YUCHUATIPUHLIMITOB
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MOCTPOEHHA W KOHIUENTYAJIbHBIX OCHOB OIEPalMOHHbIX
CHCTEM, METO/0B, CPE/ICTB H AalrOPHUTMOB YIpaBIEeHHA
npoueccaMM,  MamMATBIO W BBOJOM-BHIBOJOM B
OMEepaLHOHHBIX CHCTeMax. [[MCUMIUIMHA MO3BOJMT H3YYHTH
TIONIOKEHHUA B HMHPOPMALIMOHHO-BBIYHUCITHTENBHBIX
cHCTEeMaX, CTaHaapThl M creudpukanMu B obnacTH
UHGOpPMaLMOHHOH GE30MaCHOCTH.

Discipline allows you to form a basic knowledge of the
principles of construction and conceptual bases of operating
systems, methods, tools and algorithms for managing
processes, memory and input-output in operating systems.
Discipline will allow to study the situation in information
and computing systems, standards and specifications in the
field of information security.
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BITTK
BJ1 KB
BD EC

OnepaumsnbiK KyHenepaiy
KYPbIIbIMBI MEH KOMITOHEHTTEPI
CTpyKTypBbl H KOMITOHEHTBI
OTIEPALIHOHHBIX CHCTEM
Structures and components of
operating systems.

[Ton nporpamMmanaHaTbeiH JIOMHKaJIBIK cHmaTramanapel Gap
MHKpOCXemallapjiarbl JIOrMKanslK cynbanapasl kobanay
Typansl Gasanelk OiTiMAl KalIbINTaCTLIPYFa, ONEpalUsIbIK
AKyHEHIH KEKeJereH KOMIOHEHTTEPIHIH  JKYMBICBIH
MMHTaLMABIK JKOHE MaTEMaTHKaIbIK MOJENbRY KYprizyre,
JYHEHIH HEeri3ri napaMmeTpiepiH aHbIKTayFa KaHe OJapibiH
HeriziHAe OHbIH THIMAUIIT MEH KOpFalysl Typassl
KOPBITBIHABI Xacayra MyMKiHIK Gepesi.

JlucumniautHa no3osiseTchOpMHPOBATLOCHOBHBIE3HAHHA O
MPOSKTHPOBAHWHMIOTMYECKHX CXEM B MMKpPOCXeMax ¢
NPOrPaMMHPYEMbIMH  JIOTHYECKHMHM  XapaKTEPHCTHKAMH,
MPOBOAMTD MMUTALIHOHHOE u MAaTeMaTHYeCKOe
MojenipoBaHde  paboTBl  OTAENBHBIX  KOMIOHEHTOB
OMEpPALMOHHOW  CHCTEMBI,  OMpPEAENATb  OCHOBHbBIE
napamMeTpbl CHCTEMBbl M HAa WX OCHOBAHHH E/IATh BBIBOJBI O
ee 3PPEKTHBHOCTH H 3aLIHILIEHHOCTH.

Discipline allows you to form basic knowledge of designing
logic circuits in chips with programmable logic
characteristics, to carry out simulation and mathematical
modeling of the individual components of the operating
system, to determine the main parameters of the system and
on their basis to draw conclusions about its effectiveness
and security.
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BII TK
B[ KB

Kpunrorpadus sxate
Kpunroranaay

[Ton kpummorpadusisik 2aiCTepal #*oHe OCbl aaicTepai
PaKTHKANA JKy3ere achipy MbICANJapbiHBIH  Ga3ansik
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BD EC

Kpurrrorpadgusa u
Kpunroasanus
Cryptography and Cryptoanalysi

6iniMiH KaabiNTACTHIPYFa, COHBIMEH KaTap KpHIITOTAIAAY
sjicTepiH, KpUMTOrpaduAIBIK MbiCanap —Kayinci3airid
Garanay ajicTepiH YHpeHy; KPHITOTAlAay YLUiH MpOrpaMm
IBIK Kypanjapibl KOHE ONapibl Kypy NPHHUMIITEPIH,
a3ipney  KypaljapbiH,  KONJaHy;  KpHMTOrpadHANbIK
wabybiiIapasl  MPOrpamMM  ajlblK  XKy3ere aceipy, MKeke
wewriMaepai a3ipney kabinerine GarbITTa/NfaH.
JIMCUMITMHA HAMpaBeHa Ha M3y4YeHHEKPHNTOrpadhHYECKHX
METOJ0OB M NPUMEPOB peanu3auMd 3THX METOJIOB Ha
[PAKTHKE, a TaK XK€ HM3YYEHHE METOJ0B KPHITOAHAIH3A,
OLEeHKH 6e30MacHOCTH KpHUnTorpapuyecKMX MPUMHTHEOB]
M3yYEHHE MPOrPAMMHBIX CPE/ICTB 1A KPHITOAHAIH3A H
UPHHUMIIOB ~ MX  CO3JaHMA,  CPeAcTB  pa3paboTky,
NPUMEHEHHE; nporpamMMHas peanuzauu
kpunTorpaduyeckux arak, CnocoGHOCTb  BbipaboTaTh
cOBCTBEHHBIE PELIEHHA.

Discipline allows the formation of basic knowledge of
cryptographic methods and examples of the implementation
of these methods in practice, as well as the study of methods
of cryptanalysis, security assessment of cryptographic
primitives; the study of software for cryptanalysis and the
principles of their creation, development tools, application;
software implementation of cryptographic attacks, the
ability to develop their own solutions.

28 | BIITK
B/ KB
BD EC

KBaHTTBIK K9HE JUTHITTHKANBIK
kpunrorpadus

KBaHTOBas U /IHNTHYECKASA
kpunTorpadus

Quantum and Elliptical
Cryptography

[IoH KBAHTTBIK *OHE SJUTHITHKAIBIK KPHNTOrpadhHAHBIH
AITOPUTMIEPI MeH cxemanapbl Typanbl Oazanbik Gimimai
anyra, ecernrey HOTHKENEPIH CalbiCThIpyra, Toxipubenik
HKIHE IKCTIEPUMEHTTIK iCKE achbipy/ibl 3epTTeyre, To3imMaiiri
meH kuOepKayincisairin Tekcepyre Mymkinjik 6epeni.
JIMCUMIUTMHA NO3BONAETNONYYMTE 0azoBble  3HaHWA 00
airOpUTMaX M CXeMaM KBaHTOBOH M  3JUIMITTHYECKOH
kpunTorpaduM, CpaBHHBATH PE3YIbTATBI  BbIYHCICHHH,
UCCIe0BaTh  [PAKTHYECKYIO W SKCIEPHMEHTAIBHYIO
peaiH3auMio, [POBOIHTE  MPOBEPKY  CTOHKOCTH M
kubepOe30nacHOCTH.

Discipline allows you to form a basic knowledge of
algorithms and schemes of quantum and elliptical
cryptography, compare the results of calculations, explore
the practical and experimental implementation, to conduct
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| tests of resilience and cybersecurity.
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KITTK

ITI KB
PD EC

KoMnsioTepiik aKnapartsl
KOpFay a/licTepi aHe
Kypanaapsl

Metoasl U cpeacTsa 3alMTsl
KOMITBIOTEPHOH HH(pOpMaLHH
Methods and means of computer
information protectio

5

Ilon KoprasiFaH aBTOMATTaHBIPBUIFAH JKYHenepal eHaey
XoHe nadpanaHyga Oaszanelk JaFasinapra e Oonyra
MyMKiHzik Oepeni. [ToH kopranFaH aBTOMATTaHIBIPBUIFaH
AyHenepAi Kypy[AblH HEri3ri NPUHUMITEPIH, 3aMaHayd
TeXHHKAIBIK J9HE TMpOrpaMM ajibiK aBTOMATTaHABIPY
KypangapeiH JKobGanayna Ko/laHbUIaTeIH CTaHAAPTTap MEH
ajlicTepa, Kayinci3mik ®oHe Kopray »)KYHeIepiH anmnapaTTbik
KOHE TMpOrpaMM ajblK KaMTaMachi3 eTyaiH KypaMmbiH
3epaeneyre MyMkiHaik Gepeni.

JlMcuMnIMHa No3BonseTnpHoOpecTH HABBIKH B pa3paboTKe
M OKCIUTyaTalMM  3alUWIIEHHBIX aBTOMATH3HPOBAHHBIX
cucreM.  JIMCUMMIHHA  TIO3BOJIMT  H3Y4YHTHOCHOBHBIE
MPHHIMITBL MOCTPOCHHA 3aUIHUIEHHBIX
AaBTOMATH3MPOBAHHBIX CHCTEM; CTaHAApPTBl M  METO/bI,
MCTIONIb3yeMbIE  MPH  MPOEKTHPOBAHHH  COBPEMEHHBIX
TEXHHYECKMX M MPOrPaMMHBIX CPE/ICTB aBTOMAaTH3allWH,
COCTaB anmnapaTHOro ¥ MPOrpaMMHOTO 0GECTIeYeHUS CHCTEM
$€30MaCHOCTH M 3alllUThI.

Discipline allows you to build basic skills in the
development and operation of secure automated systems.
Discipline will allow to study the basic principles of
building secure automated systems; standards and methods
used in the design of modern hardware and software
automation, the composition of hardware and software
security systems and protection.

KomnetoTepiik aKnaparTTsl
KOpFay TEXHOJIOTHACHI
Texnonoruu 3alUUTHI
KOMIBIOTEPHOH HHpOpMaLMu
Technologies of protection of
computer information

e
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KITTK

I/ KB
PD EC

Axnapartrbl KOpray
KyHenepiHiH

NpOrpaMMaIbiK KaHe
anmnaparTbiK KaMTaMachl
[IporpammHo-annaparHoe
obecneyeHHe CHCTEM 3aLMThI
HHbOpMaLMH
Hardware-software support of
information security systems

[lon 3amaHayu aknapaTTbiK TEXHOAOrHMANAP/bI KOMJAHYFa
Heri3Ae/IreH aKnaparTTbl KOpPFay/biH [POrpaMMaiiblK KaHe
MPOrpaMManbIK-anmnapaTThiK  KypanJapbiIMEH  JKYMbIC
icreyniH OasanbiK AarbliapbiH MemaeHyre OarbITTanFaH.
BepuireH naHai OKy Ke3iHAe CTYAEHT KOpFay canachbiH/arbl
3aMaHayM TanarnTapFa jKoHe jKaHa TeXHOJIOruanapra xayar
OepeTiH aKmapaTTel KOpFay KypanaapbiH skobanay/bl,
KamMTaMachi3 eTy/i JKaHe KoiaaHyabl Hinyi THic.

JlucuMnauHa Hanpas/ieHa Ha MojyYyeHue 6a30BBIX HABBIKOB
paboThl C TPOrpaMMHBIMH H TPOrpaMMHO-aNMapaTHbIMH
cpeacTBaMH 3aluThl  MHpOpMalM, Oa3MpyloulMxcs Ha
MCTIOJIB30BAHHH COBPEMEHHBIX HHPOPMALIHOHHBIX

Komnetotepnik aKnapaTTbl
KOpFay TEXHONOI MACHL
TexHonoruu 3aLHTBI
KOMITBIOTEPHOH MHbOpMarmH
Technologies of protection of
computer information

@ EHY 708-01-19 Karanor aucuuniut no obpazosareinyoit nporpamme. Hananue sropoe



TexHOoJoruH. [Ipy H3ydeHHH JaHHOH QUCLMIUTHHBI CTYAEHT
NOJKEH YMETh MPOEKTHPOBaTh, 00ECNIEUHBATL H PHUMEHATE
cpeacTea 3aLHTEI uHpopmanmuu, OTBEYaIOLIHE
COBPEMEHHBIM TPeOOBAHUAM M HOBEHLIMM TEXHOJIOIHAM B
001aCTH 3alUTHI.

Discipline allows you to form the basic skills of working
with software and hardware and software information
protection tools based on the use of modern information
technologies. When studying this discipline, a student
should be able to design, provide and apply information
security tools that meet modern requirements and the latest
technologies in the field of protection.

32 | KIITK | Kpunrrorpagusnsik xaTTamManap
[TIKB | Kpumrorpaguyeckue

PD EC | nmpotokossl

Cryptographic protocols

[Ton  kpunTorpadusnbik  XaTTamanap/bl —Tanjay MEH
CHHTE3Jey/AiH Kas3ipri TociigepiMeH, OChl  cananarsl
MEMJIEKETTIK  JKOHE  XaliblKapanblK  CTaHJapTTapMeH
Go¥piHa GiaiM ayra Mymkingik 6epeni. Ilan aknaparrsl
Kopray YLIiH KpMNTOrpaduaibiK XaTramanapasl KojjaHy
canaceiHaa OiniM MeH iCKepniKTi HMrepyai KaMTamachi3
eTejli, 3aMaHayu KOpFa/lFaH aKnmaparThiK TEXHOJIOrHAIap/bl
JYPHIC KOJ1aHy MPUHLIMIITEPIH MEHrepyre bIKnal eTe/i.
JIMcuMIUIMHa  MO3BONAETIIPHOOPECTH 3HAHUA O
CYLIECTBYIOIUMX MOAXOJAX K AaHalW3y W  CHHTE3y
kpunTorpadM4ecKuX NMPOTOKOJIOB, C TOCYIapCTBEHHBIMH H
MEXIYHApOAHbIMH  CTaHJapTamMd B 9TOH  0OnacTH.
Jlucumnnuna obecrieynBaeT npuoOOpEeTEHHE 3HAHHH H
yMeHHH B 00NacTH MCMNOJIL30BAHHA KPHITOrpapHYECKHX
MPOTOKONOB A 3aliMThl  HH(pOPMALMH, CrocoOCTBYET
OCBOEHMIO  TNPHUHLIMIIOB  KOPPEKTHOrO  TPUMEHEHHA
COBPEMEHHBIX 3alMILEHHBIX MHDOPMALIMOHHBIX
TEXHOJIOTHH.

Discipline allows you to form a basic knowledge of existing
approaches to the analysis and synthesis of cryptographic
protocols, with national and international standards in this
area. Discipline ensures the acquisition of knowledge and
skills in the use of cryptographic protocols to protect
information, contributes to the development of the principles
of the correct application of modern secure information
technologies.
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KITTK

[IJTKB
PD EC

AKnaparTbiK Kayincizaik
canachlHAAFbl MEHEHKMEHT
MeHemKMeHT
HH()OPMAUHOHHOH
Ge30macHOCTH

Management of information
security

[lon y#eiMaa axmapatTeik kayincizgikti (AK) 6Gackapy
aaiCTEpPi MEH KypanjapslH 3epaesey, conaai-ak Henrini 6ip
obwekTiHiH aknaparTelk Kayincizairin (AKK) Gackapy
AKyHenepiH asipaeyre, icke acelpyra, nadjanaHyra,
Tanjayra, CyHeMmeljeyre soHe IKEeTinaipyre Herisri
Tacinnepai 3epaeneyre wmymkinaik 6Gepeni. Ilon AK
HackapylblH Ka3ipri 3aMaHFel TOCUIAEPIH JKOHE OJapibiH
namy Garbirrapbin, AK 6ackapy/bl periiaMeHTTeHTiH Herisri
craunaptTapasl, AK Gackapy npouecTtepiH  a3ipiey
NPHHLMIITEPIH 3epaeneyre Mymkinik Gepeni.

H3yueHne OHCUMIUIMHBL T[O3BOJMT H3YYHTBMETOABI M
cpeCTBa ynpamieHHs HH(POPMALMOHHOH 0$€30MacHOCTBIO
(UB) B opraHM3auMH, a TaKXKe H3yYeHHE OCHOBHBIX
MOAXOAOB K pa3paboTke, peanu3auMH, 9KCIUTyaTalHH,
aHaM3y, COTIPOBOXK/ICHHIO W COBEPLIEHCTBOBAHHIO CHCTEM
ynpasieHus uHpopmaunonton OGezonacHocteio (CYUB)
onpeaeneHHoro oobekrta. JIHCUMIUIMHA MO3BOJIHT M3YYHTh
COBpeMeHHbIe MOAX0/bI K ynpasieHuo Ub W HanpaeneHuax
MX Pa3BMTHS; OCHOBHBIE CTAHJIAPTHI, PErIAMEHTHPYIOLUHE
ynpasgneawe WB; npuHuMnel  pa3paboTkM  NpoLECcCOoB
ynpasnenus Ub.

Discipline allows you to form a basic knowledge of the
methods and means of managing information security (IS)
in an organization, as well as studying the main approaches
to the development, implementation, operation, analysis,
maintenance and improvement of information security
management systems (ISMS) of a particular object.
Discipline will allow studying modern approaches to
information security management and their development
directions; main standards governing the management of
information security; principles of development of
information security management processes.

6 cemectp / 6 cemectp / Semester 6
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BII

HKOOK
Bl BK
BD UC

LuphnsiK cHraaniapabl OHaeY
1ludporas o6paboTka CHrHa/IOB
Digital signal processing

s

TToH IHMCKPETTI CHI3LIKTBI KYHENEpPIiH — CaHBIK CY3riiepain
TEOPUACHIH,  COHIAW-aK  Tannay,  €Cemrey  OIHe
OHTAHNaHABIPY  9aiCTepi MEH  2/ICTEpiH  3epTreyre
mymkinaik Gepeni. [lon CHC (KHX) xone LIMC (BHUX)
THNTEPIHIH  CAHABIK  CY3riiepiHiH  JKyMeIC  icTey

Lludbpaeik cynbarexnuka
LlMporas cxemMoTeXHHKA
Digital circuitry
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NPUHLMOTEPIH JkoHe ecenTey ojicTepiH okwbin Giryre,
nporpaMmanbik  AeHrediae  cysrizepai  kypa  Gimyre,
CHrHAJIbIH CaHayblH KBAHTTAY/BIH KATEMIKTEPiH KaHE CY3ri
k03 ULHEHTTEPIH AKoHe cyari LIBIFBICBIHIAFbI
JeHrenexTey wysiH Garanayra MyMKiHaik Sepeai.
Jlucuuniauua no3sonser chOpMHpOBATH 3HAHHA B TEOPHH
JIMCKPETHBIX JIHHEHHBIX CHCTEM — UM(BPOBBIX (HIBTPOB, a
TaK:K€ METOJ0B M AaHANM3a, pacyeTa M ONTHMM3ALIMH.
JIMCUMIIMHA TI03BONHT HM3YYHTh NPHHLUMITBL paboTel M
meTonsl pacueta unpporex GuibTpos KUX u BUX tHnos,
YMETh CTPOMTH (WIBTPEI HAa [POrPAMMHOM  YPOBHE,
OUEHHBATH [TOrPEIIHOCTH KBAHTOBAHHUA OTCYETOB CHIHANA H
k03 pHLHEHTOB (GUIBTPA H LIYMbI OKPYTJICHHA HA BBIXOAC
¢dunpTpa.

Discipline allows you to form basic knowledge in the theory
of discrete linear systems - digital filters, as well as methods
and analysis, calculation and optimization. Discipline will
allow to study the principles of operation and methods for
calculating digital filters of FIR and IIR types, to be able to
build filters at the program level, to estimate quantization
errors of signal samples and filter coefficients and rounding
noise at the filter output.

35 | BII Jlepexrep 6a3achiHbiH 5 [lon nepextep 6a3achiHbIH TeOpHACH aymarbl OoibiHLUA
KOOK | TeopHAChHI GiniMai mMexrepyre xoHe aepextep HasachiH xobanayibiH
BJIBK | Teopusa 6a3 naHHbIX anic-Tacinaepin yHperyre GarsITTajgraH.

BD UC | Database Theory JIMCUMIUTMHA TO3BOMMT OBJALETh 3HAHUAMM B ObOnactTu
Teopuu 6a3 AAHHBIX M WMMETb TMPAKTHYECKHE HaBBIKH
npoekTHpopaHus 6a3 JaHHBIX.

Discipline will allow you to master knowledge in the field
of database theory and have practical skills in database
design.

Tawaay Goiibima komnonertrep / Kommonentsl no seidopy / OptionalComponents

36 | BIITK | Kyiienik nporpammaiay 8 [lon Accembiiep TiliH MEHrepyre >KaHe TpPOrpaMMaiibiK
BJIKB | CucreMHOe NporpaMMHpOBaHHe KAMTAMAChi3 €Ty/i TOMEH MAlUMHANBIK JIeHreHe asipaeyre,
BD EC | System programming KM, xydenep MmeH keninepai Oackapy Kypambl MeH

NPUHOMATEP], OMEPAUMANBIK  JKYHeNnepAiH  Kypamaac
GonikTepiHiH TaraibIHAATYb, ONEPAUHANBLIK KYHENEPAiH
OPTYPJIi 2IEMEHTTEPIHIH KYMBIC iCTEY NPUHLMITEP KIHE
ONapaBIH  ©3apa_ SpeKeTTecyi, yjeneri ynepicTepain
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GyniHyi MeH emaenyi Typaisl Kyieneuaipinres 6inimaepai
amyra MyMKiH/lik Gepeni.

JIACLMNIMHA MO3BOJIMT M3yuYuTh A3bIK  AcceMOnep H
pa3pabarsiBaTh NporpaMMHoe obecneyeHHe Ha HH3KOM
MaUIHHHOM YPOBHE, MOJIy4HTh CHCTEMAaTH3UPOBAHHbLIE
3HaHMA O COCTABE MW MpUHIMNax ympasieHus BM,
CHCTEMAMH M CETAMH, O HA3HAYECHWHM COCTaBHBLIX YacTei
ONEPALMOHHBIX CHCTEM, MPHHUMNAX (yHKIMOHHPOBAHHA
PavIMYHBIX JIEMEHTOB OMNEPALMOHHBIX CHCTEM H HX
B3aMMOMIEHCTBHH, NMOPOKIeHHH H 00paboTKM Mpoleccos B
CHCTEME.

Discipline will allow you to learn Assembly language and
develop software at a low machine level, to obtain
systematic knowledge of the composition and principles of
management of VMs, systems and networks, the purpose of
the constituent parts of operating systems, the principles of
functioning of various elements of operating systems and
their interaction, generation and processing in_system.

37 | BITTK | Kayinci3 nporpaMmasibik
BJIKB | kamTamansl a3ipiey
BD EC | Paspabortka 6e3onacHoro

nporpaMMHoro obecneyeHus
Secure Software Development

[ToH aknapaTThiK CHNaTTamManap/ibl TY3€TY JKOHE KalnbiHa
KenTipy Heri3iepiH, aKnaparTel KOpFay o/icTepi MeH
KypajaapbiH,  KyMud  OKYHenepiaiH — MaTeMaTHKabiK
KYPBUTBIMBIH, AKMapaTThl YCbIHY JKOHE JKMHAy HEri3aepiH,
Kayincis nporpaMMabik  KamTaMmaHbl 93ipiey  KesiHae
PYKCATChi3 KO/ JKETKi3yJeH KOpFay TaCUIiepiH 3eprreyre
GarprTTanFaH.

JlucumninHa OpMEHTHPORAHA Ha H3yYeHHe
NPUMEHAEMOCTHOCHOB ~ KOPPEKUMH M BOCCTAHOBIEHHA
MHOOPMALMOHHBIX XAPaKTEPUCTHK, METOAOB M CpPeICTB
3amMThl  MHGOPMALIMH, MATEMaTHYECKOH  CTPYKTYpbI
CEKPETHBIX CHCTEM, npeacTasienus u cGopa nHpopMaLlHH,
CnocoBoB 3allUThl OT HECAHKLIMOHHPOBAHHOIO J0CTYIA MPH
paspaboTke 6€30MacHOro MPOrpaMMHOro 0GecneyeHHs.
Discipline is focused on the study of the applicability of the
fundamentals of correction and restoration of information
characteristics, methods and means of protecting
information, the mathematical structure of secret systems,
the presentation and collection of information, methods of
protection against unauthorized access in the development
of secure software.
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KITTK

IJI KB
PD EC

3usH KeaTipymi
NporpamMManapiaH Kopray
TOCIIZIEpi MEH Kypasiaapsl
Meronsl 1 cpeAcTBa 3alUThI OT
BPEJOHOCHLIX MPOrpaMMm
Methods and means of
protection against malicious
programs

[TaH 3usHAB NporpaMmanap/sl, oJiapibl aHbIKTAY Taciiaepi
MEH 3MAHIIBl MporpamManapiaH Kopray a4icTepi Typassl
OiNiM KkuMHakTayFa MyMKiHaik Gepeni. [ToH BupycTapasix
TYpJiepiH, ONapiblH KOMIBIOTEPre €Hy TICUIOEpi XoHe
KYMBICKA JKoHE Kayimcisgikke ocep eryi OGolipiHia
aHbIKTayFa MYMKIHAIK Oepefi; 3uAHABI MpOrpamMManapsiy
TYPJIEpiH, BHPYCTapMEeH KYpecy oJiCTepiH, BHPYCTHIK
KyHenepain 9BOJIFOLIMACHIH Gimyre, IUAH/IBI
nporpaMMasiapaaH KopFay o[iCTepiH aHbiKTai Giiyre,
3MAHIBI MpOrpaMManapaaH Kopray aiicTepiH TakipuGene
Konjana 6inyre mymkinaik 6epeni.

Jucumruivia  nosposiseTrpHobpecTy 3HAHMA O
BPEIOHOCHBIX Mporpammax, crnocofax Ux oOHapyKeHHA H
METOax 3allHThl OT BPEAOHOCHBIX MporpaMm./Iucumninya
MO3BOJMT OMNpEAeNsTh BHAbI BHPYCOB MO crnocobam
NMPOHMKHOBEHHA MX B KOMMbLIOTEP M BIMAHMIO Ha paboTy H
6e30nacHOCTb,  3HATh  PA3HOBM/IHOCTH  BPEJIOHOCHBIX
nporpamMMm, MeToasl O0OpuOBI ¢ BHPYCAMH, 3BOJIOLHIO
BHPYCHbBIX CHCTEM, YMETBb OMpPEAENHTh METO/bI 3aIUHThl OT
BPEAOHOCHBIX MPOrpaMMm, MPUMEHSTb METO/bl 3aUIMTHI OT
BPEIOHOCHBIX MPOIPaMM Ha IMPaKTHKE.

Discipline allows you to form a basic knowledge of
malware, how to detect them and how to protect against
malicious programs. Discipline will allow you to determine
the types of viruses according to the methods of their
penetration into the computer and the impact on work and
safety, know the types of malware, methods of dealing with
viruses, the evolution of virus systems, be able to identify
methods of protection against malicious programs, apply
methods of protection against malicious programs in
ractice.

Kommetotepnik aKnaparTsl
KOpFay T€XHOJIOTHACHI
TexHonoruu 3aLIHTBI
KOMIIBIOTEPHOH HH(OPMALIMK
Technologies of protection of
computer information
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KITTK

[TJIKB
PD EC

KomnsioTepaik KbUIMbICTap
JKOHE 3UAHJIBI MPOT PAMMAITBIK
KaMTama

KoMrisroTepHbIe NpecTyIuIeHUA
1 BPEIOHOCHOE NPOrpaMMHOE
ofecnieyenne

Computer crimes and malicious
software

[ToH  KOMMBIOTEPNIK  KBUIMBICTAD ~ MEH  3MAH/BI
nporpaMMaiapibiH ~ 9pTYpJi  TypiepiH,  TaciniepiH,
HBICAHJIAPBIH  JK9HE OJIap/IblH  KOMNBIOTEPIIK KyHene,
Kejlinepae NpakTHKANbIK Tapamybl Typaabl Oinim amyra
GarpitrasiFad. [ToH 3MSHABI MPOrpaMMaHBIH KayinTi TYpiH
KIHE OKaINbl KOMIMBIOTEP pECYPCTapbiHa 3aHCHI3  KOJ
KETIMILTIKTI aHbIKTayFa MyMKiHaik Gepeni.

JIMCUMIUIMHA  HamfpaBieHA HA  MOJYYEHHE3HAHHH O
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pazHooOpaszHbIX BHIIOB, crnoco6oB, 00BbEKTOR
KOMIBIOTEPHBIX MPECTYIUIEHHH U BPEIOHOCHBIX MPOrpaMM
H MX NMPaKTHYECKOH PacrpOCTPaHAEMOCTH B KOMITBIOTEPHOM
cucreme, cerax. JlMcuunnauHa MO3BONAET OMNMPEACIATH
OMacHyl0 pPa3HOBH/IHOCTb BPEJIOHOCHOH TMpOrpaMMbl M
HENpaBOMEPHBIH JOCTYI K pecypcaM KOMIIBIOTEpA B LIE/IOM.
Discipline allows you to form basic knowledge of various
types, methods, objects of computer crimes and malicious
programs and their practical distribution in a computer
system, networks. Discipline allows you to identify a
dangerous variety of malware and illegal access to computer
resources in general.

7 cemectp / 7 cemectp /Semester 7

KOO komnonenti / BY3osckniikomnonent / Universitycomponent
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BIT

AKOOK
BJ1 BK
BD UC

Curnannap/iel xkibepy TeOpHACH
Teopus nepeaayn cHrHasios
Signal transmission theory

6

[Ton
YaKBITILAXKIHEAKHLTIKTIKCATAIApIaCHT HAIIAPABIY CHIHY TAC LT
NepiH, CHIHANapPIbITYPAEHAIPYSICTEPiH,
JIETEPMHHHPIEHIEHAKIHEKE3AEHCOKCHTHALIAP/ILIHCHITATTAM
anapbiHOKbIN yHpenyre Oarbittanran. [lon curHanaapasin
METPOJIOTMACHIH, CUrHANAAP/BIH MaTeMaTHKaJIbIK
MOJIE/IBJIEPIH, CHTHANAApPABIH  bUIbIPAY MPHHLMITEDIH,
CHrHaJL1ap/bl Opay bl OKbin Bimyre Mymkinaik Gepeai.
Jucumnnnuxa OpHMEHTHPOBaHA s H3y4YeHHs
CMOCOGORTIPEICTARNCHUA CHUIHAIOB BO BPEMEHHOU M
4aCTOTHOH 061aCTAX, METOIOB NPeoGpa3oBaHUA CHIHAIOR,
XapaKTepPUCTHK  JIETEPMHHHPOBAHHBIX W CIIyYaHHbIX
CHrHAIOB. JIMCLMIUTHHA TMO3BONMT M3YYHTBMETPOIOTHIO
CHIHAJIOB, MaTEMaTHYECKHE MO/IEIH CHIHAJIOB; MPHUHLIMIIBI
PaIOKEHHS CHIHAIOB, CBEPTKY CHIHAJIOB.

Discipline allows you to form basic knowledge of how to
represent signals in the time and frequency domains,
methods of signal conversion, characteristics of
deterministic and random signals. Discipline will allow to
study the metrology of signals; mathematical models of
signals; principles of signal decomposition, signal
convolution.

Linpdaeik curnanaapast enaey
[ludpporas oGpaboTka curuanos
Digital signal processing

41

KOOK

Kacinopeiiiarsl aknapaTTbiK
Kayirnci3fikTiH KemeH i

[Tan
KACIMOPbIHHBIHAKNAPATTbIKODFaY IbIHKE IEHAKY HECiHIHKBI3

Komnbiotepiik aKnapaTThbl
KOPFay TeXHOIOTHACHI

® EHY 708-01-19 Karanor aucummins o o6pa3osarensHoH nporpamme. Uananue sropoe

¢




T/ OK
PD UC

KyHenepi

KoMmnnekcHeIe CHCTEMBI
3alMTHl HHGOpMaLMK Ha
NPEATPUATHH

Complex information security
systems in the enterprise

METIHXKOCnapay, Hackapy, HOPMATHBTIK-
a/1iCTEMEITIKKAMTAMACBI3eTy, TEXHOJIOr UATBIKKYPBITBIM,
TEXHONOTHANBIKKYPBUTBIM, KaJIp/IbIKKaMTaMachI3eTy,
yZAepicrepaimMonensaey, a/licHamMasTbIKHETI31ep/i,
MIHAETTEP/li, MOHIH3EPTTEYTe apHAIIFaH.

JlucuunavHa npeaHasHayeHa uia GopmupoBaHua 6a30BBIX
3HAHWHO CYWIHOCTH, 3aja4, METOJOJIOTHYECKHX OCHOB,
MOJIE/IHPOBAHHA TMPOLIECCOB, TEXHOJIOMHYECKOro
MOCTPOEHHA, KaIpoBOro obecneyeHWs, HOPMATHBHO-
METOHYECKOro obecneyeH!s, ynparieHHs, MITaHHPOBAHHUA
JEATEIbHOCTH KOMIUIEKCHON CHCTEMBI 3alUHTBI
uHGOpPMALIHH HA NPEATNPHATHH.

Discipline allows you to form a basic knowledge of the
nature, tasks, methodological foundations, process
modeling, technological construction, staffing, regulatory
and methodological support, management, planning of the
integrated information protection system in the enterprise.

TexHonoruu 3aLUThI
KOMMNBIOTEPHOH MHbOpMaLHH
Technologies of protection of
computer information

42

AKOOK
ITJT OK
PD UC

Jepexrep Ga3acsit Kopray
3auura 6a3 1aHHbIX
Database security tools

ITon Oracle JIBBXK Herizinae nepexrep H6a3acel xyienepitin
Kayincizairi typansl 6itiM anyra mymkinaik Gepeai. Ilon
nepekrep OaszanapbiH  Gackapy/blH  Kasipri  KyHeCiHIH
AKYMBIC NTpHHUMNTEPIH OKbIN Oinyre, /IBBXK-na kopraynsin
MOJENbIEP] MEH MEXaHW3MAepiH OKpin Gilyre MyMkiHik
Hepeni; Gepinred TananTap/bl €CKepe OTbIPbIMN, AEPEKTEp
OazacbiH Oackapy Ky#enepin kopray OoMbiHIWA THiMAI
LeliMAl TaHaay *aHe Heri3aeyre MyMKiHaik Gepei.
JMcuMniauHa No3BONAETNONYYHTh 3HAHHMA O HE30MAaCHOCTH
cucteM 6a3 nanHeix Ha ocHose CYBJ Oracle; Jlucumrnimnua
NO3BOJAMT M3YYWTh NPUHUMIEL  paboThl  COBpEMEHHBIX
cHcTeM ynpagneHus GazaMH JaHHBIX;H3YYeHHE MOJENeHd W
MexaHusmMoB  sauutel B CYB/I; YMETBIPOBOAUTH
000CHOBaHHE U BBIOOP PALIMOHATEHOTO PELIEHHA M10 3aLHTE
CHMCTEM ynpaBjieHMa 0a3 JaHHBIX C YYETOM 3aJlaHHBIX
TpeboBaHKH.

Discipline allows you to form a basic knowledge of the
security of database systems based on Oracle database;
Discipline will allow to study the principles of work of
modern database management systems; the study of models
and mechanisms of protection in a DBMS; be able to carry
out the justification and choice of a rational solution for the

Jepekrep Oa3acbiHbiH
TEOPHACHI

Teopus 6a3 naumbix

Database Theory
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protection of database management systems with given

requirements.
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BI1 TK
Bl KB
BD EC

KomneioTepiik xeinep
Kayincisairi

be3onacHOCTE  KOMITBIOTEPHBIX
ceTeH

Computer Network Security

5

[lon KOMMBIOTEPIIK XKeANepaAiH Kayincizairi Tynanst GiniM
amyra MymkiHgik Oepeni. [Ton aknaparTeik Kayincizgik
MIiHAETTEPIH, aKnapaTThiK Kayincisaik PEKHUMIH
KaIbINTACTBIPY ACHreHiH, 3aHHAMATBIK-KYKBIKTBIK KOHE
aKiMIiNiK AeHrednepiniH epekweniktepin, ISO/IEC 15408
Garanay CTaHJapTHIHBIH HEri3ri Ma3MyHbIH, TapaThiIFaH
KyHenepaiH aKnaparThiK Kayinci3iri GoiibiHLIa
CTAHAAPTTAP/BIH HEri3ri Ma3MYHBIH, €cenTey KenijepiHjeri
Kayinci3iKTiH HEeri3ri CepBUCTEpiH 3epTTeyre MYMKIiHAIK
Gepeni.

JIMCUMIUTHHA MO3BONAETNIPHOOPECTH 3HAHUA O GE30MacHOCTH
KOMMBIOTEPHBIX CceTei. JIMCUMMIMHA MO3BOMMT HW3Y4YHTh
3aayd  MHDOPMAaUMOHHOH  Ge30MacHOCTH;  YPOBHHM
(dhopMHpOBaHHA pexuMa HHPOPMALMOHHON Ge30MacHOCTH;
ocobeHHOCTH 3aKOHO/1aTeNbHO-TPaBOBOI0 H
aJIMMHHCTPAaTHBHOIO  YPOBHEH; OCHOBHOE COJEpKaHHe
oueHoynoro cranpapra ISO/IEC  15408; ocHoBHOE
cofepKaHue CTaHapToB no uHpOpMALMOHHOH
6€30MacHOCTH pacnpeae/ieHHbIX CHCTEM, OCHOBHBIE CEPBUCHI
6€30MacHOCTH B BBIYHCIHUTEbHBIX CETAX.

Discipline allows you to form a basic knowledge of the
security of computer networks. Discipline will allow to study
the tasks of information security; levels of information
security mode; features of legislative and administrative
levels; the main content of the evaluation standard ISO / [EC
15408; the main content of standards for information security
of distributed systems, the main security services in computer
networks.

OnepauusibiK KyHenep ¥aHe
OnapAsiH Kayincisairi
OnepalMOHHBIE CHCTEMBI M HX
Ge3ornacHoOCTh

Operating systems and their
Safety

BII TK
BJ1 KB
BD EC

TenexoMMyHHKAUUANBIK
Aeninep Kayinci3zairi
BezonachHocTs
TENEKOMMYHHKALMOHHBIX CeTeH
Telecommunication networks
security

w

[ToH TeNeKOMMYHHKAUMANBIK JKeNiIepaiH  Kayinci3iriH
Typansl Heri3ri 6iniMai KaaeImTacThipyra MyMKiHaik Gepesi.
[Ton  TenekOMMYHMKALUMANBIK  SKETUIEpAIH  aKMnapaTThiK
Kayinci3nik  KayinTepiHiH — KJacTapeiH;  aKNaparThik
KyHenepre Ke3leHcoK acep eTy cebenrTepi MeH KO3AepiH;
aKnaparka pyKCaTChi3 KOJ JKETKi3y apHA/lIapbiH; aKMapaTThiy
KO KeTIMIINITHIH, TYTaCThIFBIHBIH AIHE
KYMHAILUTLIFBIHBIH HEri3ri KayinTepiH 3eprreyre MyMKiHIiK

Onepauuanbik KyHenep #aHe
OnapblH Kayincizairi
OnepaunoHHbIE CUCTEMBI U HX
HelomacHOCTb

Operating systems and their
Safety
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Gepeni.

W3yuenne MCLMIUIMHBL TMO3BONMTC(HOPMHPOBATE ba3oBbie
3HaHUA O OE30MACHOCTH TENEKOMMYHHKAIMOHHBIX CETCH.
JlucuMuIMHAa  MO3BOJMT — M3Y4HTh  KJACChl  yrpos
MHPOPMAUHOHHOH ©e30MacHOCTH TENEKOMMYHHKALMOHHDBIX
CeTEH; MPUYUHBI H HCTOYHHKH ClTyHanHbIX BO3/ICHCTBHH Ha
uH(pOpMaLHOHHBIS CHCTEMBI, KaHa bl
HECAHKIMOHHPOBAHHOIO JIOCTYNa K HH(pOPMALIMH; OCHOBHBIC
Yrpo3bl JOCTYMHOCTH, LIENOCTHOCTH H KOH(DHAEHUHANBHOCTH
nHGopMaurH.

Discipline allows you to form a basic knowledge of the
security of telecommunications networks. Discipline will
allow to study the classes of threats to information security of
telecommunications networks; causes and sources of random
effects on information systems; channels of unauthorized
access to information; the main threats to the availability,
integrity and confidentiality of information.

45

KITTK

[ KB
PD EC

AKnapatThl KOpFayAblH
KpunTOrpadusabIK aicTepi
KpunrrorpadHueckHe MeTONbI
3alUThI HHQOPMALIHH
Cryptographic methods of
information protection

[IoH aKnapatTsl KOPFay/blH KPHMTOrpaduaIbIK aaicrepi
Typaibl Herisri Gimimaepai  KanbinTacThipyFa MYMKIHZIK
Gepeni. [lon kapanadibiM wHGpIapabl KOHE OMAPABIH
KACHETTEpiH; KOMIO3HUMAMLIMAPAEP/I; AlIBIK KiNTTepMEH
wnpnay kyienepin; kabputyra JkaTaThiH - aKnapar
TYp/IepiH,  ONap/blH MOZENBAEPI  MEH  KaCHETTEpiH;
wHGpAApABIH KPUITTOrpagUAIbIK GepikTirin; wHMbpIapabIH
MOJENBAEPIH; WM(papra KOMBUIATHIH HEri3ri Tanamrapael;
x,etingipinred  wMbpnapab;  WHpIapIbIH GepiKTiriH
KpunTO Oaranayra TEOPHANBIK-aKNaparThik — amaniap/bl
3epTTeyre MyMKiHik Gepeai.

Jlucuumauna no3sonseThopmMuposats Ga3oBbie  IHAHMA
KpUNTOrpadHYECKHX ~ METOAOB  3alUMTBI uH(pOpPMaLIHH.
JlycumnianHa no3BOJHT M3yunTBNpOCTEHLIME WM(PBI U HX
CBOMCTBA, KOMIMO3ZUIMHIIAGDPOB; CHCTEMBI WH(POBAHHMA C
OTKPHITBIMH KJIIOYaMH; BHIbl MH(BOPMALHMH, MOAICKAILHE
3aKpBITHIO, WX MOJIENTH M CBOWCTBA; kpunTorpaduyeckas
CTOWKOCTB  1H(pPOB; Mmogeau  udpos; OCHOBHBIE
tpebopanud K WMdpam; COBEPUICHHBIE wHQpel; TEOPETHKO-
WH(BOPMALMOHHBIH MOAXOA K OIEHKE KPHITTO CTOHKOCTH

windpos.

Discipline allows you to form a basic knowledge of |

AknaparTap JKdHe  KOATap
TEOPHACHI

Teopus  uHdopMauuH  H
KOAMPOBaHHA

Information ~ Theory  and
Coding
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cryptographic methods of information security. Discipline
will allow to study the simplest ciphers and their properties;
cipher compositions; public key encryption systems; types of
information to be closed, their models and properties;
cryptographic strength of ciphers; cipher models; basic
requirements for ciphers; perfect ciphers; information-
theoretic approach to the evaluation of the crypto strength of
ciphers.

46

KITTK
IJTKB
PD EC

AKnapaTtThIK Kayincizaik
ayauThI

Aynut uHpOpMaUHOHHOK
GezomacHocTH

Information Security Audit

w

[ToHaknaparThiKKayinci3aikayaAHTiH (AK)
KYPrizyaAiHTYpiepiH,
MPaKTHKANBIKAICTEPIMEHKY paliapbITy pasibibiniMrenebomyr
aMyMmkiHaikbepeni.
[ToHaknapaTThIKKayiNCi3aAiKay AMTIHIHHEr 13 iyFBIMIapbIH,
aKIapaTThIKKAYINCI3AIKTIyHbIMAACTBIPYALIHYPAICTIKTICUTIH,
YpAicTepMeHKyHenepaiHcanaMeHe [UKMEHTIHIHLMKIIikMOo1e
NiHIHMa3MyHbIH3epeneyreMyMKiHaikbepeni.

JucuMniuHa  no3BOAAETNPHOOPECTH  3HAHMA  BHJIOB,
MPaKTHYECKHX METOJIOB M CPEICTB TMPOBEACHUA aylaMTa
undopmaunonnoi Geszonacuoctn  (MUB). Jlucuunnuna
MO3BOJIMT  W3YYUTh  OCHOBHBIE  [OHATHA  ayauTa
MHPOPMALIMOHHON ©€30MacHOCTH; MPOLECCHBIA MOAXOA K
OpraH13auMu HHHOpMaLHOHHONOE30MAaCHOCTH; COep/KAHHE
LMKJIHYECKOH MOJIEIM MEHEDKMEHTa KayeCTBa MpOLEcCOoB U
CHCTEM.

Discipline allows you to form a basic knowledge of the types,
practical methods and means of conducting an information
security audit (IS). Discipline will allow to study the basic
concepts of information security audit; process approach to
the organization of information security; the content of the
cyclic model of quality management processes and systems.

47

KITTK

INJTKB
PD EC

AxnaparTsIK Kayinci3aikTiH
YHBIMIACTHIPYLLUBUIBIK KOHE
KYKBIKTBIK KAMTAMAaChl
OpraHH3alHOHHO-PaBOBOE
obecneuenne HHHOPMaALIHOHHOH
HezonacHoCTH

Organizational and Legal
provisions of information
security

[TonaknaparreikkayincizaikOonbiHIIab TiMKaNbINTACTHIPYFa
*OHEaKNapaTThlKKayinTepai, onapasiberTapanTanabipy/bl,
aKnapaTThIKpeCypCTapAbIKOpFayiapaiapblHy HbIMAACTBIDYM
acesenepix,
aKNapaTTHIKKbI3METTIPeTTEATIHHOPMAaTHBTIKKYKATTapIbl,
KPHITOTrpahUAHBI,

KOMIBIOTE pIIiKKeNiNepaiHKayinci3airinkaMTamacsi3eTyMeH6
aitnansicTeibackagaMacenenepaizepaeneyai  okeinn - Ginyre
MyMKiHJiiK Gepeni.

® EHY 708-01-19 Karajtor AMCUHILIAH 110 0Opa3oBatenbHOR nporpamme. Usnanue stopoe




Jlucuumnuza No3BONIAETC(HOPMHPOBATEIHAHUA
uHpopmaioHHOH  6e3omacHocTH H  H3yuYeHHe
HHQOPMALMOHHBIX YIPO3, MX HEHTpaNnuU3auMH, BOMPOCOB
OpraHM3alMd Mep 3alIHThl HMH(GOPMALIMOHHBIX PECYPCOB,
HOPMaTHBHBIX NOKYMEHTOB, PErjlaMEHTHPYIOLIMX
HHOOPMAIIMOHHYIO [IEATENbHOCTb, KpPHIITOrpaduu, ApYrux
BOIPOCOB, CBA3aHHBIX C ofecneyeHneM 6e30MaCHOCTH
KOMIBIOTEPHBIX CETEH.

Discipline allows you to form basic knowledge of
information security and the study of information threats,
their neutralization, the organization of measures to protect
information resources, regulatory documents governing
information activities, cryptography and other issues related
to ensuring the security of computer networks.

48

KI1 TK
I/ KB
PD EC

AKnapaTtTslK Kayinci3miKTiH
CTaHAapTTaphl

Crannaptel HHbOpMALIHOHHOH
BezonacHocTH

Standards of information
security

[lon  aknapaTThiK Kayinci3mik CTaHaapTTapsiH  3epaeney
GoibiHuwia Herizri GiniMaepai KaabinTacTbipyra MYMKiHAIK
Gepeni. [Ton aknapaTThiK Kayinci3fikTi KaMTaMachi3 eTyMeH
GaHnaHpICThl  CTaHAApTTapAbl ; aKMapaTTel  KOpFay/bl
YHABIMAACTBIPY €PEKLUENIKTEPIH 3epTTeyre MyMKiHaik Gepeni;
aKnapartThl Kopray OOHbIHIIIA HOPMATHUBTIK #oHE GacCIUbUILIK
KyKaTrapael Tannad Giny, omapra canbicTeipMmansl Tangay
*acait 6inyai yipereni.

AncuunauHa nossonaeTdpopmuposatb 6a3osble  3HAHMA
cTannapTos MHpopmaumoHHoi GezonacHocTH. Jlucumunauya
MO3BOJIMT W3Y4YMTh CTAH/IApThi, CBA3AHHbIE C ODECneYeHHeM
uHHOPMALIMOHHOH Be30nacHoOCTH; 0CcOOEHHOCTH
OpraHW3alMM 3allMThl HHOOPMALIMK; YMETh aHATH3HPOBATE
HOPMATHBHBIE W DYKOBOJALME [JOKYMEHTHI M0 3allUTe
HWHOPMALIMH, NaBaTh UM CPABHUTEIBHBIA aHATH3.

Discipline allows you to form a basic knowledge of
information security standards. Discipline will allow to study
the standards related to ensuring information security;
features of the organization of information security; be able
to analyze regulatory and guiding documents on information
security, give them a comparative analysis.

Komnsrotepuiik aK[aparTsl
KOpFay TeXHOIOTHACHI
TexHonoruu 3allUHUThI
KOMIBIOTEPHOH HHpOpMaLMK
Technologies of protection of
computer information

49

KIT TK

71 KB
PD EC

Kayincizaik sxy#ecin
BepruduKauusanay
Bepudukauus cuctem

[Tan aKnapaTThiK Kayincizaik KyHesnepi
BepuuKaumManayAbiH Herisri agicrepi Typamsl 6iniM amyra
Garpitranran. ITon kayincisnik skaHe skyidenepai kopray

Komnstotepaik aKnaparTsl
KOpFay TeXHOJIOTHACHI
TexHonoruu 3AUUTHI
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HezonacHoCTH
Verification of security systems

KyHenepiHiH  anmaparTelK  JK9HE  MpOrpaMM  aibik
KAMTAMAachi3 €TYiHIH KypambiHa KipeTiH Ka3ipri 3aMaHFbl
TEXHHKAILIK KOHE MPOrpaMM aiblK KypanaapiblH HeErisri
napameTpiepiH, KayincCi3fik KoHe Keminepal  Kopray
Ky#HenepiH yHbIMIAacTeipy >koHe sko0amay NPHHLMITEPIH,
AKeniepai  KOpray — JkoHe  Kayincisjik  KyHenepiHiH
ApXMTEKTYpackl MeH CTaHJapTThl XaTTaManapblH OKBIIN
Ginyre Mymkinaik Gepeai.

JlucumnnuHa HanpaBieHa Ha TOJYYEHHE3HaHHH METO/0B
BepHHKaUMH CcHCTeM HHGPOpPMALMOHHOK ©Ge30MacHOCTH.
JIMCUMIUIMHA  TO3BOJIMT  M3YYHTLOCHOBHBIE  MNapaMeTphbl
COBPEMEHHBIX TEXHHYECKMX MW TPOrpaMMHBIX CpEICTB,
BXOJAIUME B COCTaB anmapaTHOro M MPOrpaMMHOro
obecrieyeHus cHcTeM 0€30MacHOCTH W 3alUMTBI  CHUCTEM;
NPUHUMMBL  OpPraHu3auMd M TPOEKTHPOBAHWUA  CHCTEM
6e30MacHOCTH M 3alllMThI ceTei; apXHTEKTypy H
CTaH[IapTHBIE MPOTOKOIbI CHCTEM O€30MaCHOCTH W 3aLUWTHI
ceTeH.

Discipline allows you to form a basic knowledge of the
verification methods of information security systems.
Discipline will allow to study the basic parameters of modern
hardware and software, which are part of the hardware and
software systems for security and protection systems;
principles of organization and design of security systems and
network protection; architecture and standard protocols of
security systems and network security.

KOMITBIOTEPHOH HHOpMaLIWH
Technologies of protection of
computer information

50 | KITTK

KB
PD EC

AKNapaTTbiK Kayinci3aikTi
Garanay apicrepi

Meroast OLIEHKH
HHOOPMALHOHHOH
6e3onacHOCTH

Information security assessment
methods

w

[ToH aknapatThiK KayincizaikTi 6aranayabiy Heri3ri aaicTepiH
okbinm Gimyre GarwiTranrad. [loH aknapaTThiK Kayinci3aikTi
Daranay o/icTepiH, eniepAi KOpFay »oHe Kayincizaik
KyHenepiH MoJe/ib/iey OMICTepi MEH TEXHOIOIHANApbIH,
aKnaparTelK Kayifcizfik sKyHenepiHjeri ocanIbiKTap/bl
i3ney amictepi MeH KypaujapbiH, Keaiieplli KOpray KoHe
Kayincizmik  kyHenepingeri  oKiMIIIEHAIpY — AMiCTEpiH,
MOOM/IBAI aKMaparTThiK KyHenepiai BepHMKalMsnay KoHE
Kayinci3airin KkamTamacei3 €Ty epeKLUeNiKTepiH, xeninepai
Kopfay KoHe Kayincismik HyHenepiHin jamy
TeHIEHUWAIAPBIH OKBIMN OlTyre MymkiHik Gepeai.

Jucunmniauxa OpHEHTHPOBAHA

Komnetorepiik aKnaparThbl
KOpPFay TeXHOIOrHACHI
TexHonoruu 3aLHThI
KOMIbIOTEPHOH MH(DOPMALMH
Technologies of protection of
computer information
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HaOPMHPOBAHHE3HAHHHMETOIOB OLIEHKH MH()OPMALIMOHHON
OesonacHOCTH. JIMCUMIUIMHA TMO3BOJIMT M3Yy4YHTh METO/bI
OLEHKH HHQPOPMAIHOHHOH ©0e30MacHOCTH, MEeTOmBl M
TEXHOJIOTHH MOJEIHPOBAaHHA CHCTeM Ge30MacHOCTH M
3aUIATBI  CETEH; METO/IBI U CPEACTBA MOUCKA YA3BUMOCTEH B
cucremax  MHGOPMAUMOHHOH  $e30MacHOCTH;  METOaBI
aJIMMHMCTPHPOBAHHA BCHCTEM 0€30MacHOCTH M 3alIMTHI
ceTed; ocobeHHOCTH obecneyeHUs  6e30MacHOCTH M
BepU(DUKALIMH  MOOMIBHBIX  MH(POPMALMOHHBIX  CHUCTEM;
TEHAEHLIMH Pa3BUTHA CHCTeM D€30MacHOCTH M 3aLUMTHI CETEH.
Discipline allows you to form a basic knowledge of
information security assessment methods. The discipline will
allow to study the methods of information security
assessment, methods and technologies for modeling security
systems and network security; methods and tools for finding
vulnerabilities  in  information  security  systems;
administration methods in security systems and network
security; security features and verification of mobile
information systems; Trends in the development of security
systems and network protection.
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