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I KII,D(O
OK
n,4iBK
PD/UC

Kr.r6epxayinci:4ix uerisqepi
Ocnosrr xu6ep6elonacuocru
Basics of cyber security

flsu rlr6ep4ayincis4ixriq ipreai KoHqenqurnapbrH r.rrepyrc apuzrnmH.

Kn6epKurltrcxep:rep c rrarrrManaprr MeH onapabrrl TaparrbrHaH

(oJraarrburaTbrH TaKT[KaJrap (apacTbrpLUraAr,r. courues (aTap Irypc
xr.r6ep4ayincis4i( capanrfisrnapLrHsrrl K[6epKbHMLrcleH Kl?ecy yurin
(oJrAaHarr,rH rexHonorurnapbrH, (YpanAapbr MeH rrpolleAypanapbrH oKLrTr,r[,
yfipere4i.

Aucuxnruua HarrpaBneHa Ha u3yqeHrre QyHgaueuramnrm ronqenqufi
rubep6esonacnocrr,r. PaccuaT puBarorcs xapaxrepr{cruKr4 ru6epnpecrynnrxoo
rr raKTr4Krr, uc[oJrb3yeMbre r.ruu. Kpoue roro, Kypc rt3yqaer rexHo]IorHl{,
cpe.qcrBa rr flporleAypr.L Koropbre crreqrzrJlr.rcrrr no ru6ep6esouacuocru
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ucflonb3yror an, 6opr,6r,r c xu6epupecrynuocruo.
Discipline aims to explore the fundamental concepts of cybersecurity. The
characteristics of cybercriminals and tactics used by them are considered. In
addition, the course examines the technologies, tools and procedures that
cybersecurity experts use to combat cybercrime.

Tauaay 6oftursura rouuoHerrrep /KoM[oHeHTr,r no ar,r6opy / Optional components
2 Ku6ep(ayiucis.uix

xyfte:repiuiu ceyreri
Apxurexrypa cr4creM
rz6ep6eaonacnocru
Architecture of cyber security
systems

5 Kypcra xr.r6eprayincis4ix rr,ro,qemaepi, rayin-rarep:rep, ocanqrr(rap xoHe

aeperoep arbrHAaprm rau.qay rypa,'rbr rueniuerrepai (aMTHrbIIr
xu6ep4ayinci:aix xyfienepiuiu 3aMaHay apxurerffypacbrH rqpy Heri:4epi
6a.ru.[arras. Consnren Karap. xeririx xayincir4in cypaKrapbr
(apacrbrpbrragrr: Maprrpyrr{3ar1rr; rrnrfp.rrey;lPv6, SSL / TLS VPN; xoririx
4ayinci:4ix rrlounropuuri; o(uaynaumrr ophrHAay opracu (rg.rcanrrrru),
szgg.urr 6araapraMaJrapAbr aHbr(Tay rexHoJrorurcbr, (ayiucis 4auru4T au ripy
B rypce r.r3Jroxeubr ocuoBbr flocrpoeHu, coBpeMeHHofi apxrrerrypu cucrelr,r

xu6ep6esonacuocru, BKJrK)qarouHe cBeaeHr.!ff o MoaeJrrx xu6ep6esonacuocru,
ylpo3ax, yr3BrrMocrrx t auufi43e noror(oB AaHHbx. Paccvorperu raxxe
Bolpocbr ceresofi 6egonaurocru: Maplrpyrr,r3aqxr; rrrratfponanue; IPv6, SSL /
TLS VPN; Mouvropr.rur ceresofi 6esouacuocru; cpeabr r.r3onrrpoBauuoro
ficr]onHeHrr, (necovnuqa), TexHo;rorrru AereKTupoBaur.r, BpeAoHocHLrx
rporpzMM, 6egonacHrfi yAalennufi gocryn
The course outlines the basics ofbuilding modem architecture of cybersecurity
systems, including information about cybersecurity models, threats,
vulnerabilities and analysis of data flows. The issues of network security are

also considered: routing; encryption; IPv6, SSL / TLS VPN; network securiff
monitoring; isolated execution environment (sandbox), malware detection
technology, secure remote access

EruTK
EA/KB
BD/EC

Krz6ep4ayincir4ixri
xocnapnay xeue 6ac4apy
lhaunpooauue H ylpaBneHue
ru6ep6e:onacnocrsro
Cyber Security Planning and

Management

5 flan a(raparru4 xyfie:rep4eri xu6ep4ayinci:gix 6yaruryr,nrsr4 ueri:ri
4ayinrepiu 3eprreyre, r<u6ep4ayinci:4ixri xocnaprayra xeHe 6ac4apyra
r'r1eurin,(ix 6epe,qi. MarucrpaHTrap a(napaTrbr( rua6yrurAapAuH an qbrH aJry

Aar,qr,rr'rapLrH ueqrepegi, xyfienep nporpaMManapbr MeH K+?BUrrHnapbHAa

4errapaqurran6aran u1r'rriugirrepai, xyfienep xqa{brcblHAarbr icreH
rxrrryJrap ureu 4arerepgi, cousrq iuinAe annaparrbr( xoHe fiporpaMMilnbr(
ipriricrep MeH orreparopnapauH Kare,'lepiH, AepeKrep rarerepiu aepaereftai.

.flucqr.rn:ruua rro3Bo]rrrr n3yqurL ocHoBHbre yrpo3br Hapy[reHru

BII/TK
EI/KB
BD/EC

O EHy 708-02-19 Kara,,ror aucuumt-ru no o6pa:oeare.rsxoii rporpaMMe. I,I3AaHr.re flepBoe



Krr6ep3arluuIeHHocrrr B HH(bopMarIHoHHbrx crrcTeMix, HayrrHTEc{ rrnaHHpoBarb
u ylpaBn TL Kr.r6ep6e3onacHocrLro. MarprcTpaHTbr np[o6peryT HilBbrKu

lpeAoTBpaJrleHrrc r.rH(bopMaur.roHHbrx araK, u3yrrar HeAeKJrapupoBaHHr,rg

BO3MOXHOCTTT B [pOrpaMMaX n yCTpOfiCTBaX CUCTeM, OTKa3bI U OUU6Xr4 B

pa6ore cr.IcreM, B ToM riHcJre arlaparHbre n [porpaMMHhre c6oH u oItrI.r6KH

onepaTopoB. orulr6Kr,r JtalrHbrx.
Discipline will allow to study the main threats to cyber security in information
systems, leam how to plan and manage cyber security. Undergraduates will
acquire the skills to prevent information aftacks, leam undeclared capabilities in
programs and systems devices, failures and errors in the operation of systems,
including hardware and software failures and operator errors, data errors.

3 EII/TK
EA/I{B
BD/{EC

flex a4naparrsq 4ayincisgix crrJracrru,uarEr uerisri xa,ru4apaJrlr( xoue
Ka3a(criurabrK craH,qaprrapAbr 3eprreyfe 6arrrrrarrau. Marucrpanrrap
ISO/IEC 27001-2015 <A(naparmr( rexHorrorurrrap. Kayiucisairri
\aMrruacEr3 eryaiH aaicrepi rrreu r;panaaprr. A4napamur4 rqayincisaixri
6ac6apy xyfieci. Ta;ranrap> (P CT crangaprrr 6ofisrHma AK,EX asiprey xeue
enri:y 6ofisrsrra aopruaranr:ir ranarrrapabr, AI(EX yAepicrepiH
(yxamaHArrpy 6ofiunua craHAaprrapAbr ycbrHyArr, iruxi xoHe
ceprr(fuxarray ayAirrepir xlpriryai, r:ayere,rqepgi rzrnAay xeHe AI(EX -
Hrru nrinaAiniriu enureyAi yfipeueli.
Aucquumrsa EanpaBJreua Ha u3yqeu[e ocHoBubrx MexrynapoAHrrx rr

Ka3axcrarrcKr,rx crarraaproB r o6aacru uu$oplraquonuofi 6egouaorocru.
Marucrparrrr r.r3yqar HopMarrrruue rpe6orauur,4re pa.rpa6orxfi Bueg;perlafl
CVHB c coorBercrBrrrr co cranAaproM CT PK ISO/IEC 27001-2015
"Hntloprrrarlr,ronnar rexHoJror[r. Meroau r,r cpeacrBa o6ecne.reNrrs

6elouacuocru. Cucreuu MeHeA)icr\lenTa unrboprr.raqzonnoi 6e3oflacHocrbro.
Tpe6onanu.r", peKoMeHAarlurr crauAaproB rro AoKyMeHTr,rpoBaHr. o flporleAyp
CYI4B, npone4eHr,rro BnyT pelrnufi u cepruQuraquorrHbrx ayAr4roB, auun43y
ptlcKoB r.r rtMepeHurM a{Sexrunnocru CYIIE.
Discipline is aimed at studying the main intemational and Kazakh standards in
the field of information security. Students will study the regulatory
requirements for the development and implementation of the ISMS in
accordance with the standard ST RK ISO / IEC 27001-2015 "lnformation
technology. Methods and means of ensuring security. Information securi8

O EHy 708-02-19 Kara,ror lucuumnn ro o6pa:oaare.nuHofi nporpaMMe. H:aarue repaoe

A(napar"ru( rayinci:Air
xyie.repiH 6ac4apy 6ofirmrua
cTaHAaprTap

CrauAapru yflpaBneHr.r,
uurfopuaquonrofi
6egonacnoctsro
Standards of Information
Security Management
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management systems. Requirements", recommendations of standards for
documenting the ISMS procedures, conducting intemal and certification audits,
risk analysis and measuring the effectiveness of the ISMS.

6TI/TK
EIN(B
BD/EC

Ey,rrrrrq ecenreynepAi (opray
3arrlrlra o6raqnrrx
nrr.rncreHufi
Protection of cloud computing

5 flon 6y.nr"rrrrq ecenrgyJrep rexHoJrorlrrcbr rypaJrr'r reopusnbr( xeHe
raxipr,r6e.nix 6i:rir'1,(ep4i Nene 6yriuri 6usHecte 6y,rrrr6 rexHoJrorzrJrapAbr
rexipu6e4e ruirrrai icxe acrrpy aarabrnapbrH (rrJrrmracrbrpyra 6aKr,rrra"rran.
Marucrpaurrrap 6ynrrbr( TexHolrorurHbr (oprayABnt Kypaa-cafivauaapsru
naE4auy rar.4brnapLrH r.rrepegi.

.{ucqau,nuua oprreHTrrpoBaHa Ha <fopuuponanue reoperuqecKux rl
npaKTrrqecKr.rx sHaHfift o rexHoJrorurr 3arqr4Tbr o6laqnrx rsrvucreuufi, yrueuufi
Ir HaBrIKoB nparruvecxofi peaJrrr3arrulI 3auruTbr o6ra.{Hsrx texnororlrft g

coBpeMeHHoM 6lrguece. Marucrpaurrr npuo6peryr HaBbrKli npr.rMeHeufl,
I,IHcrpyMeHTaJrsHLrx cpeAcrB :aulurrr o6:rauurrx nuquc:renr.rfi .

Discipline is focused on the formation of theoretical and practical knowledge
about the technology of protecting cloud computing, skills and practical
implementation of the protection of cloud technologies in modem business.
Students will leam how to use cloud computing tools.

2 ceruecrp 12 ceuecrp /semester 2

X(OO xorunonesri / BV3oncxlrfi rolrnoneHr / University component

4 KTID(O
o
TII/BK
PD/UC

Ha4rsr ya(brr xyrienepre
apHanraH npofpaMMaJrbr(
r(nMTaMaHr,r (YPy
TexHoJIOrll.f,JrapbI

Texxoaorzrz parpa6orxr,r
nporpaMMuoro o6ecfleqeuu,
EJtfl CIICTeM pezlnbHoro
BpeMeHrr

Software engineering for real-
time systems

5

Kypc na6rsr ya4rn pexurlrinae ,g\,rbrc icreftriu qu$pru aKnapar uex 6acrapy
xyfie.nepiu,qe ecenrey npoqecrepiu $sruaacrupy KaF AaJrapbrH xeHe ocbr

xyftenepaeri nporpaMMiurbr( xene annaparrrr( r+par,qapAL l o3apa

6afi.nauucun, o3apa opeKerrecy upoqecrepiu 6ac4apy xeue cuuxpoHAay
oaicrepis 6asHAafi .qH. CoHaaft -a( HaKrEr ya(brr pexrlrin4e trpolpzlMMzurbr(
(aMTaMaHrr esiprey xesiH.qe nafiraranruarrur xalrbr(apiurbrK xeHe
MeMne(erri( cranAaprrap (apacrbrprmrau
B xypce rrJroxeHbr flprrHrlurrbr oprauu3arl[[ Br,Frr{cJrr{TeJrbubx npoueccoB B

qu$porrx unrpoprr,raquouao-ynpaBJrrrorqux ct4creMrx, pa6oraroulrx B

pearrbHoM uacurra6e BpeMeHrr l B3arrMocBr3b nporpalMMHbrx u aIrfiaparHbrx
cpeAcrB B cr.rcreMax 3Toro Knacca, MeToaEr ynpaBJreHru naMrTbro r.r

cuHxpoHrr3arluu BarrMo,ueficrByrorqlrx lpoqeccoa. Paccuorpeurr raxxe
MexAyHapoArrbre n rocyAapcTBeHHEre cTaH,uapTLr, ucloJrb3yeMbre flpu
parpa6orxe flporpaMMuoro o6ecneveurar 41, cncreM peanbuoro BpeMeHr.r

<D EHy 708-02-19 Karaaor aucunmrr no o6pa:oaarerrHoft rporpaMMe. I43aagre nepBoe



In this course the principles of the organization of computing processes into
digital information and control systems operating in real time and the
relationship between software and hardware in this class of systems, methods of
memory management and synchronization of communicating processes.

International and state standards used in the development of software for real-
time systems are also considered

Taruay 6oiisrnma KoMrroHerrrep /Kounoseurar no s116opy / Optional components
5 EruTK

EA/KB
BD/EC

AKnaparrrrtq TexnoJrora,
xyfie,repiugeri reyexengepai
6ac4apy
Yupauenue pucKalMr,r B

crrcreMax uutlopuaqr.ronusx
rexsororufi
Risk Management in
Information Technology
Systems

5 Kypcra a4naparrH4 r<ayinciszixri 6acrqapy xyfieci caracrmAarbr xanrr(apanbrK
xeue ynrrbr( craHAaprrapALr{ Ta"'ral[TapEr, reyexerqepai canaJrbrK

Nene/ueuece can,4u( 6araray e,Eicrerraeci, conAafi-a( arrunrepgi, 4ayin-
4atep:repgi xeue ociurAr,r(rap.qbr cafixecreu4ipyai 4pri:y yruiu
MaMaHAilHAbrpburaH nporpaMManbrK KaMraMa r*lyrrrxiu4irrepi oKbrrbL,Ia.qbr.

B xypce E3yqalorcs rpe6onaHu.r Mex.4yHapo.[Hbrx r.r Haur.roHaJrburrx
craH,uaproB a o6lacru cr4creM ynpaBnennx uur[oprrraquouuofi 6eeonacuocrrro,
MeroArrrr,r xaqecrseuuoft u/utnt xottusecrgennofi orleurri prrcr(oB, a rar(xe
Bo3MoxHocrlt cneqlliurlr3l.rpoBaHHoro [porpaMMHoro o6ecneqenug pr,g.

rrpoBeAenrr, fiAeurrtpuraqnu aKrr.rBoB, yrpos u y.rauuocreft .

There quirements of intemational and national standards on the information
security management systems, methods of qualitative and / or quantitative risk
assessment, as well as the possibility of specialized software for identiffing
assets, threats and vulnerabilities are considered in the course.

ETI/TK
EA/KB
BD/EC

5 fleH a4naparru r<opray xy eciHiq ceuirr.rtiriri MeH ryirr{Ai,'riri reop}.rscuHAa
6asa.lrrr( 6i:riru a.ryra 6arlrrra.rrau. Marurcrpautrap Webgoat rayinci: ae6-
(ocbrM[rac6r ap(rrnbr ne6-4ocrruuara 6arurrrarran apuafirr rra6yungap4rr
(XSS, SQL injection, ceccus aybrcrrrpy, npororr.rfl ayLrcrbrpy xeue r.6.)
aHbrKrayabr xeue 6ongrrpuaygsr yftpene4i.

.{ucuunruna opaeHTrrpoBaHa na npuo6pereufie 6a:osblx enauuft n reopuu
HaaexHocru u srf$exruauocru clicreM 3arrlrrrbr un([opuaqnr. Maruc'rpanrsr
r{ayqarc, oflpeAenrrb t,I npeAorBpaularr crequ$uvecrue araKu HanpallreHH],re
na ne6-npuroxenur (XSS, SQL injection, [o,uMeua ceccxu, roAMeHa
rrpororr{fla r.r r.A.) c norraorqsro He6esouacHoro ae6-npnroxeuus WebGoat.
Discipline is focused on the acquisition of basic knowledge in the theory of
reliability and efficiency of information protection systems. Undergraduates
will leam to identifo and prevent specific attacks directed at web applications

tD EHy 708-02-19 Kara,ror rucurrurra ro o6pa:oaarelruofi [porpaMMe. H:aauae nepgoe

A(naparrsr( rqayinci:4ix
Nyfienepiuiq cesir*rAiniri uen
rniu.qiniri
Haaexnocrr v
erfrfexrunnocrr cr4creM
3aulur6r uurfoplraquu
Reliability and efficiency of
information security systems



(XSS, SQL injection, session substitution, prototype substitution, etc.) using an
insecure WebGoat web application.

6 KTI/TK
NA/KB
PD/EC

A4naparru4 r<ayinciraix
ayguri
Ayarar un(f opuarluonnoft
6esonacHocrpr
Information Security Audit

5 flau a4naparru4 4ayincis,qiK ayarriniu Ma3MyHbrHa (ofirI:larrm Herisri
yFbrMAapAbr, ranalrapAbr, npoqecrep rvreu xyierepgi 6a4u,ray xeHe rer(cepy
neri:.qepiu, a(naparrbr( Kayincisairri 6ara"ray e4ic'repin 3epAeneyre
6arrrrra,rras. Marncrpaurrap aKnaparrbry Kayinci3riK ayarri ca,racuruaarur
MeroaoJrorr4rHbr, crauAaprrapabr xeHe HopMaruBrix ra:ranrapar,r naftaa.nany

aaralurapbrH MelirepeAi.

Aucquuuua HaflpaBneua Ha r.t3yqeHerrue ocHoBHEx nourrufi, rpe6onauufi x
coaepxaHnro ayAr.rra unrfoprraquonsofi 6e:ouacnocrr.r, ocHoB xoHrpoJu r,r

fipoBepro,r flpoqeccoB r{ crrcreM, MeroAoB oueHrrBaur.r, uui[oplraquouuoft
6esonacHocru. Marucrpaa'ru oBJraaeror HaBr,rKal.ru EcrroJrb3oBaHru

MeroAonorlru, craHAaproB H HopMarnBHbrx rpe6oranufi r o6racru ayrura
uuSopuaquonnofi 6esonacHocru.
Discipline is aimed at studying the basic concepts, requirements for the content
of information security audits, the basics of monitoring and verifuing processes

and systems, methods for evaluating information security. Undergraduates will
master the skills to use the methodology, standards and regulatory requirements
in the field of information security auditing.

Kn/TK
IIAiKB
PD/EC

Eafi aaur,rc xeHe a([aparrbrK
xyfi erep r<ayincisairiH
6aralay
OueHxa 6egonacsocrr.r
KOMMYHI-IKAII'IOHHLIX I-I

nurf opuaquouubrx cr4creM
Communication and
Information Systems Security
Assessment

5 fleu xorr.rrr.ryuurarlusnbr( xeHe a(flaparrbr( xyftorepaiu 4ayircis4ir xargafirru
6arutay, aKflaparrbr xuHay xeue rrurAay, KoMMyHHKarIr4rJr],rK xaHe
aKflaparrbr( xyfienepaiu r<ayincis,qiK AertrefiiH oqrafirau4upy 6ofiaruura
ecerrep 4afinn4ay xaHe ycbrHbrcrap arip:rey AarabuapLrH MeErcpyrc
6arrn"raaras.
.{ucqunrl*ra oprreHrupoBaHa Ha npuo6pe'reuue HaBEr(oB oqeHKlr cocrorHlr.{
6esonacuocru KoMMyrrr.rxarluoHur,x u uu$opuarlxoHHr,rx cucreru, c6opa u
aHuta3a unSopuaunu, noAroroB(rr or.{eToB u srrpa6orxu pexoueugaqufi no
onrr.rMr.r3arluu ypoBrr, 6egonacnocru KoMMyHuKarIrroHHr,x lt
aurfoprraquoHubrx cr{creM rr 3arqxrbr aauubrx B or yreqKr.r.

Discipline is focused on acquiring skills for assessing the security status of
communication and information systems, collecting and analyzing information,
preparing reports and making recommendations on how to optimize the security
level of communication and information systems and protect data from leakage.

3 cenecrp /3 ceuecrp /semester 3

O EHy 708-02-19 Kara,ror ,unculrrurnr no o6pasonarearHoii npor?aMMe. 143,(aHl.re nepBoe



XOO xolrnonenri / BY3oecrcflii xounonenr / University component

7 KIIiXO
OK
NA/BK
PD/ I]C

I(ayinciagix Ma(carbrgAarbr
Java
Java ar,s qeaefi 6esonacHocru
Java for security purposes

5 flengi orqy Java nponpaulraray ririniq xeueriueu aaiprenreH nporpiuMn brK

(aMraMaHhq ceniuAi.riris, 6y"rin4irin xeHe (oJr xeriuainiriu 6ac4apy4u
yfiperyre ultaniu4ix 6epeai. On Java nporpanua:ray riniuae 4ayincir roaray
epeNenepiuirl x[LrHTbrrbrH ycr,raarr,rH KoATay craHAaprrapbrMeu Taubrcaar,r.
Bpr Epexerepairl ua(carn-r,rnxeHep-fiporprurr.rucrepai Koaray,qbrH .q+?Lrc
euec a4icrepineH Kopray. OKy r'.rarepua,ruuuq ueriai periu4e Java-xogray
puiH Java-CERT@ Oracle Secure Coding Standard craaAaprLt (on4aHr,rrra.qbr.

l4zyter^ue AucqflflnlrHlr [o3BoJu4T Hayqrrs yflpaBJrrrb HaIexnocrrro,
qeJrocruocrbK) r{ .[ocrylHocr],ro [porpzMMuoro o6ecne.rennr, paspa6oT auuoro
c floMorrlEro r3r,rKa flporpaMMnpoBanr,rf, Java. O6yrqarovflec, 3Ha(oMrrc,
craHAapr{lMr{ KoarrpoBiurur, KoropBre npeaocraBJrrror ua6op fipaBrrn

6egonacnoro KoAr{poBanx, Ha c3bfte flporpaMMnpoBauus Java. I]e;u, er:ux
[paauJr - 3auqr,rTrrTb lrHxeHepoB-[porpaMMucToB oT HenpaB[rJrr,Hbx MeToaoB
KOA[pOBilrrrrJr, KoTopr,re MoryT nprrBecTH K yr3Br,rMocTr.r co3aaHHbrx
npuroxeuufi. B xaqecrse ocuoBbr AJu yve6noro Mareprrana ficnonr3yerc,
craHAapr Java-CERT@ Oracle@ Secure Coding Standard Ntr. Java-
KOArrpoBaHr.!r.

Studying the discipline will allow you to leam how to manage the reliability,
integrity and availability of software developed using the Java programming
language. Familiarize themselves with coding standards that provide a set of
safe coding rules in the Java programming language. The purpose of these rules
is to protect software engineers from incorrect coding methods that could lead
to urlnerabilities of created applications. Java-CERT@ Oracle@ Secure Coding
Standard for Java coding is used as the basis for the training material.

8 KNDI(O
OK
TI!/BK
PD/ UC

Ei.rin[Ei 6acKapy
Ynparlenue 3HaHrrsMr.r

Knowledge management

floHai or<yaa KoMnaulrsHbrrl 6iri ,ri 6ap:rsuq 4nsuerxep:repixiq reNipu6eci ueu
6i,:riMgepiHiq xur,rHTbrrrl periuge, coHAafi-a( xoMnaHr{.f,Hbrrt 4eperrep 6aracu
MeH peflo3r.rrapufinepiuge ca(rtrnraH $oplraargu 6iniui 6o.rrun ra6ura4u. Byn
perre 6i.niu4i 6ac5apy4u{ eri 4yparrl4ac Nyfieciue 6aca uazap ayAapHnaAbr:
g?rrrr.r4acr:upyrrbrJllr( xeHe rexHono rrJrbr(. Herisri Ha3ap 6iniMAi 6acrlapy
reopHrcr,r rypanbr ry"rac SbrM ra, xaqa y-fiswgacrhrpyrxbrJrbr( 6idi,r.qi Kypy
rpoqeciHe, con4afi-a4 6i:riM4i 6acrqapy 6ofiunura neri:ri npouecrep :lreH

qpanAapAbr ic xysinAe r<onAanyra 6eniHe,qi.
flpe.qlaerou r,r3yqeHr,r, alrcqrmn H6r ,Blrrrorc, 3Harru, KoMnaurr[ Kax cyMMa
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onbma u 3HaHIrfi Bcex corpyarrxxoB KoMrraHHH, a raKxe Sopualusonauutte
3HaHLIr, xpanrll1llec, B 6a3zrx AaHHbrx n perro3rrrapnrx KoMlaHr,Iu. flpu srou
aKIIeHT AenaeTC' Ha ABe COCTaBJI'TIqUe CITCTeMLI y[paBneHI.L 3HaH[rMIr:
opzaHu3aquoHHyto u mexHoroeutecrym. Ocuonuoe BHr.rMaur,re yAeJrrerc,
IIENOCTHOMY IIPC.qCT'IBJIEHHK} O TEOPUE YIPABJIEHI.I' 3HAHI,I'MI{, NPOqECCY

co3.uaHIL HOBOrO OpraHU3aUIlOHHOrO 3HaHLIr, a Ta(Xe npaKrUqeC(OMy
np[MeHeHrrro ocHoBHbrx fipoqeccoB rr r.rHcTpyMeHToB no ynpaBneHr.rrc

3HAHI,I'MI{.

The subject of the discipline is the knowledge of the company as the sum of
experience and knowledge of all employees, as well as formalized knowledge
stored in databases and repositories of the company. The focus is on two
components of the knowledge management system: organizational and
technological. The focus is on a holistic view of knowledge management
theory, the process of creating new organizational knowledge, and the practical
application ofkey processes and tools for knowledge management.

Tangay 6o sru[ra KoMnoHerrrep /KoM[oHeHTrr no rrr6opy / Optional components
9 KTI/TK

IIA/ttB
PDiEC

Kovnrrcreprir
KplrMI{HaJIHCTITKa

Kounrrcrepuae
KpI.rMI.IHanUCTItKa

Computer Forensics

flen xoruurrorepair< 6rrnurrcrapar,r xaue capanftMzrnbr( Ksrruerri TeKcepyre
ro:unrroreprix rexHoJrorxr.[ap MeH xoMnbroreplix rexHuxauu Konaanyabrrl
Teoprr{Jr6r( 6iniui rr,reu flparTr.rKirJrr,( Aar,4brJraprru Meqrepyre 6arrrramau.
Marucrpaurrap xorapbr KoMnbrcrep,rir rexuororrrJrnap MeH 4aripri :alrauru
[porpruMarbrK Kuttr,tTrttlraHrr naftgarana orbrpb[r. xounsrcrep,rir
KrrnMrrcrapAtrrl 4eneaqepiu xr,rHay xeHe ra:rAay AarAburapbrH ara,qbr.

.{ncqzum.rua HarrpaBJreHa Ha oBJraaeur,re reoperrrqecKrrMu 3nauli.flMtt v
[paKTr,rqecKr.rMr,r HaBEr(aMr,r [pr4MeHeHu, rounrorepnofi TexuoJroruu ]r
xounsrcrepuofi rexHuKr,r [pE paccneAoBarruu KoMubrorepHrx upecryn.reuufi u
axcneprnofi AerreJrEuocrrr. Marucrpauru npuo6peryr uaarxu c6opa u
aranfi3a Aora3areJrbcrB (oMlbrorepHbrx npecrynreuufi c t4crroJrb3oBaHr{eM

BbrcoKr,rx KoMnbrorepHbrx rexsororufi u coBpeMeur{oro flporpaMMuoro
o6ecneqenr.rs.
Discipline is aimed at mastering the theoretical knowledge and practical skills
in the use of computer technology aad computer technology in the investigation
of computer crimes and expert activities. Undergraduates will acquire the skills
of collecting and analyzing evidence of computer crimes using high-end
computer technologies and modem software.
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KII/TK
NIVKB
PD/EC

Texipu6enir< BrrpyconoruLf,
Ilpaxruvecxar Br.rpycononxr
Malware analysis

6 flen oser<'ri 3r.rsuAr,r [porpzMManapAbru lrl,rrlrin4ixrepiu xeHe
xu6eprayincisaixrirl xa3ipri xar4aftuu aftKusaayra uyr'rrciu4ix 6epegi;
VMWare fIK 6aaacuuaa 3epfiaHirnbr\ creHA q?yAbr yfipere.qi; xogr:sr
TanAaym apHanfaH yTrrnr.rTTepMeH ry\.rbrc icreyre AafiusAafiArr.
Marucrpanrrap 3r,rrHAEr [porpaMMaJrbr( (aMTaMa ecepiHe 6ainaHbrcrrr
r4HIInAeHTrepre (xq4rupy4sru nafira,rasurran apnalJrapbr, 3rrflHAbl

rrporpaMMarrbr( KilMTaMa Ma(carraphr, rua6yr,rn4aurau o6rerri,'rep xaHe HaKrbr

xerripi:rreu 3anan,qaparr rexcepy) reprey xypriayAi yripenegi.

,flucqunnuna [o3Borser ocBerl.rr], Bo3MoxHocrlr aKTyanr,Hr,Ix BpeaoHocH],rx
[porpaMM u coBpeMeHuoe cocrorur,re xu6epyrpos; o6yuurr co3AaHrrro

ra6oparopnoro creHAa Ha 6a:e IIO VMWare; rroaroroBlrrb x pa6ore c
yrunrrrilMrl, npeAHa3HaqeuHbrMr.r An aHaJrn3a ro4a. Marucrpanrbr Hayqarc,
npoBoAurr, paccneAoBaHuc rlHul,t.qeHToB, cBr3aHHbrx c aosqeficroueu
BpeAouocuoro flO (rcno:r*onaHrr6re KaHanbr 3apaxeH[s, qenu BpeAoHocHoro
fIO, ararorannrre o6lerru r.r pealLHo rrpuqr,rHerrHHft yrqep6).
Discipline allows you to highlight the capabilities of current malware and the
current state of cyber threats; teach how to create a lab stand based on VMWare
software; Prepare to work with utilities designed for code analysis.
Undergraduates will leam how to investigate incidents involving exposure to
malware (used infection channels, malware targets, attacked objects, and actual
damage).

10 KTI/TK
n.ryKB
PD/EC

Kenarenrrix xyftenep
Mnoroareurnue cucreMrl
Extraction systems

6 flss Marr,rcrpaHTrapAbrr{ ynecripirren r,rHreJrnekryanAbr Nyfie:repai
nporpaMMaJray caJracbrrr,qa reoplrrnEr( 6inirtr4epiH (anbrfiTacrrrpyFa,
renareurri xyfie.:repgi er{Aey rexHoJrorurcrueH raHbrcyra 6arr,rrarran.
Marucrpanrrap ronaresrri xyfienepai r+?y,{6ul nerisri xouqenqlrr;rapr,rH,
aresrrix apxrarexrypa qprepi xeHe xenarermT i xyfie;rep,qi 6acKapy
crparerxsrapbr rypa:rsr 6iniv,[i Kzrn],rnracr],rpy.ubr oKbrrr, aeprrefi4i.
Alrcqunruna oplreHTnpoBaHa Ha $opuuporanue y MarncrpaHToB
Teoperl,rqecrurx snanr,rft s o5lacru [porpaMMrrpoBaHuq pacnpeAereHHbrx
r.rxTeJrneKTyaJrbHbrx crrcreM, 3HaKoMcrBo c rexuororuefi paspa6orxu
MHoroarreHTHrlx cncreM. Marucrpaursl 3yrlar ocHoBHbIe KoHIIenIIHI,I
nocrpoea[s MHoroareHTHErx cucreu, r[opur,rpoBaufi, graurrfi o sHAax
aTeHTHLX apxrrTeKTyp u cTpaTefz.f,x ynpaBJreHllg MHoroareHTHbrMrr
CIICTEMAMI,I.
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Discipline is focused on the formation of theoretical students in undergraduate
knowledge in the field of programming of distributed intelligent systems,
familiarity with the technology of developing multi-agent systems.
Undergraduates will learn the basic concepts of building multi-agent systems,
the formation of knowledge about the types of agent architectures and strategies
for managing multi-agent systems.

KTI/TK

IIIn(B
PD/EC

Axnapar,u4 rqayinci:nirria
r.rHTenner(Tyajrlr,rI(

urarrfopuacsr
14nrennerrya,rrnsre
nrarrlopuu uuQopuaquouuofi
6egouacnocrr.r
Intelligent information security
platform

fleu uure:raexrya.n4u uar$opManapAbr K+?y, axfiaparrsu< r<ayincigaixTi
6ac4apy MaceJrenepiH KapacrbrpaaH, Marucrpaxrrap a$raparrbr(
KayincisAixriq xixreryiu, 3iuaHayu r,rHTenJreKTyanuLr uar$opua,'rapAr,nl
eperme:rirrepiu :eprreiai, :urr:rep:rir nnar$opualapau euriry MeH

No6a;rayAurl raHHoBarlunBr( reciraepiH 6ac4apy 4arAruraprrH urepe4i.

,{ucqunnusa paccMarpr,rBaer Bonpocbr r,r3yrreH , flocrpoeHr,r,
r.rHTeJrJre(TyaJrbnLx nnarQopru, yfipaBneuru uxt[opruarlraonnofi
6egonacnocrrro, Marucrpanrrr nsyvar xraccu@urerlr.fio unt[opruaquoxuoft
6esonacuoc'ru, oco6euuocr[ coBpeMenHbrx xHTeJrJreKTyiurbnrx uarrlopru,
npuo6pe, yr HaBrrKfi yfipaBneH[s HHHoBarIuoHHsrMu rroaxo.qaMr.r K BHeapeHr.[o
u flpoeKTrrpoBarrro rrnTenneKryanr,urx n.nartf oplr.
Discipline deals with the study of the construction of intelligent platforms,
information security management. Undergraduates will study the classification
of information security, the featr.ues of modem intellectual platforms, will
acquire the skills of managing innovative approaches to the implementation and
design ol intelligent platforms.

l1 KI]/TK
TIIYKB

PD/EC

.{epexrep 6aaacrrHrq
ru6ep4ayiucirgiriu xo6anay
flpoexruponauue
xu6ep6eaonacuocrr 6ar

AAHHLTX

Desi gning database cyber

security

6 flaugi orry,qepeKrep 6a:acru+rq xrz6epr<ayincis4irin xo6anay rexuoJrorlrrclr
rypamr ryciuir 6epeai. fleu4i o(lrryAbrq nerigri Minqeri-MarucrpaHTrapra
xlr6eprqayincia,qiK KypbrnlrMAapsrH K+py rexHo:rorrurctrn Oopllaagaya4
rrpaKru(aJrbrK a.lrAbrrap,ubr Merlrcpry, Aeperoep 6asacru xoprayau{ uerisri
e4icrepin urepry.
I4:yvexue arrcqunJruHbr raer [peAcraBJreHrre o rexxoJroruf,x flpoer<rt,tpoBauru
ru6ep6esonaclrocur 6as 4aunrx. Ocuorsofi sa4a,reit v3yv,.erus AEcrIlrrJruHLr
frBJIUeTC,. OBJIaAeHI,Ie MarrCTpaHTaMI.I [paKTLIqeCKLIMIt HaBLIKaMII B

rf oplra.nr,reaqlrr,r rexuo;rorur{, rrocrpoeulru crpyxTyp xu6ep6esonacnocrz,
ocBoeHr.re ocHoBHBrx MeroAoB garqurrr 6as ,qaHqrx.
Discipline studies provide insights into database cybersecurity design
technologies. The main task of studying the discipline is to master the
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undergraduates practical skills in the formalization of technology, building
structures of cybersecurity, mastering the basic methods of protecting
databases.

KTI/TK
TIA/KB
PD/EC

Kra6ep4ayinci:4ix Neue

xerinep4i 4opray
Kr.r6ep6esonacnocrb rr 3arrIHTa

cerefi
Cyber Security & Network
Protection

6 fleu rypaa4ap MeH xoMrlbrorepnix xyfienepre (on xerinAinixri $usuxalrnl
(opray, KoMfibroreprir xyieui 4opray nerisAepiu oKr,rryra 6arurralras.
Marucrpaurrap nepnue'rpi 6oftrrnma ua6yurraapauq rnnrepiu, r<ayincirAirc
afiua4rapu MeH KypLrJrrrurapuu, DMZ xyfiiu, 6pangnayopnepai, Nat, VPN
Mapupyrr.r3aropuu, se6-4areprepAeH (oprayAu seprrefi4i, xe,riui r<opray

(NAP) Neue cbrMcbr3 xe:ri:repaiq KayincisairiH (aMraMacbr3 ery aaFAHnapLrH
AJIAIbI.

Aucqunnuna opueHTrrpoBaHa Ha r,r3yqenue ocuon rfutuvecxofi sau1t,trsr

AOCryna X CpeACTBaM r.r KOM[brOTepHbIM CLICTeMaM, 3aIqLITuI rOUuOrepnOfi
crrcreMbr. Marucrpaurrr rr3yqar rrrflrr arzx no treprrMerpy, :onu 6e:oracuocru
n ycrpoiicrr, nacrpofixy DMZ, 6partg'r,ay?pbr, Mapurpyrr.r:arop NAT, VPN,
3alqnry or ne6-yrpos, upuo6peryr HaBr,rKu 3arur.rrbr cerrr (NAP) u
o6ecne.{eHr.rs 6esonacHoctu 6ecnpono4uux cereft .

Discipline is focused on learning the basics of physical protection of access to
tools and computer systems, protection of computer systems. Undergraduates
will learn the types of attacks along the perimeter, security zones and devices,
DMZ configuration, firewalls, NAT router, VPN, protection against web
threats, will acquire network protection skills (NAP) and wireless security.

HHtlopuarnxa xaHe a( aparrr,rl( Kayincigaix xatle4pacu orbrpbrcbrHAa Kapacrf,rpbrJrAH xeHe 6exiri.nai
PaccuorpeHo H yrBepxAeHo Ha 3ace,4aHr.rlr raQe.4prr uuQopuaruru n uH$opuaquoHuofi 6esonaurocru

Co
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nsidered and approve{ at the
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