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Ne | Tlonnin [TonniH aTays / Kpeaur / Keickaa anHoTaums/ [IpepekBusurrep/
LMK /
[{ukn Haszsanue aucumniuss / Kpeaut / Kparkas annoraipus / [IpepexBuznThl/
JMCLMIT-
JIMHBI Name of the course Credit Annotation Prerequisites
/Cycle of
the
course
1 cemecTp /1 cemectp / Semester 1
KOO komnonenti / BY3o0Bcknii komnonenr / University component
1 | KII [Tporpammansik Kypasiaap 5 [Tonni oxky Oapeickinaa wudpnay kyiienepiniy 3amanayn | Komnbrotepiik aknapartsi
HKOOK KOMeriMeH Kpunroranaay apXMTEKTypajiapbl, KpUNTOTal[ay JiCTepi MEH MIHAETTepi, | KOpFay TEXHOJIOrHUACK
11 BK KpunroaHanuz ¢ nomouibio KOprajifaH  KpUNTOXYHeNepAi mporpaMmanay  JIOrMKachl, | TeXHOJOrHHM 3a1UThl
PD UK NpOrpaMMHBIX CpeacTB KpMOTOrpadusiblk NPUMUTUBTEPIH Kayincisairin Garanay, | KOMIbIOTEPHO#H HHPOpPMaLUK
Software tools for kpuntorpaduansik  mabysiiaapasl  nporpammansik  kysere | Technologies of protection of

cryptoanalysis

achIPBUIBIMBI, KPUNTOTANJAY/Abl OPBIHAAYIABIH MPOrpaMMaibiK
TCLI JKIHE ONIAP/IbIH AKYMBIC MPUHLIMIITEP] KAPACTHIPbLIA/bL.

B xome wu3yyenus JuCLMIUIMHBI OyayT paccMaTpUBaThCS
COBPEMEHHbBIE APXUTEKTYPbl CHCTEM LIM(POBAHHUS, METO/bI M
3a/la4d  KpUNTOAHanW3a,  JIOTMKa  MPOrpaMMHUpPOBaHMA
3alIMIIEHHBIX  KPUITOCHCTEM,  OLEHKM  0e30MmacHOCTH

KpHHTOFpa(pH‘ICCKHX I[NPUMUTUBOB, MNpOorpaMMHas pealusalus

computer information

® EHY 708-01-19 Karanor aucumminn no obpaszoBatensHoii niporpamme. Msianue Bropoe




KpunTorpadMyeck1x atak, porpaMMHbli crocod BbINOIHEHHS
KPUIITOAHANIN3a U MPUHLMIBI X paboT.

In the course of studying the discipline, modern architectures of
encryption systems, methods and tasks of cryptanalysis,
programming logic of protected cryptosystems, security
assessment  of  cryptographic  primitives,  software
implementation of cryptographic attacks, software method of
cryptanalysis and principles of their work will be considered.

Tauaay 6oiibinma komnonerrrep / Komnonente no Beibopy / Optional Components

2 | BIITK
bJ1 KB
BD EC

Kayincizmikri MHKEHEePJTi-
TEXHHKAJIbIK KaMTaMachl3 €Ty
ajictepi MEH  Kypasjiapbl
Mertonasl u cpeacTsa
MHKEHEPHO-TEXHUUYECKOTO
obecneueHuss  Oe30MacHOCTH
Methods and  tools  of
engineering and  technical
ensuring of security

5

[Ton aknmapaTThl KOpFayjibl KamTamachi3 eTy/iH KeleH/i
KyhieciH yibIMIacTeipyarsl GasanblK FeUIbIMM GinimMiep MeH
Aarabiapabpl TansicThipajabl.  Kayincisaik oxkyiecin Oaranay
eJuemMjepi MEH CTaHJapTTap KElIeHiH 3epTTeyre epekiie
koHin Genineai. Ilonai oKy OapbichiHAa IpTYpai Kayincizaik
)KyHeNepiHiH annapaTThiK KOHE NporpaMmasbiK KamMTamachi3
eTy KypamblHa KIPETiH 3amMaHayW OJICTEMENIK JKOHE
TeXHUKAIIBIK KypaJllap KapacTbIpbiiajbl.

JIMcuMIUIMHAa 3HAKOMMT ¢ 0a30BbIMM Hay4YHBIMH 3HAHUAMHM W
HaBbHIKAMH B OpPraHM3alMd  KOMIUIEKCHOH  CHCTEMBI
obecnieyenus 3awmthl  MHpopmanuu. Ocoboe  BHUMaHHE
yAENSeTCs M3YYEHHIO KOMIUIEKCA CTaHJapTOB M KpUTEPHEB
OLICHKH cucTeM OezonacHocTH. B Xo/1e u3ydyeHHs THCUMILIUHDI
OylyT paccMaTpuBaTbCs COBPEMEHHBIE METOAMYECKHE M
TEXHUYECKHE CPE/CTBA, BXOJSALIME B COCTAB aNapaTHOro M
NPOrpaMMHOTO obecneueHus pa3IMYHBIX CHCTEM
6e30MacHOCTH.

The discipline introduces the basic scientific knowledge and
skills in the organization of an integrated system of information
security. Particular attention is paid to the study of a set of
standards and criteria for assessing security systems. During
the study of the discipline will be considered modern
methodological and technical means that are part of the
hardware and software of various security systems.

[Tporpammansik

KOMeriMeH
Kpunroananus
NpOrpaMMHBbIX
Software
cryptoanalysis

Kypajiaap
KpMIITOTaN1ay
C TMOMOLIBIO
cpencTB

tools for

3 | BITK
BJ1 KB
BD EC

Kayincizaikri MvHKeHepi-
TEXHUKAIBIK KAMTaMachl3
eryni 6ackapy

[lon aknaparThlK OKyHenepai KewleHli KOopray oJlicTepiH
seprreyre GarpiTranran. Kayincisaik kyienepin Oaranay
CTaHJapTTapbl MEH KPHTEPHIJIEpiH 3epTTeyre epeKiie KOHLl

[TporpamMmansix
KOMeriMeH
Kpunroananus

Kypainap
KpUITITOTAJ1/1ay
C [OMOUIBIO

® EHY 708-01-19 Karanor auciuiums no obpasoBarenbHoi mporpamme. M3nanue Bropoe




YipasieHHe HHKEHEPHO- Geninenl, CoHjaii-aK MaruCTpaHTTapra OpTYpJi aKnapaTThiK | MPOrpaMMHbBIX Cpe/ICTB
TeXHUYECKUM obecrneyeHueM JKyhenepain Kayincisaik cascarbiHa HerizjenreH kayinciszik | Software tools for
Ge3onacHoOCTH JKYMeNepiH MHKEHePIiK-TEXHUKAJIBIK YHBIMAACTBIPY/bl KaHe | cryptoanalysis
Management of engineering aKnaparTelK JKeninepai kobajlay KaruaaTTapelH - yHperyre
and technical ensuring of MYMKiHJiK Oepeni.
security JlvcuMnuiMHa HanpaslieHa Ha U3yYeHHE METO/0B KOMILIEKCHOM

3ammTel  MHQOpMalMOHHBIX  cucteM. Ocoboe  BHMMaHHe

yAENseTcs M3YyYeHUIO KOMIUIEKCA CTaHJapTOB M KpUTEpHEB

OLEHKK cucTeM Oe30MacHOCTH, a TakkKe MO3BOJUT OOYYHThH

MaruCTpaHTOB NPUHLIUNAM MHXEHEPHO-TEXHUYECKOH

OpraHM3alMM  cUcTeM 0Oe30MacHOCTH W NPOEKTHPOBaHHS

MHPOPMALIMOHHBIX CETeH Ha OCHOBE Pa3jIMYHOW [MMOJMTHKH

He30nacHOCTH UHPOPMAITMOHHBIX CHCTEM.

The discipline is aimed at studying the methods of complex

protection of information systems. Special attention is paid to

the study of a set of standards and criteria for the evaluation of

security systems, and will train undergraduates on the

principles of engineering and technical organization of security

systems and design of information networks on the basis of

various security policies of information systems.

4 | BITTK O6mbekTinepiiH  aKnapaTThiK [lonne akmaparTbl KOpFay yrbIMJIapbl skoHe aknapatTeiK | [Iporpammainsik Kypajap
b1 KB Kayinci3irin KaMTamachl3 ety KayincizAiKTiH HOPMATHBTIK-KYKbIKThIK Herizaepi; | koMeriMeH KpUIITOTaNaay
BD EC TEXHOJIOrUsIaphbl Kayincisaikri Kamramacel3 ety MiHaeTTepi MeH ojictepi; [ Kpunroananns ¢ nomouibto

TexHonoruu obecrneyeHus Kayinrep, aKnaparka pyKcaT eTiJiMereH KoJi JKeTKi3y apHanapsbl; | MporpaMMHbIX CpeAcTB
MH(POPMALIMOHHOH Kayincisaik MoceenepiH wieuly. >Konaapsl  OKBITbUIAABL, [ Software tools _ for
6e30nmacHOCTH OOBEKTOB coHziaii-aK aKnapaTThl KOprayabiH Kasipri 3amaHrbl ojicTepi | cryptoanalysis

Technologies of providing of
information security of objects

MEH Kypajjaphl, onapasl Toxipubene THiMIi KonjgaHa Oimy
KapacThipbliajibl.

B aucuUMIUIMHE M3Y4YalOTCs TOHATHS 3aluThl MHGOPMALIMK U
HOPMaTHUBHO-TPAaBOBbIE OCHOBBI MHPOPMaLIMOHHOM
6€e30MacHOCTH; 3a/1a4d U MeTo/ibl obecrieueHns 6e30nacHOCTH;
yrpo3bl, KaHajlbl YTeYKH W HECAHKIIMOHMPOBAHHOIO J0CTYNA K
uHopmalmK; MyTH pelieHds npobiembl 06e30MacHOCTH, a
TaK)Ke PacCMaTPHBAIOTCS COBPEMEHHBIE METO/Ibl M CPEe/ICTBa
3auMThl HHpOpMaLUK, yMeHre uX dGGEKTUBHO NPUMEHATH Ha
NpaKTHKE.

® EHY 708-01-19 Karanor aucuuiims mo odpasosateibHOM nporpamme. M3nanne Bropoe




The discipline examines the concepts of information security
and regulatory framework of information security; tasks and
methods of security; threats, channels of leakage and
unauthorized access to information; ways to solve the problem
of security, as well as modern methods and means of
information security, the ability to effectively apply them in
practice.

5 | BIT TK
bJ1 KB
BD EC

AKnapatrsl Kopray/ibl Gackapy
VYnpasnenue 3aLMTOH
uHpopmaimu

Management of information
protection

[Ton yibIMaapabiH, 0OBEKTIIEp MEH JKYHenepAiH aKnapaTThiK
Kayincisairin Kamramachi3 eryieri 0Oackapy npoLecTepiHiH
peJiiH TYCiIHYAI KalnbINTacThipyra; yHbIMJapAblH, oObeKkTinep
MEH JKyHenepiaiH akmapaTrTelK Kayincisjairih Oackapy/ablH
Herisri ojicTepiMeH TaHbICYFa; aKMapaTThIK Kayinci3aikTi
Oackapy npouecTepiH JKy3ere achlpy/blH Ka3ipri 3aMaHfbl
ojictepiHe yiperyre: anbiHFaH OiniMai npakTvkajza THIMII
KOJIaHyFa yipeTyre OarbITTanraH.

JlucuunauHa HarnpasieHa Ha OpMUPOBAHUE MOHUMAHUS POJH
MPOLECCOB ymnpapiieHuss B obecrneyeHUn HHPOPMALIMOHHOM
Oe3onacHOCTH  opraHuzauui, OOBEKTOB M CHCTEM;
03HAKOMJIEHHE C  OCHOBHBIMM  METOJIaMM  YTpaBJICHHs
uHpOpMaLMOHHOM 0€30MacHOCTBIO OpraHu3alui, 0OBEKTOB M
cucTeM; O0Oy4yeHHE COBPEMEHHBIM METOJaM  peajiu3aliuu
MPOLECCOB YNpaBJieHUs HMHPOPMAIMOHHON 0e30MacHOCTHIO;
obyuenue dpHeKTHBHOMY NPUMEHEHHIO MOJYYEHHBIX 3HAHUMH
Ha MpaKTHKe.

The discipline is aimed at developing an understanding of the
role of management processes in ensuring information security
of organizations, objects and systems; familiarization with the
basic methods of information security management of
organizations, objects and systems; training in modern methods
of implementation of information security management
processes; training in the effective application of knowledge in
practice.

[Tporpammansix Kypajjap
KeMeriMeH KpUNTOTaN1ay
Kpunroananus ¢ noMolLupko
IPOrpaMMHBIX Cpe/cTB
Software tools for
cryptoanalysis

6 | BIITK
B/ KB
BD EC

JlepexTep KoHmachl
XpaHWIMILLE JAHHBIX
Data warehouse

[ToH TeopusiibIK acrneKTiUIEepAi JKOHe JIepeKTepii Tajjay
MOJIENBAEPIH KYPYABIH TOXKipuOenik AaFablnapblH MEHIEpTyre;
Rapid Miner acnanTelK OpTaceiHAa MOAENBACPAI  KYpy
OOHBIHIIA HKYMBICTHIH TOKIPUOEIK AaFAblapbiH, OHbIH ilTHAE

Jlepekrep 6a3achiHbIH
TEOPUSICHI

Teopust 6a3 1aHHBIX
Database Theory

® EHY 708-01-19 Karanor mucuuruing 1o odpazoparenbHo# nporpamme. M3ianue Bropoe




KockIMIIANAp KOJATapbiHa KipicTipyai OexiTyre MakcatThl.
[Mounin MasmyHbi OLAP TexHonorusiappl, Kemn eJemii
tekwenepai, Data Mining oiicTepi KaMTH/IBI

JIMCUMIUIMHA HALCTICHA HA OCBOEHHME TEOPETHUYCCKUX acreKTOB
W MNPAKTHUECKMX HABBIKOB MOCTPOCHHs MOJeNeH aHannsa
JAHHBIX; 3aKPENVICHMs MPAKTHYECKMX HaBBIKOB paboThl 110
MOCTPOEHHIO MOJEIEH B MHCTPYMEHTaJbHOH cpene Rapid
Miner, BKIIOYas MX BCTPaMBaHMs B KOAbI npuiokeHuii. B
cojepikanue aucLMrMHbl  BKmoderbl OLAP  Texnonoru,
MHOroMepHbie KyObl, MeTozibl Data Mining.

The discipline is aimed at mastering the theoretical aspects and
practical skills of building models of data analysis;
consolidation of practical skills to build models in the tool
environment Rapid Miner, including their embedding in the
application code. The content of the discipline includes OLAP
technologies, multidimensional cubes, data Mining methods..

7 | BIITK
b1 KB
BD EC

Jlepextep Oa3achiH XKIHE
KOCHIMILIAIap/ibl KOpFay
auicTepi

MeTopb! 3aiuThi 0a3 1aHHBIX
Y NPUIIOKEHHUH

Database and applications
protection methods

[lon nepextep KOPBIHbIH Kayincisaik ypaicTepiH, Oakplnay
TisiMaepiHiH ayauTiH JKoHe Kayincisaikri Oanray aicTepiH
kapacteipaael. Kypc nepektep OasachiHia — CaKranaTbiH
MOJIMETTEPiH Kayinci3Airii Kamramachl3 €Ty MaKcarblHaa
MpUHUMITEP], dAICTepAi, Npoueypanap MeH djlicHamManap/ibl
TepeH/eTiN OKbITYFa OarbiTTalFaH.

JIMCUMIUIMHA PAcCMaTPHBAET Mpolecchl 6e30MmacHoCTH Oa3bl
JaHHBIX, METO/bl HACTPOWKM Oe30MmacHOCTH W ayauTa
KOHTPOJIbHBIX cnuckoB. Kypc HampasieH Ha yraybaeHHoe
W3yueHHe NPUHIMIOB, METO/IOB, NPOLELYP U METONONOTHH B
uensix obecrieyeHusi GE30MaCHOCTH NAHHBIX, XPAHALIMXCS B
6a3ax JaHHbBIX.

The discipline considers database security processes, security
configuration methods, and audit checklists. The course is
aimed at an in-depth study of principles, methods, procedures
and methodologies to ensure the security of data stored in
databases.

JlepekTep 6a3achiHbIH
TEOPHSCHI

Teopus 6a3 naHHBIX
Database Theory

2 cemectp / 2 cemectp / Semester 2

KOO xommnonenTti / BY3oBckuii komnonent / University component

8 | KIl

| AknapatThi Koprayra | 5

| Kypc  BUMpYCTBI,  IIMHOHABIK,  3MAHAbI  MPOrpaMMalbik

® EHY 708-01-19 Katanor JMCLMILIME 10 00pasoBatebHoi nporpamme. M3nanue BTOpoe




KOOK
I1J1 BK
PD UK

apHajFaH
KaMTamMaHbl
TEXHOJIOTUsLIAph

Texnonoruu pa3paboTku
nporpaMmHoro  obecneyenus
JUIS 3aLUThl HHPOpMaLIMH
Technologies  of  security
software development

MPOrpaMmabik
asipaeyain

KaMTaMaHbl aHbIKTay, Gackin Kipy/i aHplKTay, TpapUKTi Tanjaay
JoHe T.0. TeXHOoJOrusnapabl yiperyai kamtuabl. bya perre
MamaHJaHABIPbUIFAH  Kypajijlap MeH J3ipieyiH TociiiepiH
KOJIJJaHyFa Hasap ay/aapbuiajibl, COHJAH-aK NporpamMMasibiK
KaMTamachl3 eTyre Kayilci3iK IapajapblH bIKNalJacThipy
TEXHOJIOTUSIAPbIH KapacThipa/ibl.

Kypc  Briouaer  u3ydeHME  TEXHOJOTMH  CO3/1aHMs
MHCTPYMEHTOB /U1l OOHApy»KEHHsi BMUPYCHOI'O, IIMMOHCKOTO,
BPEIOHOCHOIO MPOrpaMMHOro obecrnieueHus, oOHapykKeHus
BTOPIKEHHMH, 11s aHanu3a tpaduka u T. A. [Ipu s1oM yaensercs
BHUMaHHWE TPUMEHEHHMIO CIELMANU3UPOBAHHBIX CPEICTB M
NpUeMOB pa3pabOTKH, a TaKKe PacCMaTPUBAET TEXHOJIOIUH
MHTEerpaiuu Mep 6e301MacHOCTH B MPOrpaMMHoe obecnedeHue.

The course includes the study of technologies for creating tools
for detection of virus, spyware, malware, intrusion detection,
traffic analysis, etc. At the same time, attention is paid to the
use of specialized tools and techniques of development, as well
as considering technologies for the integration of security
measures in the software

Tawiay OoHbIHIIA KOMIIO

nerrrep / Komnonentsi no Boibopy / Optional Components

9 | KIITK
M1 KB
PD EC

byarrel
Kayincisairi
be3zonacHocTs
TEXHOJIOIMH
Security of cloud technologies

TEXHOJIOIrUsjaap

00JIaYHBIX

5

[Ton OGynTTBl TEXHONOTHMSNAPABIH  Kayinci3gik oJicTepiH,
kobanay  mabnoHaapeiH  KoHe  OyATTHI  KbI3MeTTEpAi
JKeTKi3yliinepre KOJJIaHbUIaThIH HAKThl Y3/iK Toxipubenepi,
OYJITTBI TEXHONOTHAIAP KAYIiNCI3iriHiH HEri3ri acneKTiuIepiH,
OY/ITTHI ecenTeynepaiH KOHLUENIMAIAPbl MEH KayINTEPIH KoHe
onapibl KOpray oJicTepiH, COHJa#-ak oOChl  cajiaJarbl
»obanap/ibl Kypy/bl 3epTTeii.

JlucuuniamMHa ucciielyeT MeTobl 0e30rmacHOCTH 00Ja4YHBIX
TEXHOJIOTUH, 1abJIOHBI MPOEKTHPOBAHMS U PEasIbHBIC JIyUllIHE
MPaKTHKH, NPUMEHSEMbIe K MOCTaBLIMKaM O00NauHbIX YCHyT,
OCHOBHBIE AacneKkThl 0e30macHOCTH 00Ja4YHBIX TEXHOJOrWiA,
KOHLIENIMM W Yrpo3bl OONAa4YHBIX BBIYUCIEHUH M METOJBI WX
3aIIMThI, @ TAKXKE MOCTPOSHHUE MPOEKTOB B 3TOH 00/1aCTH.
Discipline explores cloud security techniques, design patterns
and real best practices applied to cloud service providers, the

main aspects of cloud security, the concepts and threats of

® EHY 708-01-19 Karanor aucuumiiug no odpa3oBarenbHoi nporpamme. M3nanue BTopoe




cloud computing and methods to protect them, and the
construction of projects in this area.

10 | KITTK
[1J1 KB
PD EC

MoGunbai TEXHOJIOrusiIap
Kayinciziri

be3onacHocTh MOOHJILHBIX
TEXHOJIOTUH

Security of mobile technology

[Ton MOOHABAI TEXHOJOTMSANAPABIH KAYINCI3MIiK 9/icTepiH
KapacTelpajpl,  kejdijeri ~ MOOMABAI  KOCHIMILANAP/ABIH
Kayincisirinin Herisri acneKTiliepiH MeHrepyre MyMKiHJIiK
Gepesti, GarnapiaMalbiK KAMTaMachl3 €Tyl Kopray *KyHeciHiH
KIKTEIY, MOOHIBAI KypbUIFBIIAp/IBIH  Kayincisairia
KamMTamachl3 ery ojicTepi, Kayincislik ceprudukarrapsl,
MOOKJIBI TEXHONMOrUsNApa aKnapaTThi KOpray NpUHLMOTEPI
MEH 2/licTepiH KOJIJaHyFa MyMKiHJiK Oepei.

Jlucumniunea  paccmartpuMBaeT  MeTojbl  6e30MmacHOCTH
MOOMJIBHBIX ~ TEXHOJIOTHH, TO3BOJIMT OCBOUTH OCHOBHbIC
acrekThl 6e30MacHOCTH MOOMMbHBIX TPHUIOKEHHH B CETH,
KiaccupHUKaLmio CHCTEM 3alUThI NPOrpaMMHOIr0O
obecneyenus, METO/1bl obecrneyeHus Oe3onacHoCTH
MOOMIBHBIX  YCTpOHCTB,  cepTHdukathl  6€30MacHOCTH,
NpUMEHEHHe TNPUHLMIOB H METOJIOB 3alluThl MHpOpMalmK B
MOOMJIBHBIX TEXHOJIOTHSIX.

The discipline considers methods of security of mobile
technologies, will allow to master the main aspects of security
of mobile applications in the network, classification of software
security systems, methods of security of mobile devices,
security certificates, apply the principles and methods of
information security in mobile technologies.

11 | KITTK
11 KB
PDEC

AKnNapaTThIK Kayincisaik
KyHenepiHii
crietpUKaIMsIChl JKIHE
BepUpHUKALMACHI
Creuudukaums v
BepuduKaLms cucTeM
uHpopMaMOHHO
Ge30macHOCTH
Specification and verification
of information security
systems

[Ton aknapaTThiK Kayincismik ixyienepin sepudukaumusnay
ollicHAMACHIH, IKYHeNnepaiH Oypeic €MeC  MiHE3-KyJIKbIH
aHbIKTAy OJiCTEpiH, KaTeNep/iH TipKeAreH KepiHicTepiH
OKIIayJay/bl, COHAaH-aK KaTeJep/iH JIoKalu3alMsiaHFaH
KOpiHiCTEpiH Tanmay oJicTepiH, KaTelepai IKIKTey IKOHe
onap/iblH epeKLIeNiKTepit, a3ipaeyain 6apiablk aeHreinepinie
NporpaMMa’ibiK KAMTaMara KOWbINIATBIH TalanTap/ibl OKbITa/lbl.
JIMCIMIUIMHA M3YYaeT METONOJOTHH BepHUKALMKU CHCTEM
uHpOpMaLMOHHOW ~ 6E30MacHOCTH, METOJbl  BBISBJIEHHUS
HEKOPPEKTHOIo NOBE/ICHUS CUCTEM, JIOKaJIU3aLuH
dUKCHPOBAHHBIX TIPOSBNEHUH OWMOOK, @ TaKkKe METO/bl
aHaJiu3a JIOKaJIN30BaHHBIX NposiBIICHHH onboK,

@ EHY 708-01-19 Karasor jqucuumims no obpazoBaTenbHoi nporpamme. M3jianue BTopoe




KiaccupuKamun omnboK M UX ocobeHHOCTeH, TpeGoBaHUs K
NPOrpaMMHOMY 0OECTIEYEHHIO Ha BCEX YPOBHSX pa3paboTKH.
The discipline is aimed at mastering the methods, approaches
and aspects of work with the Discipline studies the
methodology of verification of information security systems,
methods of identifying incorrect behavior of systems,
localization of fixed manifestations of errors, as well as
methods of analysis of localized manifestations of errors:
classification of errors and their features, software requirements
at all levels of development.

12 | KITTK AKnaparTeiK Kayirnci3aikri 5 [Ton yxbIMpaare! aknapatTeiK KayincisaikTi Gackapy KyHeciHiH
[1]1 KB Oackapy crangaprrapsl (AKBX) crannaprrapbin, compaii-ak Genrini 6ip o6bekTiHiH
PD EC Cranpaprsl ynpaBieHHUs aKnapatTelK - Kayincisairin  Gackapy kyilenepin  (AKBX)

MHPOPMALIMOHHO# asipriey, icke acwipy, naiijanasy, Tanuay, cyiiemeniey koHe
6e30nacHOCTHIO KeTidipyre  apHanFaH  Herisri  Tacinaepai yipeTyre
Standards  of  Information OarbITTANIFAH.
Security Management Jlucumninba  nanpaBieHa  Ha  M3yueHME  CTAHAAPTOB
ynpasienus uHpopmaumonHoi Gesonacnoctsio (CYMB) B
OpraHM3aliMM, a TaKKe OCHOBHBIX MOJAXOJ0B K pa3paboTke,
peaiu3allMK, SKCIUTyaTalMH, aHajiu3y, CONPOBOXKACHHIO U
COBEPUICHCTBOBAHUIO CHCTEM YMpaBjieHus HHPOPMALMOHHOM
Gesonachoctsio (CYUB) onpeaeneHHoro o6bexra.
Discipline direction to the study of information security
management standards (ISMS) in the organization, as well as
the main approaches to the development, implementation,
operation, analysis, maintenance and improvement of
information security management systems (ISMS) of a
particular object.
3 cemectp / 3 cemectp / Semester 3
KOO xomnonenri / BY3oBckuii komnonenr / University component

13 | KII AKnaparrbiK Kayincismik 5 [Mon akmapatTeik Kayincisaik KyHenepin yibIMAaCTBIpYIbIH
XKOOK Kyienepin YHbIMJACTBIPY 3aMaHayM OJliCTepiH, aKNapaTThiH JKOFAJIYBIH, YpiaHybiH,
IT1 BK Opranuzaums CHCTEM OypmanaHysIH, KOJIaH kacamyblt 6onaspMay Q/liCTEpiH HKIHE
PD UK HMHPOPMAIIHOHHO# backa na pykcaTchi3 KONaHy/ibl, aKnmapaTThiH TapayyblHBIH

He3onacHoCcTH GapibiK  MyMKiH  apHanapbiH  OKIKTEY[i KOHe  KOKJIbI,

Organization of systems of

aKNapaTThiK _KayilCi3nik ToyeKelJepiH ecentey aicTepin
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information security

3epTTeil.
JIMcuMnIMHA MCCleyeT COBPEMEHHbIE METObl OpraHM3alluu
cUcTeEM MHPOPMAIIMOHHOM 6e30nacHOCTH, METO/IbI

MPEAOTBPAILCHHUS YTE€YKH, YTPaTbl, XHWILEHMS, HCKaKEHMS,
MOJIEIKH uHbpopmamn " [PUMEHEHHE  JpPYyrux

HECAHKIIMOHUPOBAHHBIX HEraTUBHBIX BO3/JCHCTBUHA,
KnaccH(HUIIMPOBATh M YCTPAHATh BCEBO3MOXKHBIE KaHaJIbl
yTeuek uHpopmaLmy, METO/1bl pacuera PHUCKOB

MHPOPMaLIMOHHOM 0€30MacHOCTH.

The discipline explores modern methods of organization of
information security systems, methods of prevention of
leakage, loss, theft, distortion, falsification of information and
the use of other unauthorized negative impacts, classify and
eliminate all kinds of channels of information leakage, methods
of calculation of information security risks.

14 | KII Keninik kubepkayinciszik
KOOK CereBas knbepbe3onacHocTb
I1J1 BK Network Cybersecurity

PD UK

[Ton  keninik  Kayinci3aikti  3eprreyre  OarbiTrajnra,
ayTeHTHQHMKALMAIBIK ~ aKnaparTsl  cakray koHe  Oepy
Kypaiaapel  MeH  amictepin, TCP/IP  xeninepinaeri
wabysbuiaapabpl  Ky3ere acklpy MEXaHU3MJEpIMeH, JKel
aboHeHTTepiH uaeHTHpUKaumsnay AKOHE
ayTeHTU(QUKaLMsNay blH Heri3ri XaTramaliapbiMeH
TAHBICTBIPA/Ibl, KOPFAHBIC ~MEXaHU3MIEpPI MEH  IKeJiK
Kayinci3MikTi  KamMTamMachli3 €Ty  KypajJapblH  KOJIJaHy
JIaFJblIapbiHa yiperesi.

JlucuMnIMHa HampaBJieHa Ha W3yYeHue ceTeBoi 6e30macHoCTH,
3HAKOMMT CO CPEACTBAMH U METOAAMHU XPaHEHHMS M Mepejayu
ayTeHTH(UKAIMOHHOH uHbOpMalHH, MeXaHU3MaMH
peanuzauuu atak B cetsx TCP/IP, OCHOBHBIMM NPOTOKOJAMH
uiaeHTHGHUKAMKH W ayTeHTH(MKaUMKM aOOHEHTOB  CETH,
NPUBUBACT HABBIKM TNMPUMEHEHMsl 3aIIUTHBIX MEXaHU3MOB H
cpezcTs obecrnieyeHus ceTeBoit 6e30MacHOCTH.

The discipline is aimed at the study of network security,
introduces the means and methods of storage and transmission
of authentication information, mechanisms of implementation
of attacks in TCP/IP networks, the basic protocols of
identification and authentication of network subscribers, instills
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skills in the use of protective mechanisms and means of
ensuring network security.

Tannay GoiibiHma KomMno

nerrrep / Komnonentsl no Beigopy / Optional Components

15 | KITTK AKnapaTTbiK Kayincisaikri | 6 [lon KocinopeiHAarLl aKnaparThiK Kayincizaik kyiienepin | AKnapaTTsl KOprayra
IT/1 KB Oackapy kyienepin xobanay KobanayablH 9/1icTepi MEH TOCI/IIEPiH OKBITA/bl. AKNAPATTHIK | apHajFaH NpOrpaMmaIbiK
PD EC [IpoekTpoBaHme CUCTEMBI Kayincisaik Toyekesiepin Garamay ojicTepi, KOMOBIOTEPNIK | KAMTaMaHbI azipieyain

yrpaBieHus MOZENb/Iey  KIHE  onapabl  ceprudMKaTTay  3€pTTEi. | TeXHOIOrUsIaphl
MHpOpMaLMOHHOM KocinopbIHHBIH aKnapaTThiK Kayincisirii Hackapy | Texnonoruu pa3paboTku
6e30nacHOCTBIO KyHenepiHiH  apXMTEKTypachl,  COHAaW-aK  Kayincisaik | nporpammuoro  obecrieueHus
Designing Information KyHenepin kobanay yuliH nporpaMMaiibiK  KOCHIMILANAp | Uls 3aLIMThI MHQOpPMALMHU
Security Management System KapacTblpbLiaibl. Technologies  of  security

B jgucumnivde  msydaiotes  crocobbl M Meroasl | software development

MPOEKTHPOBAHMS CHUCTEM MHPOPMAIMOHHON 6e30macHOCTH

npeanpusitud.  Mccneayiotes  Metoibl  OLEHKH — PHCKOB

MHPOPMALIMOHHOM He3onacHoCTH, KOMMBIOTEPHOTO

MOJIENMpoOBaHus W MX ceprudukauus. Paccmarpusaiorcs

apXMTEKTYpbl ~ CMCTEMBl  yMnpaBlieHWss  MH(pOPMALMOHHO#M

0€30nMacHOCTH  MpPEANpUSITHS, a TaKkKe M[POrpaMMHBIE

MPUIIOKEHHS I NPOCKTHPOBAHUS CHCTEM 0E3011aCHOCTH.

The discipline studies methods and methods for designing

information security systems for an enterprise. The methods of

risk assessment of information security, computer modeling

and their certification are investigated. We consider the

architecture of the information security management system of

the enterprise, as well as software applications for the design of

security systems.

16 | KII TK AKnapaTTbiK Kayincisaik | 6 Ilon aKnmapaTThIK Kayinci3gik ToyeKenjepiH Tanjay KoHe
[1]1 KB TOyeKeJIepiH  Tanaay KoHe Oaranay Herizaepi Typanbl Kyieni GinimM anyra, NpakTHKaIbIK
PD EC Oaranay KbI3MeTTe anbiHFaH Oinimai icke aceipyra GarbiTrasnrad. [lon

AHanu3 M OUEHKA pPHCKOB aKnapatThiK Kayinci3ik ToyeKenlepiHiH AeHreiin 3eprreyre,
MHPOPMALIMOHHOM MHLMIEHTTIH cajjiapaapbl MEH BIKTUMAJIBIFbIH Oaranayra,
He3onacHocTH ToXipubeNiK ecenTepi Mwenyre )KoHe MOHUTOPUHT XKYprizyre

Analysis and evaluation of
information security risks

MYMKIiHIIK Gepeji.
JlucuMniauna HanpapieHa Ha MOJYyYEHHE CHUCTEMHBIX 3HAHMIA

00 OCHOBaxX aHalnW3a W OLEHKH PHCKOB HHMOPMALMOHHOM
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6e30MacHOCTH, peann3aluud  MOJYYEHHbIX  3HaHWiH B
NPAKTHYECKOH  AeATeNbHOCTH.  JlucumiinHa — TMO3BOJSET
MCCIEIOBATh  YPOBHH PUCKOB  MH(OPMALIMOHHOM
6e30nacHOCTH, OLEHKY  MOCJEACTBHIH M BEPOATHOCTH
MHLIM/EHTA, peliaTh MPAaKTHYECKHE 3aJauu W TPOBOJIUTH
MOHMTOPUHT.

The discipline is aimed at obtaining systematic knowledge
about the basics of analysis and risk assessment of information
security, the implementation of knowledge in practice. The
discipline allows to investigate the levels of information
security risks, assess the consequences and probability of an
incident, solve practical problems and conduct monitoring.

17 | KIT TK benricizaik HKarjaneiHaa [Non Genricizaik xaraaiipiHaa wewiM Kabbiaay anropuTMaepi
[1]1 KB LHIeiM KabbL1ay MEH 9JIiCTepiHiH TEOPHAJIBIK ACMEKTIIePiH, xkobanapabl THiM
PD EC [TpunsiTre pelueHui B Gackapy YWiH MaTeMaTHKalblK MOJENbAEPAl  KOJAaHy

YCJIOBHSIX HEOMNPE/IEICHHOCTH MacesieNiepiH, THICTI NporpaMMaiibiK  Kypaaiap/ibl KojiaaHy

Decision making under Tacinaepin, Genricisaik karaaibiHAA MPAKTHKAJBIK €CenTepi

uncertainty HIELY MICENENEePiH KapacThIpa/ibl.
JlMcuuMIIMHA ~ paccMaTpUBaeT — TEOPETHYECKME  acCleKThbl
METOIOB M aJFOPUTMOB TPUHATHA PEIICHWH B YCIOBUSIX
HEOTPEIeICHHOCTH, BOMPOCHI MCI0JIb30BAHUS
MaremMaTuueckux mogenei s 3hdeKTUBHOro ynpasJieHHs
NPOeKTaMM,  CrocoObl  NMPUMEHEHUs  COOTBETCTBYIOLIMX
NPOrpaMMHBIX MHCTPYMEHTAPWH, PpelICHHs TMpPaKTHYECKUX
3aj1a4 B YCJIOBHUSIX HEONPEJEIEHHOCTH.
The discipline considers the theoretical aspects of methods and
algorithms of decision-making under uncertainty, the use of
mathematical models for effective project management;
methods of application of appropriate software tools, solving
practical problems under uncertainty.

18 | KI1 TK AKnapaTThiK Kayincizaik IToH YKBIMHBIH Kayinci3Aik Kei3MeTi (aKnapaTThiK Kayincisaik | 3usH KeNTipy1i
[1J1 KB cajachiH/a¥rbl OKUFalap/pl Gonimi)  KBI3METIHIH ~ Kazipri  3amaHfbl  9JlicTepi  MEH | MporpamMmaapiaH Kopray
PD EC Teprey azicrepi acreKTiNepiH, COHBIH illiHAe MyHJall OKHMFANAP/BIH AJJbIH | TICLIAEPI MEH Kypasiapel

Merop! pacciej0BaHUs any, onapAblH  KeNTipreH  3anajblH  JKOK,  Xakepiik | MeTojpl ¥ CpeicTBa 3allMThbl
WHIIH/JICHTOB B chepe OeNCeHAINMIKTIH  KOJBIH  KeCy, AaKnapaTThl 3aHChi3  ajly | OT BPEJIOHOCHBIX NPOrpaMm
UH(pOpMaLMOHHOM apHanapbiH *aby jkoHe KiHoJi Ty/ranapibl aHbiKray ajticrepin | Methods and  means of
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Oe30macHOCTH
Information security incident
investigations methods

3eprreiai.

JIMCUMIJIMHA MCCIIE/IyeT COBPEMEHHbIE METOJbl M aCMEeKThl
JICATEIBHOCTH CITy kOB 6e30nacHOCTH (oTnena
uaopMauMoHHOi  OE30MacHOCTH) — OpraHM3alMM  NpH
pearupoBaHWM Ha MHLUMACHTHI B HHPOPMALIMOHHOMN cUcTeME, B
TOM YMCJIe METOAMK MPEeAyNpexkJeHUs: TAKUX HMHIMAEHTOB,
JMKBWJIAIIMM ~ HAHECEHHOro MMM  yuiepba, npeceyeHus
XaKepCKOM aKTUBHOCTH, TMEPEKPBITUS KaHAJIOB HE3aKOHHOTO
chema MHpOPMALIMK U BBISIBICHHS BUHOBHBIX JIMLL.

The discipline explores modern methods and aspects of the
security service (information security Department) of the
organization in responding to incidents in the information
system, including methods of preventing such incidents,
eliminating the damage caused by them, preventing hacker
activity, blocking the channels of illegal removal of
information and identifying the perpetrators.

protection against
programs

malicious
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