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Ne | IlonHiH [TonHiH aTaybi / Kpenur / Keickama aHHoTanms/ [TpepekBusurrep/
UMK /
Llukn Ha3Banue nucumniuuel / Kpenur / Kparkas anHoTauus / [TpepekBuzuThl/
JIUCLMI-
JIMHBI Name of the course Credit Annotation Prerequisites
/Cycle of
the
course
1 cemectp /1 cemecTp / Semester 1
KOO xomnonenti / BY3oBcknii komnonent / University component
1 | KII [Iporpammarbik KypaJsjaap [lonai oxy Oapeicbiipa mmbpnay kyHenepinin 3amanayu | Komnblotepiik aKnaparThbl
KOOK KOMerimMeH KpUNTOTaNaay apXMTEKTypajiapbl, KPHMIITOTANJAdy OMICTEpPI MeH MiHAETTepi, | Kopray TeXHOJOTHSChI
I1JI BK Kpunroananus ¢  noMouibio KOpFajiraH KpUNTOXYHenepai nporpammaray JIOTHKAChI, | TeXHOJIOTUU 3alUThI
PD UK MpPOrpaMMHBIX CpeAcTB KpUIITOrpadussIblK  MPUMHTHBTEPIiH  Kayincisairin  OGaranay, KOMIBIOTEPHO# HH(OpMALIHH
Software tools for Kpunrorpagusaibik  wabybuiaapabl  MPOrpamMMaliblK  Ky3ere Technologies of protection of
cryptoanalysis ACHIPBLILIMBL,  KPUNTOTAIAY/Ibl  OPIHAAYABIH  MPOrPaMMAlbiK | computer information
TOCLTI HKOHE OJIap/IbIH, JKYMbIC MPUHLIMIITEPI KAPACThIPbLIA/IbI.
B xome wusyuenns aucuMruiMHbl OyayT —paccmarpuBathes
COBPEMEHHBIE apXHUTEKTYpbl CHUCTEM ILIM(POBaHHsS, METOAbI M
3a1a4d - 'KpunToaHanma, . JIciuKa NpOrpaMMHUpPOBaHHS
3aIULIEHHBIX XPUNTOCUCTEM, OLICHKH Oe3onacHoCTH
KPUNITOrpaUyecKkX TMpPUMHTHBOB, MPOrpaMMHAs peajiu3alus
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Kpunrorpagu4yeckux arak, MPOrpaMMHbBIH CHOCOO BBINOIHEHUS
KPUITOAHAJIM3a U NPUHLIMIBI X paboT.

In the course of studying the discipline, modern architectures of
encryption systems, methods and tasks of cryptanalysis,
programming logic of protected cryptosystems, security
assessment of cryptographic primitives, software implementation
of cryptographic attacks, software method of cryptanalysis and
principles of their work will be considered.

Tanpnay OolibiHma komnonerTrep / KomMmnonenTs! o Beidopy /

Optional Components

2 |BITK 5
BJI KB
BD EC

JIKBXK

WieHTHDHUKALMUS W ayTeHTHU(PHK
auus eHimzaepi

Cpencrsa

MICHTU(UKALIMK W ayTeHTHDUK
aiuu B CYDBJ]

Means of identification and
authentication in DBMS

Ocbl  KypcTblH ~ COHbIHA  JeHiH  MarucTpaHtTap  Kelseci
MaTepuasilapMeH TaHbiC 0oJa anajbl: Kayinci3miKTi Tanaay skoHe
Oackapy KOHTEKCTiHAE JepekTep KopbiH Oackapy; Jlepekrep
Oa3achlHbIH JKYie/lepiHe KaTbICThl KayiNCi3liK TYCIHIMH TYCiHy,
TYCiHAIpy »oHe KonnaHy; Jlepekrep 0a3achiHbIH KyHenepiHe
KOJIJAHBIIAThIH KayiNci3AiK TeTIKTepiHiH Heri3ri TiigepiH Oiy.

B koHLe 3TOro Kypca MallMCTpaHTbl CMOTYT: MOHSTh U OOBACHUTH
mecTo Oe3omacHocTH 0a3 JaHHBIX B KOHTEKCTE aHajiM3a M
ynpaeienus 6e30nacHOCTbO [ToHATb, OOBSACHUTH W TMPUMEHHTH
KOHUENUMH ©Oe30MacHOCTH, OTHOCSILMeCs K cucremam 0a3
naHHbiX;  bByser noHumaHume 06a30BOro s3bika MEXaHM3MOB
6e30MacHOCTH NPUMEHHUTENILHO K cHCTeMaM 0a3 JJaHHbIX; AHaiu3
TpeOOBaHUH K YNPaBJICHHUIO JIOCTYNOM M BBIMOJIHEHUE JOBOJBLHO
NPOCTBIX peajn3aluii ¢ ucrnonb3oBanuem SQL.

By the end of this course masters will be able to: Understand and
explain the place of database security in the context of security
analysis and management; Understand, explain and apply the
security concepts relevant to database systems; Understand the
basic language of security mechanisms applied to database
systems; Analyse access control requirements and perform fairly
simple implemen-tations using SQL.

BIT TK
BJ1 KB
BD EC

[pouectepai
uaeHTH(UKaLuMsnay MXKoHe
ayTeHTH(UKaLUsIIay

| TEXHONOTHUSCHI :
Texunonorus uaeHTupUKaLUM U
" ayTeHTH(HKALMK TIPOIECCOB
| Technology for identification

|

Byn kypcra >kyHeHiH Kayincizairi GoiibiHia KociOW MamaH yiuiH
MaHBbI3bl OOJIBIN TAOBLIATHIH OipIHIII JTOMEHHIH KOJI KETIMALIIrH
Oackapy Typanbl aiTeuiaabl. TakplpeinTap ayTeHTH(HKaLMsL,
aBTOpM3aLMs JK9:1¢ ayTeHTH(UKALIUA, MOOWIIBAI KYPbUIFbIIApaFs:
Kken  akropibl ayTEeHTU(DMKAIMA ~ JKOHE  Kaparnaibim
- ayTeHTH)UKALMAEBI KAMTHIbI. MAarucTpaHTTap CoHKecTeHipy.i
GacKapy/IbIH OMipITIK LMK TypaJibl Oieai sxoHe ayTeHTU(UKaLms
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and authentication processes

MEH KOJI XKeTKi3y/i 6ackapy TeTIKTepiH Kajlai KoJlaHy KepeKTiriH
TYCiHel.

DTOT Kype paccKas3biBaeT O 3a/1a4axX KOHTPOJIs JOCTYMNa, MepBoro
JIOMEHA, KOTOpbId BaXXeH Ul CHELUaJIuCTa IO CHUCTEMHOM
Oe3onacHocTH. TeMbl BKIIIOYAIOT MACHTH(HUKALIUIO, aBTOPU3ALIUIO
U ayTeHTH(UKaLHIO, BKJTFOUast MHOTO(aKTOpHYIO
ayTeHTHQUKAIMIO W AyTCHTUQHMKALMIO  Ha  MOOMJIbHBIX
yCTPOMCTBaX. MarucTpaHTbl Y3HAlOT O JKM3HEHHOM LIMKJIE
ynpapjieHuss HIeHTUGHUKaUMeH M MNOMMYT, Kak peanu3oBarh
MEeXaHH3Mbl ayTeHTH(HUKALUHU U KOHTPOJISt JOCTYMA.

This course talks about the tasks of access control, the first
domain that is important for a systems security professional.
Topics include authentication, authorization, and authentication,
including multi-factor authentication and authentication on mobile
devices. Masters will learn about the identity management life
cycle and will understand how to implement authentication and
access control mechanisms.

4 |BITK
BJI KB
BD EC

Jepexrep KOMMachl
XpaHuiuile JaHHbIX
Data warehouse

ITon TeOopHsUIbIK AaCMeKTUIepAi JKOHEe JepeKTepii  Tajjay
MOJENBAEPIH KYPYAbIH TXKIPHUOETIK JaFibUlapblH MEHIepTyre;
Rapid Miner acnantbik opTachiHIa MoAenbAepal Kypy OolibiHIIa
JKYMBICTBIH ~ ToXipuOesnik  JaFAbUiapblH,  OHbIH  ilIiHjE
KOCBIMILIANIAp KOATapbiHa KipicTipyai OekiTyre makcarTbl. [ToHHIH
masmyHbl OLAP TexHonorusnapapl, Kem esueMai TeKuenepai,
Data Mining o/1icTepiH KAMTH/1bl

JIMCUMIUIMHA Hale/ieHa Ha OCBOGHHE TEOPETUUECKUX ACMEKTOB H
MPAaKTUYECKUX HABBIKOB MOCTPOECHHS MOJeNeH aHa/lu3a JaHHbIX;
3aKperUIeHUs] MPAKTUYECKUX HABBIKOB pabOThI MO MOCTPOEHMIO
Mojesiel B HHCTpyMeHTalbHOU cpesie Rapid Miner, Brutouas mx
BCTpauWBaHMsi B KOJbI MPUIIOXKEHUH. B conepikaHue JTUCUMILIMHBI
simoyensl OLAP TexHomoruu, MHOromepHble Kyobl, MeToas! Data
Mining.

The discipline is aimed at mastering the theoretical aspects and
practical skills of building models of data analysis; consolidation
of .practical ski!!s to build models in the tool environment Rapid
Miner, including their embedding in the application code. The

| 'content - of the - discipline includes OLAP technologies,

multidimensicial cubes, data Mining methods..

Jlepekrep Ga3zachblHbIH
TEOPHUSICHI

Teopuss 6a3 naHHBIX
Database Theory
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5| BIITK

Jepexrep OGazachiH xoHe

[Ion pepextep KOpbIHBIH Kayincisaik —ypaictepin, 6Gakbuiay

Jlepekrep GazachiHbIH

JUTSL 3a1UTBI HHDOpMALMK
Technologies of  security
software development

KaMTamachl3 eTyre Kayinci3[ik —Lapanapbii
TEXHOJIONUSIapbIH KapacThIpaibl.

Kypc BKlO4aeT W3yueHHe TEXHOJIOIMH CO3MAHMS WHCTPYMEHTOB
At OOHapy»KEHMst BHMPYCHOTO, LITMMOHCKOTO, BPEIOHOCHOTO
MPOrpaMMHOro  obecrneyeHus, OOHapyKEeHHUs BTOPXKEHWH, IS
aHamuza Tpadpuka M T. A. [lpu sTOM ynensercs BHUMaHMe
MPUMEHEHUIO  CMICLMAIM3UPOBAHHBIX  CPEICTB W MPUEMOB
pa3paboTku, a TakKe PacCMaTPUBAET TEXHOJIOTHH HHTErpaLuu
Mep 0€30MacHOCTH B MPOrpaMMHOE 0OecreyeHHe.

The course includes the study of technologies for creating tools
for detecticn of virus, spyware, malware, intrusion detcction,
traffic analysis, etc. At the same time, attention is paid to the use
of ‘specialized tools and techniques of development, as well as
considering technologies for the integration of security measures

BIKIAJIAACTBIPY

bJ1 KB KOCBIMLIAJIAp/Ibl KOpFay TI3IMIEPiHIH  ayIMTIH JKOHe Kayincisaikri Ganray opictepin TEOPHUSICHI
BD EC axicrepi Kapacteipanbl.  Kypc  nepekrep  GasacelHga — cakTajiaThiH Teopwus 6a3 1aHHBIX
Mertoap! 3aiuThl 6a3 JaHHBIX U MONIMETTepAIH  KayilCi3riH  KaMTamMachi3 €Ty MakcaThiHaa | Database Theory
MPUIOKEHHU I NPUHLMIITEP/l, SAICTEpAi, Mpoueaypasap MeH daicHaManapbl
Database and applications TEPEHIETIN OKBbITYFa OarbITTaFaH.
protection methods JlucumruinHa  paccMaTpuBaeT Npouecchl  0e30MacHOCTH  6asbl
JaHHBIX,  METOAbl ~ HACTPOMKM  ©e30macHOCTH W ayauTa
KOHTPOJIbHBIX ~ cnuCKOB. Kypc Hanpasnen Ha ymiyGneHHoe
U3YYCHHE TNPHHLMIIOB, METOHOB, MPOLEAYP M METOJOJOrMH B
uessx obecneyeHus 6e30MaCHOCTH JAHHBIX, XPaHALIUXCS B Gazax
JTAHHbIX.
The discipline considers database security processes, security
configuration methods, and audit checklists. The course is aimed
at an in-depth study of principles, methods, procedures and
methodologies to ensure the security of data stored in databases.
2 cemectp / 2 cemectp / Semester 2
KOO xomnouenti/ BY3oBckuii komnonent / University component
6 | KII AKnaparTbl KOpFayFa apHajiFaH | 5 Kypc BMpYCTBI, IINMHOHIBIK, 3HAH/ABI TPOrPAMMAIBIK KAMTAMAaHbI
KOOK MporpamMmma’ibik KaMTaMaHbI aHbIKTay, Gachin Kipyai aHbiKTay, TpadukTi Tanmay xoHe T.0.
[1/1 BK 93ipiIeyiH TeXHOIOrUsiIapbl TEXHOJIOTUsiap/bl y#peryni KAMTH/Ibl. byn perre
PD UK Texnonoruu pa3paboTku MaMaHJIaH/BIPbUIFAH  Kypajiiap MeH 3ipieydiH Tocijaepin
NpoOrpaMMHOro  obecrnedeHus KOJIlaHyFa  Hasap ayJapbulajibl, COHJAaW-aK MpOrpamMMabik
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] | | | in the software

Tanpay 6oiibinma komnonerrrep / Komnonentsl no Beidopy / Optional Components

7 | BITTK Byt TeXHOJIorus1ap | 5 ITon OyTTHI TEXHONOTUANAPABIH KayiNci3aik oaicTepin, xobanay
b1 KB Kayincizairi WabloHAapblH  JKOHE  OYITTHI  KbI3METTEpAl  JKeTKi3yuiinepre
BD EC be3onacHocTh 00J1auHbIX KOJIJaHBUIATBIH ~ HAKThl  y3iK  Toxipubenepdi,  OyiTTel
TEXHOJIOrHi TEXHOJIOTMANIAp  KAYINCI3IriHiH Heri3ri acnekTiiepiH, OyaTThbl
Security of cloud technologies €cenTeynepiH KOHLEMUMSIApbl MEH KayinTepiH >KOHE OJapabl
KOpFay 9/1iCTepiH, COHJIal-aK OChl caylaJarbl Kkobanapibl Kypy/bl

3epTTeii.

JucuunivbHa  uccaeayer Metoabl  6e30macHOCTH — 00auHbIX
TEXHOJIOTHH, Wa0NOHbl MPOEKTUPOBAHUS W peasibHble JIydlIHe
MPaKTUKH, NPUMEHSEMbIE K TMOCTaBLIMKAM OOJAYHBIX YCIIYT,
OCHOBHBIE ~ aCMEKThl 0E30MacHOCTH  O0NAUHBIX  TEXHOJIOTUH,
KOHUENUMH W Yrpo3bl OOJMa4YHBIX BBIYMCIIEHMH M METO/IbI HX
3alMTHI, @ TAKXKE OCTPOEHHE NMPOCKTOB B 3TOM 00/1aCTH.
Discipline explores cloud security techniques, design patterns and
real best practices applied to cloud service providers, the main
aspects of cloud security, the concepts and threats of cloud
computing and methods to protect them, and the construction of
projects in this area.

BIT TK AKnaparTbiK Kayinci3mikri | 5 MaructpanT aknaparThlK Kayinci3aikrti 0ackapy canachiHiarbl

b/1 KB Oackapy Mojienbaepi MeH KOJIIAaHBICTAaFbl TEOPHUSAHBI, MOJEJIBACP MEH OicTepai Tanjai

BD EC anicrepi anajpl JKOHE TEOPHUANIBIK JKOHE TNPAKTUKAIBIK Macenenepi
Mopenu U mMeToabl ynpaBieHHs wenryne o3 OeTiHuIe KYMbIC icTeil anaabl; O3 OUIIMIH bIKTUMA
UH(OpPMALIMOHHOM Mocenenepai  MOJENbAeyre Jie, aKnaparThlk — Kayinci3mikTi
Oe3onacHOCTH Oackapynarbl LieLliMaepre e KoJJaHa ajajibl JKOHE Herisri
Models and methods of PUTOPHKAJIBIK JIaFIbLIap/ibl KOJJaHa OTbIPbIN, OChI Mpobiemaap
information security MEH LieliMAep/il KeTKi3e anajibl.
management MarucTpanT CMOXET aHAIM3MPOBATH CYLIECTBYIOLIME TEOPHH,

Monenu U meronbl; I[IpuMeHATh kak 3HaHHs, TaK W MOHUMaHHE
npoGieMbl W HUCMONB30BaTh 0a30Bble PUTOPHUYECKHME HABBIKH;
Hcnonb30BaTh ¥ OCHOBHBIE TEPMHHBI, HCIOJIB3YyEMbIE B JaHHOM
obnacti. MoKeT y4acTBOBaTh B IpynnoBoil paboTe W yrpapisiTh
-PasMYLLIMH - OPraHM3alMOHHBIMH  POJIIMH  y&ipaBJieHHs
MH(OPMALIMOHHOMN 6€30MaCHOCTBIO. ‘

The masters will be capabie of analyzing existing theory, models
and methods in the ficid of information security management and
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work independently on solving theatrical and practical problems;
Capable of applying his/her knowledge to both modeling the
potential problems and the solutions in information security
management and be able to communicate this problems and
solutions using basic rhetorical skills.

9 | KIITK AKnaparTbIK Kayincisuik [Ion aknmapaTTelk  Kayincismik okyienepin Bepudukaumsiay
[1J1 KB KyHenepiHiH cneuruUKamIChl 9/licCHaMAacChIH, JKyHeNnepiH AypbiC eMeC MiHE3-KYJIKbIH aHbIKTay
PD EC HKOHEe BepU(HUKaLHUSICHI 9MICTEPiH, KaTeNep/AiH TIPKeIreH KOpiHIiCTepiH oOKliayaay/bl,

Creurdurauus v BepuduKarus COH/Ial-aK KaTeJepaiH JIOKaIW3aLMsIaHFaH KOpiHIiCTepiH Tanjay

cucTeM UHGOPMALIMOHHOM 9MiCTepiH, KaTenepai JKIKTey dKoHE OJapAblH epeKLIeTiKTepiH,

Oe3onacHocTH o3ipaeyniH OapiblK JeHredaepinae nporpaMMaiblKk KaMTamara

Specification and verification of KOMBUIATbIH TajanTapbl OKbITa/IblI.

information security systems Jlucumnnuvna  M3yyaeT MeTONOJNIOTWH  BepU(MKALMKM  CUCTEM
MH(DOPMALIMOHHOK  6e30MacHOCTH, METObl  BbISIBJICHHS
HEKOPPEKTHOrO MOBEJICHUs CHCTEM, JIOKaJIU3aL1H
(MKCHPOBAHHBIX MPOSIBICHUH OIIMOOK, a TaKKEe METO/bl aHAJIN3a
JIOKaJIM30BaHHBIX MPOABJIEHUH OLIMOOK, Ki1acCH(pUKaMuU OIIMOOK
M UX 0COOEHHOCTEH, TpeOOBaHHs K MPOrPaMMHOMY OOECTIEYEHHIO
Ha BCeX YPOBHSX pa3pabOTKH.
The discipline is aimed at mastering the methods, approaches and
aspects of work with the Discipline studies the methodology of
verification of information security systems, methods of
identifying incorrect behavior of systems, localization of fixed
manifestations of errors, as well as methods of analysis of
localized manifestations of errors; classification of errors and their
features, software requirements at all levels of development.

10 | KITTK Kyxar aiiHanbIMbl xKyleci jkoHe IIoH 5neKTpOHABI KyXKaT aifHaJbIMbI KYHeNepiHae aKnaparTbl
[11 KB KOpFay KypaJjiaapbl KOprayiblH Oarjapnamanblk, anmnaparrtbiK, KpUITOrpadHsIbIK
PD EC Cucrembl 1I0KyMEHTOOOOpOTa M HKOHE TEXHHMKAJIBIK JICTEPIH KONAAHYIbl YHBIMAACTBIPYFa >KOHE

CpeACTBa 3allHThI
Document management systems
and security tools

ydbIMaacThIpyFa  KabinerTinikke OarbiTranFan. KommonenTTep
Ti3IMI: KYNMA KyKaT alHaJbIMBIHBIH HEri3ri  epeKiuenikTepi;
SNICKTPOH/IBIK ~ KY>KAaT — alHaJIbIMbl  OKYHenepiHae —aknaparTsl
KOpFayJblH ~ QJiCTepi MEH KypajiapblH KOJIJAHy —TopTioi;
MEKTPOMIBIK . KYXKAaT — alHaNIbIMBIHBIH - aKMapaTTE:, O>KYHeCiH
a3ipiey TopTibi; Kavinci3 aMeKTPOHABIK KyKaT —alHajbIMbl
HKYHeNepiHIH )KYMbICbIiibIH €PEKILeIIKTepi. '
Jlucumnirua HanpasieHa Ha cnocoOHOCTh pa3paboiarh M0PAI0K
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T
H OpraHu30Barb I[NPUMEHCHHE IpOorpaMMHoO- anrnaparHbIX,

KpHﬂTOFpaCbH‘-leCKHX H TEXHHUYECCKHUX METOIA0B CpE€ACTB 3aLIUThI
HH (bOpMaLIHH B CUCTEMax OJJICKTPOHHOIO noxymeHT006op0Ta.
Hepeqeﬂb KOMITOHCHTOB: OCHOBHBbIE 0COOEHHOCTH
KOHd)H}leHHHaHbHOFO SJIEKTPOHHOI'O IIOKyM€HT0060pOTa; NnopsaaoK
NPpUMEHECHUSIT METOAOB MU CPCACTB 3allUTbI an)opMaunu B

CHCTEMaX  3JIEKTPOHHOIO  JJOKyMEHTOOG0pOTa; nopsiI0K
pa3pabOTKM  MHPOPMALMOHHON  CHCTEMBI  3IEKTPOHHOTO
JIOKYMEHTOO0O0pOTA.

The course aims to develop the ability to order and organize the
use of software and hardware, cryptographic methods and
technical means of information protection in electronic document
management systems. The list of components: the main features of
confidential electronic document management; the procedure for
applying methods and means of information protection in
electronic document management systems.

3 cemectp / 3 cemectp / Semester 3

KOO xomnonenti / BY30BcKkHii KOMIOHEHT / University component

1T | KII biiok opHaTyMeH xyMbIc skacay 5 Komneiorepnik seninepain Kayincisairin kaMmramachi3 ety xoHe
KOOK opicrepi OKIMIUINIEHIPY JIaFbLIapbiH KOPCETY; LUBPIbIK CUTHaiap/sl
[T BK Metosbl paboTsl ¢ OHJICY JKOHEe CHrHajiap/bl Kibepy TeOpHSCHIHbIH NPUHLMITEPIH
PD UK O1oKUpoOBKaMH Oiy skoHe onapabl kacibu Mocenenepai meuyne KongaHa oiny.
Methods of working with locks JleMOHCTPHPOBATh HABBIKM aJIMMHUCTPUPOBAHUS M OOECHICUEHHUS
OesonacHoctn OC Windows, Linux, Android u KOMITBIOTEPHBIX
CeTeH; 3HaThb MPUHLMIBLI LU(PPOBOH 0OpaboTKAa CHrHANOB M
TCOpHs NEPElail CHrHAIOB M TMPUMEHSTb WX [MpPH PelleHHH
npoeCCHOHANIbHBIX 3a/1ay.
Demonstrate skills of administration and security of OSWindows,
Linux, Android, computer networks; know the principles of digital
signal processing and the theory of signal transmission and apply
them in solving professional problems.
12 | KII Keninik kubepkayincizaik 5 [lon  okenminik  Kayincisgikri  3eprreyre  GarbiTranram,
KOOK CereBas _kubepbe3onacHOCTh AYTeHTU(UKALMAIIBIK aKMapaTThl CaKTay skoHe Gepy Kypajigapbl
{ 11 BK Netv. ork Cybersecurity Mek  anicrepin, TCP/IP sxeninepingeri wabybinzapbl Kysere
PD UK achiny MeXaHW3M/IepiMeH, JKeti aDOHEHTTEepiH

| nuerTHhUKAUMANAY  KOHE  AyTeHTM)MKALMANAYTSIH  Herisri

Xal1amMaapbIMEH TaHbLICTBIPa/bl, KOPFaHbIC MEXaHW3MJEpi MeH
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HKEJUTIK  KayIMnCi3MiKTI KaMTaMachl3 €Ty KypaJlAapblH KOJJIaHy
JlaF/iblIapbiHa YHpeTei.

JlucuMninHa HarpaBlieHa Ha M3yuYeHHE CeTeBOi 0e30MacHOCTH,
3HAKOMHT CO CpEICTBAMH W METOJAaMH XpaHeHHs W Mepeaadd
ayTeHTU(HUKALMOHHONH MH(POPMALIMK, MEXaHW3MaMH peaM3alHu
arak B ceTsax TCP/IP, o0CHOBHbIMM NMPOTOKOJIAMU MACHTU(DHUKALIUH
M ayTeHTH(UKALUMM aOOHEHTOB CE€TH, TPHUBUBACT HABBIKH
NMPUMEHEHHs 3alMTHBIX MEXaHW3MOB M CPEACTB obecreyeHus
ceTeBoM 6e30MacHOCTH.

The discipline is aimed at the study of network security,
introduces the means and methods of storage and transmission of
authentication information, mechanisms of implementation of
attacks in TCP/IP networks, the basic protocols of identification
and authentication of network subscribers, instills skills in the use
of protective mechanisms and means of ensuring network security.

Tannay 6oiibinma komnosertTep / Komnonentsl no Beidopy / Optional Components

13 | KITTK AKnaparThl TaChIMaAayLbl1a
[1I KB aKnaparrap/bl KaJrbiHa KeITipy
PD EC Kypasnzaapbl

CpencTpa BOCCTAaHOBIICHUS
uH(OpMALIUK HA HOCUTEJISX
UH(OopMaLUU

Means of restoring information
on media

6

[ToHaik canaHblH YJAriiepi MeH TEeXHUKAJIBIK KypaigapabiH
MYMKIH/AIKTEpI HEeri3iHae KociNTiK KbI3MET OObeKTUIEpiHiH
JKEKeJereH  KOMIIOHEHTTEepiHIH  Kypampaac  Oenikrepi  MeH
TajanTapblH  93ipiey;aKknaparThl  OHJey MeH 0OackapyabiH
KOMITBIOTEPITIK XKy HenepiHiH

KomrioHeHTTepiH Kypy, Nporpammanap MeH MporpaMmmalibiK
KelleHaepai eHuipy, Oenrini Olp camajarbl KOCIMTIK KbI3MET
0ObeKTUIePIHIH  Kayinci3mik —cascaTblH  ICKE  achlpy  IKOHE
MOHMTOPHHIIEY; KACINTIK KbI3MET OOBEKTLIEpiHIH Kayinci3mik
casicaTblH ICKe achIpy K9HE MOHHUTOPHHT Kacay;

[IpoekTHpoBaTh, TECTUPOBATH, 9KCIUTyaTHPOBATh u
aJIMMHHUCTPUPOBATh CHUCTEMbl MH(POPMALMOHHOW 0€30MacHOCTH,
obecrieyuBaTh  MPOrpaMMHO-aNNapaTHYl  3aLIUTy  CHUCTEM,
paboratb ¢ uWH}pacTpyKTypod HAEGHTHU(HUKALMH, 3aALLMTOM
CETEeBbIX MPOTOKOJIOB, AHTHUBMPYCHOM 3alIMTOM, (uisTpauueit
COACPIKAHMS;  OCYLIECTBJICHHE  OPraHU3allHOHHO-TPABOBOIO
obecrieueHUs: HHGOPMAIIMOHHOM O€30MacHOCTH 0ObEKTa 3allUThI;
FeaM3alns 1 MOHUTOPHUHT peaM3allii MOJUTI:X 0e30MacHOCTH
00BEKTOB MPO(ECCHOHATILHON eI TeIbHOCTH.

Organizational, d=sign, analytical, research;

development of requirements and specifications of individual
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components of professional activity objects on the basis of domain
models and technical capabilities;

Creation of components of computer systems for information
processing and management, production of programs and software
complexes, implementation and monitoring of the implementation
of security policies for professional activities;

implementation and monitoring of the implementation of security
policies for professional activities.

14 | KITTK AKnaparTbiK Kayincizaik [IoH aknaparTeIK Kayincislik Toyekeqaepid Tanjaay skoHe Garanay
[TJI KB TOYEKeJIIepiH  Tajjay  JKoHe HETI3/1epi Typasibl XKy#esi OiiM ayra, NpaKTHKAIbIK KbI3METTe
PD EC Oaranay anbiHFaH OlmiMal icke acwipyra OarbiTranFad. [ToH aknmaparTeiK

AHanu3 M OLIGHKA  PHUCKOB Kayinci3ik TOyeKeNJIepiHiH JeHrediH 3epTreyre, WHLUMICHTTIH

MH(pOPMaLIMOHHOM cajjapiapbl  MEH bIKTHMAJIbIFbIH  Oaranayra, ToxKipubesik

Oe30MmacHOCTH €CenTepal IIelyre >OHE MOHMTOPHHI JKYPrizyre MyMKiHJIIK

Analysis and evaluation of Oepeni.

information security risks JlMcuMniMHa HampaBjieHa Ha MOJyYeHHE CUCTEMHbIX 3HaHWiH 00
OCHOBAaX aHalu3a M OLUCHKH pPHCKOB  MH(OPMALIMOHHOM
0€30MacHOCTH,  peaM3allHM  [OJYyYEHHBIX  3HAHW B
NPAKTHYECKOM  NeATeNbHOCTH.  JIMCUMIIIMHA — MO3BOJISET
MCCJIEI0BaTh YPOBHH PUCKOB HH(OPMAaLMOHHON (e30MacHOCTH,
OUEHKY TMOCJEACTBMA M BEPOSATHOCTH WHLUMAEHTA, pellaTh
MPAKTHYECKHUE 3a]]a41 U MPOBOJAUTH MOHHTOPHHI.
The discipline is aimed at obtaining systematic knowledge about
the basics of analysis and risk assessment of information security,
the implementation of knowledge in practice. The discipline
allows to investigate the levels of information security risks,
assess the consequences and probability of an incident, solve
practical problems and conduct monitoring.

15 | KITTK Cakray KoHMacbhlHAa )KOUBLIFaH Kayinciznikri  kamTamachl3 eTy[diH KPUMHHOJIOTHSJIBIK JKOHE
ITJI KB aKnaparrap/bl ajny KPUMHMHAJIMCTUKANIBIK Q1ICTEp/l KOJIIaHy;

PD EC H3Bneuenune undopmauuu us Axnapattelk  6aszaHel  KMHAY, 3eprTey, Oaramay  yLIiH

YAAJICHHBIX XPaHUJIHLL
Extracting information from
remote storage

KPUMHHAJIHCTHKAJIBIK €CENTi KOJIJIaHy; capanTaMaiiblK 3epTTeyai
XKYPri3y )KoHE OHbI aKMapaTThl Ay Ke3iH/e KOJaaHy.

KomnereHnuuu B cepe HOPMOTBOPYECKOH,
NpaBONPUMEHHUTENIbHOM,  MPABOOXPAHMTENbHOM,  IKCMEPTHO-

] KOHCyJ'leaLllf:OZiHOﬁ H HaquO-HCCHCIlOBaTCHbPKOﬁ JCATCIIBHCCTH.

Competencics in the sphere of norm-setting, iaw enforcemeit, law
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enforcement, expert-consulting and research activities.

16 | KIT1 TK AKnaparTbIiK Kayincizaik | 6 [IoH y>XbIMHBIH Kayincisik KbI3MeTi (aKnaparThlK Kayinci3mik

[1]1 KB caJlaChIH/AaFbI OKUFaapabl Gesimi) KbI3METIHIH Ka3ipri 3aMaHFbl 9/icTepi MEH acrekTinepiH,

PD EC Teprey onicrepi COHbIH ilIiHAE MYHJal OKHFANapAblH aiblH ajy, ONapIbIH

Metonpl paccienoBaHus KeJITIPreH 3anaiiblH %00, XaKepIlik GeICeH/IiTIKTIH KObIH Kecy,

HHLIMJCHTOB B cepe aKraparThl 3aHChI3 ally apHalapbiH 5kaly XkoHe KiHoJIi TyJIFanap/pl
UH(POPMALIMOHHOM aHBIKTAY dJIiCTEpiH 3epTTEM .

Oe30macHOCTH JlucumMnnuvHa ucciefyeT COBpPEMEHHblE METONbl M acMeKThl

Information security incident ACATENILHOCTH ClyxkObl Oe30macHoCTH (0Ta€ena HHPOPMALIMOHHO

investigations methods 0€30MacHOCTH) OpPraHU3aLMK MPH PEarupoOBAHUHN HA MHLIM/ICHTHI B

MHDOPMALIMOHHOW ~ cuCTeMe, B  TOM  YMCIe  METONHK
NPEAYNPEKACHU TAKUX WHLIUICHTOB, JIMKBMIALIUK HAHECEHHOTO
MMM yliep0a, NpecevyeHns XaKepCKOW aKTUBHOCTH, MEPeKphITHS
KaHaJIOB  HE3aKOHHOrO0 CcbheéMa HH(POPMALMKM W  BbISBICHHS
BUHOBHBIX JIHII.

The discipline explores modern methods and aspects of the
security service (information security Department) of the
organization in responding to incidents in the information system,
including methods of preventing such incidents, eliminating the
damage caused by them, preventing hacker activity, blocking the
channels of illegal removal of information and identifying the
perpetrators.

3usiH KeJNTipy1ui
nporpammaliapaaH KOpFay
TOCi1JIepl MEH Kypaiaphbl
MeToasl u cpexncTBa 3ammThHI
OT BPEJJIOHOCHBIX MPOrpamMmm
Methods and means of
protection against malicious
programs

Kadenpa oTbIpbICbIHAA KAPACTHIPBLUIIBI XKIHE OeKiTinAl

PaccmoTpeHo 1 yTBepikIeHO Ha 3acenaHuu Kadeapbl

Considered and approved at the meeting of the department

KyHi / nara / date NEE ﬁ xarrama / nportokon / Record Ne i

Carunzpikos K.M. /yb /W% % /9
(Atbi-)x0H1I/DHUO/Name) § konsi/Signature) (nara/kyHi/date

AKnaparThiK Kayincisaikri 6ackapy Moaenbaepi MeH aaictepi
Mopnenu 1 MeToap! yrnipaBieHusi HHOOPMALMOHHOM 0€30MaCHOCTH
Models and methods of information security management

® EHY 708-01-19 Karanor qucuumimn no odpasosarenbHoil nporpamme. Msnanue Bropoe




